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[bookmark: _Toc166848808]Introduction
This document defines mechanisms that are anticipated to be used with the current version of PKCS #11.
All text is normative unless otherwise labeled.
1 [bookmark: _Toc228894628][bookmark: _Toc228807150][bookmark: _Toc72656187][bookmark: _Ref407099471][bookmark: _Toc370634365][bookmark: _Toc391471082][bookmark: _Toc395187720][bookmark: _Toc416959966][bookmark: _Toc8118063][bookmark: _Toc87852818][bookmark: _Toc166848809][bookmark: _Toc385057976][bookmark: _Toc383864939][bookmark: _Toc323610932][bookmark: _Toc323205503][bookmark: _Toc323024169][bookmark: _Toc323000718][bookmark: _Toc322945151][bookmark: _Toc322855309][bookmark: _Ref320514897][bookmark: _Ref319997130]Errata for PKCS#11 Current Mechanisms Specification v3.0 OS
1.1 [bookmark: _Toc527453865][bookmark: _Toc527454546][bookmark: _Toc527453866][bookmark: _Toc527454547][bookmark: _Toc527453867][bookmark: _Toc527454548][bookmark: _Toc527453868][bookmark: _Toc527454549][bookmark: _Toc527453869][bookmark: _Toc527454550][bookmark: _Toc527453912][bookmark: _Toc527454593][bookmark: _Toc527453913][bookmark: _Toc527454594][bookmark: _Toc527453914][bookmark: _Toc527454595][bookmark: _Toc527453915][bookmark: _Toc527454596][bookmark: _Toc527453916][bookmark: _Toc527454597][bookmark: _Toc527453932][bookmark: _Toc527454613][bookmark: _Toc527453933][bookmark: _Toc527454614][bookmark: _Hlt494255338][bookmark: _Hlt494260222][bookmark: _Toc87852819][bookmark: _Toc166848810][bookmark: _Toc385057865][bookmark: _Toc383864861][bookmark: _Toc323610854][bookmark: _Toc323205424][bookmark: _Toc323024092][bookmark: _Toc323000698][bookmark: _Toc322945131][bookmark: _Toc322855289][bookmark: _Toc471006064]Modification of CKA_EC_Point for Edwards Elliptic Curve Public Key (2.3.5 Edwards Elliptic Curve public key objects)
[bookmark: _Toc25853399]Table 136, Edwards Elliptic Curve Public Key Object Attributes
	Attribute
	Data type
	Meaning

	CKA_EC_POINT1,4
	Byte array
	Public key bytes in little endian order as defined in RFC 8032


- Refer to [PKCS #11-Base]  table 11 for footnotes
1.2 [bookmark: _Toc8118120][bookmark: _Toc87852820][bookmark: _Toc166848811]Modification of CKA_EC_Point for Edwards Elliptic Curve Private Key (2.3.6 Edwards Elliptic Curve private key objects)
[bookmark: _Toc25853400]Table 237, Edwards Elliptic Curve Private Key Object Attributes
	Attribute
	Data type
	Meaning

	CKA_VALUE1,4,6,7
	Big integer
	Private key bytes in little endian order as defined in RFC 8032


- Refer to [PKCS #11-Base]  table 11 for footnotes
1.3 [bookmark: _Toc8118121][bookmark: _Toc87852821][bookmark: _Toc166848812]Modification of CKA_EC_Point for Montgomery Elliptic Curve Public Key (2.3.7 Montgomery Elliptic curve public key objects)
[bookmark: _Toc25853401]Table 338, Montgomery Elliptic Curve Public Key Object Attributes
	Attribute
	Data type
	Meaning

	CKA_EC_POINT1,4
	Byte array
	Public key bytes in little endian order as defined in RFC 7748


- Refer to [PKCS #11-Base]  table 11 for footnotes
1.4 [bookmark: _Toc8118122][bookmark: _Toc87852822][bookmark: _Toc166848813]Modification of CKA_EC_Point for Montgomery Elliptic Curve Private Key (2.3.8 Montgomery Elliptic curve private key objects)
[bookmark: _Toc25853402]Table 439, Montgomery Elliptic Curve Private Key Object Attributes
	Attribute
	Data type
	Meaning

	CKA_VALUE1,4,6,7
	Big integer
	Private key bytes in little endian order as defined in RFC 7748


- Refer to [PKCS #11-Base]  table 11 for footnotes
1.5 [bookmark: _Hlt494608145][bookmark: _Toc527453953][bookmark: _Toc527454634][bookmark: _Toc527453954][bookmark: _Toc527454635][bookmark: _Toc527453955][bookmark: _Toc527454636][bookmark: _Toc527453956][bookmark: _Toc527454637][bookmark: _Toc527453957][bookmark: _Toc527454638][bookmark: _Toc527453959][bookmark: _Toc527454640][bookmark: _Toc527453960][bookmark: _Toc527454641][bookmark: _Toc527453961][bookmark: _Toc527454642][bookmark: _Toc527453962][bookmark: _Toc527454643][bookmark: _Toc527453963][bookmark: _Toc527454644][bookmark: _Toc527453964][bookmark: _Toc527454645][bookmark: _Toc527453965][bookmark: _Toc527454646][bookmark: _Toc527453966][bookmark: _Toc527454647][bookmark: _Toc527453967][bookmark: _Toc527454648][bookmark: _Toc527453968][bookmark: _Toc527454649][bookmark: _Toc527453969][bookmark: _Toc527454650][bookmark: _Toc527453970][bookmark: _Toc527454651][bookmark: _Toc527453971][bookmark: _Toc527454652][bookmark: _Toc527453972][bookmark: _Toc527454653][bookmark: _Toc527453973][bookmark: _Toc527454654][bookmark: _Toc527453974][bookmark: _Toc527454655][bookmark: _Toc527453975][bookmark: _Toc527454656][bookmark: _Toc527453976][bookmark: _Toc527454657][bookmark: _Toc527453977][bookmark: _Toc527454658][bookmark: _Toc527453978][bookmark: _Toc527454659][bookmark: _Toc527453979][bookmark: _Toc527454660][bookmark: _Toc527453980][bookmark: _Toc527454661][bookmark: _Toc527453982][bookmark: _Toc527454663][bookmark: _Toc527453983][bookmark: _Toc527454664][bookmark: _Toc527453984][bookmark: _Toc527454665][bookmark: _Toc527453985][bookmark: _Toc527454666][bookmark: _Toc527453986][bookmark: _Toc527454667][bookmark: _Toc527453987][bookmark: _Toc527454668][bookmark: _Toc527453988][bookmark: _Toc527454669][bookmark: _Toc527453989][bookmark: _Toc527454670][bookmark: _Hlt500652492][bookmark: _Toc87852823][bookmark: _Toc166848814]Modification of EC pPublicData Meaning (2.3.16 EC mechanisms parameters)
The fields of the structure have the following meanings:
	
[bookmark: _Hlk87857230]	pPublicData[footnoteRef:1]	pointer to other party’s EC public key value. For short Weierstrass EC keys: a token MUST be able to accept this value encoded as a raw octet string (as per section A.5.2 of [ANSI X9.62]).  A token MAY, in addition, support accepting this value as a DER-encoded ECPoint (as per section E.6 of [ANSI X9.62]) i.e. the same as a CKA_EC_POINT encoding.  The calling application is responsible for converting the offered public key to the compressed or uncompressed forms of these encodings if the token does not support the offered form.
For Montgomery keys: the public key is provided as bytes in little endian order as defined in RFC 7748. [1:  The encoding in V2.20 was not specified and resulted in different implementations choosing different encodings. Applications relying only on a V2.20 encoding (e.g. the DER variant) other than the one specified now (raw) may not work with all V2.30 compliant tokens.] 

1.6 [bookmark: _Toc87852824][bookmark: _Toc166848815]Clarification of Elliptic Curve Diffie-Hellman key derivation reference (2.3.17 Elliptic curve Diffie-Hellman key derivation)
[bookmark: _Hlt500132816]The elliptic curve Diffie-Hellman (ECDH) key derivation mechanism, denoted CKM_ECDH1_DERIVE, is a mechanism for key derivation based on the Diffie-Hellman version of the elliptic curve key agreement scheme, as defined in ANSI X9.63 for ECDSA keys and RFC 7748 for Montgomery keys, where each party contributes one key pair all using the same EC domain parameters.
[bookmark: _Toc368481875][bookmark: _Toc370634696][bookmark: _Toc391471409][bookmark: _Toc395188047][bookmark: _Toc416960293][bookmark: _Toc8118641][bookmark: _Toc87852825][bookmark: _Toc166848816]PKCS #11 Implementation Conformance
PKCS #11 Implementation Conformance is defined in Section 3 of [PKCS11-Curr].
[bookmark: _Toc166848817]References
This appendix contains the normative and informative references that are used in this document.
While any hyperlinks included in this appendix were valid at the time of publication, OASIS cannot guarantee their long-term validity.
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