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and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice
and this section are included on all such copies and derivative works. However, this document itself may
not be modified in any way, including by removing the copyright notice or references to OASIS, except as
needed for the purpose of developing any document or deliverable produced by an OASIS Technical
Committee (in which case the rules applicable to copyrights, as set forth in the OASIS IPR Policy, must
be followed) or as required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors
or assigns.

This document and the information contained herein is provided on an "AS IS" basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY
OWNERSHIP RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.

OASIS requests that any OASIS Party or any other party that believes it has patent claims that would
necessarily be infringed by implementations of this OASIS Committee Specification or OASIS Standard,
to notify OASIS TC Administrator and provide an indication of its willingness to grant patent licenses to
such patent claims in a manner consistent with the IPR Mode of the OASIS Technical Committee that
produced this specification.

OASIS invites any party to contact the OASIS TC Administrator if it is aware of a claim of ownership of
any patent claims that would necessarily be infringed by implementations of this specification by a patent
holder that is not willing to provide a license to such patent claims in a manner consistent with the IPR
Mode of the OASIS Technical Committee that produced this specification. OASIS may include such
claims on its website, but disclaims any obligation to do so.

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that
might be claimed to pertain to the implementation or use of the technology described in this document or
the extent to which any license under such rights might or might not be available; neither does it
represent that it has made any effort to identify any such rights. Information on OASIS' procedures with
respect to rights in any document or deliverable produced by an OASIS Technical Committee can be
found on the OASIS website. Copies of claims of rights made available for publication and any
assurances of licenses to be made available, or the result of an attempt made to obtain a general license
or permission for the use of such proprietary rights by implementers or users of this OASIS Committee
Specification or OASIS Standard, can be obtained from the OASIS TC Administrator. OASIS makes no
representation that any information or list of intellectual property rights will at any time be complete, or
that any claims in such list are, in fact, Essential Claims.

The name "OASIS" is a trademark of OASIS, the owner and developer of this specification, and should be
used only to refer to the organization and its official outputs. OASIS welcomes reference to, and
implementation and use of, specifications, while reserving the right to enforce its marks against
misleading uses. Please see https://www.oasis-open.org/policies-guidelines/trademark for above
guidance.
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11l ntroducti on

This document is intended as a specification of the protocol used for the communication between clients

and servers to perform certain management operations on objects stored and maintained by a key
management system. These objects are referred to as Managed Objects in this specification. They

include symmetric and asymmetric cryptographic keys, digital certificates, and templates used to simplify
the creation of objects and control their use. Managed Objects are managed with operations that include

the ability to generate cryptographic keys, register objects with the key management system, obtain
objects from the system, destroy objects from the system, and search for objects maintained by the
system. Managed Objects also have associated attributes, which are named values stored by the key
management system and are obtained from the system via operations. Certain attributes are added,
modified, or deleted by operations.

The protocol specified in this document includes several certificate-related functions for which there are a

number of existing protocols i namely Validate (e.g., SCVP or XKMS), Certify (e.g., CMP [RFC4210],

CMC [RFC5272][RFC6402], SCEP) and Re-certify (e.g., CMP [RFC4210], CMC [RFC5272][RFC6402],
SCEP). The protocol does not attempt to define a comprehensive certificate management protocol, such

as would be needed for a certification authority. However, it does include functions that are needed to
allow a key server to provide a proxy for certificate management functions.

In addition to the normative definitions for managed objects, operations and attributes, this specification

also includes normative definitions for the following aspects of the protocol:
1 The expected behavior of the server and client as a result of operations,
1 Message contents and formats,
1 Message encoding (including enumerations), and
1 Error handling.

This specification is complemented by several other documents. The KMIP Usage Guide[KMIP-UG]
provides illustrative information on using the protocol. The KMIP Profiles Specification [KMIP-Prof]
provides a selected set of base level conformance profiles and authentication suites; additional KMIP

Profiles define specific sets of KMIP functionality for conformance purposes. The KMIP Test Specification

[KMIP-TC] provides samples of protocol messages corresponding to a set of defined test cases. The
KMIP Use Cases document [KMIP-UC] provides user stories that define the use of and context for
functionality defined in KMIP.

This specification defines the KMIP protocol version major 1 and minor 2 (see 6.1).

1.1 Terminology
The key REQUIREDR]G MSHALLG ISHALL NOTQ fiSHOULDQ fiISHOULD NOTQ AMAYQ and

fOPTIONALO i n this document are t oRACRLI9 .nt er preted as
For acronyms used in this document, see Appendix E. For definitions not found in this document, see
[SP800-57-1].
Archive To place information not accessed frequently into long-term storage.
Asymmetric key pair A public key and its corresponding private key; a key pair is used with a
(key pair) public key algorithm.
Authentication A process that establishes the origin of information, or determines an
entitybés identity.
Authentication code A cryptographic checksum based on a security function.
kmip-spec-v1.3-cs01 28 July 2016
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Authorization

Access privileges that are
sanction to perform a security function or activity.

grante

Certificate length

The length (in bytes) of an X.509 public key certificate.

Certification authority

The entity in a Public Key Infrastructure (PKI) that is responsible for
issuing certificates, and exacting compliance to a PKI policy.

Ciphertext

Data in its encrypted form.

Compromise

The unauthorized disclosure, modification, substitution or use of sensitive
data (e.g., keying material and other security-related information).

Confidentiality

The property that sensitive information is not disclosed to unauthorized
entities.

Cryptographic
algorithm

A well-defined computational procedure that takes variable inputs,
including a cryptographic key and produces an output.

Cryptographic key
(key)

A parameter used in conjunction with a cryptographic algorithm that
determines its operation in such a way that an entity with knowledge of
the key can reproduce or reverse the operation, while an entity without
knowledge of the key cannot. Examples include:

1. The transformation of plaintext data into ciphertext data,
2. The transformation of ciphertext data into plaintext data,
3. The computation of a digital signature from data,

4. The verification of a digital signature,

5. The computation of an authentication code from data, and

6. The verification of an authentication code from data and a received
authentication code.

Decryption

The process of changing ciphertext into plaintext using a cryptographic
algorithm and key.

Digest (or hash)

The result of applying a hashing algorithm to information.

Digital signature
(signature)

The result of a cryptographic transformation of data that, when properly
implemented with supporting infrastructure and policy, provides the
services of:

1. origin authentication
2. data integrity, and
3. signer non-repudiation.

Digital Signature
Algorithm

A cryptographic algorithm used for digital signature.

Encryption

The process of changing plaintext into ciphertext using a cryptographic
algorithm and key.

Hashing algorithm (or
hash algorithm, hash
function)

An algorithm that maps a bit string of arbitrary length to a fixed length bit
string. Approved hashing algorithms satisfy the following properties:

1. (One-way) It is computationally infeasible to find any input that
maps to any pre-specified output, and

2. (Collision resistant) It is computationally infeasible to find any two
distinct inputs that map to the same output.

kmip-spec-v1.3-cs01
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Integrity

The property that sensitive data has not been modified or deleted in an
unauthorized and undetected manner.

Key derivation
(derivation)

A function in the lifecycle of keying material; the process by which one or
more keys are derived from:

1) Either a shared secret from a key agreement computation or a pre-
shared cryptographic key, and

2) Other information.

Key management

The activities involving the handling of cryptographic keys and other
related security parameters (e.g., IVs and passwords) during the entire
life cycle of the keys, including their generation, storage, establishment,
entry and output, and destruction.

Key wrapping A method of encrypting and/or MACing/signing keys.
(wrapping)
Message A cryptographic checksum on data that uses a symmetric key to detect

Authentication Code
(MAC)

both accidental and intentional modifications of data.

PGP Key A RFC 4880-compliant container of cryptographic keys and associated
metadata. Usually text-based (in PGP-parlance, ASCII-armored).

Private key A cryptographic key used with a public key cryptographic algorithm that is
uniquely associated with an entity and is not made public. The private key
is associated with a public key. Depending on the algorithm, the private
key MAY be used to:

1. Compute the corresponding public key,

2. Compute a digital signature that can be verified by the corresponding
public key,

3. Decrypt data that was encrypted by the corresponding public key, or
4. Compute a piece of common shared data, together with other
information.

Profile A specification of objects, attributes, operations, message elements and
authentication methods to be used in specific contexts of key
management server and client interactions (see [KMIP-Prof]).

Public key A cryptographic key used with a public key cryptographic algorithm that is

uniquely associated with an entity and that MAY be made public. The
public key is associated with a private key. The public key MAY be known
by anyone and, depending on the algorithm, MAY be used to:

1. Verify a digital signature that is signed by the corresponding private
key,

2. Encrypt data that can be decrypted by the corresponding private key,
or

3. Compute a piece of shared data.

Public key certificate

A set of data that uniquely identifies an entity, contains the entity's public

(certificate) key and possibly other information, and is digitally signed by a trusted
party, thereby binding the public key to the entity.

Public key A cryptographic algorithm that uses two related keys, a public key and a

cryptographic private key. The two keys have the property that determining the private

algorithm key from the public key is computationally infeasible.
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Public Key A framework that is established to issue, maintain and revoke public key

Infrastructure certificates.
Recover To retrieve information that was archived to long-term storage.
Split Key A process by which a cryptographic key is split into n multiple key

components, individually providing no knowledge of the original key,
which can be subsequently combined to recreate the original
cryptographic key. If knowledge of k (where k is less than or equal to n)
components is necessary to construct the original key, then knowledge of
any k-1 key components provides no information about the original key
other than, possibly, its length.

Symmetric key A single cryptographic key that is used with a secret (symmetric) key
algorithm.

Symmetric key A cryptographic algorithm that uses the same secret (symmetric) key for

algorithm an operation and its inverse (e.g., encryption and decryption).

X.509 certificate The ISO/ITU-T X.509 standard defined two types of certificates i the

X.509 public key certificate, and the X.509 attribute certificate. Most
commonly (including this document), an X.509 certificate refers to the
X.509 public key certificate.

X.509 public key The public key for a user (or device) and a name for the user (or device),
certificate together with some other information, rendered un-forgeable by the digital
signature of the certification authority that issued the certificate, encoded
in the format defined in the ISO/ITU-T X.509 standard.
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2 Obj ect s

The following subsections describe the objects that are passed between the clients and servers of the key
management system. Some of these object types, called Base Objects, are used only in the protocol
itself, and are not considered Managed Objects. Key management systems MAY choose to support a
subset of the Managed Objects. The object descriptions refer to the primitive data types of which they are
composed. These primitive data types are (see Section 9.1.1.4):

1 Integer
Long Integer
Big Integer

Enumeration i choices from a predefined list of values

)l

)l

)l

1 Boolean
1 Text String T string of characters representing human-readable text
1 Byte String T sequence of unencoded byte values

1 Date-Time 1 date and time, with a granularity of one second

1 Interval i alength of time expressed in seconds

Structures are composed of ordered lists of primitive data types or sub-structures.

2.1 Base Objects

These objects are used within the messages of the protocol, but are not objects managed by the key
management system. They are components of Managed Objects.

2.1.1 Attribute

An Attribute object is a structure (see Table 2) used for sending and receiving Managed Object attributes.
The Attribute Name is a text-string that is used to identify the attribute. The Attribute Index is an index
number assigned by the key management server. The Attribute Index is used to identify the particular
instance. Attribute Indices SHALL start with 0. The Attribute Index of an attribute SHALL NOT change
when other instances are added or deleted. Single-instance Attributes (attributes which an object MAY
only have at most one instance thereof) SHALL have an Attribute Index of 0. The Attribute Value is either
a primitive data type or structured object, depending on the attribute.

When an Attribute structure is used to specify or return a particular instance of an Attribute and the
Attribute Index is not specified it SHALL be assumed to be 0.

Obj ect Encoding REQUI RED
Attribute Structure
Attribute Text StrinYes
Attribdesr I nteger N o
Attribute Varies, deYes, except f
on attribuoperation (5s)d
Sectd on

Table 2: Attribute Object Structure
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2.1.2 Credential

A Credential is a structure (see Table 3) used for client identification purposes and is not managed by the
key management system (e.g., user id/password pairs, Kerberos tokens, etc.). It MAY be used for
authentication purposes as indicated in [KMIP-Prof].

Obj ect Encoding REQUI RED
Credenti al Structure
Credenti al Enumer ati aYes
9.1.3.2.1
Credenti al Varies bas|Yes
Credenti al

Table 3: Credential Object Structure

If the Credential Type in the Credential is Username and Password, then Credential Value is a structure
as shown in Table 4. The Username field identifies the client, and the Password field is a secret that
authenticates the client.

Obj ect Encoding REQUI RED
Credential ValStructure

User name Text StrinYes

Password Text StrinNo

Table 4: Credential Value Structure for the Username and Password Credential

If the Credential Type in the Credential is Device, then Credential Value is a structure as shown in Table
5. One or a combination of the Device Serial Number, Network Identifier, Machine Identifier, and Media
Identifier SHALL be unique. Server implementations MAY enforce policies on uniqueness for individual
fields. A shared secret or password MAY also be used to authenticate the client. The client SHALL
provide at least one field.

Obj ect Encoding REQUI RED
Credenti al ValStructure

Device Ser Text StrinNo

Number

Password Text StrinNo

Device | de Text StrinNo

Net wor k | d Text StrinNo

Machine 1| d Text StrinNo

Medi a | den Text StrinNo

Table 5: Credential Value Structure for the Device Credential

If the Credential Type in the Credential is Attestation, then Credential Value is a structure as shown in
Table 6. The Nonce Value is obtained from the key management server in a Nonce Object. The
Attestation Credential Object can contain a measurement from the client or an assertion from a third party
if the server is not capable or willing to verify the attestation data from the client. Neither type of
attestation data (Attestation Measurement or Attestation Assertion) is necessary to allow the server to
accept either. However, the client SHALL provide attestation data in either the Attestation Measurement
or Attestation Assertion fields.
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Obj ect Encoding REQUI RED
Credevidli mé Structure
Nonce Structur e, Yes
2.1.14
Attestatio Enumer ati gYes
9.1.3.2. 3¢
Attestatig Byte StrinNo
Measur emen
Attestatidg Byte StrinNo

Table 6: Credential Value Structure for the Attestation Credential

2.1.3 Key Block

A Key Block object is a structure (see Table 7) used to encapsulate all of the information that is closely
associated with a cryptographic key. It contains a Key Value of one of the following Key Format Types:

1
1

il

Raw i This is a key that contains only cryptographic key material, encoded as a string of bytes.

Opaque i This is an encoded key for which the encoding is unknown to the key management
system. It is encoded as a string of bytes.

PKCS1 1 This is an encoded private key, expressed as a DER-encoded ASN.1 PKCS#1 object.

PKCS8 1 This is an encoded private key, expressed as a DER-encoded ASN.1 PKCS#8 object,
supporting both the RSAPrivateKey syntax and EncryptedPrivateKey.

X.509 1 This is an encoded object, expressed as a DER-encoded ASN.1 X.509 object.
ECPrivateKey i This is an ASN.1 encoded elliptic curve private key.

Several Transparent Key types i These are algorithm-specific structures containing defined
values for the various key types, as defined in Section 2.1.7.

Extensions i These are vendor-specific extensions to allow for proprietary or legacy key formats.

The Key Block MAY contain the Key Compression Type, which indicates the format of the elliptic curve
public key. By default, the public key is uncompressed.

The Key Block also has the Cryptographic Algorithm and the Cryptographic Length of the key contained
in the Key Value field. Some example values are:

f
f

il

RSA keys are typically 1024, 2048 or 3072 bits in length.

3DES keys are typically from 112 to 192 bits (depending upon key length and the presence of
parity bits).

AES keys are 128, 192 or 256 bits in length.

The Key Block SHALL contain a Key Wrapping Data structure if the key in the Key Value field is wrapped
(i.e., encrypted, or MACed/signed, or both).
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Obj ect Encoding REQUI RED
Key Bl ock Structure
Key For mat Enumer ati gYes
9.1.3.2.3
Key Compr e Enumer ati aNo
Type 9.1.3.2.2
Key Val ue Byte StrinNo
wrapped Ke
Structur e:
pl aintext
se2. 1.4
Cryptograp Enumer ati gYes MAY be of
Al gorithm 9.1.3.2.13this informat
from the Key
not apply to
(see S2cdion
Opaque Object
Sectad.on.8 1 f pi
the Cryptogra
SHALL al so be
Cryptogranp I nteger Yes. MAY be of
Length this informat
from the Key
not apply to
(see S2cdion
Opaque Object
Sectad.on.8 1 f pi
the Cryptogra
SHALL al so be
Key Wrappi Struct uzr.el[No. SHALL onl
if the key is

Table 7: Key Block Object Structure

2.1.4 Key Value

The Key Value is used only inside a Key Block and is either a Byte String or a structure (see Table 8):

1 The Key Value structure contains the key material, either as a byte string or as a Transparent Key
structure (see Section 2.1.7), and OPTIONAL attribute information that is associated and
encapsulated with the key material. This attribute information differs from the attributes
associated with Managed Obijects, and is obtained via the Get Attributes operation, only by the
fact that it is encapsulated with (and possibly wrapped with) the key material itself.

1 The Key Value Byte String is either the wrapped TTLV-encoded (see Section 9.1) Key Value
structure, or the wrapped un-encoded value of the Byte String Key Material field.
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Obj ect Encoding REQUI RED

Key Value Structure
Key Materi Byte StrinYes
Opaque, P K
PKCS8,

ECPrivat ek
Extensi on
Format typ
Structur e:
Transparen
Extension
Format Typ

Attribute Attribute [No. MAY be re
Sectd.oln. 1

Table 8: Key Value Object Structure

2.1.5 Key Wrapping Data

The Key Block MAY also supply OPTIONAL information about a cryptographic key wrapping mechanism
used to wrap the Key Value. This consists of a Key Wrapping Data structure (see Table 9). It is only used
inside a Key Block.

This structure contains fields for:
1 A Wrapping Method, which indicates the method used to wrap the Key Value.

1 Encryption Key Information, which contains the Unique Identifier (see 3.1) value of the encryption
key and associated cryptographic parameters.

1 MAC/Signature Key Information, which contains the Unique Identifier value of the MAC/signature
key and associated cryptographic parameters.

1 A MAC/Signature, which contains a MAC or signature of the Key Value.
1 AnIV/Counter/Nonce, if REQUIRED by the wrapping method.

1 An Encoding Option, specifying the encoding of the Key Material within the Key Value structure of
the Key Block that has been wrapped. If No Encoding is specified, then the Key Value structure
SHALL NOT contain any attributes.

If wrapping is used, then the whole Key Value structure is wrapped unless otherwise specified by the
Wrapping Method. The algorithms used for wrapping are given by the Cryptographic Algorithm attributes
of the encryption key and/or MAC/signature key; the block-cipher mode, padding method, and hashing
algorithm used for wrapping are given by the Cryptographic Parameters in the Encryption Key Information
and/or MAC/Signature Key Information, or, if not present, from the Cryptographic Parameters attribute of
the respective key(s). Either the Encryption Key Information or the MAC/Signature Key Information (or
both) in the Key Wrapping Data structure SHALL be specified.

The following wrapping methods are currently defined:

1 Encrypt only (i.e., encryption using a symmetric key or public key, or authenticated encryption
algorithms that use a single key).

1 MAC/sign only (i.e., either MACing the Key Value with a symmetric key, or signing the Key Value
with a private key).

1 Encrypt then MAC/sign.
1 MAC/sign then encrypt.
1 TR-31.
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1 Extensions.

The following encoding options are currently defined:

il
Value structure).

il

TTLV Encoding (i.e., the wrapped TTLV-encoded Key Value structure).

No Encoding (i.e., the wrapped un-encoded value of the Byte String Key Material field in the Key

Obj ect Encoding REQUI RED
Key Wrapping Structure
Wrapping N Enumer ati gYes
9.1.3.2.4
Encryption Structure,No. Correspon
I nformatiag that was wused
Key Val ue.
MAC/ Si gnat Structure,NoCorrespomhes
I nformati g symmetric key
the Key Value
key used to s
Val ue
MAC/ Signat Byte StrinNo
I V/ Count er Byte StrinNo
Encoding ( Enumer ati dNo. Specifies
9.1.3.2.320f the Key Va
I f not presen
Key Value str
be TTLV encod

Table 9: Key Wrapping Data Object Structure

The structures of the Encryption Key Information (see Table 10) and the MAC/Signature Key Information

(see Table 11) are as follows:

Obj ect Encoding REQUI RED
Encryption Ke|Structure
Unique | de Text st BidYes
Cryptograp Struct u3r.e6|No
Parameters
Table 10: Encryption Key Information Object Structure
Obj ect Encoding REQUI RED
MAC/ Signature|Structure
I nformati on
Unique 1| de Text stBidYed.t SHALL be
Unique |l dentii
Symmetric Key
MA C, or of th
(or its corre
Key) wused to
Cryptograp Struct u3r.e6|No
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Parameter s

Table 11: MAC/Signature Key Information Object Structure

2.1.6 Key Wrapping Specification

This is a separate structure (see Table 12) that is defined for operations that provide the option to return
wrapped keys. The Key Wrapping Specification SHALL be included inside the operation request if clients
request the server to return a wrapped key. If Cryptographic Parameters are specified in the Encryption
Key Information and/or the MAC/Signature Key Information of the Key Wrapping Specification, then the
server SHALL verify that they match one of the instances of the Cryptographic Parameters attribute of the
corresponding key. If Cryptographic Parameters are omitted, then the server SHALL use the
Cryptographic Parameters attribute with the lowest Attribute Index of the corresponding key. If the
corresponding key does not have any Cryptographic Parameters attribute, or if no match is found, then an
error is returned.

This structure contains:
1 A Wrapping Method that indicates the method used to wrap the Key Value.

1 Encryption Key Information with the Unique Identifier value of the encryption key and associated
cryptographic parameters.

1 MAC/Signature Key Information with the Unique Identifier value of the MAC/signature key and
associated cryptographic parameters.

1 Zero or more Attribute Names to indicate the attributes to be wrapped with the key material.

1 An Encoding Option, specifying the encoding of the Key Value before wrapping. If No Encoding is
specified, then the Key Value SHALL NOT contain any attributes

Obj ect Encoding REQUI RED
Key Wrapping Structure
Wr apping N Enumer ati gYes
9.1.3.2.4
Encryption Struct u2r.el[No, SHALL be
I nformatiag MAC/ Signature
|l of mati on i s
MAC/ Signat Structuzr.el,, No, SHALL be
I nformatiag Encryption Ke

is omitted

Attribute Text StrinNo, MAY be re
Encodi ng ( Enumer ati aNo. I f Encodi
9.1.3.2.32present, the

Val ue SHALL b
encoded.

Table 12: Key Wrapping Specification Object Structure

2.1.7 Transparent Key Structures

Transparent Key structures describe the necessary parameters to obtain the key material. They are used
in the Key Value structure. The mapping to the parameters specified in other standards is shown in Table
13.

Object Description Mapping

P For DSA and DH, the (large) prime field order. | p in [FIPS186-4], [X9.42],
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For RSA, a prime factor of the modulus.

[SP800-56A]
p in [PKCS#1], [FIPS186-4]

Q For DSA and DH, the (small) prime
multiplicative subgroup order.

For RSA, a prime factor of the modulus.

qin [FIPS186-4], [X9.42],
[SP800-56A]

g in [PKCS#1], [FIPS186-4]

G The generator of the subgroup of order Q. g in [FIPS186-4], [X9.42],
[SP800-56A]

X DSA or DH private key. x in [FIPS186-4]
X, Xy, Xy iN [X9.42], [SP800-
56A] for static private keys
r, ry, ry in [X9.42], [SP800-56A]
for ephemeral private keys

Y DSA or DH public key. y in [FIPS186-4]
Y, Yu, Yy in [X9.42], [SP80O0-
56A] for static public keys
t, ty, ty in [X9.42], [SP800-56A]
for ephemeral public keys

J DH cofactor integer, where P = JQ + 1. jin [X9.42]

Modulus RSA modulus PQ, where P and Q are distinct | nin [PKCS#1], [FIPS186-4]

primes.
Private Exponent RSA private exponent. d in [PKCS#1], [FIPS186-4]
Public Exponent RSA public exponent. e in [PKCS#1], [FIPS186-4]

Prime Exponent P RSA private exponent for the prime factor P in
the CRT format, i.e., Private Exponent (mod
(P-1)).

dP in [PKCS#1], [FIPS186-4]

Prime Exponent Q | RSA private exponent for the prime factor Q in
the CRT format, i.e., Private Exponent (mod

dQ in [PKCS#1], [FIPS186-4]

(Q-1)).

CRT Coefficient The (first) CRT coefficient, i.e., Q™ mod P. glnv in [PKCS#1], [FIPS186-4]

Recommended NIST Recommended Curves (e.g., P-192). See Appendix D of [FIPS186-

Curve 4]

D Elliptic curve private key. d; deu,de v (ephemeral private
keys); dsu,dsy (static private
keys) in [X9.62], [FIPS186-4]

Q String Elliptic curve public key. Q; Qe u,Qev (ephemeral public

keys); Qs,U;Qs,v (StatiC pUb"C
keys) in [X9.62], [FIPS186-4]

Table 13: Parameter mapping.

2.1.7.1 Transparent Symmetric Key

If the Key Format Type in the Key Block is Transparent Symmetric Key, then Key Material is a structure

as shown in Table 14.
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Obj ect Encoding REQUI RED

Key Material [Structure

Key Byte StriYes

Table 14: Key Material Object Structure for Transparent Symmetric Keys

2.1.7.2 Transparent DSA Private Key

If the Key Format Type in the Key Block is Transparent DSA Private Key, then Key Material is a structure
as shown in Table 15.

Object Encoding REQUI RED
Key Material |Structure

P Big I ntedYes

Q Big I ntedYes

G Big I ntedYes

X Big I ntedYes

Table 15: Key Material Object Structure for Transparent DSA Private Keys

2.1.7.3 Transparent DSA Public Key

If the Key Format Type in the Key Block is Transparent DSA Public Key, then Key Material is a structure
as shown in Table 16.

Obj ect Encoding REQUI RED
Key Material |[Structure

P Big I ntedYes

Q Big I ntedYes

G Big I ntedYes

Y Big I ntedYes

Table 16: Key Material Object Structure for Transparent DSA Public Keys

2.1.7.4 Transparent RSA Private Key

If the Key Format Type in the Key Block is Transparent RSA Private Key, then Key Material is a structure
as shown in Table 17.
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Object Encoding REQUI RED
Key Material |Structure
Modul us Big I ntedYes
Private H Big I ntedgNo
Public EX Big I ntedgNo
P Big I ntedgNo
Q Big I ntedgNo
Pri me Exnp Big I ntedgNo
Pri me Exnp Bilgnt eger|No
CRT Coeff Big I ntedgNo

Table 17: Key Material Object Structure for Transparent RSA Private Keys
One of the following SHALL be present (refer to [PKCS#1]):

1 Private Exponent,

1 P and Q (the first two prime factors of Modulus), or

1 Prime Exponent P and Prime Exponent Q.

2.1.7.5 Transparent RSA Public Key

If the Key Format Type in the Key Block is Transparent RSA Public Key, then Key Material is a structure
as shown in Table 18.

Obj ect Encoding REQUI RED
Key Material |Structure

Modul us Big I ntedYes

Public EX Bilgnt eger|Yes

Table 18: Key Material Object Structure for Transparent RSA Public Keys

2.1.7.6 Transparent DH Private Key

If the Key Format Type in the Key Block is Transparent DH Private Key, then Key Material is a structure
as shown in Table 19.

Obj ect Encoding REQUI RED
Key Material |Structure

P Big I ntedYes

Q Big I ntedgNo

G Big I ntedYes

J Big I ntedgNo

X Big I ntedYes

Table 19: Key Material Object Structure for Transparent DH Private Keys

2.1.7.7 Transparent DH Public Key

If the Key Format Type in the Key Block is Transparent DH Public Key, then Key Material is a structure as
shown in Table 20.
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Object Encoding REQUI RED
Key Material |Structure

P Big I ntedYes

Q Big IntedNo

G Big I ntedYes

J Big I ntedgNo

Y Big I ntedYes

Table 20: Key Material Object Structure for Transparent DH Public Keys

2.1.7.8 Transparent ECDSA Private Key

The Transparent ECDSA Private Key structure is deprecated as of version 1.3 of this specification and
MAY be removed from subsequent versions of the specification. The Transparent EC Private Key
structure SHOULD be used as a replacement.

If the Key Format Type in the Key Block is Transparent ECDSA Private Key, then Key Material is a
structure as shown in Table 21.

Object Encoding REQUI RED
Key Material |Structure

Recommend Enumer atijYes

Curve 9.1.3.2.5

D Big I ntedYes

Table 21: Key Material Object Structure for Transparent ECDSA Private Keys

2.1.7.9 Transparent ECDSA Public Key

The Transparent ECDSA Public Key structure is deprecated as of version 1.3 of this specification and
MAY be removed from subsequent versions of the specification. The Transparent EC Public Key structure
SHOULD be used as a replacement.

If the Key Format Type in the Key Block is Transparent ECDSA Public Key, then Key Material is a
structure as shown in Table 22.

Obj ect Encoding REQUI RED
Key Material |Structure

Recommend Enumer atijYes

Curve 9.1.3.2.85

Q String Byte StriYes

Table 22: Key Material Object Structure for Transparent ECDSA Public Keys

2.1.7.10 Transparent ECDH Private Key

The Transparent ECDH Private Key structure is deprecated as of version 1.3 of this specification and
MAY be removed from subsequent versions of the specification. The Transparent EC Private Key
structure SHOULD be used as a replacement.

If the Key Format Type in the Key Block is Transparent ECDH Private Key, then Key Material is a
structure as shown in Table 23.
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Object Encoding REQUI RED

Key Material |Structure

Recommend Enumer atilYes
Curve 9.1.3.2.5
D Big I ntedYes

Table 23: Key Material Object Structure for Transparent ECDH Private Keys

2.1.7.11 Transparent ECDH Public Key

The Transparent ECDH Public Key structure is deprecated as of version 1.3 of this specification and MAY
be removed from subsequent versions of the specification. The Transparent EC Public Key structure
SHOULD be used as a replacement.

If the Key Format Type in the Key Block is Transparent ECDH Public Key, then Key Material is a structure
as shown in Table 24.

Object Encoding REQUI RED
Key Material |Structure

Recommend Enumer atijYes

Curve 9.1.3.2.85

Q String Byte StriYes

Table 24: Key Material Object Structure for Transparent ECDH Public Keys

2.1.7.12 Transparent ECMQV Private Key

The Transparent ECMQV Private Key structure is deprecated as of version 1.3 of this specification and
MAY be removed from subsequent versions of the specification. The Transparent EC Private Key
structure SHOULD be used as a replacement.

If the Key Format Type in the Key Block is Transparent ECMQV Private Key, then Key Material is a
structure as shown in Table 25.

Obj ect Encoding REQUI RED
Key Material |Structure

Recommend Enumer atijYes

Curve 9.1.3.2. 5

D Big I ntedYes

Table 25: Key Material Object Structure for Transparent ECMQV Private Keys

2.1.7.13 Transparent ECMQV Public Key

The Transparent ECMQV Public Key structure is deprecated as of version 1.3 of this specification and
MAY be removed from subsequent versions of the specification. The Transparent EC Public Key structure
SHOULD be used as a replacement.

If the Key Format Type in the Key Block is Transparent ECMQV Public Key, then Key Material is a
structure as shown in Table 26.
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Object Encoding REQUI RED

Key Material |Structure

Recommend Enumer atilYes
Curve 9.1.3.2.5
Q String Byte StriYes

Table 26: Key Material Object Structure for Transparent ECMQV Public Keys

2.1.7.14 Transparent EC Private Key

If the Key Format Type in the Key Block is Transparent EC Private Key, then Key Material is a structure
as shown in Table 27.

Object Encoding REQUI RED
Key Material |Structure

Recommend Enumer atijYes

Curve 9.1.3.2.85

D Big I ntedYes

Table 27: Key Material Object Structure for Transparent EC Private Keys

2.1.7.15 Transparent EC Public Key

If the Key Format Type in the Key Block is Transparent EC Public Key, then Key Material is a structure as
shown in Table 28.

Object Encoding REQUI RED
Key Material |Structure

Recommend Enumer atijYes

Curve 9.1.3.2.85

Q String Byte StriYes

Table 28: Key Material Object Structure for Transparent EC Public Keys

2.1.8 Template-Attribute Structures

The Template Managed Obiject is deprecated as of version 1.3 of this specification and MAY be removed
from subsequent versions of the specification. Individual Attributes SHOULD be used in operations which
currently support use of a Name within a Template-Attribute to reference a Template.

These structures are used in various operations to provide the desired attribute values and/or template
names in the request and to return the actual attribute values in the response.

The Template-Attribute, Common Template-Attribute, Private Key Template-Attribute, and Public Key
Template-Attribute structures are defined identically as follows:
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Object Encoding REQUI RED

Temp lAattter i but e, Structure
Common Templ @it
Private Key Te
Attribute,

Public KeyAtTerm

Na me Struct u3r.elNo, MAY be re

(deprecated)

Attribute Attribut eNo, MAY be re
see. 1.1

Table 29: Template-Attribute Object Structure

Name is the Name attribute of the Template object defined in Section 2.2.6.

2.1.9 Extension Information

An Extension Information object is a structure (see Table 30) describing Objects with Item Tag values in
the Extensions range. The Extension Name is a Text String that is used to name the Object (first column
of Table 266). The Extension Tag is the Item Tag Value of the Object (see Table 266). The Extension
Type is the Item Type Value of the Object (see Table 264).

Obj ect Encoding REQUI RED
Extension I nfolStructure
Extension | Text Stri|Yes
Extension 7 I nteger N o
Ext enTy pen I nteger N o

Table 30: Extension Information Structure

2.1.10 Data

The Data object is used in requests and responses in cryptographic operations that pass data between
the client and the server.

Object Encoding

Data Byte String

Table 31: Data Structure

2.1.11 Data Length

The Data Length is used in requests in cryptographic operations to indicate the amount of data expected
in a response.

Object Encodi ng

Data Length Integer

Table 32: Data Length Structure

2.1.12 Signature Data

The Signature Data is used in requests and responses in cryptographic operations that pass signature
data between the client and the server.
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Object Encodi ng

Signature Data Byte String

Table 33: Signature Data Structure

2.1.13 MAC Data

The MAC Data is used in requests and responses in cryptographic operations that pass MAC data
between the client and the server.

Object Encoding

MAC Data Byte String

Table 34: MAC Data Structure

2.1.14 Nonce

A Nonce object is a structure (see Table 35) used by the server to send a random value to the client. The
Nonce ldentifier is assigned by the server and used to identify the Nonce object. The Nonce Value
consists of the random data created by the server.

Obj ect Encoding REQUI RED
Nonce Structure

Nonce | D Byte StrinYes

Nonce Val u Byte StrinYes

Table 35: Nonce Structure

2.1.15 Correlation Value

The Correlation Value is used in requests and responses in cryptographic operations that support multi-
part (streaming) operations. This is generated by the server and returned in the first response to an
operation that is being performed across multiple requests. Note: the server decides which operations are
supported for multi-part usage. A server-generated correlation value SHALL be specified in any
subsequent cryptographic operations that pertain to the original operation.

Obj ect Encoding

Correlation Value Byte String

Table 36: Correlation Value Structure

2.1.16 Init Indicator

The Init Indicator is used in requests in cryptographic operations that support multi-part (streaming)
operations. This is provided in the first request with a value of True to an operation that is being
performed across multiple requests.

Obj ect Encoding

Init Indicator Boolean

Table 37: Init Indicator Structure
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2.1.17 Final Indicator

The Final Indicator is used in requests in cryptographic operations that support multi-part (streaming)
operations. This is provided in the final (last) request with a value of True to an operation that is being
performed across multiple requests.

Object Encoding

Final Indicator Boolean

Table 38: Final Indicator Structure

2.1.18 RNG Parameters

The RNG Parameters base object is a structure that contains a mandatory RNG Algorithm and a set of
OPTIONAL fields that describe a Random Number Generator. Specific fields pertain only to certain types
of RNGs.

The RNG Algorithm SHALL be specified and if the algorithm implemented is unknown or the
implementation does not want to provide the specific details of the RNG Algorithm then the Unspecified
enumeration SHALL be used.

If the cryptographic building blocks used within the RNG are known they MAY be specified in combination
of the remaining fields within the RNG Parameters structure.

Obj ect Encoding REQUI RED
RNG Parameter |Structure
RNG Al gori Enumer ati gYes
9.1.3.2.37
Cryptograp Enumer ati gNo
Al gorithm 9.1.3.2.13
Cryptograp I nteger N o
Length
Hashing Al Enumer ati aNo
9.1.3.2.16
DRBG Al gor Enumer ati dgNo
9.1.3.2.38
Recommende Enumer ati aNo
Curve 9.1.3.2.5
FIPS186 Va Enumer ati gNo
9.1.3.2.39
Prediction Bool ean N o
Resi stance

Table 39: RNG Parameters Structure

2.1.19 Profile Information

The Profile Information base object is a structure that contains details of the supported profiles. Specific
fields MAY pertain only to certain types of profiles.
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Obj ect Encoding REQUI RED
Profile Infor|Structure
Profile N2 Enumer ati gYes
9.1.3.2. 42
Server URI Text StrinNo
Server Por I nteger N o

Table 40: Profile Information Structure

2.1.20 Validation Information

The Validation Information base object is a structure that contains details of a formal validation. Specific
fields MAY pertain only to certain types of validations.

Obj ect Encoding REQUI RED
Validation I niStructure
Val idati on Enumer ati gYes
Type 9.1.3.2.40¢
Val i dati on Text StrinNo
Country
Val i dati on Text StrinNo
URI
Val i dati on Il nteger Yes
Maj or
Val i dati on I nteger N o
Mi nor
Val idati on Enumer atiOgYes
Val i dati on I nteger Yes
Val i dati on Text StrinNo
|l denti fier
Val i dati on Text StrinNo
URI
Val i dati on Text StrinNo
URI
Val i dati on Text StrinNo
repeated)

Table 41: Validation Information Structure

The Validation Authority along with the Validation Version Major, Validation Type and Validation Level
SHALL be provided to uniquely identify a validation for a given validation authority. If the Validation
Certificate URI is not provided the server SHOULD include a Validation Vendor URI from which
information related to the validation is available.

The Validation Authority Country is the two letter ISO country code.

2.1.21 Capability Information

The Capability Information base object is a structure that contains details of the supported capabilities.
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Obj ect Encoding REQUI RED
CapablinfidrymatiStructur e

Streaming Bool ean N o

Capability

Asynchrongd Bool ean No

Capability

Attestatidg Bool ean No

Capability

Unwr ap Mod Enumer ati aNo
9.1.3.2.4373

Destroy Ac Enumer ati aNo
9.1.3.2. 414

Shredding Enumer ati dNo
9.1.3.2. 45

RNG Mode Enumer ati dNo
9.1.3.2. 46

Table 42: Capability Information Structure

2.2 Managed Objects

Managed Objects are objects that are the subjects of key management operations, which are described
in Sections 4 and 5. Managed Cryptographic Objects are the subset of Managed Objects that contain

cryptographic material (e.g., certificates, keys, and secret data).

2.2.1 Certificate

A Managed Cryptographic Object that is a digital certificate. It is a DER-encoded X.509 public key
certificate. The PGP certificate type is deprecated as of version 1.2 of this specification and MAY be
removed from subsequent versions of the specification. The PGP Key object (see section 2.2.9) SHOULD

be used instead.

Obj ect Encodi ng REQUI RED
Certificate Structure
Certificat Enumer ati gYes
9.1.3.2.6
Certificat Byte StrinYes

Table 43: Certificate Object Structure

2.2.2 Symmetric Key
A Managed Cryptographic Object that is a symmetric key.

Obj ect Encoding

REQUI RED

Symmetric Key|Structure

Key Bl ock Struct uzr.el|Yes

Table 44: Symmetric Key Object Structure
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2.2.3 Public Key

A Managed Cryptographic Object that is the public portion of an asymmetric key pair. This is only a public
key, not a certificate.

Obj ect Encoding REQUI RED
Public Key Structure
Key Bl ock Struct u2r.el, Yes

Table 45: Public Key Object Structure

2.2.4 Private Key

A Managed Cryptographic Object that is the private portion of an asymmetric key pair.

Obj ect Encoding REQUI RED
Private Key Structure
Key Bl ock Struct uzr.elYes

Table 46: Private Key Object Structure

2.2.5 Split Key

A Managed Cryptographic Object that is a Split Key. A split key is a secret, usually a symmetric key or a
private key that has been split into a number of parts, each of which MAY then be distributed to several
key holders, for additional security. The Split Key Parts field indicates the total number of parts, and the
Split Key Threshold field indicates the minimum number of parts needed to reconstruct the entire key.
The Key Part Identifier indicates which key part is contained in the cryptographic object, and SHALL be at
least 1 and SHALL be less than or equal to Split Key Parts.

Obj ect Encoding REQUI RED
Split Key Structure

Split Key Il nteger Yes

Key Part | I nteger Yes

Split Key Il nteger Ye s

Split Key Enumer ati dqYes

9.1.3.2.8

Pri me Fiel Big I ntegegNo, REQUI RED
Key Method is
Sharing Pri me

Key Bl ock Struct uzr.el|Yes

Table 47: Split Key Object Structure

There are three Split Key Methods for secret sharing: the first one is based on XOR, and the other two
are based on polynomial secret sharing, according to [w1979].

Let L be the minimum number of bits needed to represent all values of the secret.

1 When the Split Key Method is XOR, then the Key Material in the Key Value of the Key Block is of
length L bits. The number of split keys is Split Key Parts (identical to Split Key Threshold), and
the secret is reconstructed by XORing all of the parts.
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1 When the Split Key Method is Polynomial Sharing Prime Field, then secret sharing is performed
in the field GF(Prime Field Size), represented as integers, where Prime Field Size is a prime
bigger than 2".

1 When the Split Key Method is Polynomial Sharing GF(216), then secret sharing is performed in
the field GF(2'°). The Key Material in the Key Value of the Key Block is a bit string of length L,
and when L is bigger than 2'° then secret sharing is applied piecewise in pieces of 16 bits each.
The Key Material in the Key Value of the Key Block is the concatenation of the corresponding
shares of all pieces of the secret.

Secregt sharing is performed in the field GF(2'°), which is represented as an algebraic extension of
GF(2%):

GF(2™) & %B[@/(y2y+m), where mis defined later.

An element of this field then consists of a linear combination uy + v, where u and v are elements
of the smaller field GF(2°).

The representation of field elements and the notation in this section rely on [FIPS197], Sections 3
and 4. The field GF(28) is as described in [FIPS197],

GF2Y & oF{EC2)+ fx+1).

An element of GF(28) is represented as a byte. Addition and subtraction in GF(28) is performed as
a bit-wise XOR of the bytes. Multiplication and inversion are more complex (see [FIPS197]
Section 4.1 and 4.2 for details).

An element of GF(216) is represented as a pair of bytes (u, v). The element m is given by
m = x>+x x3+x,
which is represented by the byte 0x3A (or {3A} in notation according to [FIPS197]).

Addition and subtraction in GF(216) both correspond to simply XORing the bytes. The product of
two elements ry + s and uy + v is given by

(ry +s) (uy +v) = ((r + s)(u +v) +sv)y + (ru + svm).

The inverse of an element uy + v is given by

(uy + v)"l = ud'ly +(u+ v)d'l, where d=(u+v)v + mu’.

2.2.6 Template

The Template Managed Obiject is deprecated as of version 1.3 of this specification and MAY be removed
from subsequent versions of the specification. Individual Attributes SHOULD be used in operations which
currently support use of a Template.

A Template is a named Managed Object containing the client-settable attributes of a Managed
Cryptographic Object. A Template is used to specify the attributes of a new Managed Cryptographic
Object in various operations. Attributes associated with a Managed Object MAY also be specified in the
Template-Attribute structures in the operations in Section 4.

Attributes specified in a Template apply to any object created that reference the Template by name using
the Name object in any of the Template-Attribute structures in Section 2.1.7.14.

The name of a Template (as it is for any Managed Object) is specified as an Attribute in the Template-
Attribute structure in the Register operation where the Attribute Name is "Name" and the Attribute Value is
the name of the Template Managed Object.

Object Encoding REQUI RED
Templ at e Structure
Attribute Attribute |[Yes. MAY be r ¢
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Table 48: Template Object Structure

2.2.7 Secret Data

A Managed Cryptographic Object containing a shared secret value that is not a key or certificate (e.g., a
password). The Key Block of the Secret Data object contains a Key Value of the Secret Data Type. The
Key Value MAY be wrapped.

Obj ect Encoding REQUI RED
Secret Dat a Structure
Secret Dat Enumer ati gYes
9.1.3.2.9
Key Bl ock Struct ur.el,Yes

Table 49: Secret Data Object Structure

2.2.8 Opaque Object

A Managed Object that the key management server is possibly not able to interpret. The context
information for this object MAY be stored and retrieved using Custom Attributes.

Obj ect Encoding REQUI RED
Opaque Object|Structure
Opaque Dat Enumer ati gYes
9.1.3.2.10¢0
Opaque Dat Byte StrinYes

Table 50: Opague Object Structure

2.2.9 PGP Key

A Managed Cryptographic Object that is a text-based representation of a PGP key. The Key Block field,
indicated below, will contain the ASCII-armored export of a PGP key in the format as specified in RFC
4880. It MAY contain only a public key block, or both a public and private key block. Two different
versions of PGP keys, version 3 and version 4, MAY be stored in this Managed Cryptographic Object.

KMIP implementers SHOULD treat the Key Block field as an opaque blob. PGP-aware KMIP clients
SHOULD take on the responsibility of decomposing the Key Block into other Managed Cryptographic
Objects (Public Keys, Private Keys, etc.).

Obj ect Encodi ng REQUI RED
PGP Key Structure

PGP Key Ve I nteger Yes

Key Bl ock Struct ur.el, Yes

Table 51: PGP Key Object Structure
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SAttri butes

The following subsections describe the attributes that are associated with Managed Objects. Attributes
that an object MAY have multiple instances of are referred to as multi-instance attributes. All instances of
an attribute SHOULD have a different value. Similarly, attributes which an object SHALL only have at
most one instance of are referred to as single-instance attributes. Attributes are able to be obtained by a
client from the server using the Get Attribute operation. Some attributes are able to be set by the Add
Attribute operation or updated by the Modify Attribute operation, and some are able to be deleted by the
Delete Attribute operation if they no longer apply to the Managed Object. Read-only attributes are
attributes that SHALL NOT be modified by either server or client, and that SHALL NOT be deleted by a
client.

When attributes are returned by the server (e.g., via a Get Attributes operation), the attribute value
returned MAY differ for different clients (e.qg., the Cryptographic Usage Mask value MAY be different for
different clients, depending on the policy of the server).

The first table in each subsection contains the attribute name in the first row. This name is the canonical
name used when managing attributes using the Get Attributes, Get Attribute List, Add Attribute, Modify
Attribute, and Delete Attribute operations.

A server SHALL NOT delete attributes without receiving a request from a client until the object is
destroyed. After an object is destroyed, the server MAY retain all, some or none of the object attributes,
depending on the object type and server policy.

Thesecondtabl e i n each subsection |ists certain attribute ¢
v a | uTalide)52 below explains the meaning of each characteristic that MAY appear in those tables. The
server policy MAY further restrict these attribute characteristics.
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Table 52: Attribute Rules

3.1 Unique ldentifier

The Unique Identifier is generated by the key management system to uniquely identify a Managed Object.
It is only REQUIRED to be unique within the identifier space managed by a single key management
system, however this identifier SHOULD be globally unique in order to allow for a key management
domain export of such objects. This attribute SHALL be assigned by the key management system at
creation or registration time, and then SHALL NOT be changed or deleted before the object is destroyed.

Obj ect Encoding

Unique I dentifiText String

Table 53: Unique Identifier Attribute
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SHALL al ways HYes

Initially set |Server
Modi fiable by |No
Modi fiable by |No
Del etable by dNo

Mul tiple instggNo

When impéicitlCreate, Creat ¢
Regi ster, Der i
Recert i-Kegy,kRige
Key Pair

Applies to ObjAll Objects

Table 54: Unique Identifier Attribute Rules

3.2 Name

The Name attribute is a structure (see Table 55) used to identify and locate an object. This attribute is
assigned by the client, and the Name Value is intended to be in a form that humans are able to interpret.
The key management system MAY specify rules by which the client creates valid nhames. Clients are
informed of such rules by a mechanism that is not specified by this standard. Names SHALL be unique
within a given key management domain, but are NOT REQUIRED to be globally unique.

Obj ect Encoding REQUI RED
Name Structure
Name Val ue Text StringlYes
Name Type Enumer ationYes
9.1.3.2.11

Table 55: Name Attribute Structure

SHALL al ways [HNo
Initially set Client
Modi fi able by |Yes
Modi fiabl e by |Yes
Del etable by «Yes

Mul tiple insteYes

When implicitlRekey,-k&ke Key
Recertify

Applies to ODbjAll Objects

Table 56: Name Attribute Rules

3.3 Object Type

The Object Type of a Managed Object (e.g., public key, private key, symmetric key, etc.) SHALL be set
by the server when the object is created or registered and then SHALL NOT be changed or deleted
before the object is destroyed.
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Object Encodi ng
Object Type Enumer at 9ond,23sl

Table 57: Object Type Attribute

SHALL al ways IfYes
Initially set |Server
Modi fiable by |No
Modi fi able by |No
Del etable by dNo

Mul tiple instggNo

When implicitlCreate, Creat ¢
Regi ster, Der i
Recert i-K gy JRReey
Key Pair

Applies to ObjAI I Objects

Table 58: Object Type Attribute Rules

3.4 Cryptographic Algorithm

The Cryptographic Algorithm of an object. The Cryptographic Algorithm of a Certificate object identifies
the algorithm for the public key contained within the Certificate. The digital signature algorithm used to
sign the Certificate is identified in the Digital Signature Algorithm attribute defined in Section 3.16. This
attribute SHALL be set by the server when the object is created or registered and then SHALL NOT be
changed or deleted before the object is destroyed.

Obj ect Encoding

Cryptographic /Enumer atiQ9od, 3s

Table 59: Cryptographic Algorithm Attribute

SHALL al ways HYes
Initially set |Server
Modi fi able by |No
Modi fi able by |No
Del etbayblcel i ent|No
Mul tiple instgNo

When implicitlCertify, Creat
PairceRei fy, R
Derive -Key,ReRy
Key Pair

Applies to ObjKeys, Certifi(

Table 60: Cryptographic Algorithm Attribute Rules

3.5 Cryptographic Length
For keys, Cryptographic Length is the length in bits of the clear-text cryptographic key material of the
Managed Cryptographic Object. For certificates, Cryptographic Length is the length in bits of the public
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key contained within the Certificate. This attribute SHALL be set by the server when the object is created
or registered, and then SHALL NOT be changed or deleted before the object is destroyed.

Object Encoding

Cryptographic |l nteger

Table 61: Cryptographic Length Attribute

SHALL al ways HYes
Initially set |Server
Modi fiable by |No
Modi fiable by |No
Del etable by (No

Multiple instégNo

When implicitlCertify, Creat
PairceRrRei fy, R
Derive -Key,ReRy
Key Pair

Applies to ObjKeys, Certi fi g

Table 62: Cryptographic Length Attribute Rules

3.6 Cryptographic Parameters

The Cryptographic Parameters attribute is a structure (see Table 63) that contains a set of OPTIONAL
fields that describe certain cryptographic parameters to be used when performing cryptographic
operations using the object. Specific fields MAY pertain only to certain types of Managed Cryptographic
Objects. The Cryptographic Parameters attribute of a Certificate object identifies the cryptographic
parameters of the public key contained within the Certificate.

The Cryptographic Algorithm is also used to specify the parameters for cryptographic operations. For
operations involving digital signatures, either the Digital Signature Algorithm can be specified or the
Cryptographic Algorithm and Hashing Algorithm combination can be specified.

Random IV can be used to request that the KMIP server generate an appropriate IV for a cryptographic
operation that uses an IV. The generated Random IV is returned in the response to the cryptographic
operation.

IV Length is the length of the Initialization Vector in bits. This parameter SHALL be provided when the
specified Block Cipher Mode supports variable 1V lengths such as CTR or GCM.

Tag Length is the length of the authenticator tag in bytes. This parameter SHALL be provided when the
Block Cipher Mode is GCM.

The IV used with counter modes of operation (e.g., CTR and GCM) cannot repeat for a given
cryptographic key. To prevent an IV/key reuse, the IV is often constructed of three parts: a fixed field, an
invocation field, and a counter as described in [SP800-38A] and [SP800-38D]. The Fixed Field Length is
the length of the fixed field portion of the IV in bits. The Invocation Field Length is the length of the
invocation field portion of the 1V in bits. The Counter Length is the length of the counter portion of the IV in
bits.

Initial Counter Value is the starting counter value for CTR mode (for [RFC3686] it is 1).
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Obj ect Encoding REQUI RED
Cryptographic IStructure
Bl ock Ciphe Enumer ati onNo
9.1.3.2.14
Paddi ng Met Enumer ati onNo
9.1.3.2.15
Ha s hilnggo rAi t Enumer ati onNo
9.1.3.2.16
Key Role Ty Enumer ati onNo
9.1.3.2.17
Digital Sig Enumer ati onNo
Al gorithm 9.1.3.2.7
Cryptograph Enumer ati onNo
Al gorithm 9.1.3.2.13
Random 1|V Bool ean N o
I'V Length Il nteger No unl ess Bl oc
supports varia
Tag Length Il nteger Nounl ess Bl ock
is GCM
Fixed Field Il nteger N o
Il nvocati on Il nteger N o
Length
Counter Len Il nteger N o
I nitial Cou Il nteger N o
Table 63: Cryptographic Parameters Attribute Structure
SHALL alhawaegsa No
Initially set |Client
Modi fiable by |[No
Modi fi able by |Yes
Del etabl e by «Yes
Mul tiple insteYes
When implicitlRekey Rey Ke,y
Recertify
Applies to ObjKeys, CerTteimfpil ¢

Table 64: Cryptographic Parameters Attribute Rules
Key Role Type definitions match those defined in ANSI X9 TR-31 [X9 TR-31] and are defined in Table

65:
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B DK Base Derivation Key (ANSI X9. 2

CVK Card Verification Key (CVV/sig
DEK Data Encrypti olhatkKe yE ncGeynpetriad n)
MK AC EMV/ chip card Master Key: Appl
MK S MC EMV/ chip card Master Key: Secu
MK S Ml EMV/ chip card Master Key: Secu
MKDAC EMV/ chip card Mastlentkiegat iDan a
MK DN EMV/ chip card Master Key: Dyna
MK CP EMV/ chip card Master Key: Card
MKOTH EMV/ chip card Master Key: Othe
KEK Key Encryption or Wrapping Key

MAC166( SO16609 MAC Al gorithm 1
MAC97917 SO97A9 MAC gorithm 1
MAC97917l SO9749 MAC Al gorithm

MAC97917l SO9749 MAC Al gorithm 3 (Note ¢t}
X9.19 Retail MAC)

MAC97917l SO979 MAC Al gorithm
MAC97917l SO9749 MAC Al gorithm
ZPK PI'N Bl ock Encryption Key

PVKI BM|PI Mer i fication Key, | BM 3624 A
PVKPVV |PI' N Verification Key, VI SA PVYV
PVKOTH|PI' N Verification Key, Ot her Al

N

N

(3]

Table 65: Key Role Types

Accredited Standards Committee X9, Inc. - Financial Industry Standards (www.x9.org) contributed to
Table 65. Key role names and descriptions are derived from material in the Accredited Standards
Committee X9, Inc.'s Technical Report "TR-31 2010 Interoperable Secure Key Exchange Key Block
Specification for Symmetric Algorithms" and used with the permission of Accredited Standards Committee
X9, Inc. in an effort to improve interoperability between X9 standards and OASIS KMIP. The complete
ANSI X9 TR-31 is available at www.x9.0rg.

3.7 Cryptographic Domain Parameters

The Cryptographic Domain Parameters attribute is a structure (see Table 66) that contains a set of
OPTIONAL fields that MAY need to be specified in the Create Key Pair Request Payload. Specific fields
MAY only pertain to certain types of Managed Cryptographic Objects.

The domain parameter Qlength correponds to the bit length of parameter Q (refer to [SEC2] and [SP800-
56A]). Qlength applies to algorithms such as DSA and DH. The bit length of parameter P (refer to [SEC2]
and [SP800-56A]) is specified separately by setting the Cryptographic Length attribute.

Recommended Curve is applicable to elliptic curve algorithms such as ECDSA, ECDH, and ECMQV.
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Obj ect Encoding Reguired
Cryptographic IStructure Yes
Par ameters

Ql ength Il nteger N o
Recommended Enumer ati onNo
9.1.3.2.5
Table 66: Cryptographic Domain Parameters Attribute Structure
Shall al ways I[No
Initially set |Client
Modi fiable by |[No
Modi fiable by |[No
Del etable by ¢No
Mul tiple instgNo
When implicitlRekey Rey Key
Applies to ObjAsymmetric Key

Table 67: Cryptographic Domain Parameters Attribute Rules

3.8 Certificate Type

The Certificate Type attribute is a type of certificate (e.g., X.509). The PGP certificate type is deprecated
as of version 1.2 of this specification and MAY be removed from subsequent versions of the specification.

The Certificate Type value SHALL be set by the server when the certificate is created or registered and
then SHALL NOT be changed or deleted before the object is destroyed.

Obj ect

Encoding

Certificate

Ty

Enumer at 9o, 3s

Table 68: Certificate Type Attribute

SHALL al ways VfYes

Initially set |Server
Modi fi able by |No

Modi fi able by |No

Del etable by (No

Mul tiple instgNo

When implicitlRegister, cGeart
Applies to ObjCertificates

Table 69: Certificate Type Attribute Rules

3.9 Certificate Length

The Certificate Length attribute is the length in bytes of the Certificate object. The Certificate Length
SHALL be set by the server when the object is created or registered, and then SHALL NOT be changed
or deleted before the object is destroyed.
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Object

Encodi ng

Table 70: Certificate Length Attribute

Certi feingathe L I nteger
SHALL al ways HYes
Initially set |Server
Modi fiable by |No
Modi fi able by |No
Del etable by dNo
Mul tiple instggNo

When impeéetcitl

Regi ster, cert

Applies to Obj

Certificates

Table 71: Certificate Length Attribute Rules

3.10 X.509 Certificate Identifier

The X.509 Certificate Identifier attribute is a structure (see Table 72) used to provide the identification of
an X.509 public key certificate. The X.509 Certificate Identifier contains the Issuer Distinguished Name
(i.e., from the Issuer field of the X.509 certificate) and the Certificate Serial Number (i.e., from the Serial
Number field of the X.509 certificate). The X.509 Certificate Identifier SHALL be set by the server when
the X.509 certificate is created or registered and then SHALL NOT be changed or deleted before the

object is destroyed.

Obj ect Encoding REQUI RED
X. 509 CertificiStructure
| ssuer Di st Byte StringYes
Na me
Certificate Byte StringYes
Number

Table 72: X.509 Certificate Identifier Attribute Structure

SHALL al ways VfYes
Initially set |Server
Modi fi able by |No
Modi fi abl e by |No

Del etabl e by ¢

N o

Mul ti pl e piemanti ¢

N o

When implicit]l

Regi ster, certt

Applies to Obj

X.509 Certifid

Table 73: X.509 Certificate Identifier Attribute Rules

3.11 X.509 Certificate Subject

The X.509 Certificate Subject attribute is a structure (see Table 74) used to identify the subject of a X.509
certificate. The X.509 Certificate Subject contains the Subject Distinguished Name (i.e., from the Subject
field of the X.509 certificate). It MAY include one or more alternative names (e.g., email address, IP
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address, DNS name) for the subject of the X.509 certificate (i.e., from the Subject Alternative Name
extension within the X.509 certificate). The X.509 Certificate Subject SHALL be set by the server based
on the information it extracts from the X.509 certificate that is created (as a result of a Certify or a Re-
certify operation) or registered (as part of a Register operation) and SHALL NOT be changed or deleted
before the object is destroyed.

If the Subject Alternative Name extension is included in the X.509 certificate and is marked critical within
the X.509 certificate itself, then an X.509 certificate MAY be issued with the subject field left blank.
Therefore an empty string is an acceptable value for the Subject Distinguished Name.

Obj ect Encoding REQUI RED
X. 509 CertificiStructure
Subject Dis Byte StringYedut MAY be t
Na me string
Subjlelctter na Byte StringYes, if the Sul
Name Di stinguished
empty string.

Table 74: X.509 Certificate Subject Attribute Structure

SHALL al ways HYes

Initially set |Server
Modi fi alkelreeelby |[No
Modi fiabl e by |No
Del etable by dNo

Mul tiple instégNo

When implicitlRegister, -certt
Applies to ObjX.509 Certific¢

Table 75: X.509 Certificate Subject Attribute Rules

3.12 X.509 Certificate Issuer

The X.509 Certificate Issuer attribute is a structure (see Table 80) used to identify the issuer of a X.509
certificate, containing the Issuer Distinguished Name (i.e., from the Issuer field of the X.509 certificate). It
MAY include one or more alternative names (e.g., email address, IP address, DNS name) for the issuer of
the certificate (i.e., from the Issuer Alternative Name extension within the X.509 certificate). The server
SHALL set these values based on the information it extracts from a X.509 certificate that is created as a
result of a Certify or a Re-certify operation or is sent as part of a Register operation. These values SHALL
NOT be changed or deleted before the object is destroyed.

Obj ect Encoding REQUI RED
X.509 CertificiStructure
| ssuer Di st Byte StringYes
Na me
|l ssuer Al te Byte StringNo, MAY be r epg¢q
Na me

Table 76: X.509 Certificate Issuer Attribute Structure
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SHALL al ways HYes

Initially set |Server
Modi fiable by |No
Modi fiable by |No
Del etable by dNo

Mul tiple instggNo

When implicitlRegister, c@ertt
Applies to ObjX.509 Certificg

Table 77: X.509 Certificate Issuer Attribute Rules

3.13 Certificate Identifier

This attribute is deprecated as of version 1.1 of this specification and MAY be removed from subsequent
versions of this specification. The X.509 Certificate Identifier attribute (see Section 3.10) SHOULD be
used instead.

The Certificate Identifier attribute is a structure (see Table 78) used to provide the identification of a
certificate. For X.509 certificates, it contains the Issuer Distinguished Name (i.e., from the Issuer field of
the certificate) and the Certificate Serial Number (i.e., from the Serial Number field of the certificate). For
PGP certificates, the Issuer contains the OpenPGP Key ID of the key issuing the signature (the signature
that represents the certificate). The Certificate Identifier SHALL be set by the server when the certificate is
created or registered and then SHALL NOT be changed or deleted before the object is destroyed.

Obj ect Encoding REQUI RED
Certificate 1 d¢(Structure
|l ssuer Text StringVYes
Seri al Numb Text StringYes (for X.5009
(forckPGRPi ficat
do not contain

Table 78: Certificate Identifier Attribute Structure

SHALL al ways HYes
Initially set |Server
Modi fi abl e by |No
Modi fi abl e by |No
Del etbayblcel i ent|No

Mul tiple instégNo

When implicitlRegister, -c@ertt

Applies to ObjCertificates

Table 79: Certificate Identifier Attribute Rules

3.14 Certificate Subject

This attribute is deprecated as of version 1.1 of this specification and MAY be removed from subsequent
versions of this specification. The X.509 Certificate Subject attribute (see Section 3.11) SHOULD be used
instead.
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The Certificate Subject attribute is a structure (see Table 80) used to identify the subject of a certificate.
For X.509 certificates, it contains the Subject Distinguished Name (i.e., from the Subject field of the
certificate). It MAY include one or more alternative names (e.g., email address, IP address, DNS name)
for the subject of the certificate (i.e., from the Subject Alternative Name extension within the certificate).
For PGP certificates, the Certificate Subject Distinguished Name contains the content of the first User ID
packet in the PGP certificate (that is, the first User ID packet after the Public-Key packet in the
transferable public key that forms the PGP certificate). These values SHALL be set by the server based
on the information it extracts from the certificate that is created (as a result of a Certify or a Re-certify
operation) or registered (as part of a Register operation) and SHALL NOT be changed or deleted before
the object is destroyed.

If the Subject Alternative Name extension is included in the certificate and is marked CRITICAL (i.e.,
within the certificate itself), then it is possible to issue an X.509 certificate where the subject field is left
blank. Therefore an empty string is an acceptable value for the Certificate Subject Distinguished Name.

Obj ect Encoding REQUI RED
Certificate SulStructure
Certificate Text StringYes, but MAY beg
Di stingui sh string
Certificate Text StringNOMAY be repeat
Al ternative

Table 80: Certificate Subject Attribute Structure

SHALL al ways HYes
Initially set |Server
Modi fi able by |No
Modi fi able by |No
Del etable by (No

Mul tiple instgNo

When implicitlRegister, cartt

Applies to ObjCertificates

Table 81: Certificate Subject Attribute Rules

3.15 Certificate Issuer

This attribute is deprecated as of version 1.1 of this specification and MAY be removed from subsequent
versions of this specification. The X.509 Certificate Issuer attribute (see Section 3.12) SHOULD be used
instead.

The Certificate Issuer attribute is a structure (see Table 83) used to identify the issuer of a certificate,
containing the Issuer Distinguished Name (i.e., from the Issuer field of the certificate). It MAY include one
or more alternative names (e.g., email address, IP address, DNS name) for the issuer of the certificate
(i.e., from the Issuer Alternative Name extension within the certificate). The server SHALL set these
values based on the information it extracts from a certificate that is created as a result of a Certify or a
Re-certify operation or is sent as part of a Register operation. These values SHALL NOT be changed or
deleted before the object is destroyed.

Obj ect Encoding REQUI RED
Certificate | s¢Structure
Certificate Text StringVYes
Di stingui sh
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Certificate Text StringNo, MAY be rep
Al ternative

Table 82: Certificate Issuer Attribute Structure

SHALL al ways IfYes
Initially set |Server
Modi fiable by |No
Modi fi able by |No
Del etable by dNo

Mul tiple instdNo

When implicitlRegister, c@ertt

Applies to ObjCertificates

Table 83: Certificate Issuer Attribute Rules

3.16 Digital Signature Algorithm

The Digital Signature Algorithm attribute identifies the digital signature algorithm associated with a
digitally signed object (e.g., Certificate). This attribute SHALL be set by the server when the object is
created or registered and then SHALL NOT be changed or deleted before the object is destroyed.

Obj ect Encoding

Digital SignatiEnumerati9oni, 3s

Table 84: Digital Signature Algorithm Attribute

SHALL al ways HYes

Initially set |Server
Modi fi abl e by |No
Modi fi abl e by |No
Del etbayblcel i ent|No

Multiple instagYes for PGP ke
X. 509 certifiog

When implicitlCertitgrtReéy,
Applies to ObjCertificates,

Table 85: Digital Signature Algorithm Attribute Rules

3.17 Digest

The Digest attribute is a structure (see Table 86) that contains the digest value of the key or secret data
(i.e., digest of the Key Material), certificate (i.e., digest of the Certificate Value), or opaque object (i.e.,
digest of the Opaque Data Value). If the Key Material is a Byte String, then the Digest Value SHALL be
calculated on this Byte String. If the Key Material is a structure, then the Digest Value SHALL be
calculated on the TTLV-encoded (see Section 9.1) Key Material structure. The Key Format Type field in
the Digest attribute indicates the format of the Managed Object from which the Digest Value was
calculated. Multiple digests MAY be calculated using different algorithms listed in Section 9.1.3.2.16
and/or key format types listed in Section 9.1.3.2.3. If this attribute exists, then it SHALL have a mandatory
attribute instance computed with the SHA-256 hashing algorithm. For objects registered by a client, the
server SHALL compute the digest of the mandatory attribute instance using the Key Format Type of the
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registered object. In all other cases, the server MAY use any Key Format Type when computing the
digest of the mandatory attribute instance, provided it is able to serve the object to clients in that same
format. The digest(s) are static and SHALL be set by the server when the object is created or registered,
provided that the server has access to the Key Material or the Digest Value (possibly obtained via out-of-

band mechanisms).

Obj ect Encoding REQUI RED
Digest Structure
Hashing Alg Enumer ati onYes
9.1.3.2.16
Digest Valu Byte StringYes, if the sert
the Digest Val
Mat eri al (for
data), the Cer |
certificates)
Dat au&/a(for ops3g
objects).
Key For mat Enumer ati onYes, i f the Ma
9.1.3.2.3 key or secret
Table 86: Digest Attribute Structure
SHALL al ways LHKYes, i f the se¢
to the Digest
Key Materi al
secret data),
Value (for cer
Opaque Data Veé
opaque object g
Initially set |Server
Modi fi abl e by |No
Modi fi abl e by |No
Del etable by (No
Mul tiple insteéeYes
When implicitlCreate, Creat ¢
Regi ster, Deri
Recert i-K ggy JRReey
Key Pair
Applies to ObjAII Cryptografg
Opaque Object g

Table 87: Digest Attribute Rules

3.18 Operation Policy Name

The Operation Policy Name Attribute is deprecated as of version 1.3 of this specification and MAY be
removed from subsequent versions of the specification.

An operation policy controls what entities MAY perform which key management operations on the object.
The content of the Operation Policy Name attribute is the name of a policy object known to the key
management system and, therefore, is server dependent. The named policy objects are created and
managed using mechanisms outside the scope of the protocol. The policies determine what entities MAY

perform
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deleted. The Operation Policy Name attribute SHOULD be set when operations that result in a new
Managed Object on the server are executed. It is set either explicitly or via some default set by the server,
which then applies the named policy to all subsequent operations on the object.

Object Encoding

Operation Poli(Text String

Table 88: Operation Policy Name Attribute

SHALL al ways IHNo
Initially set Server or Cl i g
Modi fi able by |Yes
Modi fiable by |No
Del etable by ¢No

Mul tiple instégNo

When implicitlCreate, Creat ¢
Register, Deri
Recert i-K gy RReey
Key Pair

Applies to ObjAI I Objects

Table 89: Operation Policy Name Attribute Rules

3.18.1 Operations outside of operation policy control

Some of the operations SHOULD be allowed for any client at any time, without respect to operation
policy. These operations are:

Create

Create Key Pair
Register

Certify
Re-certify
Validate

Query

Cancel

Poll

= =4 =4 =4 4 4 -4 -4 -

3.18.2 Default Operation Policy

A key management system implementation MAY implement a named operation policy, which is used for
objects when the Operation Policy attribute is not specified by the Client in operations that result in a new
Managed Object on the server, or in a template specified in these operations. This policy is named
default. It specifies the following rules for operations on objects created or registered with this policy,
depending on the object type.

3.18.2.1 Default Operation Policy for Secret Objects
This policy applies to Symmetric Keys, Private Keys, Split Keys, Secret Data, and Opaque Objects.
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The Default Operation Policy for Template Objects is deprecated as of version 1.3 of this specification
and MAY be removed from subsequent versions of the specification.

Def ault Operation Policy |1
Operati on Policy
Rek ey Al'l owed to owne
Rekey Key Pair Al'l owed to owne
Derive Key Al'l owed to owne
Locat e Al l owed to ownhne
Check All owed to ownhne
Get Al l owed to ownhne
Get Attributes |All owed to owne
Get Attribute LAl Il owed to owne
Add Attribute Al'l owed to owne
Modi fy Attribut/All owed t o owne
Del ete Attribut/All owed to ownhne
Obtain Lease Al'l owed to owne
Get Usage All ocl/All owed to owne
Activate Al'l owed to owne
Revoke Al'l owed to owne
Destroy Al l owed to owne
Archi ve Al l owednéo only
Recover Al'l owed to owne

Table 90: Default Operation Policy for Secret Objects

3.18.2.2 Default Operation Policy for Certificates and Public Key Objects

This policy applies to Certificates and Public Keys.

The Default Operation Policy for Template Objects is deprecated as of version 1.3 of this specification
and MAY be removed from subsequent versions of the specification.
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Def ault Operation Policy for
Obj ect s
Operati on Policy
Locate Al l owed o all
Check Al l owed o all
Get Al l owed o all
Get Attributes |All owed o all
Get Attribute LAIIl owed o all
Add Attribute Al l owed 0O oOwhe
Modi fy Attribut/Al'l owed 0O owne
Del ete Attribut/All owed 0O owne
Obt diermas e Al'l owed o all
Activate Al'l owed 0O owhe
Revoke Al'l owed 0O owhe
Destroy Al'l owed 0O owhe
Archi ve Al'l owed 0O owhe
Recover Al'l owed 0O owhe

Table 91: Default Operation Policy for Certificates and Public Key Objects

3.18.2.3 Default Operation Policy for Template Objects

The Default Operation Policy for Template Objects is deprecated as of version 1.3 of this specification
and MAY be removed from subsequent versions of the specification.

The operation policy specified as an attribute in the Register operation for a template object is the
operation policy used for objects created using that template, and is not the policy used to control
operations on the template itself. There is no mechanism to specify a policy used to control operations on
template objects, so the default policy for template objects is always used for templates created by clients
using the Register operation to create template objects.

Def ault Operation Policy for
Operati on Policy
Locate Al'l owed 0O owhe
Get Al'l owed 0O owhe
Get Attributes |All owed 0O owhe
Get Attribute LAIITl owed 0O ownhe
Add Attribute Al l owed 0O owhe
Modi fy Attribut/Al'l owed 0O owhe
Del ete Attribut/Al'l owed 0O owhe
Destroy Al l owed 0O owhe
Any operation r/All owed 0O owhe
Templ ate using
Attribute

Table 92: Default Operation Policy for Private Template Objects
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In addition to private template objects (which are controlled by the above policy, and which MAY be
created by clients or the server), publicly known and usable templates MAY be created and managed by
the server, with a default policy different from private template objects.

Dedult Operation Policy for

Operati on Policy
Locat e Al l owed to all
Ge't Al l owed to all

Get Attributes |All owed to al/l
Get Attribute LAIIl owed to al/l

Add Attribute Di sall owed to a
Modi fy AttributDisallowed to a
Del &t eéri but e Di sall owed to a
Destroy Di sall owed to a
Any operation r/All owed to all

Templ ate using
Attribute

Table 93: Default Operation Policy for Public Template Objects

3.19 Cryptographic Usage Mask

The Cryptographic Usage Mask attribute defines the cryptographic usage of a key. This is a bit mask that
indicates to the client which cryptographic functions MAY be performed using the key, and which ones
SHALL NOT be performed.

Sign

Verify

Encrypt

Decrypt

Wrap Key

Unwrap Key

Export

MAC Generate

MAC Verify

Derive Key

Content Commitment
Key Agreement
Certificate Sign

CRL Sign

Generate Cryptogram
Validate Cryptogram
Translate Encrypt
Translate Decrypt
Translate Wrap
Translate Unwrap

=4 =48 =8 -8 -8-8_0_8_9_8_5_4_4_9_°2_-4_-49_-49_-2°_-2-

This list takes into consideration values that MAY appear in the Key Usage extension in an X.509
certificate. However, the list does not consider the additional usages that MAY appear in the Extended
Key Usage extension.

X.509 Key Usage values SHALL be mapped to Cryptographic Usage Mask values in the following
manner:
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X.509 Key Usage to Cryptograpg

X.509 Key UsageCryptographic U
Val ue

digital Signatur|{Sign or Verify

content Commi t megContent Commi t m
(Non Repudiatio

keyEnci pherment/Wrap Key or Unw

dataEnci pher menEncrypt or Decr

keyAgreement Key Agreement
keyCert Sign Certificate Sig
cRLSign CRL Sign
encipher Only Encrypt

deci pher Only Decrypt

Table 94: X.509 Key Usage to Cryptographic Usage Mask Mapping

Obj ect Encoding

Cryptographic (I nteger

Table 95: Cryptographic Usage Mask Attribute

SHALL al ways HYes
Initially set |Server or Cl i ¢
Modi fiabl e by |Yes
Modi fi abl e by |No
Del etabl e by dNo

Mul tiple instégNo

When implicitlCreate, Creat ¢
Register, Deri
Recert i-K ggy JRReey
Key Pair

Applies to ObjAII Cryptografg
Templ at es

Table 96: Cryptographic Usage Mask Attribute Rules

3.20 Lease Time

The Lease Time attribute defines a time interval for a Managed Cryptographic Object beyond which the
client SHALL NOT use the object without obtaining another lease. This attribute always holds the initial
length of time allowed for a lease, and not the actual remaining time. Once its lease expires, the client is
only able to renew the lease by calling Obtain Lease. A server SHALL store in this attribute the maximum
Lease Time it is able to serve and a client obtains the lease time (with Obtain Lease) that is less than or
equal to the maximum Lease Time. This attribute is read-only for clients. It SHALL be modified by the
server only.
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Object Encodi ng

Lease Ti me I nterval

Table 97: Lease Time Attribute

SHALL al ways [HNo
Initially set |Server
Modi fi able by |Yes
Modi fi able by |No
Del etable by dNo

Mul tiple instggNo

When implicitlCreate, Creat ¢
Regi ster, Der i
Recert i-K gy JRReey
Key Pair

Applies to ObjAI I Cryptografy

Table 98: Lease Time Attribute Rules

3.21 Usage Limits

The Usage Limits attribute is a mechanism for limiting the usage of a Managed Cryptographic Object. It
only applies to Managed Cryptographic Objects that are able to be used for applying cryptographic
protection and it SHALL only reflect their usage for applying that protection (e.g., encryption, signing,
etc.). This attribute does not necessarily exist for all Managed Cryptographic Objects, since some objects
are able to be used without limit for cryptographically protecting data, depending on client/server policies.
Usage for processing cryptographically protected data (e.g., decryption, verification, etc.) is not limited.
The Usage Limits attribute has the three following fields:

1 Usage Limits Total i the total number of Usage Limits Units allowed to be protected. This is the
total value for the entire life of the object and SHALL NOT be changed once the object begins to
be used for applying cryptographic protection.

1 Usage Limits Count i the currently remaining number of Usage Limits Units allowed to be
protected by the object.

1 Usage Limits Unit 7 The type of quantity for which this structure specifies a usage limit (e.g., byte,
object).

When the attribute is initially set (usually during object creation or registration), the Usage Limits Count is
set to the Usage Limits Total value allowed for the useful life of the object, and are decremented when the
object is used. The server SHALL ignore the Usage Limits Count value if the attribute is specified in an
operation that creates a new object. Changes made via the Modify Attribute operation reflect corrections
to the Usage Limits Total value, but they SHALL NOT be changed once the Usage Limits Count value
has changed by a Get Usage Allocation operation. The Usage Limits Count value SHALL NOT be set or
modified by the client via the Add Attribute or Modify Attribute operations.

Obj ect Encoding REQUI RED
Usage Limits Structure

Usage Li mi Long I ntedYes

Usage Li mi Long I ntedYes

Usage Li mi Enumer ati gYes

9.1.3.2. 31
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Table 99: Usage Limits Attribute Structure

SHALL al ways |[No

val ue

Initially setServer (Tot al
Unit) or CIl i e
Unit only)

Modi fi abl e byYes

Modi fiable byYes (Total an

Usage

as |l ong as Geg
Al l ocation hé
perfor med)

Del etable by |Yes, as 1l ong
Al l ocati on é
perfor med

Mul tiple instNo

permitted

Wheinmpl icitl yCreat e, Creat
Register, Den

key Rey Key @

Al |l ocat

Applies to OlKeys,

Templ at

Table 100: Usage Limits Attribute Rules

3.22 State

This attribute is an indication of the State of an object as known to the key management server. The State
SHALL NOT be changed by using the Modify Attribute operation on this attribute. The State SHALL only
be changed by the server as a part of other operations or other server processes. An object SHALL be in
one of the following states at any given time. (Note: These states correspond to those described in
[SP800-57-1]).

il

Pre-Active: The object exists and SHALL NOT  Figure 1: Cryptographic Object States and Transitions

be used for any cryptographic purpose.

Active: The object SHALL be transitioned to the
Active state prior to being used for any cryptographic
purpose. The object SHALL only be used for all
cryptographic purposes that are allowed by its
Cryptographic Usage Mask attribute. If a Process
Start Date (see 3.25) attribute is set, then the object
SHALL NOT be used for cryptographic purposes prior
to the Process Start Date. If a Protect Stop Date (see
3.26) attribute is set, then the object SHALL NOT be
used for cryptographic purposes after the Process
Stop Date.

Deactivated: The object SHALL NOT be used for
applying cryptographic protection (e.g., encryption,
signing, wrapping, MACing, deriving) . The object
SHALL only be used for cryptographic purposes
permitted by the Cryptographic Usage Mask attribute.
The object SHOULD only be used to process
cryptographically-protected information (e.g.,
decryption, signature verification, unwrapping, MAC
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Destroyed
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verification under extraordinary circumstances and when special permission is granted.

Compromised: The object SHALL NOT be used for applying cryptographic protection (e.g.,
encryption, signing, wrapping, MACing, deriving). The object SHOULD only be used to process
cryptographically-protected information (e.g., decryption, signature verification, unwrapping, MAC
verification in a client that is trusted to use managed objects that have been compromised. The
object SHALL only be used for cryptographic purposes permitted by the Cryptographic Usage
Mask attribute.

Destroyed: The object SHALL NOT be used for any cryptographic purpose.

Destroyed Compromised: The object SHALL NOT be used for any cryptographic purpose;
however its compromised status SHOULD be retained for audit or security purposes.

State transitions occur as follows:

1.

10.

The transition from a non-existent key to the Pre-Active state is caused by the creation of the
object. When an object is created or registered, it automatically goes from non-existent to Pre-
Active. If, however, the operation that creates or registers the object contains an Activation Date
that has already occurred, then the state immediately transitions from Pre-Active to Active. In this
case, the server SHALL set the Activation Date attribute to the value specified in the request, or
fail the request attempting to create or register the object, depending on server policy. If the
operation contains an Activation Date attribute that is in the future, or contains no Activation Date,
then the Cryptographic Object is initialized in the key management system in the Pre-Active state.

The transition from Pre-Active to Destroyed is caused by a client issuing a Destroy operation. The
server destroys the object when (and if) server policy dictates.

The transition from Pre-Active to Compromised is caused by a client issuing a Revoke operation
with a Revocation Reason of Compromised.

The transition from Pre-Active to Active SHALL occur in one of three ways:
1 The Activation Date is reached,

1 A client successfully issues a Modify Attribute operation, modifying the Activation Date to a
date in the past, or the current date, or

1 Aclient issues an Activate operation on the object. The server SHALL set the Activation
Date to the time the Activate operation is received.

The transition from Active to Compromised is caused by a client issuing a Revoke operation with
a Revocation Reason of Compromised.

The transition from Active to Deactivated SHALL occur in one of three ways:
1 The object's Deactivation Date is reached,
1 Aclient issues a Revoke operation, with a Revocation Reason other than Compromised, or

1 The client successfully issues a Modify Attribute operation, modifying the Deactivation Date
to a date in the past, or the current date.

The transition from Deactivated to Destroyed is caused by a client issuing a Destroy operation, or
by a server, both in accordance with server policy. The server destroys the object when (and if)
server policy dictates.

The transition from Deactivated to Compromised is caused by a client issuing a Revoke operation
with a Revocation Reason of Compromised.

The transition from Compromised to Destroyed Compromised is caused by a client issuing a
Destroy operation, or by a server, both in accordance with server policy. The server destroys the
object when (and if) server policy dictates.

The transition from Destroyed to Destroyed Compromised is caused by a client issuing a Revoke
operation with a Revocation Reason of Compromised.
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Only the transitions described above are permitted.

Object Encoding
St ate Enumer at 9ond, 3s
Table 101: State Attribute

SHALL al ways HYes

Initially set |Server

Modi fi able by |Yes

Modi fiable by No, but only |
response to cg
(see above)

Del etbayblcel i ent|No

Mul tiple instégNo

When implicitlCreate, Creat ¢
Regi ster, Deri
Activat e, Re v ¢
CertitgrtREgY,
Rekey Key Pair

Applies to ObjAI I Cryptografy

Table 102: State Attribute Rules

3.23 Initial Date

The Initial Date attribute contains the date and time when the Managed Object was first created or
registered at the server. This time corresponds to state transition 1 (see Section 3.22). This attribute
SHALL be set by the server when the object is created or registered, and then SHALL NOT be changed
or deleted before the object is destroyed. This attribute is also set for non-cryptographic objects (e.qg.,
templates) when they are first registered with the server.

Obj ect Encoding
I nitial Date DatTeé me
Table 103: Initial Date Attribute

SHALL al ways VfYes

Initially set |Server

Modi fi abl e by |No

Modi fi abl e by |No

Del etable by (No

Mul tiple instéaNo

When implicitlCreate, Creat ¢
Register, Deri
Recert i-K gy ,-kRiRye
Key Pair

Appl i@l dmot TyAll Objects

Table 104: Initial Date Attribute Rules
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3.24 Activation Date

The Activation Date attribute contains the date and time when the Managed Cryptographic Object MAY
begin to be used. This time corresponds to state transition 4 (see Section 3.22). The object SHALL NOT
be used for any cryptographic purpose before the Activation Date has been reached. Once the state
transition from Pre-Active has occurred, then this attribute SHALL NOT be changed or deleted before the

object is destroyed.

Object

Encdo ng

Activation

Dat ¢

DatTe me

Table 105: Activation Date Attribute

SHALL al ways IHNo

Initially set Server or Cl i g

Modi fi able by |Yes, only -waitli
state

Modi fiable by |Yes, onl Pr-&vbiti
state

Del etable by (No

Mul tiple instgNo

When i mplicitlCreate, Creat ¢
Register, Der i
Activate -€Certi
Rek ey, -k Re Key

Applies to ObjAlIl Cryptogr aj
Templ at es

Table 106: Activation Date Attribute Rules

3.25 Process Start Date

The Process Start Date attribute is the date and time when a Managed Symmetric Key Object MAY begin
to be used to process cryptographically protected information (e.g., decryption or unwrapping), depending
on the value of its Cryptographic Usage Mask attribute. The object SHALL NOT be used for these
cryptographic purposes before the Process Start Date has been reached. This value MAY be equal to or
later than, but SHALL NOT precede, the Activation Date. Once the Process Start Date has occurred, then
this attribute SHALL NOT be changed or deleted before the object is destroyed.

Object

Encoding

Process

St a

rt |

DatTe me

Table 107: Process Start Date Attribute
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SHALL al ways IHNo

Initially set Server or Cl i ¢

Modi fiable by |Yes, whnllye -Acnt i
or Active stat
as the Proces:;g
has been not 1

Modi fi able by |Yes, only -waitl
or Active stat
as the Proces:;g
has been not 1

Del etable by ¢No

Mul tiple instgNo

When implicitlCreate, Regi st
Rek ey

Applies to ObjSymmetric Keysg
of symmetric |
Templ at es

Table 108: Process Start Date Attribute Rules

3.26 Protect Stop Date

The Protect Stop Date attribute is the date and time after which a Managed Symmetric Key Object
SHALL NOT be used for applying cryptographic protection (e.g., encryption or wrapping), depending on
the value of its Cryptographic Usage Mask attribute. This value MAY be equal to or earlier than, but
SHALL NOT be later than the Deactivation Date. Once the Protect Stop Date has occurred, then this
attribute SHALL NOT be changed or deleted before the object is destroyed.

Obj ect Encoding
Protect Stop DiDadi me
Table 109: Protect Stop Date Attribute

SHALL al ways [No

Initially set Server or Cl i ¢

Modi fiable by |Yes, only -wbti
or Active stat
as the Protect
not beamhed.

Modi fiable by |Yes, only -wbitl
or Active stat
as the Protect
not been react

Del etabl e by dNo

Mul tiple instaNo

When implicitlCreate, Regi st
Rek ey

Applies to ObjSymmetric Keys;g
of symmetric |
Templ at es
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Table 110: Protect Stop Date Attribute Rules

3.27 Deactivat

ion Date

The Deactivation Date attribute is the date and time when the Managed Cryptographic Object SHALL
NOT be used for any purpose, except for decryption, signature verification, or unwrapping, but only under
extraordinary circumstances and only when special permission is granted. This time corresponds to state
transition 6 (see Section 3.22). This attribute SHALL NOT be changed or deleted before the object is
destroyed, unless the object is in the Pre-Active or Active state.

Object

Encoding

Deactivation Dj

DatTe me

Table 111: Deactivation Date Attribute

SHALL al ways IHNo

Initially set |Server or Cl i ¢

Modi fi able by |Yes, onl Pr-abitli
or Active stat

Modi fiable by |Yes, only -wbitl
or Active stat

Del etable by dNo

Mul tiple instégNo

When implicitlCreate, Creat ¢
Register, Der i
Revoke Ceadritfiy
RekeRegkey Key

Applies to ObjAIl I Cryptografy

Templ at es

Table 112: Deactivation Date Attribute Rules

3.28 Destroy Date

The Destroy Date attribute is the date and time when the Managed Object was destroyed. This time
corresponds to state transitions 2, 7, or 9 (see Section 3.22). This value is set by the server when the
object is destroyed due to the reception of a Destroy operation, or due to server policy or out-of-band

administrative action.

Obj ect

Encoding

Destroy Date

Da tTe me

Table 113: Destroy Date Attribute
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SHALlal ways hav/No
Initially set |Server
Modi fiable by |No
Modi fiable by |No
Del etable by dNo

Mul tiple instggNo

When implicitlDestroy

Applies to ObjAll Cryptog
Opaque Obj e

Table 114: Destroy Date Attribute Rules

3.29 Compromise Occurrence Date

The Compromise Occurrence Date attribute is the date and time when the Managed Cryptographic
Object was first believed to be compromised. If it is not possible to estimate when the compromise
occurred, then this value SHOULD be set to the Initial Date for the object.

Obj ect Encoding

Compromi se Occi(DatTed me

Table 115: Compromise Occurrence Date Attribute

SHALL al waysal INo
Initially set |Server
Modi fiabl e by |No
Modi fiabl e by |No
Del etabl e by dNo

Mul tiple instégNo

When implicitlRevoke

Applies to ObjAlIl Cryptogr aj
Opaque Object

Table 116: Compromise Occurrence Date Attribute Rules

3.30 Compromise Date

The Compromise Date attribute contains the date and time when the Managed Cryptographic Object
entered into the compromised state. This time corresponds to state transitions 3, 5, 8, or 10 (see Section
3.22). This time indicates when the key management system was made aware of the compromise, not
necessarily when the compromise occurred. This attribute is set by the server when it receives a Revoke
operation with a Revocation Reason of Compromised code, or due to server policy or out-of-band
administrative action.

Object Encodi ng

Compromi se Dat (DatTeé me

Table 117: Compromise Date Attribute
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SHALL al ways IHNo
Initially set |Server
Modi fhwabser verNo
Modi fiable by |No
Del etable by dNo

Mul tiple instggNo

When implicitlRevoke

Applies to ObjAII Cryptografg
Opaque Object

Table 118: Compromise Date Attribute Rules

3.31 Revocation Reason

The Revocation Reason attribute is a structure (see Table 119) used to indicate why the Managed
Cryptographic Object was revoked (e.g., Acompromi sedo,
is only set by the server as a part of the Revoke Operation.

The Revocation Message is an OPTIONAL field that is used exclusively for audit trail/logging purposes
and MAY contain additional information about why the o
AiMachine decommi ssionedodo) .

Obj ect Encoding REQUI RED
Revocation Rea(Structure
Revocation Enumer ati onYes
Code 9.1.3.2.19
Revocation Text StringNo

Table 119: Revocation Reason Attribute Structure

SHALL al ways UHNo

Initially set |Server
Modi fi able by |Yes
Modi fi able by |No
Del etable by (No

Mul tiple instgNo

When i mplicitlRevoke

Applies to ObjAII Cryptografg
Opaque Object

Table 120: Revocation Reason Attribute Rules

3.32 Archive Date

The Archive Date attribute is the date and time when the Managed Object was placed in archival storage.
This value is set by the server as a part of the Archive operation. The server SHALL delete this attribute
whenever a Recover operation is performed.

Obj ect Encoding

Archi ve Date DatTe me
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Table 121: Archive Date Attribute

SHALL al ways [HNo

Initially set |Server
Modi fi able by |No
Modi fiable by |No
Del etable by dNo

Mul tiimpdteances |No

When implicitlArchive
Applies to ObjAll Objects

Table 122: Archive Date Attribute Rules

3.33 Object Group

An object MAY be part of a group of objects. An object MAY belong to more than one group of objects. To
assign an object to a group of objects, the object gr ol
is a reserved Text String for Object Group.

Obj ect Encoding

Object Group Text String

Table 123: Object Group Attribute

SHALL al ways [HNo

Initially set Client or Ser
Modi fi abl e by |Yes
Modi fi abl e by |Yes

Del etable by «Yes

Mul tiple insteYes

When implicitlCreate, Creat ¢
Regi st erKeyDe rC
Recert i-K ggy JRReey
Key Pair

Applies to ODbjAll Objects

Table 124: Object Group Attribute Rules

3.34 Fresh

The Fresh attribute is a Boolean attribute that indicates that the object has not yet been served to a client.
The Fresh attribute SHALL be set to True when a new object is created on the server. The server SHALL
change the attribute value to False as soon as the object has been served to a client.

Object Encodi ng

Fresh Bool ean

Table 125: Fresh Attribute
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SHALL al ways IHNo
Initially set Client or Ser
Modi fi able by |Yes
Modi fiable by |No
Del etable by dNo

Mul tiple instggNo

When implicitlCreate, Creat ¢
Regi ster, Der i
Recert i-Kegy,kRige
Key ,PalRey Key

Applies to ObjAII Cryptografg

Table 126: Fresh Attribute Rules

3.35 Link

The Link attribute is a structure (see Table 127) used to create a link from one Managed Cryptographic
Object to another, closely related target Managed Cryptographic Object. The link has a type, and the
allowed types differ, depending on the Object Type of the Managed Cryptographic Obiject, as listed
below. The Linked Object Identifier identifies the target Managed Cryptographic Object by its Unique
Identifier. The link contains information about the association between the Managed Cryptographic
Objects (e.g., the private key corresponding to a public key; the parent certificate for a certificate in a
chain; or for a derived symmetric key, the base key from which it was derived).

Possible values of Link Type in accordance with the Object Type of the Managed Cryptographic Object

are:

1 Private Key Link: For a Public Key object: the private key corresponding to the public key.

1 Public Key Link: For a Private Key object: the public key corresponding to the private key. For a
Certificate object: the public key contained in the certificate.

1 Certificate Link: For Certificate objects: the parent certificate for a certificate in a certificate chain.
For Public Key objects: the corresponding certificate(s), containing the same public key.

1 Derivation Base Object Link: For a derived Symmetric Key or Secret Data object: the object(s)
from which the current symmetric key was derived.

1 Derived Key Link: the symmetric key(s) or Secret Data object(s) that were derived from the
current object.

1 Replacement Object Link: For a Symmetric Key, an Asymmetric Private Key, or an Asymmetric
Public Key object: the key that resulted from the re-key of the current key. For a Certificate object:
the certificate that resulted from the re-certify. Note that there SHALL be only one such
replacement object per Managed Object.

1 Replaced Object Link: For a Symmetric Key, an Asymmetric Private Key, or an Asymmetric
Public Key object: the key that was re-keyed to obtain the current key. For a Certificate object: the
certificate that was re-certified to obtain the current certificate.

1 Parent Link: For all object types: the owner, container or other parent object corresponding to the
object.

T Child Link: For all object types: the subordinate, derived or other child object corresponding to the
object.

1 Previous Link: For all object types: the previous object to this object.

1 Next Link: For all object types: the next object to this object.
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The Link attribute SHOULD be present for private keys and public keys for which a certificate chain is
stored by the server, and for certificates in a certificate chain.

Note that it is possible for a Managed Object to have multiple instances of the Link attribute (e.g., a
Private Key has links to the associated certificate, as well as the associated public key; a Certificate
object has links to both the public key and to the certificate of the certification authority (CA) that signed
the certificate).

Itis also possible that a Managed Object does not have links to associated cryptographic objects. This
MAY occur in cases where the associated key material is not available to the server or client (e.g., the
registration of a CA Signer certificate with a server, where the corresponding private key is held in a
different manner).

Obj ect Encoding REQUI RED
Link Structure

Link Type Enumer at 9oid, 3selYes

Linked Ob Text String Yes

Il dent i f3i. g

Table 127: Link Attribute Structure

SHALL al ways [HNo

Initially set |Client or Ser
Modi fi abl e by |Yes
Modi fi abl e by |Yes
Del etabl e by «Yes

Mul tiple instaYes

When implicitlCre&tee Pair,
CertitgrtREgY
Rekey Key Pair

Applies to ObjAICr ypt ogQbajpehcit

Table 128: Link Attribute Structure Rules

3.36 Application Specific Information

The Application Specific Information attribute is a structure (see Table 129) used to store data specific to
the application(s) using the Managed Object. It consists of the following fields: an Application Namespace
and Application Data specific to that application namespace.

Clients MAY request to set (i.e., using any of the operations that result in new Managed Object(s) on the
server or adding/modifying the attribute of an existing Managed Object) an instance of this attribute with a
particular Application Namespace while omitting Application Data. In that case, if the server supports this
namespace (as indicated by the Query operation in Section 4.25), then it SHALL return a suitable
Application Data value. If the server does not support this namespace, then an error SHALL be returned.
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Obj ect Encoding REQUI RED
Application Sp(Structure
I nformation
Application NalText String Yes
Application DalText String No
Table 129: Application Specific Information Attribute
SHALL al ways [HNo
Initially set Client or Ser
Application Dé
in the client
Modi fiable by |Yes (only if t
Data is omitt ¢
request)
Modi fiabl e by |Yes
Del etable by «Yes
Mul tiple instaYes
When implicitlRekey Rey Ke,y
Recertify
Applies to ODbjAll Objects

Table 130: Application Specific Information Attribute Rules

3.37 Contact Information

The Contact Information attribute is OPTIONAL, and its content is used for contact purposes only. It is not
used for policy enforcement. The attribute is set by the client or the server.

Table 131: Contact Information Attribute

Object Encoding
Contact I nformi{Text String
SHALL al ways [HNo
Initially set |Client or Ser
Modi fi abl e by |Yes
Modi fi abl e by |Yes
Del etabl e by <«Yes
Mul tiple instégNo
When implicitlCreate, Creat ¢

Regi ster, Deri

Recert i-Kk gy {RReey

Key Pair
Applies to ObjAlI'l Objects

Table 132: Contact Information Attribute Rules
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3.38 Last Change Date

The Last Change Date attribute contains the date and time of the last change of the specified object.

Object Encoding

Last Change DaiDatTd me

Table 133: Last Change Date Attribute

SHALL al ways IfYes
Initially set |Server
Modi fi able by |Yes
Modi fiable by |No
Del etable by dNo

Mul tiple instégNo

When implicitlCreate, Creat ¢
Register, Deri
Activate, Rev(

Archive, CRe ¢ o\
Recert i-K gy JRReey
Key ,PaAdd At tr
Modi fy Attri by
Attribute, Ge t
Al 1l ocati on

Applies to ObjAI I Objects

Table 134: Last Change Date Attribute Rules

3.39 Custom Attribute

A Custom Attribute is a client- or server-defined attribute intended for vendor-specific purposes. It is
created by the client and not interpreted by the server, or is created by the server and MAY be interpreted
by the client. All custom attributes created by the client SHALL adhere to a naming scheme, where the
name of the attribute SHALL have a prefix of 'x-". All custom attributes created by the key management
server SHALL adhere to a naming scheme where the name of the attribute SHALL have a prefix of 'y-'.
The server SHALL NOT accept a client-created or modified attribute, where the name of the attribute has
a pref-6 x TDHe Qustgn Attripyieds not able to identify the particular attribute; hence such an
attribute SHALL only appear in an Attribute Structure with its name as defined in Section 2.1.1.

Obj ect Encoding
Custom Attri butAny data type The name of th
structur e, t helSHALL st artomi!
SHALL NOT incl
structures
Table 135 Custom Attribute
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SHALL al ways IHNo

Initially set Client or Ser

Modi fi able by |Yes, focreated
attributes

Modi fiable by |Yes, f ecrr ecaltieedn
attributes

Del etabl e by ««Yes, f ecrr ecaltieedn
attributes

Mul tiple instaYes

When implicitlCreate, Creat ¢
Regi ster, Der i
Activate, Re v (
CertitgrtREgy,
Rekey Key Pair

Applies to ObjAI I Objects

Table 136: Custom Attribute Rules

3.40 Alternative Name

The Alternative Name attribute is used to identify and locate the object. This attribute is assigned by the
client, and the Alternative Name Value is intended to be in a form that humans are able to interpret. The
key management system MAY specify rules by which the client creates valid alternative names. Clients
are informed of such rules by a mechanism that is not specified by this standard. Alternative Names MAY
NOT be unique within a given key management domain.

Obj ect Encoding REQUI RED
Al ternative NalStructure
Al ternative Text StringlYes
Val ue
Al ternative Enumer ati onYes
9.1.3.2. 34
Table 137: Alternative Name Attribute Structure
SHALL al ways [HKNo
Initially set Client
Modi fiable by |Yes (Only if n
present)
Modi fi able by |Yes
Del etabl e by <«Yes
Mul tiple insteYes
Applies to ObjAlI'l Objects

Table 138: Alternative Name Attribute Rules

3.41 Key Value Present

Key Value Present is an OPTIONAL attribute of the managed object created by the server. It SHALL NOT
be specified by the client in a Register request. Key Value Present SHALL be created by the server if the
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Key Value is absent from the Key Block in a Register request. The value of Key Value Present SHALL
NOT be modified by either the client or the server. Key Value Present attribute MAY be used as a part of
the Locate operation. This attribute does not apply to Templates, Certificates, Public Keys or Opaque

Objects.
| Object Encoding REQUI RED
Key Value P Bool ean N o

Table 139: Key Value Present Attribute
SHALL al ways [HNo
Initially set |Server
Modi fiable by |[No
Modi fiable by |[No
Del etable by dNo
Mul tiple instgNo
When implicitlDuring Regi st ¢
Applies to ObjSymmetric Key,

Split Key, Sedq

Table 140: Key Value Present Attribute Rules

3.42 Key Value Location

Key Value Location is an OPTIONAL attribute of a managed object. It MAY be specified by the client
when the Key Value is omitted from the Key Block in a Register request. Key Value Location is used to
indicate the location of the Key Value absent from the object being registered. This attribute does not
apply to Templates, Certificates, Public Keys or Opaque Objects.

Obj ect Encoding REQUI RED
Key Value LocatStructure
Key Value L Text StringlYes
Val ue
Key Value L Enumer ationYes
Type 9.1.3.2.35
Table 141: Key Value Location Attribute
SHALL al ways UHNo
Initially set Client
Modi fiable by |[No
Modi fi able by |Yes
Del etbayblcel i ent|Yes
Mul tiple insteYes
When implicitlINever
Applies to ObjSymmetric Key,
Split Key, Sedq

Table 142: Key Value Location Attribute Rules
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3.43 Original Creation Date

The Original Creation Date attribute contains the date and time the object was originally created, which
can be different from when the object is registered with a key management server.

It is OPTIONAL for an object being registered by a client. The Original Creation Date MAY be set by the
client during a Register operation. If no Original Creation Date attribute was set by the client during a
Register operation, it MAY do so at a later time through an Add Attribute operation for that object.

It is mandatory for an object created on the server as a result of a Create, Create Key Pair, Derive Key,
Re-key, or Re-key Key Pair operation. In such cases the Original Creation Date SHALL be set by the
server and SHALL be the same as the Initial Date attribute.

In all cases, once the Original Creation Date is set, it SHALL NOT be deleted or updated.

Object Encoding

Original CreatiDatTe me

Table 143: Original Creation Date Attribute

SHALL al ways [HNo

Initially set Client or Ser
is generated I

Modi fiable by |[No
Modi fi abl e by |No
Del etable by (¢No

Mul tiple instgNo

When i mplicitlCreate, Creat ¢
Derive -Key,k Ry
Key Pair

Appl i@l dmot TyAll Objects

Table 144: Original Creation Date Attribute Rules

3.44 Random Number Generator

The Random Number Generator attribute contains the details of the random number generator used
during the creation of the managed cryptographic object.

Itis OPTIONAL for a managed cryptographic object being registered by a client. The Random Number
Generator MAY be set by the client during a Register operation. If no Random Number Generator
attribute was set by the client during a Register operation, it MAY do so at a later time through an Add
Attribute operation for that object.

It is mandatory for an object created on the server as a result of a Create, Create Key Pair, Derive Key,
Re-key, or Re-key Key Pair operation. In such cases the Random Number Generator SHALL be set by
the server depending on which random number generator was used. If the specific details of the random
number generator are unknown then the RNG Algorithm within the RNG Parameters structure SHALL be
set to Unspecified.

If one or more Random Number Generator attribute values are provided in the template attributes (either
directly or via reference to templates which contain Random Number Generator attribute values) in a
Create, Create Key Pair, Derive Key, Re-key, or Re-key Key Pair operation then the server SHALL use a
random number generator that matches one of the Random Number Generator attributes. If the server
does not support or is otherwise unable to use a matching random number generator then it SHALL fail
the request.
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The Random Number Generator attribute SHALL NOT be copied from the original object in a Re-key or

Re-key Key Pair operation.

In all cases, once the Random Number Generator attribute is set, it SHALL NOT be deleted or updated.

Object

Encoding

Random Number |

RNG ParamefRer}

Table 145: Random Number Generator Attribute

SHALL al ways

N o

Initially set

Client (when
generated by
regi st Sreed)ror

object is geng
Server)

Modi fiable by |[No

Modi fiable by |[No

Del etabl e by ¢

N o

Mul tiple inst:z¢

N o

When implicitdl

Creat e, Creat ¢
Derive -Key,-k Ry
Key Pair

Applies Toyp®Odj

Al'l Cryptogr aj

Table 146: Random Number Generator Attribute Rules

kmip-spec-v1.3-cs01

Standards Track Work Product Copyright © OASIS Open 2016. All Rights Reserved.

28 July 2016
Page 75 of 221



4 Cl i edter ver Operations

The following subsections describe the operations that MAY be requested by a key management client.
Not all clients have to be capable of issuing all operation requests; however any client that issues a
specific request SHALL be capable of understanding the response to the request. All Object Management
operations are issued in requests from clients to servers, and results obtained in responses from servers
to clients. Multiple operations MAY be combined within a batch, resulting in a single request/response
message pair.

A number of the operations whose descriptions follow are affected by a mechanism referred to as the 1D
Placeholder.

The key management server SHALL implement a temporary variable called the ID Placeholder. This
value consists of a single Unique Identifier. It is a variable stored inside the server that is only valid and
preserved during the execution of a batch of operations. Once the batch of operations has been
completed, the ID Placeholder value SHALL be discarded and/or invalidated by the server, so that
subsequent requests do not find this previous ID Placeholder available.

The ID Placeholder is obtained from the Unique Identifier returned in response to the Create, Create Pair,
Reqister, Derive Key, Re-key, Re-key Key Pair, Certify, Re-Certify, Locate, and Recover operations. If
any of these operations successfully completes and returns a Unique Identifier, then the server SHALL
copy this Unique Identifier into the ID Placeholder variable, where it is held until the completion of the
operations remaining in the batched request or until a subsequent operation in the batch causes the ID
Placeholder to be replaced. If the Batch Error Continuation Option is set to Stop and the Batch Order
Option is set to true, then subsequent operations in the batched request MAY make use of the ID
Placeholder by omitting the Unique Identifier field from the request payloads for these operations.

Requests MAY contain attribute values to be assigned to the object. This information is specified with a
Template-Attribute (see Section 2.1.8) that contains zero or more template names and zero or more
individual attributes. If more than one template name is specified, and there is a conflict between the
single-instance attributes in the templates, then the value in the last of the conflicting templates takes
precedence. If there is a conflict between the single-instance attributes in the request and the single-
instance attributes in a specified template, then the attribute values in the request take precedence. For
multi-instance attributes, the union of attribute values is used when the attributes are specified more than
once.

The Template Managed Object is deprecated as of version 1.3 of this specification and MAY be removed
from subsequent versions of the specification. Individual Attributes SHOULD be used in operations which
currently support use of a Name within a Template-Attribute to reference a Template.

Responses MAY contain attribute values that were not specified in the request, but have been implicitly
set by the server. This information is specified with a Template-Attribute that contains one or more
individual attributes.

For any operations that operate on Managed Objects already stored on the server, any archived object
SHALL first be made available by a Recover operation (see Section 4.23) before they MAY be specified
(i.e., as on-line objects).

Multi-part cryptographic operations (operations where a stream of data is provided across multiple
requests from a client to a server) are optionally supported by those cryptographic operations that include
the Correlation Value (see section 2.1.15), Init Indicator (see section 2.1.16) and Final Indicator (see
section 2.1.17) request parameters.

For multi-part cryptographic operations the following sequence is performed
1. On the first request
a. Provide an Init Indicator with a value of True
b. Provide any other required parameters
c. Preserve the Correlation Value returned in the response for use in subsequent requests
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d. Use the Data output (if any) from the response
2. On subsequent requests

a. Provide the Correlation Value from the response to the first request

b. Provide any other required parameters
c. Use the next block of Data output (if any) from the response

3. On the final request
a. Provide the Correlation Value from the response to the first request

b. Provide a Final Indicator with a value of True
c. Use the final block of Data output (if any) from the response

Single-part cryptographic operations (operations where a single input is provided and a single response
returned) the following sequence is performed:

1. On eachrequest

a. Do not provide an Init Indicator, Final Indicator or Correlation Value or provide an Init
indicator and Final Indicator but no Correlation Value.

b. Provide any other required parameters

c. Use the Data output from the response

Data is always required in cryptographic operations except when either Init Indicator or Final Indicator is

true.

4.1 Create

This operation requests the server to generate a new symmetric key as a Managed Cryptographic Object.
This operation is not used to create a Template object (see Register operation, Section 4.3).

The request contains information about the type of object being created, and some of the attributes to be
assigned to the object (e.g., Cryptographic Algorithm, Cryptographic Length, etc.). This information MAY
be specified by the names of Template objects that already exist.

The response contains the Unique Identifier of the created object. The server SHALL copy the Unique

Identifier returned by this operation into the ID Placeholder variable.

Request

Payl oad

Obj ect REQUI R

Description

Object Type&, see |Yes

Determines the typ
created.

Temp lAattter i b2t 4, 7sdYes

Specifies desired
associated with t
templ ates and/ or
gemplIMatneaged Obj €

h
i

Th

deprecated as of v
specification and
from subsequent ve
specification. Il nd
SHOULD be used in
currently support

aTemp lAattter t bef er e n
Templ at e

Table 147: Create Request Payload
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Response Payl oad

Object REQUI R Description
Object T¥ype&, see |Yes Type of object cre
Unique I dehtlifier|Yes The Unieque flicker of

created object.
Te mp lFAattter i b2t d, 7s dNo An OPTI ONAL list o

with values that w
the reqbesthave be
by the key man
emp IMaatneaged Obj ¢
recated as of v
cification and
m subsequent ve
cification. Il nd
ULD be useodnsi nw
currently support
aTemp l-Aattter t but ef er e
Templ at e

et

he&
ep
pe
ro
pe
HO

N, —+nuao—+Hon

Table 148: Create Response Payload

Table 149 indicates which attributes SHALL be included in the Create request using the Template-
Attribute object.

Attribut REQUI RED
Cryptographii|Yes
sed. 4

Cryptographii|Yes
Mask, 3 9k e

Table 149: Create Attribute Requirements

4.2 Create Key Pair

This operation requests the server to generate a new public/private key pair and register the two
corresponding new Managed Cryptographic Objects.

The request contains attributes to be assigned to the objects (e.g., Cryptographic Algorithm,
Cryptographic Length, etc.). Attributes and Template Names MAY be specified for both keys at the same
time by specifying a Common Template-Attribute object in the request. Attributes not common to both
keys (e.g., Name, Cryptographic Usage Mask) MAY be specified using the Private Key Template-Attribute
and Public Key Template-Attribute objects in the request, which take precedence over the Common
Template-Attribute object.

The Template Managed Object is deprecated as of version 1.3 of this specification and MAY be removed
from subsequent versions of the specification. Individual Attributes SHOULD be used in operations which
currently support use of a Name within a Template-Attribute to reference a Template.

For the Private Key, the server SHALL create a Link attribute of Link Type Public Key pointing to the
Public Key. For the Public Key, the server SHALL create a Link attribute of Link Type Private Key pointing
to the Private Key. The response contains the Unique Identifiers of both created objects. The ID
Placeholder value SHALL be set to the Unique Identifier of the Private Key.
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Request Payload

Obj ect

REQUI R

Description

Common

2.1.7.14

Templ maitlgut ¢No

desired
and/ or a
to be a
t hat
Publ i c
[Maatnea g éd e@t i
ated as of v
i

OV P 4TS "W
CTOT -SOTD®S O TD®0T
T QPO DT @ TS T3 0®
ST Co3zgo - 0< =T 0

—o3mo ———

o =

supp
aTemp l-Aattter t but e

Templ at e

— O

KeAt fTempui{No

Speci fies
be associated with
apply to tehye CPbrjievcat
of precedence appl
Thé&empl|IMatneaged Obj €
deprecated as of v
speci fication and
from subsequent
specification.
SHOULD be wused
curremnppdorts use of
aTemp l-Aattter t but ef er e
Templ at e

templ at e

vV e
Il nd
i n

Publ i c
2.1.7.14

Ke yAtTtermpbl uat|N o

Speci fies
be associated
apply to the
of precedence
Th&e mp |Matneaged
deprecated as
specification
from subsequent
specificatiloAt tl

[

r

templ at e
wi t h
Publ i
appl
Obj €
of v
and

SHOULD be wused
currently suppo
aTemp l-Aattter t but ef
Templ at e

ve
nd
n
t

er e

Table 150: Create Key Pair Request Payload

For multi-instance attributes, the union of the values found in the templates and attributes of the

Common, Private, and Public Key Template-Attribute SHALL be used. For single-instance attributes, the

order of precedence is as follows:

1. attributes specified explicitly in the Private and Public Key Template-Attribute, then

attributes specified via templates in the Private and Public Key Template-Attribute, then

2
3. attributes specified explicitly in the Common Template-Attribute, then
4

attributes specified via templates in the Common Template-Attribute.
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If there are multiple templates in the Common, Private, or Public Key Template-Attribute, then the last
value of the single-instance attribute that conflicts takes precedence.

Response Payl oad

Obgct REQUI R Description
Private Key Uni Qu|Yes The Unique I dentif
created Private Ke

Public Key Uni qgqlielYes The Unique I dentif
created Public Key

Private KeAtTempuiNo An OPTI ONAL list o
2.1.7.14 Private Key Object
were not specified

have been implicit

management server.
Th&emplIMataegged Obj ed
deprecated as of v
specification and
from subsequent
specification. I
SHOULD be used i
currently suppor
aTemp l-Aattter t but e ee
Templ at e

Ve
nd
n
t

Publ ic KeyAtTtermpbluat|No An OPTI ONAL list o
2.1.7.14 Public Key Object,
wer e not stpheec irfeigeuds
have been implicit

management server.
Th&emplIMatneaged Obj €
deprecated as of v
specification and
from subsequent ve
specification. I nd
SHOULD bde iunseoper at
currently support
aTemp l-Aattter t but ef er €
Templ at e

Table 151: Create Key Pair Response Payload

Table 152 indicates which attributes SHALL be included in the Create Key pair request using Template-
Attribute objects, as well as which attributes SHALL have the same value for the Private and Public Key.
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At tri but ¢ REQUI RED SHALL <contain
value for both
Public Key
Cryptographil|Yes Ye s
se&. 4
Cryptographi|No Ye s
se&. 5
Cryptographil|Yes N o
Mask,3sk@
Cryptographi|No Yes
Par amet e3.s7
Cryptographi|No Yes
Par amet e3.sq

Table 152: Create Key Pair Attribute Requirements

Setting the same Cryptographic Length value for both private and public key does not imply that both
keys are of equal length. For RSA, Cryptographic Length corresponds to the bit length of the Modulus.
For DSA and DH algorithms, Cryptographic Length corresponds to the bit length of parameter P, and the
bit length of Q is set separately in the Cryptographic Domain Parameters attribute. For ECDSA, ECDH,
and ECMQYV algorithms, Cryptographic Length corresponds to the bit length of parameter Q.

4.3 Register

This operation requests the server to register a Managed Object that was created by the client or
obtained by the client through some other means, allowing the server to manage the object. The
arguments in the request are similar to those in the Create operation, but contain the object itself for

storage by the server.

The request contains information about the type of object being registered and attributes to be assigned
to the object (e.g., Cryptographic Algorithm, Cryptographic Length, etc.). This information SHALL be
specified by the use of a Template-Attribute object.

The response contains the Unique Identifier assigned by the server to the registered object. The server
SHALL copy the Unique Identifier returned by this operations into the ID Placeholder variable. The Initial
Date attribute of the object SHALL be set to the current time.
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Request Payl oad

Object REQ@I RE Description

Object T¥ype&, see |Yes Determines the typ
registered.

Te mp lFAattter i b2t d, 7sdYes Specidfeisag ed object
be associated with
using templates an
attributes.
Th&emplIMatneaged Obj €
deprecated as of v
speci fication and
from subsequent ve
speci f.i clantdiiovni du al
SHOULD be used in
currently support
aTemp l-Aattter t but ef er e
Templ at e

Certificate, Symm|Ye s The object being r

Key, Public Key, ] and attributes MAY

Secret Data or Op

2.2

Table 153: Register Request Payload

Response Payl oad

Obj ect REQUI R Description

Unique | dehtdifier|Yes The Unique I dentif
registered object.

Te mp lAattter i b2t d, 7s dNo An OPTI ONAL 1list o
with values that w

the request, but h

set by the key man

Th&emplIMatneaged Obj €
deprecated as of v
specification aad
from subsequent
specification. I
SHOULD be used i
currently suppor
aTemp l-Aattter t but ef er e
Templ at e

+ >3 o5 < Qo
o d

Table 154: Register Response Payload

If a Managed Cryptographic Object is registered, then the following attributes SHALL be included in the
Register request, either explicitly, or via specification of a template that contains the attribute.
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Attribut REQUI RED
Cryptographi|Yes, bwAYomi tt
sed. 4 i f this info

encapsul at ed
Bl ock. Does
Secret Dat a.
then Cryptog
Length belalws
be present.
Cryptographi|Yes, bwAYomitt
se&. 5 if this info
encapsul ated
Bl ock. Does
Secretl Daprae
then Cryptog
Al gorithm ab
al so be pres
Certificate |Yes Only ap
3.9 Certificates
Cryptographii|Yes
Ma s ke,e3 s19
Digital Sign|{Yes, HWAYomohbhl
Al goritdhm,6 sjif this info
encapsul ated
Certificate
applies to C

Table 155: Register Attribute Requirements

4.4 Re-key

This request is used to generate a replacement key for an existing symmetric key. It is analogous to the
Create operation, except that attributes of the replacement key are copied from the existing key, with the
exception of the attributes listed in

Random Numbe|Set to the r

Generat®r44sinumber gener
for creating
managed obj e
copied from
object.

Table 157.

As the replacement key takes over the name attribute of the existing key, Re-key SHOULD only be
performed once on a given key.

The server SHALL copy the Unique Identifier of the replacement key returned by this operation into the 1D
Placeholder variable.

For the existing key, the server SHALL create a Link attribute of Link Type Replacement Object pointing
to the replacement key. For the replacement key, the server SHALL create a Link attribute of Link Type
Replaced Key pointing to the existing key.

An Offset MAY be used to indicate the difference between the Initialization Date and the Activation Date
of the replacement key. If no Offset is specified, the Activation Date, Process Start Date, Protect Stop
Date and Deactivation Date values are copied from the existing key. If Offset is set and dates exist for the
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existing key, then the dates of the replacement key SHALL be set based on the dates of the existing key

as follows:
Attribute in EX Attribute in Repla
Initi dl) Dat e Initi dl) DAt e
Activat iAdih Dat e ( Acti vat iAgn BRt 6f { se

Process SCart DatelProcess StQh+tATRAA) e
Protect Sntmp Date |Protect STaipATDBATe =
DeactivatOln Date |Deactivat DHnATPATe =

Table 156: Computing New Dates from Offset during Re-key

Attributes requiring special handling when creating the replacement key are:

Attribut ¢ Acti on

I nitial 3D2t3e|Set to the ¢

Destroy Bat288fNot set

Compromi se O|Not set

Dat e,3.s52%

Compr omi se D|Not set

3.30

Revocation R|Not set

3.31

Unique | deXht/Newal ue gene

Usage Li Ri.t2d|The Total va
from the exi
the Count va
existing key
Tot al val ue.

Name, 3s@e Set to the n
existing key
attributes a
from the exi

State3. 32e¢ Set based on
val ues, such
showmMabbh®6

Di gest3, 1see |[Recomputed f
repl acement

Li nk,3.836&e Set tad opdihret
key as the r

Last Change |[Set to curre

3.38

Random Numbe|Set to the r

Generat®r44sinumber gener
for creating
managed obj e
copied from
object.

Table 157: Re-key Attribute Requirements
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Request Payl oad
Object REQUI R Description
Unique I dehtlifier|No Determines the exi
Key bekeagede | f om
the I D Placehol der
server as the Unigq
Of fset N o An I ntervalbiohjeayg

di fference between
Date and the Actiyv
replacement key to

Temp lAattter i b2t 4, 7s 4

N o

Speicés desired obj
using templates an
attributes.

Th&emplIMatneaged Obj €
precated as of v
cification and

de
spe
from subsequent
spe

SH

Ve
cification. I nd
OULDubed in oper
currently support
aTemp l-Aattter t but ef er €

Templ at e

Table 158: Re-key Request Payload

Response

Payl oad

Obj ect

REQUI R

Description

Uni que

|l deh.tli fi er|Yes

The Unique I dentif

created replacemen
Temp FAattter i b 2t &, 7s dNo An OPTI ONAL Ilist o
with values that w
the request, but h

set by the key man
The&emplMatneaged Obj €
depredaas of versi
specification and

from subsequent ve
specification. 1| nd
SHOULD be used in
currently support

aTemp l-Aattter t but ef er e
Templ at e

Table 159: Re-key Response Payload

4.5 Re-key Key Pair

This request is used to generate a replacement key pair for an existing public/private key pair. It is

analogous to the Create Key Pair operation, except that attributes of the replacement key pair are copied

from the existing key pair, with the exception of the attributes listed in
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managed obj e
copied from
object.

Table 161.

As the replacement of the key pair takes over the name attribute for the existing public/private key pair,
Re-key Key Pair SHOULD only be performed once on a given key pair.

For both the existing public key and private key, the server SHALL create a Link attribute of Link Type
Replacement Key pointing to the replacement public and private key, respectively. For both the
replacement public and private key, the server SHALL create a Link attribute of Link Type Replaced Key
pointing to the existing public and private key, respectively.

The server SHALL copy the Private Key Unique Identifier of the replacement private key returned by this
operation into the ID Placeholder variable.

An Offset MAY be used to indicate the difference between the Initialization Date and the Activation Date
of the replacement key pair. If no Offset is specified, the Activation Date and Deactivation Date values are
copied from the existing key pair. If Offset is set and dates exist for the existing key pair, then the dates of
the replacement key pair SHALL be set based on the dates of the existing key pair as follows

Attribute in Exi Attribute in Repl ac
Initi dlf) Dat e Initi @dl) DAt e
Activat iAdih Dat e ( Acti vat iAdgnh DRt ©6f { set
Deactivathln Dat e Deactivat DanAPATe =

Table 160: Computing New Dates from Offset during Re-key Key Pair

Attributes for the replacement key pair that are not copied from the existing key pair and which are
handled in a specific way are:
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Table 161: Re-key Key Pair Attribute Requirements
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Table 162: Re-key Key Pair Request Payload

For multi-instance attributes, the union of the values found in the templates and attributes of the
Common, Private, and Public Key Template-Attribute is used. For single-instance attributes, the order of
precedence is as follows:

1. attributes specified explicitly in the Private and Public Key Template-Attribute, then
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2. attributes specified via templates in the Private and Public Key Template-Attribute, then
3. attributes specified explicitly in the Common Template-Attribute, then
4. attributes specified via templates in the Common Template-Attribute.

If there are multiple templates in the Common, Private, or Public Key Template-Attribute, then the
subsequent value of the single-instance attribute takes precedence.

Response Payl oad
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Table 163: Re-key Key Pair Response Payload

4.6 Derive Key

This request is used to derive a Symmetric Key or Secret Data object from keys or Secret Data objects
that are already known to the key management system. The request SHALL only apply to Managed
Cryptographic Objects that have the Derive Key bit set in the Cryptographic Usage Mask attribute of the
specified Managed Object (i.e., are able to be used for key derivation). If the operation is issued for an
object that does not have this bit set, then the server SHALL return an error. For all derivation methods,
the client SHALL specify the desired length of the derived key or Secret Data object using the
Cryptographic Length attribute. If a key is created, then the client SHALL specify both its Cryptographic
Length and Cryptographic Algorithm. If the specified length exceeds the output of the derivation method,
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then the server SHALL return an error. Clients MAY derive multiple keys and IVs by requesting the
creation of a Secret Data object and specifying a Cryptographic Length that is the total length of the
derived object. If the specified length exceeds the output of the derivation method, then the server SHALL
return an error.

The fields in the request specify the Unique Identifiers of the keys or Secret Data objects to be used for
derivation (e.g., some derivation methods MAY use multiple keys or Secret Data objects to derive the
result), the method to be used to perform the derivation, and any parameters needed by the specified
method. The method is specified as an enumerated value. Currently defined derivation methods include:

1 PBKDF271 This method is used to derive a symmetric key from a password or pass phrase. The
PBKDF2 method is published in [PKCS#5] and [RFC2898].

1 HASH T This method derives a key by computing a hash over the derivation key or the derivation
data.

HMAC T This method derives a key by computing an HMAC over the derivation data.
1 ENCRYPT 1 This method derives a key by encrypting the derivation data.

1 NIST800-108-C 1 This method derives a key by computing the KDF in Counter Mode as specified
in [SP800-108].

1 NIST800-108-F i This method derives a key by computing the KDF in Feedback Mode as
specified in [SP800-108].

1 NIST800-108-DPIT This method derives a key by computing the KDF in Double-Pipeline Iteration
Mode as specified in [SP800-108].

1 Extensions.

The server SHALL perform the derivation function, and then register the derived object as a new
Managed Object, returning the new Unique Identifier for the new object in the response. The server
SHALL copy the Unique Identifier returned by this operation into the ID Placeholder variable.

For the keys or Secret Data objects from which the key or Secret Data object is derived, the server
SHALL create a Link attribute of Link Type Derived Key pointing to the Symmetric Key or Secret Data
object derived as a result of this operation. For the Symmetric Key or Secret Data object derived as a
result of this operation, the server SHALL create a Link attribute of Link Type Derivation Base Object
pointing to the keys or Secret Data objects from which the key or Secret Data object is derived.
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Table 164: Derive Key Request Payload
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Response Payl oad
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Table 165: Derive Key Response Payload

The Derivation Parameters for all derivation methods consist of the following parameters, except
PBKDF2, which takes two additional parameters.

Obj ect Encoding REQUI RED
Derivation Pa|Structure Yes.
Cryptograp Structure |(Yes, except f
Par amet e3.s derivation ke
Initializa Byte StrinNo, depends o
mode of opera
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Derivation Byte StrinYes, unl ess t
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Table 166: Derivation Parameters Structure (Except PBKDF2)

Cryptographic Parameters identify the Pseudorandom Function (PRF) or the mode of operation of the
PRF (e.g., if a key is to be derived using the HASH derivation method, then clients are REQUIRED to
indicate the hash algorithm inside Cryptographic Parameters; similarly, if a key is to be derived using AES
in CBC mode, then clients are REQUIRED to indicate the Block Cipher Mode). The server SHALL verify
that the specified mode matches one of the instances of Cryptographic Parameters set for the
corresponding key. If Cryptographic Parameters are omitted, then the server SHALL select the
Cryptographic Parameters with the lowest Attribute Index for the specified key. If the corresponding key
does not have any Cryptographic Parameters attribute, or if no match is found, then an error is returned.

If a key is derived using HMAC, then the attributes of the derivation key provide enough information about
the PRF, and the Cryptographic Parameters are ignored.

Derivation Data is either the data to be encrypted, hashed, or HMACed. For the NIST SP 800-108
methods [SP800-108], Derivation Data is Label||{0x00}||Context, where the all-zero byte is OPTIONAL.

Most derivation methods (e.g., Encrypt) REQUIRE a derivation key and the derivation data to be used.
The HASH derivation method REQUIRES either a derivation key or derivation data. Derivation data MAY
either be explicitly provided by the client with the Derivation Data field or implicitly provided by providing
the Unique Identifier of a Secret Data object. If both are provided, then an error SHALL be returned.
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The PBKDF2 derivation method takes two additional parameters:

Obj ect Encoding REQUI RED
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Table 167: PBKDF2 Derivation Parameters Structure

4.7 Certify

This request is used to generate a Certificate object for a public key. This request supports the
certification of a new public key, as well as the certification of a public key that has already been certified
(i.e., certificate update). Only a single certificate SHALL be requested at a time. Server support for this
operation is OPTIONAL. If the server does not support this operation, an error SHALL be returned.

The Certificate Request object MAY be omitted, in which case the public key for which a Certificate object
is generated SHALL be specified by its Unique Identifier only. If the Certificate Request Type and the
Certificate Request objects are omitted from the request, then the Certificate Type SHALL be specified
using the Template-Attribute object.

The Certificate Request is passed as a Byte String, which allows multiple certificate request types for
X.509 certificates (e.g., PKCS#10, PEM, etc.) to be submitted to the server.

The generated Certificate object whose Unique Identifier is returned MAY be obtained by the client via a
Get operation in the same batch, using the ID Placeholder mechanism.

For the public key, the server SHALL create a Link attribute of Link Type Certificate pointing to the
generated certificate. For the generated certificate, the server SHALL create a Link attribute of Link Type
Public Key pointing to the Public Key.

The server SHALL copy the Unique Identifier of the generated certificate returned by this operation into
the ID Placeholder variable.

If the information in the Certificate Request conflicts with the attributes specified in the Template-Attribute,
then the information in the Certificate Request takes precedence.
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Table 168: Certify Request Payload
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Table 169: Certify Response Payload

4.8 Re-certify

This request is used to renew an existing certificate for the same key pair. Only a single certificate SHALL
be renewed at a time. Server support for this operation is OPTIONAL. If the server does not support this
operation, an error SHALL be returned.
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The Certificate Request object MAY be omitted, in which case the public key for which a Certificate object
is generated SHALL be specified by its Unique Identifier only. If the Certificate Request Type and the
Certificate Request objects are omitted and the Certificate Type is not specified using the Template-
Attribute object in the request, then the Certificate Type of the new certificate SHALL be the same as that
of the existing certificate.

The Certificate Request is passed as a Byte String, which allows multiple certificate request types for
X.509 certificates (e.g., PKCS#10, PEM, etc.) to be submitted to the server.

The server SHALL copy the Unique Identifier of the new certificate returned by this operation into the ID
Placeholder variable.

If the information in the Certificate Request field in the request conflicts with the attributes specified in the
Template-Attribute, then the information in the Certificate Request takes precedence.

As the new certificate takes over the name attribute of the existing certificate, Re-certify SHOULD only be
performed once on a given (existing) certificate.

For the existing certificate, the server SHALL create a Link attribute of Link Type Replacement pointing to
the new certificate. For the new certificate, the server SHALL create a Link attribute of Link Type
Replaced pointing to the existing certificate. For the public key, the server SHALL change the Link
attribute of Link Type Certificate to point to the new certificate.

An Offset MAY be used to indicate the difference between the Initialization Date and the Activation Date
of the new certificate. If no Offset is specified, the Activation Date and Deactivation Date values are
copied from the existing certificate. If Offset is set and dates exist for the existing certificate, then the
dates of the new certificate SHALL be set based on the dates of the existing certificate as follows:

Attribute in Exis Attribute in New (
I niti dlf) Dat e I niti 1) DdEt e

Acti vat iAdinh Dat e ( Acti vat iActh BRt ©6f { set
Deactivathln Dat e Deactivat DanAPATe =

Table 170: Computing New Dates from Offset during Re-certify

Attributes that are not copied from the existing certificate and that are handled in a specific way for the
new certificate are:
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Table 171: Re-certify Attribute Requirements
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Table 172: Re-certify Request Payload
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Table 173: Re-certify Response Payload

4.9 Locate

This operation requests that the server search for one or more Managed Objects, depending on the
attributes specified in the request. All attributes are allowed to be used. However, Attribute Index values
SHOULD NOT be specified in the request. Attribute Index values that are provided SHALL be ignored by
the server. The request MAY contain a Maximum Items field, which specifies the maximum number of
objects to be returned. If the Maximum Items field is omitted, then the server MAY return all objects
matched, or MAY impose an internal maximum limit due to resource limitations.

The request MAY contain an Offset Items field, which specifies the number of objects to skip that satisfy
the identification criteria specified in the request. An Offset Items field of 0 is the same as omitting the
Offset Items field. If both Offset Items and Maximum Items are specified in the request, the server skips
Offset Items objects and returns up to Maximum Items objects.

If more than one object satisfies the identification criteria specified in the request, then the response MAY
contain Unique Identifiers for multiple Managed Objects. Returned objects SHALL match all of the
attributes in the request. If no objects match, then an empty response payload is returned. If no attribute
is specified in the request, any object SHALL be deemed to match the Locate request. The response
MAY include Located Items which is the count of all objects that satisfy the identification criteria.

The server returns a list of Unique Identifiers of the found objects, which then MAY be retrieved using the
Get operation. If the objects are archived, then the Recover and Get operations are REQUIRED to be
used to obtain those objects. If a single Unique Identifier is returned to the client, then the server SHALL
copy the Unique Identifier returned by this operation into the ID Placeholder variable. If the Locate
operation matches more than one object, and the Maximum Items value is omitted in the request, or is set
to a value larger than one, then the server SHALL empty the ID Placeholder, causing any subsequent
operations that are batched with the Locate, and which do not specify a Unique Identifier explicitly, to fail.
This ensures that these batched operations SHALL proceed only if a single object is returned by Locate.

Wild-cards or regular expressions (defined, e.g., in [ISO/IEC 9945-2]) MAY be supported by specific key
management system implementations for matching attribute fields when the field type is a Text String or a
Byte String.

The Date attributes in the Locate request (e.g., Initial Date, Activation Date, etc.) are used to specify a
time or a time range for the search. If a single instance of a given Date attribute is used in the request
(e.g., the Activation Date), then objects with the same Date attribute are considered to be matching
candidate objects. If two instances of the same Date attribute are used (i.e., with two different values
specifying a range), then objects for which the Date attribute is inside or at a limit of the range are
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considered to be matching candidate objects. If a Date attribute is set to its largest possible value, then it
is equivalent to an undefined attribute. The KMIP Usage Guide [KMIP-UG] provides examples.

When the Cryptographic Usage Mask attribute is specified in the request, candidate objects are
compared against this field via an operation that consists of a logical AND of the requested mask with the
mask in the candidate object, and then a comparison of the resulting value with the requested mask. For
example, if the request contains a mask value of 10001100010000, and a candidate object mask contains
10000100010000, then the logical AND of the two masks is 10000100010000, which is compared against
the mask value in the request (10001100010000) and the match fails. This means that a matching
candidate object has all of the bits set in its mask that are set in the requested mask, but MAY have

additional bits set.

When the Usage Limits attribute is specified in the request, matching candidate objects SHALL have a
Usage Limits Count and Usage Limits Total equal to or larger than the values specified in the request.

When an attribute that is defined as a structure is specified, all of the structure fields are not REQUIRED
to be specified. For instance, for the Link attribute, if the Linked Object Identifier value is specified without
the Link Type value, then matching candidate objects have the Linked Object Identifier as specified,

irrespective of their Link Type.

When the Object Group attribute and the Object Group Member flag are specified in the request, and the
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The Storage Status Mask field (see Section 9.1.3.3.2) is used to indicate whether only on-line objects,
only archived objects, or both on-line and archived objects are to be searched. Note that the server MAY
store attributes of archived objects in order to expedite Locate operations that search through archived
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Table 174: Locate Request Payload
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Table 175: Locate Response Payload

4.10 Check

This operation requests that the server check for the use of a Managed Object according to values
specified in the request. This operation SHOULD only be used when placed in a batched set of
operations, usually following a Locate, Create, Create Pair, Derive Key, Certify, Re-Certify, Re-key or Re-
key Key Pair operation, and followed by a Get operation.

If the server determines that the client is allowed to use the object according to the specified attributes,
then the server returns the Unique Identifier of the object.

If the server determines that the client is not allowed to use the object according to the specified
attributes, then the server empties the ID Placeholder and does not return the Unique Identifier, and the
operation returns the set of attributes specified in the request that caused the server policy denial. The
only attributes returned are those that resulted in the server determining that the client is not allowed to
use the object, thus allowing the client to determine how to proceed.

In a batch containing a Check operation the Batch Order Option SHOULD be set to true. Only STOP or
UNDO Batch Error Continuation Option values SHOULD be used by the client in such a batch. Additional
attributes that MAY be specified in the request are limited to:

1 Usage Limits Count (see Section 3.21) i The request MAY contain the usage amount that the
client deems necessary to complete its needed function. This does not require that any
subsequent Get Usage Allocation operations request this amount. It only means that the client is
ensuring that the amount specified is available.

1 Cryptographic Usage Mask i This is used to specify the cryptographic operations for which the
client intends to use the object (see Section 3.19). This allows the server to determine if the policy
allows this client to perform these operations with the object. Note that this MAY be a different
value from the one specified in a Locate operation that precedes this operation. Locate, for
example, MAY specify a Cryptographic Usage Mask requesting a key that MAY be used for both
Encryption and Decryption, but the value in the Check operation MAY specify that the client is
only using the key for Encryption at this time.

1 Lease Time 1 This specifies a desired lease time (see Section 3.20). The client MAY use this to
determine if the server allows the client to use the object with the specified lease or longer.
Including this attribute in the Check operation does not actually cause the server to grant a lease,
but only indicates that the requested lease time value MAY be granted if requested by a
subsequent, batched Obtain Lease operation.

Note that these objects are not encoded in an Attribute structure as shown in Section 2.1.1
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Table 176: Check Request Payload
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Unique I dehtli fier|Yes, urThe Unique Il dentif
a f ail
Usage Limitg8.Qdun|No Returned by the Se

Limits value speci
Payload is |l arger
the server policy
Cryptographic¢ E3alNo Returned by the Se
Cryptographic Usag
the Request Payl oa
server for policy
Lease , Tis3ae2 0 No Returned by the Se
Ti me value in the
|l arger than a vali
server MAY grant

Table 177: Check Response Payload

4.11 Get

This operation requests that the server returns the Managed Object specified by its Unique Identifier.

Only a single object is returned. The response contains the Unique Identifier of the object, along with the
object itself, which MAY be wrapped using a wrapping key as specified in the request.

The following key format capabilities SHALL be assumed by the client; restrictions apply when the client
requests the server to return an object in a particular format:

1 If aclient registered a key in a given format, the server SHALL be able to return the key during
the Get operation in the same format that was used when the key was registered.

1 Any other format conversion MAY be supported by the server.
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Request Payl oad
Object REQUI R Desrd pti on
Unique I dehtlifier|No Determines the obj
requested. I f omit
Pl acehol der wvalue
server as the Unigq
Key Format 9Typé@&, 2|No Determines the key
returned.
Key Compression T|No Determines the com
9.1.3.2.2 for elliptic curve
Key Wrapping Spec|No Specifies keys and
2.1.6 for wrapping the r
field SHALL NOT be
requested object i
Table 178: Get Request Payload
Response Payload
Obj ect REQUI R Description
Object Type&, see |Yes Type of object.
Unique I dehtl fier|Yes The Unique I dentif
Certificate, Symm|Yes The object being r
Private Key, Publ
Templ ate, Secret
Obj ect2,. 2see

Table 179: Get Response Payload

4.12 Get Attributes

This operation requests one or more attributes associated with a Managed Object. The object is specified
by its Unique Identifier, and the attributes are specified by their name in the request. If a specified
attribute has multiple instances, then all instances are returned. If a specified attribute does not exist (i.e.,
has no value), then it SHALL NOT be present in the returned response. If no requested attributes exist,
then the response SHALL consist only of the Unique Identifier. If no attribute name is specified in the
request, all attributes SHALL be deemed to match the Get Attributes request. The same attribute name
SHALL NOT be present more than once in a request.

Reqguest Payl oad
Object REQUI R Description
Unique I dehtdi fier|No Determines the obj
are being requeste
the I D Placehol der
server as the Unigq
Attribute2Ndmé&, s|No, MA)ISpecifies the name
repeat(associated with th
Table 180: Get Attributes Request Payload
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Responasyl cPad
Object REQUI R Description
Unique I dehtlifier|Yes The Unique Il dentif
Attribetd, 1see No, MAYThe requested attr
repeat(with the object.

Table 181: Get Attributes Response Payload

4.13 Get Attribute List

This operation requests a list of the attribute names associated with a Managed Object. The object is

specified by its Unique Identifier.

Request

Payl oad

Object REQUI R Description
Unique | dehtdi fier|No Determines the obj
names are being re
then the I D Placeh
by the server as t
Table 182: Get Attribute List Request Payload

Response Payl oad
Obj ect REQUI R Description
Unique I dehtl fier|Yes The Unique I dentif
Attribute2Ndméa, s|Yes, M/The names of the a
repedat(associated with th

Table 183: Get Attribute List Response Payload

4.14 Add Attribute

This operation requests the server to add a new attribute instance to be associated with a Managed
Object and set its value. The request contains the Unique Identifier of the Managed Object to which the
attribute pertains, along with the attribute name and value. For single-instance attributes, this is how the
attribute value is created. For multi-instance attributes, this is how the first and subsequent values are
created. Existing attribute values SHALL only be changed by the Modify Attribute operation. Read-Only
attributes SHALL NOT be added using the Add Attribute operation. The Attribute Index SHALL NOT be
specified in the request. The response returns a new Attribute Index and the Attribute Index MAY be
omitted if the index of the added attribute instance is 0. Multiple Add Attribute requests MAY be included
in a single batched request to add multiple attributes.

Request Payl oad

Object REQUI R Description
Unique I dexhtlfier|No The Unique Il dentif
omitted, then the
is used by the ser

l denti fier.
Attri brRtd, lsee Yes Specifies the attr
an attribute for t

Table 184: Add Attribute Request Payload

kmip-spec-v1.3-cs01
Standards Track Work Product

Copyright © OASIS Open 2016. All Rights Reserved.

28 July 2016
Page 102 of 221



Response Payl oad

Object REQUI R Description
Unique I dehtlifier|Yes The Unique Il dentif
Attribetd, 1see Yes The added attribut

the object.

Table 185: Add Attribute Response Payload

4.15 Modify Attribute

This operation requests the server to modify the value of an existing attribute instance associated with a
Managed Object. The request contains the Unique Identifier of the Managed Object whose attribute is to
be modified, the attribute name, the OPTIONAL Attribute Index, and the new value. If no Attribute Index is
specified in the request, then the Attribute Index SHALL be assumed to be 0. Only existing attributes
MAY be changed via this operation. New attributes SHALL only be added by the Add Attribute operation.
Only the specified instance of the attribute SHALL be modified. Specifying an Attribute Index for which
there exists no Attribute object SHALL result in an error. The response returns the modified Attribute (new
value) and the Attribute Index MAY be omitted if the index of the modified attribute instance is 0. Multiple
Modify Attribute requests MAY be included in a single batched request to modify multiple attributes.

Request Payl oad

Obj ect REQUI R Description
Unique I dehtl fier|No The Unique I dentif
omitted, then the
is used by the ser

Il denti fier
Attri brRtd, lsee Yes Specifies the attr
the object to b m

Table 186: Modify Attribute Request Payload

Response Payl oad

Obj ect REQUI R Description
Unique | dehtdfier|Yes The Unique I dentif
Attri b2td, 1see Yes The modified attri

the object with th

Table 187: Modify Attribute Response Payload

4.16 Delete Attribute

This operation requests the server to delete an attribute associated with a Managed Object. The request
contains the Unique Identifier of the Managed Object whose attribute is to be deleted, the attribute name,
and the OPTIONAL Attribute Index of the attribute. If no Attribute Index is specified in the request, then
the Attribute Index SHALL be assumed to be 0. Attributes that are always REQUIRED to have a value
SHALL never be deleted by this operation. Attempting to delete a non-existent attribute or specifying an
Attribute Index for which there exists no Attribute Value SHALL result in an error. The response returns
the deleted Attribute and the Attribute Index MAY be omitted if the index of the deleted attribute instance
is 0. Multiple Delete Attribute requests MAY be included in a single batched request to delete multiple
attributes.
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Request Payl oad

Object REQUI R Description

Unique I dehtlifier|No Det er mi

are bei

I D Pl acehol der val

nes the obj
ng del eted.

server as the Unigq
Attribute2Ndmd, s|Yes Speci fies the name

associated with th

del et ed.
Attribute2l hdégex, N o Speci fies the Inde

Table 188: Delete Attribute Request Payload

Response Payl oad

Object REQUI R Description
Unique | dehtdifier|Yes The Unique I dentif
Attri b2td, lsee Yes The deleted attrib

the object.

Table 189: Delete Attribute Response Payload

4.17 Obtain Lease

This operation requests the server to obtain a new Lease Time for a specified Managed Object. The
Lease Time is an interval value that determines when the client's internal cache of information about the
object expires and needs to be renewed. If the returned value of the lease time is zero, then the server is
indicating that no lease interval is effective, and the client MAY use the object without any lease time limit.
If a client's lease expires, then the client SHALL NOT use the associated cryptographic object until a new
lease is obtained. If the server determines that a new lease SHALL NOT be issued for the specified
cryptographic object, then the server SHALL respond to the Obtain Lease request with an error.

The response payload for the operation contains the current value of the Last Change Date attribute for
the object. This MAY be used by the client to determine if any of the attributes cached by the client need
to be refreshed, by comparing this time to the time when the attributes were previously obtained.

Request Payl oad

Object REQUI R Description

Uni que | dehtl fier|No Det er mi

|l ease i

server

t hleD Pl acealol eéleed sb ¢

nes the obj
s being obt

as the Unigq

Table 190: Obtain Lease Request Payload

Response Payl oad

Obj ect REQUI RE Description

Unique I dexhtli fie|Yes The Uni

gue | dentif

Lease Tidne20 see |Yes An interwvantds)ibhhat
the amount of ti me
be used
obtained.

unt il a ne

Last Change3.D3a8 e|Yes The dat

e amd itnigmewl
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|l atest change was
contents or any at
specified object.

Table 191: Obtain Lease Response Payload

4.18 Get Usage Allocation

This operation requests the server to obtain an allocation from the current Usage Limits value to allow the
client to use the Managed Cryptographic Object for applying cryptographic protection. The allocation only
applies to Managed Cryptographic Objects that are able to be used for applying protection (e.g.,
symmetric keys for encryption, private keys for signing, etc.) and is only valid if the Managed
Cryptographic Object has a Usage Limits attribute. Usage for processing cryptographically protected
information (e.g., decryption, verification, etc.) is not limited and is not able to be allocated. A Managed
Cryptographic Object that has a Usage Limits attribute SHALL NOT be used by a client for applying
cryptographic protection unless an allocation has been obtained using this operation. The operation
SHALL only be requested during the time that protection is enabled for these objects (i.e., after the
Activation Date and before the Protect Stop Date). If the operation is requested for an object that has no
Usage Limits attribute, or is not an object that MAY be used for applying cryptographic protection, then
the server SHALL return an error.

The field in the request specifies the number of units that the client needs to protect. If the requested
amount is not available or if the Managed Obiject is not able to be used for applying cryptographic
protection at this time, then the server SHALL return an error. The server SHALL assume that the entire
allocated amount is going to be consumed. Once the entire allocated amount has been consumed, the
client SHALL NOT continue to use the Managed Cryptographic Object for applying cryptographic
protection until a new allocation is obtained.

Reqguest Payl oad
Object REQUI R Description
Uni que |, dea3eted fier|No Determines the obj
all ocation is bein
omi tted, then the
substituted by the
Usage Limits Coun|Yes The number of Usag
Limitsi€ob@nthf be protected.
Table 192: Get Usage Allocation Request Payload
Response Payl oad
Object REQUI R Description
Unique |, dea3etel fi er|Yes The Unique | dentif

Table 193: Get Usage Allocation Response Payload

4.19 Activate

This operation requests the server to activate a Managed Cryptographic Object. The request SHALL NOT
specify a Template object. The operation SHALL only be performed on an object in the Pre-Active state
and has the effect of changing its state to Active, and setting its Activation Date to the current date and
time.
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Request Payl oad
Object REQUI R Description
Unique I dehtlifier|No Determines the obj
I f omitted, then t
value is used by t
Unique Il dentifier
Table 194: Activate Request Payload
Response Payload
Object REQUI R Description
Unique I dehtlifier|Yes The Unique I dentif

Table 195: Activate Response Payload

4.20 Revoke

This operation requests the server to revoke a Managed Cryptographic Object or an Opaque Object. The
request SHALL NOT specify a Template object. The request contains a reason for the revocation (e.g.,
ifkey compromi seo, fificessation of operationo, etc
enforced to perform this request (see [KMIP-UG]). Only the object owner or an authorized security officer
SHOULD be allowed to issue this request. The operation has one of two effects. If the revocation reason
is Akey comprmdcmi sedgnpt heensthe object is placed i
Date is set to the current date and time; and the Compromise Occurrence Date is set to the value (if
provided) in the Revoke request and if a value is not provided in the Revoke request then Compromise
Occurrence Date SHOULD be set to the Initial Date for the object. 1 f t he revocati on
compromi sed0 nor ,iCtAh ec oonipjreocnti siesd p | a ¢ eq and thet Deacttvdti@n
Date is set to the current date and time.

Reqguest Payl oad

Object REQUI R Description
Unique I dehtdi fier|No Determines the obj
omitted, then the
is used by the ser

l denti fier.
Revocation Bed&don|Yes Speci fies the reas
Compromi se Occurr|No SHOULBD bpecified i
3.29 Revocation Reason
compromi seCA co.mpr

Table 196: Revoke Request Payload

Response Payl oad
Object REQUI R Description
Unique | dehtdifier|Yes The Unique I dentif

Table 197: Revoke Response Payload

4.21 Destroy

This operation is used to indicate to the server that the key material for the specified Managed Object
SHALL be destroyed. The meta-data for the key material MAY be retained by the server (e.g., used to
ensure that an expired or revoked private signing key is no longer available). Special authentication and
authorization SHOULD be enforced to perform this request (see [KMIP-UG]). Only the object owner or an
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authorized security officer SHOULD be allowed to issue this request. If the Unique Identifier specifies a
Template object, then the object itself, including all meta-data, SHALL be destroyed. Cryptographic
Objects MAY only be destroyed if they are in either Pre-Active or Deactivated state.

Reqguest Payl oad
Object REQUI R Description
Unique I dehtlifier|No Determines the obj
I f omitted, then t
value is used by t
Unique I dentifier.
Table 198: Destroy Request Payload
Response Payl oad
Object REQUI R Description
Unique | dehtdifier|Yes The Unique I dentif

Table 199: Destroy Response Payload

4.22 Archive

This operation is used to specify that a Managed Object MAY be archived. The actual time when the
object is archived, the location of the archive, or level of archive hierarchy is determined by the policies
within the key management system and is not specified by the client. The request contains the Unique
Identifier of the Managed Object. Special authentication and authorization SHOULD be enforced to
perform this request (see [KMIP-UG]). Only the object owner or an authorized security officer SHOULD
be allowed to issue this request. This request is only an indication from a client that, from its point of view,
the key management system MAY archive the object.

Request Payl oad
Object REQUI R Description
Unique | dehtdi fier|No Determines the obj
I f omitted, then t
value is used by t
Unique I dentifier
Table 200: Archive Request Payload
Response Payl oad
Obj ect REQUI R Description
Unique I dehtl fier|Yes The Unique I dentif

Table 201: Archive Response Payload

4.23 Recover

This operation is used to obtain access to a Managed Obiject that has been archived. This request MAY
need asynchronous polling to obtain the response due to delays caused by retrieving the object from the
archive. Once the response is received, the object is now on-line, and MAY be obtained (e.g., via a Get
operation). Special authentication and authorization SHOULD be enforced to perform this request (see
[KMIP-UG]).
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Reqguesta®ayl o
Object REQUI R Description
Unique I dehtlifier|No Determines the obj
recovered. | f omit
Pl acehol der wvalue
server as the Unigq
Table 202: Recover Request Payload
Response Payl oad
Object REQUI R Description
Unique I dehtlifier|Yes The Unique I dentif

Table 203: Recover Response Payload

4.24 Validate

This operation requests the server to validate a certificate chain and return information on its validity. Only
a single certificate chain SHALL be included in each request. Support for this operation at the server is
OPTIONAL. If the server does not support this operation, an error SHALL be returned.

The request MAY contain a list of certificate objects, and/or a list of Unique Identifiers that identify
Managed Certificate objects. Together, the two lists compose a certificate chain to be validated. The
request MAY also contain a date for which all certificates in the certificate chain are REQUIRED to be

valid.

The method or policy by which validation is conducted is a decision of the server and is outside of the
scope of this protocol. Likewise, the order in which the supplied certificate chain is validated and the
specification of trust anchors used to terminate validation are also controlled by the server.

Reqguest Payl oad
Object REQUI R Description
Certifi2gafel see |[No, MAIYOne or more Certif
repeat
Unique | dehtdifier|/No, MAYOne or more Unique
repeat(Certificate Object
Validity Date N o A Daltieme object ingd
certificate chai
omitted, the curre
SHALL be assumed.
Table 204: Validate Request Payload
Response Payl oad
Object REQUI R Description
Validity 19dicatd,Yes An Enumeration obj
whet her the certif
inval i d, or unknow

Table 205: Validate Response Payload

4.25 Query

This operation is used by the client to interrogate the server to determine its capabilities and/or protocol
mechanisms. The Query operation SHOULD be invocable by unauthenticated clients to interrogate server
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features and functions. The Query Function field in the request SHALL contain one or more of the
following items:

1 Query Operations

Query Objects

Query Server Information
Query Application Namespaces
Query Extension List

Query Extension Map

Query Attestation Types

Query RNGs

Query Validations

Query Profiles

Query Capabilities

=A =4 =4 =4 4 -4 -4 a4 -4 -a -4

Query Client Registration Methods

The Operation fields in the response contain Operation enumerated values, which SHALL list all the
operations that the server supports. If the request contains a Query Operations value in the Query
Function field, then these fields SHALL be returned in the response.

The Object Type fields in the response contain Object Type enumerated values, which SHALL list all the
object types that the server supports. If the request contains a Query Objects value in the Query Function
field, then these fields SHALL be returned in the response.

The Server Information field in the response is a structure containing vendor-specific fields and/or
substructures. If the request contains a Query Server Information value in the Query Function field, then
this field SHALL be returned in the response.

The Application Namespace fields in the response contain the namespaces that the server SHALL
generate values for if requested by the client (see Section 3.36). These fields SHALL only be returned in
the response if the request contains a Query Application Namespaces value in the Query Function field.

The Extension Information fields in the response contain the descriptions of Objects with Item Tag values
in the Extensions range that are supported by the server (see Section 2.1.9). If the request contains a
Query Extension List and/or Query Extension Map value in the Query Function field, then the Extensions
Information fields SHALL be returned in the response. If the Query Function field contains the Query
Extension Map value, then the Extension Tag and Extension Type fields SHALL be specified in the
Extension Information values. If both Query Extension List and Query Extension Map are specified in the
request, then only the response to Query Extension Map SHALL be returned and the Query Extension
List SHALL be ignored.

The Attestation Type fields in the response contain Attestation Type enumerated values, which SHALL
list all the attestation types that the server supports. If the request contains a Query Attestation Types
value in the Query Function field, then this field SHALL be returned in the response if the server supports
any Attestation Types.

The RNG Parameters fields in the response SHALL list all the Random Number Generators that the
server supports. If the request contains a Query RNGs value in the Query Function field, then this field
SHALL be returned in the response. If the server is unable to specify details of the RNG then it SHALL
return an RNG Parameters with the RNG Algorithm enumeration of Unspecified.

The Validation Information field in the response is a structure containing details of each formal validation
which the server asserts. If the request contains a Query Validations value, then zero or more Validation
Information fields SHALL be returned in the response. A server MAY elect to return no validation
information in the response.
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A Profile Information field in the response is a structure containing details of the profiles that a server
supports including potentially how it supports that profile. If the request contains a Query Profiles value in
the Query Function field, then this field SHALL be returned in the response if the server supports any
Profiles.

The Capability Information fields in the response contain details of the capability of the server.

The Client Registration Method fields in the response contain Client Registration Method enumerated
values, which SHALL list all the client registration methods that the server supports. If the request
contains a Query Client Registration Methods value in the Query Function field, then this field SHALL be
returned in the response if the server supports any Client Registration Methods.

Note that the response payload is empty if there are no values to return.

Request Payl oad
Object REQUI R Description

Query Funa®t.ilamB, 2s|Yes, M/iDet ermines the inf
Repeat(queri ed.

Table 206: Query Request Payload

Response Payl oad
Obj ect REQUI R Description

Operatio®nl. 3e2. 27 |No, MAYSpeci fi
repeati(support

e
e
Object Type&, see No, MAlSpeci fies a Manage
repeatd(is supported by th
e
t
i
i

s an Opera
d by the s

Vendor l denti fica|No SHALL b returned

I nformation is req
l denti fication SHA
that uniquely iden
Server I nformatio|[No Cont ai nss preemidfoirc i
I

possibly be of int

Application Na@amaé6 No, MAlYSpeci fies an Appli
repeat(supported by the s

i
t

Extension | nRonrnm®& No, MAYSHALL be returned
r
t

repeati(List o Query Exte
reqguested and supp

Attestati on ITydp.e2 . No, MAISpecifies an Attes
repeat(supported by the s

RNG Parame®RRernns 18s|No, MAISpecifies the RNG
repeati(the server.

Profile I nf2.rimalt9 No, MAlYSpeci f Pe s ftlt thaetse
repeat(supported by the s

Val idation | 2f dr @No, MAISpeci fi
repeati(support

Capablidfiadrymat2i.o0ln.,2/[No, MA)Speci f
repeati(suppor

s the vali
d by the s
pabhthiatti eas
d by the s

@D | DD | D

0

Client Registraee No, MAISpecidi@lsient Regi s
9.1.3.2.47 repeat(thasupported by th

Table 207: Query Response Payload

kmip-spec-v1.3-cs01 28 July 2016
Standards Track Work Product Copyright © OASIS Open 2016. All Rights Reserved. Page 110 of 221



4.26 Discover Versions

This operation is used by the client to determine a list of protocol versions that is supported by the server.
The request payload contains an OPTIONAL list of protocol versions that is supported by the client. The
protocol versions SHALL be ranked in decreasing order of preference.

The response payload contains a list of protocol versions that are supported by the server. The protocol
versions are ranked in decreasing order of preference. If the client provides the server with a list of
supported protocol versions in the request payload, the server SHALL return only the protocol versions
that are supported by both the client and server. The server SHOULD list all the protocol versions
supported by both client and server. If the protocol version specified in the request header is not specified
in the request payload and the server does not support any protocol version specified in the request
payload, the server SHALL return an empty list in the response payload. If no protocol versions are
specified in the request payload, the server SHOULD return all the protocol versions that are supported
by the server.

Reguest Payl oad
Object REQUI R Description

Protocol Verkion, |No, MAYThe | ist of protoc
Repeat(by the client orde
order of preferenc

Table 208: Discover Versions Request Payload

Response Payl oad
Object REQUI R Description

Protocol Vveérsion, No, MAYThe | ist of protoc
repeati(by the server orde
order of preferenc

Table 209: Discover Versions Response Payload

4.27 Cancel

This operation requests the server to cancel an outstanding asynchronous operation. The correlation
value (see Section 6.8) of the original operation SHALL be specified in the request. The server SHALL
respond with a Cancellation Result that contains one of the following values:

f Canceled i The cancel operation succeeded in canceling the pending operation.
f Unable To Cancel i The cancel operation is unable to cancel the pending operation.

1 Completed i The pending operation completed successfully before the cancellation operation
was able to cancel it.

1 Failedi The pending operation completed with a failure before the cancellation operation was
able to cancel it.

1 Unavailable i The specified correlation value did not match any recently pending or completed
asynchronous operations.

The response to this operation is not able to be asynchronous.

Request Payl oad
Obj ect REQUI R De s ctrii @n

Asynchronous Corr|Yes Specifies the requ
6.8

Table 210: Cancel Request Payload
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Response Payl oad
Object REQUI R Description
Asynchronous Corr|Yes Specified in the r
6.8
Cancell atioBf. Re8u|Yes Enumeration indica
cancell ation.

Table 211: Cancel Response Payload

4.28 Poll

This operation is used to poll the server in order to obtain the status of an outstanding asynchronous
operation. The correlation value (see Section 6.8) of the original operation SHALL be specified in the
request. The response to this operation SHALL NOT be asynchronous.

Reqguest Payl oad

Object REQUI R Description

Asynchronous Corr|Yes Speci fies the requ
6.8

Table 212: Poll Request Payload
The server SHALL reply with one of two responses:

If the operation has not completed, the response SHALL contain no payload and a Result Status of
Pending.

If the operation has completed, the response SHALL contain the appropriate payload for the operation.
This response SHALL be identical to the response that would have been sent if the operation had
completed synchronously.

4.29 Encrypt

This operation requests the server to perform an encryption operation on the provided data using a
Managed Cryptographic Object as the key for the encryption operation.

The request contains information about the cryptographic parameters (mode and padding method), the
data to be encrypted, and the IV/Counter/Nonce to use. The cryptographic parameters MAY be omitted
from the request as they can be specified as associated attributes of the Managed Cryptographic Object.
The IV/Counter/Nonce MAY also be omitted from the request if the cryptographic parameters indicate that
the server shall generate a Random IV on behalf of the client or the encryption algorithm does not need
an IV/Counter/Nonce. The server does not store or otherwise manage the 1VV/Counter/Nonce.

If the Managed Cryptographic Object referenced has a Usage Limits attribute then the server SHALL
obtain an allocation from the current Usage Limits value prior to performing the encryption operation. If
the allocation is unable to be obtained the operation SHALL return with a result status of Operation Failed
and result reason of Permission Denied.

The response contains the Unique Identifier of the Managed Cryptographic Object used as the key and
the result of the encryption operation.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.

Regquest Payl oad
Obj ect REQUI R Description
Unique ldentifier, see 3.1 No The Unique ldentifier of the Managed
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Cryptographic Object that is the key to
use for the encryption operation. If
omitted, then the ID Placeholder value
SHALL be used by the server as the
Unique Identifier.

Cryptographic Parameters, see 3.6 |No The Cryptographic Parameters (Block
Cipher Mode, Padding Method,
RandomlV) corresponding to the
particular encryption method
requested. If omitted then the
Cryptographic Parameters associated
with the Managed Cryptographic
Object with the lowest Attribute Index
SHALL be used.

If there are no Cryptographic
Parameters associated with the
Managed Cryptographic Object and
the algorithm requires parameters then
the operation SHALL return with a
Result Status of Operation Failed.

Data Yes for The data to be encrypted (as a Byte
single-part. | String).
No for multi-
part.

IV/Counter/Nonce No The initialization vector, counter or

nonce to be used (where appropriate).

Correlation Value, see 2.1.15 No Specifies the existing stream or by-
parts cryptographic operation (as
returned from a previous call to this

operation).
Init Indicator, see 2.1.16 No Initial operation as Boolean
Final Indicator, see 2.1.17 No Final operation as Boolean

Table 213: Encrypt Request Payload

Response Payl oad
Object REQUI R Description

Unique ldentifier, see 3.1 Yes The Unique Identifier of the Managed
Cryptographic Object that was the key
used for the encryption operation.

Data Yes for The encrypted data (as a Byte String).
single-part.
No for multi-
part.
IV/Counter/Nonce No The value used if the Cryptographic
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Parameters specified Random IV and
the 1V/Counter/Nonce value was not
provided in the request and the
algorithm requires the provision of an
IVV/Counter/Nonce.

Correlation Value, see 2.1.15 No Specifies the stream or by-parts value
to be provided in subsequent calls to
this operation for performing
cryptographic operations.

Table 214: Encrypt Response Payload

4.30 Decrypt

This operation requests the server to perform a decryption operation on the provided data using a
Managed Cryptographic Object as the key for the decryption operation.

The request contains information about the cryptographic parameters (mode and padding method), the
data to be decrypted, and the IV/Counter/Nonce to use. The cryptographic parameters MAY be omitted
from the request as they can be specified as associated attributes of the Managed Cryptographic Object.
The initialization vector/counter/nonce MAY also be omitted from the request if the algorithm does not use
an IV/Counter/Nonce.

The response contains the Unique Identifier of the Managed Cryptographic Object used as the key and
the result of the decryption operation.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.

Reqguest Payl oad
Obj ect REQUI R Description

Unique ldentifier, see 3.1 No The Unique Identifier of the Managed
Cryptographic Object that is the key to
use for the decryption operation. If
omitted, then the ID Placeholder value
SHALL be used by the server as the
Unique Identifier.

Cryptographic Parameters, see 3.6 |No The Cryptographic Parameters (Block
Cipher Mode, Padding Method)
corresponding to the particular
decryption method requested. If
omitted then the Cryptographic
Parameters associated with the
Managed Cryptographic Object with
the lowest Attribute Index SHALL be
used.

If there are no Cryptographic
Parameters associated with the
Managed Cryptographic Object and
the algorithm requires parameters then
the operation SHALL return with a
Result Status of Operation Failed.

Data Yes for The data to be decrypted (as a Byte
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single-part. | String).
No for multi-
part.
IV/Counter/Nonce No The initialization vector, counter or
nonce to be used (where appropriate).
Correlation Value, see 2.1.15 No Specifies the existing stream or by-
parts cryptographic operation (as
returned from a previous call to this
operation).
Init Indicator, see 2.1.16 No Initial operation as Boolean
Final Indicator, see 2.1.17 No Final operation as Boolean

Table 215: Decrypt Request Payload

Response Payl oad
Object REQUI R Description

Unigue ldentifier, see 3.1 Yes The Unique Identifier of the Managed
Cryptographic Obiject that is the key
used for the decryption operation.

Data Yes for The decrypted data (as a Byte String).
single-part.
No for multi-
part.

Correlation Value, see 2.1.15 No Specifies the stream or by-parts value

to be provided in subsequent calls to
this operation for performing
cryptographic operations.

Table 216: Decrypt Response Payload

4.31 Sign

This operation requests the server to perform a signature operation on the provided data using a
Managed Cryptographic Object as the key for the signature operation.

The request contains information about the cryptographic parameters (digital signature algorithm or
cryptographic algorithm and hash algorithm) and the data to be signed. The cryptographic parameters
MAY be omitted from the request as they can be specified as associated attributes of the Managed
Cryptographic Object.

If the Managed Cryptographic Object referenced has a Usage Limits attribute then the server SHALL
obtain an allocation from the current Usage Limits value prior to performing the signing operation. If the
allocation is unable to be obtained the operation SHALL return with a result status of Operation Failed
and result reason of Permission Denied.

The response contains the Unique Identifier of the Managed Cryptographic Object used as the key and
the result of the signature operation.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.
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Request

Payl oad

Object

REQUI R

Description

Unique Identifier, see 3.1

No

The Unique Ildentifier of the Managed
Cryptographic Object that is the key to
use for the signature operation. If
omitted, then the ID Placeholder value
SHALL be used by the server as the
Unique Identifier.

Cryptographic Parameters, see 3.6

No

The Cryptographic Parameters (Digital
Signature Algorithm or Cryptographic
Algorithm and Hashing Algorithm)
corresponding to the particular
signature generation method
requested. If omitted then the
Cryptographic Parameters associated
with the Managed Cryptographic
Object with the lowest Attribute Index
SHALL be used.

If there are no Cryptographic
Parameters associated with the
Managed Cryptographic Object and
the algorithm requires parameters then
the operation SHALL return with a
Result Status of Operation Failed.

Data

Yes for
single-part.
No for multi-
part.

The data to be signed (as a Byte
String).

Correlation Value, see 2.1.15

No

Specifies the existing stream or by-
parts cryptographic operation (as
returned from a previous call to this
operation).

Init Indicator, see 2.1.16

No

Initial operation as Boolean

Final Indicator,

see 2.1.17

No

Final operation as Boolean

Table 217: Sign Request Payload

Response

Payl oad

Object

REQUI R

Description

Unique ldentifier, see 3.1

Yes

The Unique Identifier of the Managed
Cryptographic Object that is the key
used for the signature operation.

Signature Data

Yes for
single-part.
No for multi-
part.

The signed data (as a Byte String).
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Correlation Value, see 2.1.15 No Specifies the stream or by-parts value
to be provided in subsequent calls to
this operation for performing
cryptographic operations.

Table 218: Sign Response Payload

4.32 Signature Verify

This operation requests the server to perform a signature verify operation on the provided data using a
Managed Cryptographic Object as the key for the signature verification operation.

The request contains information about the cryptographic parameters (digital signature algorithm or
cryptographic algorithm and hash algorithm) and the signature to be verified and MAY contain the data
that was passed to the signing operation (for those algorithms which need the original data to verify a
signature).

The cryptographic parameters MAY be omitted from the request as they can be specified as associated
attributes of the Managed Cryptographic Object.

The response contains the Unique Identifier of the Managed Cryptographic Object used as the key and
the OPTIONAL data recovered from the signature (for those signature algorithms where data recovery
from the signature is supported). The validity of the signature is indicated by the Validity Indicator field.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.

Request Payl oad
Obj ect REQUI R Description

Unique Identifier, see 3.1 No The Unique Identifier of the Managed
Cryptographic Object that is the key to
use for the signature verify operation. If
omitted, then the ID Placeholder value
SHALL be used by the server as the
Unique ldentifier.

Cryptographic Parameters, see 3.6 |No The Cryptographic Parameters (Digital
Signature Algorithm or Cryptographic
Algorithm and Hashing Algorithm)
corresponding to the particular
signature verification method
requested. If omitted then the
Cryptographic Parameters associated
with the Managed Cryptographic
Object with the lowest Attribute Index
SHALL be used.

If there are no Cryptographic
Parameters associated with the
Managed Cryptographic Object and
the algorithm requires parameters then
the operation SHALL return with a
Result Status of Operation Failed.

Data No The data that was signed (as a Byte
String).
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Signature Data Yes for The signature to be verified (as a Byte
single-part. | String).
No for multi-
part.

Correlation Value, see 2.1.15 No Specifies the existing stream or by-
parts cryptographic operation (as
returned from a previous call to this
operation).

Init Indicator, see 2.1.16 No Initial operation as Boolean

Final Indicator, see 2.1.17 No Final operation as Boolean

Table 219: Signature Verify Request Payload

Response Payl oad
Obj ect REQUI R Description

Unique Identifier, see 3.1 Yes The Unique Identifier of the Managed
Cryptographic Object that is the key
used for the verification operation.

Validity Indicator, see 9.1.3.2.23 Yes An Enumeration object indicating
whether the signature is valid, invalid,
or unknown.

Data No The OPTIONAL recovered data (as a

Byte String) for those signature
algorithms where data recovery from
the signature is supported.

Correlation Value, see 2.1.15 No Specifies the stream or by-parts value
to be provided in subsequent calls to
this operation for performing
cryptographic operations.

Table 220: Signature Verify Response Payload

4.33 MAC

This operation requests the server to perform message authentication code (MAC) operation on the
provided data using a Managed Cryptographic Object as the key for the MAC operation.

The request contains information about the cryptographic parameters (cryptographic algorithm) and the
data to be MACed. The cryptographic parameters MAY be omitted from the request as they can be
specified as associated attributes of the Managed Cryptographic Object.

The response contains the Unique Identifier of the Managed Cryptographic Object used as the key and
the result of the MAC operation.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.
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Request

Payl oad

Object

REQUI R

Description

Unique Identifier, see 3.1

No

The Unique Ildentifier of the Managed
Cryptographic Object that is the key to
use for the MAC operation. If omitted,
then the ID Placeholder value SHALL
be used by the server as the Unique
Identifier.

Cryptographic Parameters, see 3.6

No

The Cryptographic Parameters
(Cryptographic Algorithm)
corresponding to the particular MAC
method requested. If omitted then the
Cryptographic Parameters associated
with the Managed Cryptographic
Object with the lowest Attribute Index
SHALL be used.

If there are no Cryptographic
Parameters associated with the
Managed Cryptographic Object and
the algorithm requires parameters then
the operation SHALL return with a
Result Status of Operation Failed.

Data

Yes for
single-part.
No for multi-
part.

The data to be MACed (as a Byte
String).

Correlation Value, see 2.1.15

No

Specifies the existing stream or by-
parts cryptographic operation (as
returned from a previous call to this
operation).

Init Indicator, see 2.1.16

No

Initial operation as Boolean

Final Indicator, see 2.1.17

No

Final operation as Boolean

Table 221: MAC Request Payload

Response

Payl oad

Object

REQUI R

Description

Unique ldentifier, see 3.1

Yes

The Unique Identifier of the Managed
Cryptographic Object that is the key
used for the MAC operation.

MAC Data Yes for The data MACed (as a Byte String).
single-part.
No for multi-
part.

Correlation Value, see 2.1.15 No Specifies the stream or by-parts value
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to be provided in subsequent calls to
this operation for performing
cryptographic operations.

Table 222: MAC Response Payload

4.34 MAC Verify

This operation requests the server to perform message authentication code (MAC) verify operation on the
provided data using a Managed Cryptographic Object as the key for the MAC verify operation.

The request contains information about the cryptographic parameters (cryptographic algorithm) and the
data to be MAC verified and MAY contain the data that was passed to the MAC operation (for those
algorithms which need the original data to verify a MAC). The cryptographic parameters MAY be omitted
from the request as they can be specified as associated attributes of the Managed Cryptographic Object.

The response contains the Unique Identifier of the Managed Cryptographic Object used as the key and
the result of the MAC verify operation. The validity of the MAC is indicated by the Validity Indicator field.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.

Reqguest Payl oad
Obj ect REQUI R Description

Unigue ldentifier, see 3.1 No The Unique Identifier of the Managed
Cryptographic Object that is the key to
use for the MAC verify operation. If
omitted, then the ID Placeholder value
SHALL be used by the server as the
Unique Identifier.

Cryptographic Parameters, see 3.6 |No The Cryptographic Parameters
(Cryptographic Algorithm)
corresponding to the particular MAC
method requested. If omitted then the
Cryptographic Parameters associated
with the Managed Cryptographic
Object with the lowest Attribute Index
SHALL be used.

If there are no Cryptographic
Parameters associated with the
Managed Cryptographic Object and
the algorithm requires parameters then
the operation SHALL return with a
Result Status of Operation Failed.

Data No The data that was MACed (as a Byte
String).
MAC Data Yes for The data to be MAC verified (as a Byte
single-part. | String).
No for multi-
part.
Correlation Value, see 2.1.15 No Specifies the existing stream or by-

parts cryptographic operation (as
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returned from a previous call to this
operation).

Init Indicator, see 2.1.16 No Initial operation as Boolean

Final Indicator, see 2.1.17 No Final operation as Boolean

Table 223: MAC Verify Request Payload

Response Payl oad
Object REQUI R Description

Unique ldentifier, see 3.1 Yes The Unique Identifier of the Managed
Cryptographic Object that is the key
used for the verification operation.

Validity Indicator, see 9.1.3.2.23 Yes An Enumeration object indicating
whether the MAC is valid, invalid, or
unknown.

Correlation Value, see 2.1.15 No Specifies the stream or by-parts value

to be provided in subsequent calls to
this operation for performing
cryptographic operations.

Table 224: MAC Verify Response Payload

4.35 RNG Retrieve

This operation requests the server to return output from a Random Number Generator (RNG).
The request contains the quantity of output requested.
The response contains the RNG output.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.

Request Payl oad

Object REQUI R Description
Data Length Yes The amount of random number
generator output to be returned (in
bytes).

Table 225: RNG Retrieve Request Payload

Response Payl oad
Obj ect REQUI R Description

Data Yes The random number generator output.

Table 226: RNG Retrieve Response Payload

4.36 RNG Seed

This operation requests the server to seed a Random Number Generator.
The request contains the seeding material.
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The response contains the amount of seed data used.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.

The server MAY elect to ignore the information provided by the client (i.e. not accept the seeding
material) and MAY indicate this to the client by returning zero as the value in the Data Length response. A
client SHALL NOT consider a response from a server which does not use the provided data as an error.

Reqguest Payl oad

Object REQUI R Description
Data Yes The data to be provided as a seed to
the random number generator.

Table 227: RNG Seed Request Payload

Response Payl oad
Object REQUI R Description

Data Length Yes The amount of seed data used (in
bytes).

Table 228: RNG Seed Response Payload

4.37 Hash

This operation requests the server to perform a hash operation on the data provided.

The request contains information about the cryptographic parameters (hash algorithm) and the data to be
hashed.

The response contains the result of the hash operation.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.

Reqguest Payl oad
Object REQUI R Description

Cryptographic Parameters, see 3.6 | Yes The Cryptographic Parameters
(Hashing Algorithm) corresponding to
the particular hash method requested.

Data Yes for The data to be hashed (as a Byte
single-part. | String).
No for multi-
part.

Correlation Value, see 2.1.15 No Specifies the existing stream or by-

parts cryptographic operation (as
returned from a previous call to this

operation).
Init Indicator, see 2.1.16 No Initial operation as Boolean
Final Indicator, see 2.1.17 No Final operation as Boolean
Table 229: Hash Request Payload
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Response Payl oad

Object REQUI R Description

Data Yes for The hashed data (as a Byte String).

single-part.
No for multi-
part.

Correlation Value, see 2.1.15 No Specifies the stream or by-parts value
to be provided in subsequent calls to
this operation for performing
cryptographic operations.

Table 230: Hash Response Payload

4.38 Create Split Key

This operation requests the server to generate a new split key and register all the splits as individual new
Managed Cryptographic Objects.

The request contains attributes to be assigned to the objects (e.g., Split Key Parts, Split Key Threshold,
Split Key Method, Cryptographic Algorithm, Cryptographic Length, etc.). The request MAY contain the
Unigue ldentifier of an existing cryptographic object that the client requests be split by the server. If the
attributes supplied in the request do not match those of the key supplied, the attributes of the key take
precedence.

The response contains the Unique Identifiers of all created objects. The ID Placeholder value SHALL be
set to the Unique Identifier of the split whose Key Part Identifier is 1.

Request Payl oad

Object REQUI R Description
Object Type, see 3.3 Yes Determines the type of object to be
created.
Unique ldentifier, see 3.1 No The Unique Identifier of the key to be

split (if applicable).

Split Key Parts Yes The total number of parts.

Split Key Threshold Yes The minimum number of parts needed
to reconstruct the entire key.

Split Key Method Yes
Prime Field Size No
Template-Attribute, see 2.1.7.14 Yes Specifies desired object attributes
using templates and/or individual
attributes.
Table 231: Create Split Key Request Payload
kmip-spec-v1.3-cs01 28 July 2016

Standards Track Work Product Copyright © OASIS Open 2016. All Rights Reserved. Page 123 of 221



Response

Payl oad

Object

REQUI R

Description

Unique Identifier, see 3.1

Yes, MAY be
repeated

The list of Unique Identifiers of the
newly created objects.

Template-Attribute, see 2.1.7.14

No

An OPTIONAL list of object attributes
with values that were not specified in
the request, but have been implicitly
set by the key management system.

Table 232: Create Split Key Response Payload

4.39 Join Split Key

This operation requests the server to combine a list of Split Keys into a single Managed Cryptographic
Object. The number of Unique Identifiers in the request SHALL be at least the value of the Split Key

Threshold defined in the Split Keys.

The request contains the Object Type of the Managed Cryptographic Object that the client requests the
Split Key Objects be combined to form. If the Object Type formed is Secret Data, the client MAY include

the Secret Data Type in the request.

The response contains the Unique Identifier of the object obtained by combining the Split Keys. The
server SHALL copy the Unique Identifier returned by this operation into the ID Placeholder variable.

Request

Payl oad

Object

REQUI R

Description

Object Type, see 3.3

Yes

Determines the type of object to be
created.

Unique ldentifier, see 3.1

Yes, MAY be
repeated

Determines the Split Keys to be
combined to form the object returned
by the server. The minimum number of
identifiers is specified by the Split Key
Threshold field in each of the Split
Keys.

Secret Data Type

No

Determines which Secret Data type the
Split Keys form.

Template-Attribute, see 2.1.7.14

No

Specifies desired object attributes
using templates and/or individual
attributes.

Table 233: Join Split Key Request Payload

Response

Payl oad

Obj ect

REQUI R

Description

Unique Identifier, see 3.1

Yes

The Unique Identifier of the object
obtained by combining the Split Keys.

Template-Attribute, see 2.1.7.14

No

An OPTIONAL list of object attributes
with values that were not specified in
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the request, but have been implicitly
set by the key management system.

Table 234: Join Split Key Response Payload
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5 Ser vied®C | |

ent Oper a

ti ons

Server-to-client operations are used by servers to send information or Managed Cryptographic Objects to
clients via means outside of the normal client-server request-response mechanism. These operations are
used to send Managed Cryptographic Objects directly to clients without a specific request from the client.

5.1 Notify

This operation is used to notify a client of events that resulted in changes to attributes of an object. This
operation is only ever sent by a server to a client via means outside of the normal client request/response
protocol, using information known to the server via unspecified configuration or administrative
mechanisms. It contains the Unique Identifier of the object to which the notification applies, and a list of
the attributes whose changed values have triggered the notification. The message uses the same format
as a Request message (see 7.1, Table 258), except that the Maximum Response Size, Asynchronous
Indicator, Batch Error Continuation Option, and Batch Order Option fields are not allowed. The client
SHALL send a response in the form of a Response Message (see 7.1, Table 259) containing no payload,
unless both the client and server have prior knowledge (obtained via out-of-band mechanisms) that the

client is not able to respond.

Message Payl oad
Object REQUI R Description
Unique | dehtdifier|Yes The Unique I dentif
Attri bB8te, see Ye s, MiThet mitbutes that h
repeati(includes at | east
attribute. I n case
del eted, the Attri
2.32.1n guSHALD NOT
the Attribute Valu
Table 235: Notify Message Payload
5.2 Put
This operation is used to fipusho Managed Cryptographic

sent by a server to a client via means outside of the normal client request/response protocol, using
information known to the server via unspecified configuration or administrative mechanisms. It contains
the Unique Identifier of the object that is being sent, and the object itself. The message uses the same
format as a Request message (see 7.1, Table 258), except that the Maximum Response Size,
Asynchronous Indicator, Batch Error Continuation Option, and Batch Order Option fields are not allowed.
The client SHALL send a response in the form of a Response Message (see 7.1, Table 259) containing
no payload, unless both the client and server have prior knowledge (obtained via out-of-band
mechanisms) that the client is not able to respond.

The Put Functionf i el d i

ndi

cates whether

the object being

an object already known to the client (e.g., when pushing a certificate to replace one that is about to
expire, the Put Function field would be set to indicate replacement, and the Unique Identifier of the
expiring certificate would be placed in the Replaced Unique Identifier field). The Put Function SHALL

contain one of the following values:

1 New i which indicates that the object is not a replacement for another object.

1 Replace i which indicates that the object is a replacement for another object, and that the
Replaced Unique Identifier field is present and contains the identification of the replaced object. In
case the object with the Replaced Unique Identifier does not exist at the client, the client SHALL
interpret this as if the Put Function contained the value New.
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The Attribute field contains one or more attributes that the server is sending along with the object. The
server MAY include attributes with the object to specify how the object is to be used by the client. The
server MAY include a Lease Time attribute that grants a lease to the client.

If the Managed Object is a wrapped key, then the key wrapping specification SHALL be exchanged prior
to the transfer via out-of-band mechanisms.

Message Payl oad

Object REQUI R Description
Unique | detl fieYes The Unique Il denti
Put Func®i dn3d. 2€eYes I ndi cuantcetsi ofn f or
Repl aced Unique |[No Unique I dentifier
3.1 object. SHALL et

FunciRempl ace.
Certificate, SynYes The object being
Private Key, Pukt
Templ at e, Secret
Opaque Obj2ec@t , s
At tr, bsde e No, MA|The additional at
repeat|server wishes to
object.

Table 236: Put Message Payload

5.3 Query

This operation is used by the server to interrogate the client to determine its capabilities and/or protocol
mechanisms. The Query operation SHOULD be invocable by unauthenticated servers to interrogate client
features and functions. The Query Function field in the request SHALL contain one or more of the
following items:

1  Query Operations

Query Objects

Query Server Information
Query Extension List
Query Extension Map
Query Attestation Types
Query RNGs

Query Validations

Query Profiles

Query Capabilities

=A =4 =4 =4 4 -4 -4 a4 -4 -

Query Client Registration Methods

The Operation fields in the response contain Operation enumerated values, which SHALL list all the
operations that the client supports. If the request contains a Query Operations value in the Query
Function field, then these fields SHALL be returned in the response.

The Object Type fields in the response contain Object Type enumerated values, which SHALL list all the
object types that the client supports. If the request contains a Query Objects value in the Query Function
field, then these fields SHALL be returned in the response.
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The Server Information field in the response is a structure containing vendor-specific fields and/or
substructures. If the request contains a Query Server Information value in the Query Function field, then
this field SHALL be returned in the response.

The Extension Information fields in the response contain the descriptions of Objects with Item Tag values
in the Extensions range that are supported by the server (see Section 2.1.9). If the request contains a
Query Extension List and/or Query Extension Map value in the Query Function field, then the Extensions
Information fields SHALL be returned in the response. If the Query Function field contains the Query
Extension Map value, then the Extension Tag and Extension Type fields SHALL be specified in the
Extension Information values. If both Query Extension List and Query Extension Map are specified in the
request, then only the response to Query Extension Map SHALL be returned and the Query Extension
List SHALL be ignored.

The Attestation Type fields in the response contain Attestation Type enumerated values, which SHALL
list all the attestation types that the client supports. If the request contains a Query Attestation Types
value in the Query Function field, then this field SHALL be returned in the response if the server supports
any Attestation Types.

The RNG Parameters fields in the response SHALL list all the Random Number Generators that the client
supports. If the request contains a Query RNGs value in the Query Function field, then this field SHALL
be returned in the response. If the server is unable to specify details of the RNG then it SHALL return an
RNG Parameters with the RNG Algorithm enumeration of Unspecified.

The Validation Information field in the response is a structure containing details of each formal validation
which the client asserts. If the request contains a Query Validations value, then zero or more Validation
Information fields SHALL be returned in the response. A client MAY elect to return no validation
information in the response.

A Profile Information field in the response is a structure containing details of the profiles that a client
supports including potentially how it supports that profile. If the request contains a Query Profiles value in
the Query Function field, then this field SHALL be returned in the response if the client supports any
Profiles.

The Capability Information fields in the response contain details of the capability of the client.

The Client Registration Method fields in the response contain Client Registration Method enumerated
values, which SHALL list all the client registration methods that the client supports. If the request contains
a Query Client Registration Methods value in the Query Function field, then this field SHALL be returned
in the response if the server supports any Client Registration Methods.

Note that the response payload is empty if there are no values to return.

Request Payl oad
Obj ect REQUI R Description

Query Funa®t.ilamB, 2s|Yes, MiDet ermines the inf
Repeat(queried.

Table 237: Query Request Payload

Response Payl oad
Object REQUI R Description

Operati®nl. 3e2. 27 | No, MAISpecifies an Opera
repeat(supported by the ¢

Object Type, see |[No, MAISpecifies a Manage
repeati(is supported by th

Vendor I dentifica|No SHALL be r et uSerewe
Inf ormation is requ
lenti fication SHAL
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that wuniquely iden

Server I nformatio/No Cont ai nss premidfoirc i
response to the Qu

Extension I n2oldm&NoMAY KESHALL be returned
repeati(Li st or Query Exte
reqguested and supp

Attestation IT.yd.e2.No,AW bSpecifies an Attes
repeati(support edl ibggntt he

RNG ParamefRenls 18s/No, MAISpecifies the RNG
repeat (t heel i.ent

Profile I nf2.rimalt9 [No, MAlSpeci f Pe s ftt thaetse
repeati(support edl ibggntt he

Val i dation | 2f dr @ No, MAISpecifies the vali
repeati(support edl| ibggntt he

Capablidfidrymat2i.oln,2/No, MAYSpeci fcapabhbtiatti ag
repeat(supporyt gachlebent

Client Registraeeée No, MAlSpeciaf iCds ent Regi s
9.1.3.2.47 repeati(thasupport edl| ibgntt h

Table 238: Query Response Payload

5.4 Discover Versions

This operation is used by the server to determine a list of protocol versions that is supported by the client.
The request payload contains an OPTIONAL list of protocol versions that is supported by the server. The
protocol versions SHALL be ranked in decreasing order of preference.

The response payload contains a list of protocol versions that are supported by the client. The protocol
versions are ranked in decreasing order of preference. If the server provides the client with a list of
supported protocol versions in the request payload, the client SHALL return only the protocol versions
that are supported by both the client and server. The client SHOULD list all the protocol versions
supported by both client and server. If the protocol version specified in the request header is not specified
in the request payload and the client does not support any protocol version specified in the request
payload, the client SHALL return an empty list in the response payload. If no protocol versions are
specified in the request payload, the client SHOULD return all the protocol versions that are supported by
the client.

Request Payl oad

Obj ect REQUI R Description
Protocol Verksion, |No, MAYThe I|ist of protoc
Repeat(by the server orde
order of preferenc
Table 239: Discover Versions Request Payload
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Response Payl oad

Object REQUI R Description
Protocol Verkion, |No, MAYThe | ist of protoc
repeat(by the client orde
order of preferenc

Table 240: Discover Versions Response Payload
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6 Message Content s

The messages in the protocol consist of a message header, one or more batch items (which contain
OPTIONAL message payloads), and OPTIONAL message extensions. The message headers contain
fields whose presence is determined by the protocol features used (e.g., asynchronous responses). The
field contents are also determined by whether the message is a request or a response. The message
payload is determined by the specific operation being requested or to which is being replied.

The message headers are structures that contain some of the following objects.

6.1 Protocol Version

This field contains the version number of the protocol, ensuring that the protocol is fully understood by
both communicating parties. The version number SHALL be specified in two parts, major and minor.
Servers and clients SHALL support backward compatibility with versions of the protocol with the same
major version. Support for backward compatibility with different major versions is OPTIONAL.

Obj ect Encoding
Protocol Versi (Structur e
Protocol Ve I nteger
Protocol Ve I nteger

Table 241: Protocol Version Structure in Message Header

6.2 Operation

This field indicates the operation being requested or the operation for which the response is being
returned. The operations are defined in Sections 4 and 5.

Obj ect Encoding

Operation Enumer at 9ond, 3s

Table 242: Operation in Batch Item

6.3 Maximum Response Size

This is an OPTIONAL field contained in a request message, and is used to indicate the maximum size of
a response, in bytes, that the requester SHALL be able to handle. It SHOULD only be sent in requests
that possibly return large replies.

‘ Object ‘ Encoding

‘Maxi mum Respong{lnteger

Table 243: Maximum Response Size in Message Request Header

6.4 Unique Batch Item ID

This is an OPTIONAL field contained in a request, and is used for correlation between requests and
responses. If a request has a Unique Batch Item ID, then responses to that request SHALL have the
same Unique Batch Item ID.

Object Encodi ng

Uni que Batch 1 {Byte String
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Table 244: Unique Batch Item ID in Batch Item

6.5 Time Stamp

This is an OPTIONAL field contained in a client request. It is REQUIRED in a server request and
response. It is used for time stamping, and MAY be used to enforce reasonable time usage at a client
(e.g., a server MAY choose to reject a request if a client's time stamp contains a value that is too far off

the serverbs ti me). Note that the ti metimetlmknuthbsAaY be
countdown timer, to obtain useful iseconds flformingh nowo
a subtraction.
Object Encoding
Ti me St amp DatTe me

Table 245: Time Stamp in Message Header

6.6 Authentication

This is used to authenticate the requester. It is an OPTIONAL information item, depending on the type of
request being issued and on server policies. Servers MAY require authentication on no requests, a
subset of the requests, or all requests, depending on policy. Query operations used to interrogate server
features and functions SHOULD NOT require authentication. The Authentication structure SHALL contain
one or more Credential structures.

The authentication mechanisms are described and discussed in Section 8.

Obj ect Encoding

Aut hentication|Structure

Credenti al, Struct u2r.el,.
repeated

Table 246: Authentication Structure in Message Header

6.7 Asynchronous Indicator

This Boolean flag indicates whether the client is able to accept an asynchronous response. It SHALL
have the Boolean value True if the client is able to handle asynchronous responses, and the value False
otherwise. If not present in a request, then False is assumed. If a client indicates that it is not able to
handle asynchronous responses, the server SHALL process the request synchronously.

Object Encoding

Asynchronous | |IBool ean

Table 247: Asynchronous Indicator in Message Request Header

6.8 Asynchronous Correlation Value

This is returned in the immediate response to an operation that is pending and that requires
asynchronous polling. Note: the server decides which operations are performed synchronously or
asynchronously (see 6.7). A server-generated correlation value SHALL be specified in any subsequent
Poll or Cancel operations that pertain to the original operation.

Obj ect Encoding

Asynchronous C(Byte String
Val ue

Table 248: Asynchronous Correlation Value in Response Batch Item
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6.9 Result Status

This is sent in a response message and indicates the success or failure of a request. The following values
MAY be set in this field:

1
1

Success i The requested operation completed successfully.

Operation Pending i The requested operation is in progress, and it is necessary to obtain the
actual result via asynchronous polling. The asynchronous correlation value SHALL be used for
the subsequent polling of the result status.

Operation Undone i The requested operation was performed, but had to be undone (i.e., due to a
failure in a batch for which the Error Continuation Option (see 6.13 and 7.2) was set to Undo).

Operation Failed 1 The requested operation failed.

Object Encoding

Resul t Status Enumer at 9o, 3s

Table 249: Result Status in Response Batch Item

6.10 Result Reason

This field indicates a reason for failure or a modifier for a partially successful operation and SHALL be
present in responses that return a Result Status of Failure. In such a case, the Result Reason SHALL be
set as specified in Section 11. It is OPTIONAL in any response that returns a Result Status of Success.
The following defined values are defined for this field:

1 Item not found i A requested object was not found or did not exist.

1 Response too large i The response to a request would exceed the Maximum Response Size in
the request.

1 Authentication not successful i The authentication information in the request could not be
validated, or was not found.

1 Invalid message i The request message was not understood by the server.

1 Operation not supported i The operation requested by the request message is not supported by
the server.

f Missing datai The operation REQUIRED additional information in the request, which was not
present.

1 Invalid field i Some data item in the request has an invalid value.

f Feature not supported i An OPTIONAL feature specified in the request is not supported.

1 Operation canceled by requester i The operation was asynchronous, and the operation was
canceled by the Cancel operation before it completed successfully.

1 Cryptographic failure i The operation failed due to a cryptographic error.

1 lllegal operation i The client requested an operation that was not able to be performed with the
specified parameters.

1 Permission denied i The client does not have permission to perform the requested operation.

1 Object archived i The object SHALL be recovered from the archive before performing the
operation.

71 Index Out of Bounds i The client tried to set more instances than the server supports of an
attribute that MAY have multiple instances.
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1 Application Namespace Not Supported i The particular Application Namespace is not supported,
and the server was not able to generate the Application Data field of an Application Specific
Information attribute if the field was omitted from the client request.

1 Key Format Type and/or Key Compression Type Not Supported i The object exists, but the
server is unable to provide it in the desired Key Format Type and/or Key Compression Type.

1 General failure i The request failed for a reason other than the defined reasons above.

Object Encoding

Result Reason Enumer ateQond, 3s

Table 250: Result Reason in Response Batch Item

6.11 Result Message

This field MAY be returned in a response. It contains a more descriptive error message, which MAY be
provided to an end user or used for logging/auditing purposes.

Obj ect Encoding

Result Message|Text String

Table 251: Result Message in Response Batch Item

6.12 Batch Order Option

A Boolean value used in requests where the Batch Count is greater than 1. If True, then batched
operations SHALL be executed in the order in which they appear within the request. If False, then the
server MAY choose to execute the batched operations in any order. If not specified, then False is
assumed (i.e., no implied ordering). Server support for this feature is OPTIONAL, but if the server does
not support the feature, and a request is received with the batch order option set to True, then the entire
request SHALL be rejected.

Object Encoding

Batch Order OpiBool ean

Table 252: Batch Order Option in Message Request Header

6.13 Batch Error Continuation Option

This option SHALL only be present if the Batch Count is greater than 1. This option SHALL have one of
three values:

1 Undoi If any operation in the request fails, then the server SHALL undo all the previous
operations.

1 Stop i If an operation fails, then the server SHALL NOT continue processing subsequent
operations in the request. Completed operations SHALL NOT be undone.

1 Continue i Return an error for the failed operation, and continue processing subsequent
operations in the request.

If not specified, then Stop is assumed.

Server support for this feature is OPTIONAL, but if the server does not support the feature, and a request
is received containing the Batch Error Continuation Option with a value other than the default Stop, then
the entire request SHALL be rejected.

Obj ect Encoding

Batch Error ColEnumati o8, 1s8e
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‘Opt i on

Table 253: Batch Error Continuation Option in Message Request Header

6.14 Batch Count

This field contains the number of Batch Items in a message and is REQUIRED. If only a single operation
is being requested, then the batch count SHALL be set to 1. The Message Payload, which follows the
Message Header, contains one or more batch items.

Object Encoding

Batch Count Il nteger

Table 254: Batch Count in Message Header

6.15 Batch Item

This field consists of a structure that holds the individual requests or responses in a batch, and is
REQUIRED. The contents of the batch items are described in Section 7.2.

| Object | Encoding ‘

‘Batch I t em ‘Structure ‘

Table 255: Batch Item in Message

6.16 Message Extension

The Message Extension is an OPTIONAL structure that MAY be appended to any Batch Item. It is used
to extend protocol messages for the purpose of adding vendor-specified extensions. The Message
Extension is a structure that SHALL contain the Vendor Identification, Criticality Indicator, and Vendor
Extension fields. The Vendor Identification SHALL be a text string that uniquely identifies the vendor,
allowing a client to determine if it is able to parse and understand the extension. If a client or server
receives a protocol message containing a message extension that it does not understand, then its actions
depend on the Criticality Indicator. If the indicator is True (i.e., Critical), and the receiver does not
understand the extension, then the receiver SHALL reject the entire message. If the indicator is False
(i.e., Non-Critical), and the receiver does not understand the extension, then the receiver MAY process
the rest of the message as if the extension were not present. The Vendor Extension structure SHALL
contain vendor-specific extensions.

Object Encoding
Message ExtensiStructure
Vendor | den Text String
Criticality Bool ean
Vendor Exte Structure

Table 256: Message Extension Structure in Batch Item

6.17 Attestation Capable Indicator

The Attestation Capable Indicator flag indicates whether the client is able to create an Attestation
Credential object. It SHALL have Boolean value True if the client is able to create an Attestation
Credential object, and the value False otherwise. If not present, the value False is assumed. If a client
indicates that it is not able to create an Attestation Credential Object, and the client has issued an
operation that requires attestation such as Get, then the server SHALL respond to the request with a
failure.

kmip-spec-v1.3-cs01 28 July 2016
Standards Track Work Product Copyright © OASIS Open 2016. All Rights Reserved. Page 135 of 221



Object

Encodi

ng

Attestati on

Ca |

Bool

ean

Table 257: Attestation Capable Indicator in Message Request Header
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v

Message

For mat

Messages contain the following objects and fields. All fields SHALL appear in the order specified.

7.1 Message Structure

Tabl

Tabl

Obj ect Encoding REQUI RED
Reqguest Messag(Structure
Request Hea Struct gTme | (Yes
260
Batch I tem Struct gTmeb | (Yes, MAY be r efj
261
e 258: Request Message Structure
Obj ect Encoding REQUI RED
Response Messa(Structure
Response He Struct gTemed | (Ye s
262
Batch I tem Struct gTmeb | (Ye s, MAY be r efj
263

e 259: Response Message Structure

7.2 Operations

If the client is capable of accepting asynchronous responses, then it MAY set the Asynchronous Indicator
in the header of a batched request. The batched responses MAY contain a mixture of synchronous and
asynchronous responses.
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Reqguest Header

Object REQUI RED i n Comment
Request Heade|Yes Structure

Protocol Ye s Seé. 1

Ma Xxi mum N o Seé. 3

Response §

Asynchr ong N o Seé. 7

Il ndicator

Attestati( N o Seé. 17

Il ndicator

Attestati ( No, MAeY Se®8.1.3.2. 36

repeated

Aut henti caé N o Seé. 6

Batch Err N o | f omitted, t

Comtinuat:. assumed6. 1s3e e

Batch Or de N o | f omitted, t
assumeds. 1s2e e

Ti me St amg N o Seé. 5

Batch Cour Yes Seé. 14

Table 260: Request Header Structure

Request Batch | tem
Obj ect REQUI RED i n Comment
Batch I tem Yes Struct uér.el,5 se
Operation Yes Seé. 2
Uni que Bat No REQUI RBticth C
I D > 1,6s4e
Request P Yes Structur e, co
on t he Opedaantq
5
Message E)» N o Seé. 16
Table 261: Request Batch Item Structure
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Response Header

Object REQUI RED i n Comment
Response Head|Yes Structure
Protocol Yes Seé. 1
Ti me St amy Ye s Seéb5
Nonce N o See. 1. 14
Attestati ¢ No, MAY beREQUI REAt tienst ¢
repeated Requierradr mes
client set At
Capable I ndic
t he r equeslt.,3.
Batch Cour Yes Seé. 14

Table 262: Response Header Structure

Response Batch I|Item
Object REQUI RED i n Comment
Batch I tem Yes Struct ubr.el,5 se
Operati on Yes, i f spSeé. 2
Request B¢
Uni que Bat No REQUI RERBsiefntp
I D Request Batch
6. 4
Result St & Ye s Seé. 9
Result Rea Yes, i f ReREQUI RED i f R
i Bailure i Bai lupbéeher wi
OPTI ONALS6,. 1sOe e
Result Mes:d N o OPTI ONAL i f R
i s PMeondo®ygcce
seée. 11
Asynchr ong N o REQUI RED i f R
Correlati g i Pend,i ndspe e8
Response | Yes, i f ngStructure, <co
on t he Opedaantd
5
Message E N o Seé. 16
Table 263: Response Batch Item Structure
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8 Aut henti cati on

The mechanisms used to authenticate the client to the server and the server to the client are not part of
the message definitions, and are external to the protocol. The KMIP Server SHALL support authentication

as defined in [KMIP-Prof].
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O Message Encoding

To support different transport protocols and different client capabilities, a number of message-encoding
mechanisms are supported.

9.1 TTLV Encoding

In order to minimize the resource impact on potentially low-function clients, one encoding mechanism to
be used for protocol messages is a simplified TTLV (Tag, Type, Length, Value) scheme.

The scheme is designed to minimize the CPU cycle and memory requirements of clients that need to
encode or decode protocol messages, and to provide optimal alignment for both 32-bit and 64-bit
processors. Minimizing bandwidth over the transport mechanism is considered to be of lesser importance.

9.1.1 TTLV Encoding Fields

Every Data object encoded by the TTLV scheme consists of four items, in order:

9.1.1.1 Item Tag

An Item Tag is a three-byte binary unsigned integer, transmitted big endian, which contains a number that
designates the specific Protocol Field or Object that the TTLV object represents. To ease debugging, and
to ensure that malformed messages are detected more easily, all tags SHALL contain either the value 42
in hex or the value 54 in hex as the high order (first) byte. Tags defined by this specification contain hex
42 in the first byte. Extensions, which are permitted, but are not defined in this specification, contain the
value 54 hex in the first byte. A list of defined Item Tags is in Section 9.1.3.1

9.1.1.2 Item Type

An Item Type is a byte containing a coded value that indicates the data type of the data object. The
allowed values are:

Data Type Coded Value in Hex
Structure 01
Integer 02
Long Integer 03
Big Integer 04
Enumeration 05
Boolean 06
Text String 07
Byte String 08
Date-Time 09
Interval 0A

Table 264: Allowed Item Type Values
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9.1.1.3 Item Length

An Item Length is a 32-bit binary integer, transmitted big-endian, containing the number of bytes in the

Item Value. The allowed values are:

Data Type Length

Structure Varies, multiple of 8
Integer 4

Long Integer 8

Big Integer Varies, multiple of 8
Enumeration 4

Boolean 8

Text String Varies

Byte String Varies

Date-Time 8

Interval 4

Table 265: Allowed Item Length Values

If the Item Type is Structure, then the Item Length is the total length of all of the sub-items contained in
the structure, including any padding. If the Item Type is Integer, Enumeration, Text String, Byte String, or
Interval, then the Item Length is the number of bytes excluding the padding bytes. Text Strings and Byte
Strings SHALL be padded with the minimal number of bytes following the Item Value to obtain a multiple
of eight bytes. Integers, Enumerations, and Intervals SHALL be padded with four bytes following the Item

Value.

9.1.1.4 Item Value

The item value is a sequence of bytes containing the value of the data item, depending on the type:

il

Integers are encoded as four-byte long (32 bit) binary signed numbers in 2's complement
notation, transmitted big-endian.

Long Integers are encoded as eight-byte long (64 bit) binary signed numbers in 2's complement
notation, transmitted big-endian.

Big Integers are encoded as a sequence of eight-bit bytes, in two's complement notation,
transmitted big-endian. If the length of the sequence is not a multiple of eight bytes, then Big
Integers SHALL be padded with the minimal number of leading sign-extended bytes to make the
length a multiple of eight bytes. These padding bytes are part of the Item Value and SHALL be
counted in the Item Length.

Enumerations are encoded as four-byte long (32 bit) binary unsigned numbers transmitted big-
endian. Extensions, which are permitted, but are not defined in this specification, contain the
value 8 hex in the first nibble of the first byte.

Booleans are encoded as an eight-byte value that SHALL either contain the hex value
0000000000000000, indicating the Boolean value False, or the hex value 0000000000000001,
transmitted big-endian, indicating the Boolean value True.
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1 Text Strings are sequences of bytes that encode character values according to the UTF-8
encoding standard. There SHALL NOT be null-termination at the end of such strings.

1 Byte Strings are sequences of bytes containing individual unspecified eight-bit binary values, and
are interpreted in the same sequence order.

1 Date-Time values are POSIX Time values encoded as Long Integers. POSIX Time, as described
in IEEE Standard 1003.1 [IEEE1003-1], is the number of seconds since the Epoch (1970 Jan 1,
00:00:00 UTC), not counting leap seconds.

1 Intervals are encoded as four-byte long (32 bit) binary unsigned numbers, transmitted big-endian.
They have a resolution of one second.

1  Structure Values are encoded as the concatenated encodings of the elements of the structure. All
structures defined in this specification SHALL have all of their fields encoded in the order in which
they appear in their respective structure descriptions.

9.1.2 Examples

These examples are assumed to be encoding a Protocol Object whose tag is 420020. The examples are
shown as a sequence of bytes in hexadecimal notation:

1 An Integer containing the decimal value 8:
42 00 20| 02| 00000004 |00000008000 00000
1 A Long Integer containing the decimal value 123456789000000000:
42 0020|03|00000008|01B69B 4B A5 74 92 00
1 A Big Integer containing the decimal value 1234567890000000000000000000:

42 00 20| 04| 00000010 |0000000003FD 35EB®6B C2 DF 46 18 08
00 00

1 An Enumeration with value 255:

42 0020 | 05|00 00 00 04 | 00 00 00 FF 00 00 00 00
1 A Boolean with the value True:

420020 | 06|00 00 00 08|00 00 00 00 00 00 00 01
1 A Text String with the value "Hello World":

42 00 20|07 |00 00 00 0B | 48 65 6C 6C 6F 20 57 6F 72 6C 64 00 00 00
00 00

1 A Byte String with the value { 0x01, 0x02, 0x03 }:
42 00 20| 08|00 00 0003|0102 0300 00 000000

1 A Date-Time, containing the value for Friday, March 14, 2008, 11:56:40 GMT:
4200201]09]0 000 00 08|00 00 00 00 47 DA 67 F8

1 AnInterval, containing the value for 10 days:
42 00 20 | OA | 00 00 00 04 | 00 OD 2F 00 00 00 00 00

1 A Structure containing an Enumeration, value 254, followed by an Integer, value 255, having tags
420004 and 420005 respectively:

4200 20 | 01 | 00 00 00 20 | 42 00 04 | 05 | 00 00 00 04 | 00 00 00 FE
00 00 00 00 | 42 00 05 | 02 | 00 00 00 04 | 00 00 00 FF 00 00 00 00
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9.1.3 Defined Values

This section specifies the values that are defined by this specification. In all cases where an extension
mechanism is allowed, this extension mechanism is only able to be used for communication between
parties that have pre-agreed understanding of the specific extensions.

9.1.3.1 Tags

The following table defines the tag values for the objects and primitive data values for the protocol

messages.

kmip-spec-v1.3-cs01

Standards Track Work Product

Tag
Obj ect Tag Val ue
(Unused) 000000 - 420000
Activation Dat ¢420001
Application Da t420002
Application Nan420003
Applicati on Spe420004
Archive Date 420005
Asynchr®mroruesl at|420006
Val ue
Asynchronous | 420007
Attribute 420008
Attribute | nde x420009
Attribute Name 42000A
Attribute Val ug42000B
Aut henticati on [42000C
Batch Count 42000D
Batch Error Co 42000E
Option
Batch I tem 42000F
Batch Order Opt420010
Bl ock Cipher Mqg420011
Cancell ati on Reg420012
Certificate 420013
Certificate | ded420014 (deprecated as
Certificate | ss420015 (deprecated as
Certificate | s5420016 (deprecated as
Na me
Certificate | sg420017 (deprecated as
Na me
Certificate Re 420018
Certificate Re 420019
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Tag

Obj ect Tag Val ue

Certificate Sul42001A (deprecated as

CertiSulkjae et A1|42001B (deprecated as
Name

Certificate Sul42001C (deprecated as
Di stinguished N

Certificate Typ42001D
Certificate Val/42001E
Common Tempt mit &42001F
Compr omi se D a 1420020
Compr omi se Oc c (420021
Contact | nf or mg420022
Credenti al 420023
Credential Type420024
Credential Val 4420025
Criticality | nqg420026
CRT Coef fi ci ent/420027
Cryptographic 4420028

Cryptographi c [420029
Parameters

Cryptographic 142002A
42002B
Cryptographic 42002C
Custom Attr i but42002D

-

Cryptographic

—

D 42002E
Deactivation 442002F
Derivation Dat g420030
Derivation Met h420031
Derivation Par g420032
Destroy Dat e 420033
Di gest 420034
Digest Val ue 420035
Encryption Key |420036
G 420037
Hashing Al gor i t420038
I nitial Dat e 420039
I nitializati on 42003A
|l ssuer 42003B (deprecated as
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Tag

Obj ect Tag Val ue
I'teration Count42003C
I V/ Count er / Non ¢42003D
J 42003E
Key 42003F
Key Bl ock 420040
Key Compr essi 01420041
Key For mat Ty p 420042
Key Materi al 420043
Key Part | dent i420044
Key Val ue 420045
Key Wr appi ng Dg420046
Key Wr appi ng Sp420047
Last Change Da t420048
Lease Ti me 420049
Link 42004A
Link Type 42004B
Linked Object 142004C
MAC/ Signatur e 42004D
MAC/ Si gnatur e K42004E
I nformation

Maxi mum |t ems 42004F
Maxi mum Res pon 5420050
Message Ext ensi420051
Modul us 420052
Name 420053
Naméype 420054
Name Val ue 420055
Object Group 420056
Object Type 420057
Of f set 420058
Opaque Data Typ420059

Opaque Dat a Vall42005A
Opagque Object 42005B
Operati on 42005C
Operation Pol i ¢42005D (deprecated)

P

42005E
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Tag

Obj ect Tag Val ue
Paddi ng Met hod |42005F
Pri me Exponent |420060
Pri me Exponent 420061
Pri me Field Si 2420062
Private Exponen420063
Private Key 420064
Private KeAt {Tein420065
Private Key Uni420066
Process Start [420067
Protect Stop Dg420068
Protocol Ver si g420069
Protocol Ver si g42006A
Protocol Ver si d42006B
Publ i c Exponent42006C
Public Key 42006D
Publ i c KeyAtTermp42006E
Public Key Uni ¢42006F
Put Function 420070
Q 420071
Q String 420072
Ql engt h 420073
Query Functi on [420074
Recommended Cu 1420075
Repl aced Uni gu €420076
Request Header [420077
Request Messag¢420078
Request Payl oaq420079
Response Heade42007A
Response Mess ag42007B
Response Payl og42007C
ResMesssage 42007D
Result Reason 42007E
Result Status 42007F
Revocati on Mes g420080
Revocati on Reag420081
Revocation Reagd420082
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Tag

Obj ect Tag Val ue
Key Role Type 420083
Salt 420084
Secret Data 420085
Secret Data Typ420086
Seri al Number 420087 (deprexsatoefd ver
Server | nfor mat420088
Split Key 420089
Split Key Met hg42008A
Split Key Part £42008B
Split Key Thr es42008C
State 42008D
Storage Stat us |[42008E
Symmetric Key 42008F
Templ at e 420090
Te mp Fhattter i but e |420091
Ti nBet amp 420092
Uni que Batch | 1420093
Unique | dent i f i|420094
Usage Limits 420095
Usage Limits Cq420096
Usage Limits Tag420097
Usage Limits UnR420098
User name 420099
Validity Date 42009A
Val idity | ndi c g42009B
Vendor Extensi g42009C
Vendor |1 dent i f i42009D
Wr appi ng Met ho q42009E
X 42009F
Y 4200A0
Password 4200A1
Device I dent i f i|4200A2
Encoding Opt i orn4200A3
Extension | nf on4200A4
Extension Name |4200A5
Extension Tag 4200A6
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Tag

Obj ect Tag Val ue
Extension Type [4200A7
Fresh 4200A8
Machine | dent i f{4200A9
Medi a | denti fi g4200AA
Net wor k | dent i f4200AB
Object Group Mg4200AC
Certificate Len4200AD
Digital Signat y4200AE
Certificate Ser4200AF
Device Serial N4200B0
| ssAketernati ve |4200B1
|l ssuer Di st i ngy4200B2
Subject Al ter ng4200B3
Subject Dist i ng4200B4
X. 509 Certifi ce4200B5
X. 509 Certifi ce4200B6
X. 509 Certif i ca4200B7
Key Val ue L oc at/4200B8
Key Val ue L oc at/4200B9
Key Val ue L oc at/4200BA
Key Val ue Pr es ¢4200BB
Original Cr eat i|4200BC
PGP Key 4200BD
PGP Key Ver si on4200BE
Al ternati ve Nan4200BF
Al ternat Valku & an4200C0
Al ternat  Type Nan4200C1
Dat a 4200C2
Signature Dat a [4200C3
Data Length 4200C4
Random | V 4200C5
MAC Dat a 4200C6
Attestation Ty pg4200C7
Nonce 4200C8
Nonce 1D 4200C9
Nonce Val ue 4200CA
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Tag

Obj ect Tag Val ue
Attestation Me g4200CB
Attestation As s4200CC
'V Length 4200CD
Tag Length 4200CE
Fi xed Field Len4200CF
Counter Lengt h 4200D0
Il nitial Count er4200D1
Il nvocation Fi el4200D2
Attestati on Cap4200D3
Of fset 1 tems 4200D4
Located I tems 4200D5
Correlation Val/4200D6
I nit I ndicator |4200D7
Finaldi cator 4200D8
RNG Par amet er s [4200D9
RNG Al gorithm |4200DA
DRBG Al gorit hm 4200DB
FI PS186 Vari at i|4200DC
Prediction Resii4200DD
Random Number (4200DE
Val i dation | nf ¢4200DF
Val i dati on Aut h4200EQ
Val i dAautihoor i t y |4200E1
Val i dati on Aut h4200E2
Val i dati on Ver s4200E3
Val i dati on Ver s4200E4
Val i dation Type4200E5
Val i dati on L ev e4200E6
Val i dati on Cer t4200E7
Val i dati on Cer t4200ES8
Val i dati on Ve n d4200E9
Val i dati on Pr of4200EA
Profile | nfor mg4200EB
Profil e Name 4200EC
Server URI 4200ED
Server Port 4200EE
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Tag
Obj ect Tag Val ue
Streaming Capabt4200EF
Asynchronous Cg4200F0
Attestation Cap4200F1
Unwr ap Mode 4200F2
Destroy Acti on |4200F3
Shreddi ng Al gor4200F4
RNG Mode 4200F5
Client Regi str g4200F6
Capability | nf ¢4200F7
(Reserved) 4200F8 1 42FFFF
(Unused) 430000 i 53FFFF
Extensions 540000 i 54FFFF
(Unused) 550000 - FFFFFF

Table 266: Tag Values

9.1.3.2 Enumerations

The following tables define the values for enumerated lists. Values not listed (outside the range 80000000
to 8FFFFFFF) are reserved for future KMIP versions.

9.1.3.2.1 Credential Type Enumeration

| Credential Type
Name Val ue
Username and P a00000001
Device 00000002
Attestation 00000003
Extensions BXXXXXXX

Table 267: Credential Type Enumeration
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9.1.3.2.2 Key Compression Type Enumeration

‘ Key Compression Type
Na me Val ue
EC Public Key T00000001
Uncompressed
EC Public Key T00000002
Compressed Prin
EC Public Key T00000003
Compressed Char
EC Public Key T00000004
Hybrid
Extensions BXXXXXXX
Table 268: Key Compression Type Enumeration

9.1.3.2.3 Key Format Type Enumeration
| Key Format Type
Na me Val ue
Raw 00000001
Opaque 00000002
PKCS#1 00000003
PKCS#8 00000004
X. 5009 00000005
ECPrivateKey 00000006
Transpar ent Sy n00000007
Transparent DS A00000008
Transparent DS A00000009
Transparent RS AOO00000A
Transparent RS A0000000B
Transparent DH |0000000C
Transparent DH |0000000D
Transpar ent ECDOOOOO0OOE (deprecated)
Key
Transpar erPtu bl G Q0000000F (deprecated)
Transpar ent ECDO00000010 (deprecated)
Transpar ent ECDO00000011 (deprecated)
Transparent ECNMO00000012 (deprecated)
Key
Transparent ECNMO00000013 (deprecated)
Key
TransparPentval @ |00000014

kmip-spec-v1.3-cs01
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Transparent EC

00000015

Extensions

GXXXXXXX

Table 269: Key Format Type Enumeration

9.1.3.2.4 Wrapping Method Enumeration

‘ Wr apping Met hod
Name Val ue
Encrypt 00000001
MAC/ si gn 00000002
EncrypMAE€hesingn |00000003
MAC/ si gn t hen 00000004
TR31 00000005
Extensions GXXXXXXX

Table 270: Wrapping Method Enumeration

9.1.3.2.5 Recommended Curve Enumeration
Recommended curves are defined in [FIPS186-4] [SEC2] [X9.62] [ECC-Brainpool][RFC5639],

Recommended Curve Enumert
Na me Val ue
P-192 00000001
K-16 3 00000002
B-163 00000003
P-224 00000004
K-2 33 00000005
B-2 33 00000006
P-256 00000007
K-2 83 00000008
B-2 83 00000009
P-3 84 0000000A
K-4 09 0000000B
B-409 0000000C
P521 0000000D
K-571 0000000E
B571 0000000F
SECP112R1 00000010
SECP112R2 00000011
SECP128R1 00000012
SECP128R2 00000013
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SECP160K1 00000014
SECP160R1 00000015
SECP160R2 00000016
SECP192K1 00000017
SECP224K1 00000018
SECP256K1 00000019
SECT113R1 0000001A
SECT113R2 0000001B
SECT131R1 00ooo01C
SECT131R2 0000001D
SECT163R1 0000001E
SECT193R1 0000001F
SECT193R2 00000020
SECT239K1 00000021
ANSI X9P192V2 00000022
ANSI X9P192V3 00000023
ANSI X9P239V1 00000024
ANSI X9P239V2 00000025
ANSI X9P239V3 00000026
ANSI X9 C2PNB16 3}00000027
ANSI X9 C2PNB16 3}00000028
ANSI X9 C2PNB16 3}00000029
ANSI X9C2PNB17 6 }V0000002A
ANSI X9C2TNB191V0000002B
ANSI X9C2TNB191V0000002C
ANSI X9C2TNB191V0000002D
ANSI X9 C2PNB20 8 \W0000002E
ANSI X9 C2TNB?2 39 \V0000002F
ANSI X9 C2TNB2 39 }00000030
ANSI X9 C2TNB2 39 \}00000031
ANSI X9 C2PNB27 2 W00000032
ANSI X9 C2PNB30 4 W00000033
ANSI X9 C2TNB35 9 V00000034
ANSI X9 C2PNB3 6 8 \W00000035
ANSI X9 C2TNB4 31 R00000036
BRAI NPOOL P16 0 R 100000037
BRAI NPOOL P16 0T 100000038
BRAI NPOOL P19 2 R 100000039
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BRAI NPOOL P19 2T 10000003A
BRAI NPOOL P2 2 4 R10000003B
BRAI NPOOL P2 24T 10000003C
BRAI NPOOL P25 6 R10000003D
BRAI NPOOL P256 T 10000003E
BRAI NPOOL P 320 R 10000003F
BRAI NPOOL P 320 T 100000040
BRAI NPOOL P38 4 R100000041
BRAI NPOOL P38 4T 100000042
BRAI NPOOL P51 2 R 100000043
BRAI NPOOL P51 2T 100000044
Extensions BXXXXXXX

Table 271: Recommended Curve Enumeration for ECDSA, ECDH, and ECMQV

9.1.3.2.6 Certificate Type Enumeration

The PGP certificate type is deprecated as of version 1.2 of this specification and MAY be removed from
subsequent versions of the specification.

‘ Certificate Type
Name Val ue

X.5009 00000001

PGP 00000002 (deprecated)
Extensions BXXXXXXX

Table 272: Certificate Type Enumeration
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9.1.3.2.7 Digital Signature Algorithm Enumeration

‘ Digital Signature Al gg
Na me Val ue
MD2 with RSA En00000001
(PKCS#1 wv1.5)
MD5 wi th RSA En00000002
(PKCS#1 wv1.5)
SHA with RSA E 00000003
(PKCS#1 v1.5)
SHAR 24 with RSA 00000004
(PKCS#1 v1.5)
SHAR56 with RSA 00000005
(PKCS#1 v1.5)
SHMAB 84 with RSA 00000006
(PKCS#1 v1.5)
SHA 12 with RSA 00000007
(PKCS#1 v1.5)
RSASSPASS 00000008
(PKCS#1 v2.1)
DSA wit-h SHA 00000009
DSA with SHAZ2 2 40000000A
DSA with SHAZ2H5 60000000B
ECDSA wi#ih SHA |0000000C
ECDSA with SHA20000000D
ECDSA with SHA20000000E
ECDSA with SHA3/0000000F
ECDSA with SHAZ500000010
Extensions BXXXXXXX

Table 273: Digital Signature Algorithm Enumeration

9.1.3.2.8 Split Key Method Enumeration
‘ Split Key Method
Name Val ue
XOR 00000001
Pol ynomi al S ar/00000002
Pol ynomi al Sh ar 00000003
Pol ynomi al 2 ar|00000004
Extensions BXXXXXXX

Table 274: Split Key Method Enumeration
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9.1.3.2.9 Secret Data Type Enumeration

| Secret Data Type
Na me Val ue
Password 00000001
Seed 00000002
Extensions BXXXXXXX

Table 275: Secret Data Type Enumeration

9.1.3.2.10 Opaque Data Type Enumeration
‘ Opaque Data Type
Na me Val ue
Extensions BXXXXXXX

Table 276: Opaque Data Type Enumeration

9.1.3.2.11 Name Type Enumeration
| Name Type
Name Val ue
Uninterpreted T00000001
URI 00000002
Extensions BXXXXXXX

Table 277: Name Type Enumeration

9.1.3.2.12 Object Type Enumeration
| Object Type
Name Val ue
Certificate 00000001
Symmetric Key 00000002
Public Key 00000003
Private Key 00000004
Split Key 00000005
Templ at e 00000006 (deprecated)
Secret Data 00000007
Opaque Object 00000008
PGP Key 00000009
Extensions SXXXXXXX

Table 278: Object Type Enumeration
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9.1.3.2.13 Cryptographic Algorithm Enumeration

| Cryptographic Algori-t
Na me Val ue
DES 00000001
3DES 00000002
AES 00000003
RSA 00000004
DSA 00000005
ECDSA 00000006
HMAGHAL 00000007
HMAGHA224 00000008
HMAGHA256 00000009
HMAGHA384 0000000A
HMAGHAS512 0000000B
HMA®IDS5 0000000C
DH 0000000D
ECDH 0000000E
ECMQV 0000000F
Bl owfi sh 00000010
Camel l i a 00000011
CASTS 00000012
| DEA 00000013
MARS 00000014
RC2 00000015
RC4 00000016
RC5 00000017
SKI PJACK 00000018
Twofi sh 00000019
EC 0000001A
One Time Pad 0000001B
Extensions BXXXXXXX

Table 279: Cryptographic Algorithm Enumeration
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9.1.3.2.14 Block Cipher Mode Enumeration

‘ Bl ock Cipher Mode
Na me Val ue
CBC 00000001
ECB 00000002
PCBC 00000003
CFB 00000004
OFB 00000005
CTR 00000006
CMAC 00000007
CCM 00000008
GCM 00000009
CB&aMAC 0000000A
XTS 0000000B
AESKeyWr apPaddi|0000000C
NI STKeyWr ap 0000000D
X9.102 AESKW 0000000E
X9.102 TDKW 0000000F
X9.102 AKWI1 00000010
X9.102 AKW2 00000011
Extensions BXXXXXXX

Table 280: Block Cipher Mode Enumeration

9.1.3.2.15 Padding Method Enumeration
‘ Padding Method
Name Val ue
None 00000001
OAEP 00000002
PKCS5 00000003
SSL3 00000004
Zer os 00000005
ANSI X9.23 00000006
| SO 10126 00000007
PKCS1 wv1.5 00000008
X9.31 00000009
PSS 0000000A
Extensions BXXXXXXX

Table 281: Padding Method Enumeration
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9.1.3.2.16 Hashing Algorithm Enumeration

| Hashing Algorithm
Na me Val ue
MD 2 00000001
MD 4 00000002
MD5 00000003
SHA 00000004
SHAR 24 00000005
SHAR 56 00000006
SHA 84 00000007
SHA 12 00000008
RI PENMDB O 00000009
Tiger 0000000A
Whirl pool 0000000B
SHA 12/ 224 0000000C
SHA 12/ 256 0000000D
Extensions BXXXXXXX

Table 282: Hashing Algorithm Enumeration
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9.1.3.2.17 Key Role Type Enumeration

Key Role Type
Na me Val ue
B DK 00000001
CVK 00000002
DEK 00000003
MK A C 00000004
MK S MC 00000005
MK S MI 00000006
MKDAC 00000007
MK DN 00000008
MKCP 00000009
MKOTH 0000000A
KEK 0000000B
MAC166009 0000000C
MAC97971 0000000D
MAC97972 0000000E
MAC97973 0000000F
MAC97974 00000010
MAC97975 00000011
ZPK 00000012
PVKI BM 00000013
PVKPVYV 00000014
PVKOTH 00000015
Extensions BXXXXXXX

Table 283: Key Role Type Enumeration

Note that while the set and definitions of key role types are chosen to match [X9 TR-31] there is no
necessity to match binary representations.

9.1.3.2.18 State Enumeration
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‘ St ate

Name Val ue
Pr-Aacti ve 00000001
Active 00000002
Deactivated 00000003
Compr omi sed 00000004
Destroyed 00000005
Destroyed Comp r 00000006
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Extensions

GXXXXXXX

Table 284: State Enumeration

9.1.3.2.19 Revocation Reason Code Enumeration

RevocaRea asnon

Name Val ue
Unspecified 00000001
Key Compr omi s e |00000002
CA Compromi se 00000003

Affiliation Cha

00000004

Superseded

00000005

Cessation of Op

00000006

Privilege Withd

00000007

Extensions

GXXXXXXX

Table 285: Revocation Reason Code Enumeration

9.1.3.2.20 Link Type Enumeration

Link Type

Na me Val ue
Certificate Li n00000101
Public Key Li nk00000102
Private Key Li n00000103
Derivati on Bas e00000104
Derived Key Li n00000105
Repl acement Obj|/00000106
Repl aced Obj ec t/00000107
Parent Link 00000108
Child Link 00000109
Previous Link 0000010A
Next Link 0000010B
Extensions BXXXXXXX

Table 286: Link Type Enumeration

kmip-spec-v1.3-cs01
Standards Track Work Product

Copyright © OASIS Open 2016. All Rights Reserved.

28 July 2016
Page 162 of 221



9.1.3.2.21 Derivation Method Enumeration

‘ Derivation Method
Name Val ue
PBKDF?2 00000001
HASH 00000002
HMAC 00000003
ENCRYPT 00000004
NI STEO®E 00000005
NI ST ®®EB 00000006
NI STO®BPI 00000007
Extensions BXXXXXXX

Table 287: Derivation

Method Enumeration

9.1.3.2.22 Certificate Request Type Enumeration

The PGP certificate request type is deprecated as of version 1.1 of this specification and MAY be
removed from subsequent versions of the specification.

‘ Certificate Request T
Name Val ue

CRMF 00000001

PKCS#10 00000002

PEM 00000003

PGP 00000004 (deprecated)
Extensions BXXXXXXX

Table 288: Certificate Request Type Enumeration

9.1.3.2.23 Validity Indicator Enumeration

Validity

Il ndicator

Name Val ue
Val i d 00000001
Il nvalid 00000002
Unknown 00000003
Extensions BXXXXXXX

Table 289: Validity Indicator Enumeration
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9.1.3.2.24 Query Function Enumeration

Query Function

Na me Val ue
Query Oper at i on/00000001
Query Objects 00000002
Query Server | n00000003
QueApplicati on |00000004
Query Ext ensi on00000005
Query Ext ensi on00000006
Query Attest at i|00000007
Query RNGs 00000008
Query Val i dat i 000000009
Query Profil es |0000000A
Query Capabil i t/0000000B
Query Client Re0000000C
Met hods

Extensions BXXXXXXX

Table 290: Query Function Enumeration

9.1.3.2.25 Cancellation Result Enumeration

‘ Cancell ation Result
Name Val ue
Cancel ed 00000001
Unabl e t o Canc e00000002
Compl et ed 00000003
Fail ed 00000004
Unavail abl e 00000005
Extensions BXXXXXXX

Table 291: Cancellation Result Enumeration

9.1.3.2.26 Put Function Enumeration

| Put Function
Name Val ue
New 00000001
Repl ace 00000002
Extensions BXXXXXXX

Table 292: Put Function Enumeration
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9.1.3.2.27 Operation Enumeration
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Operati on

Na me Val ue
Create 00000001
Create Key Pai r/00000002
Regi ster 00000003
Rek ey 00000004
Derive Key 00000005
Certify 00000006
Recertify 00000007
Locate 00000008
Check 00000009
Get 0000000A
GeAttributes 0000000B
Get Attribute L/0000000C
Add Attribute 0000000D
Modi fy Attri but 0000000E
Del et e Attr i but|0000000F
Obtain Lease 00000010
Get Usage Al | oc|/00000011
Activate 00000012
Revoke 00000013
Destroy 00000014
Archi ve 00000015
Recover 00000016
Validate 00000017
Query 00000018
Cancel 00000019
Pol I 0000001A
Noti fy 0000001B
Put 0000001C
Rekey Key Pair 0000001D
Di scover Ver si 00000001E
Encrypt 0000001F
Decrypt 00000020
Sign 00000021
Signature Ver i f/00000022
MAC 00000023
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MAC Veri fy 00000024
RNG Retrieve 00000025
RNG Seed 00000026
Ha s h 00000027
Create Split Ke00000028
Join Split Key |00000029
Extensions BXXXXXXX

Table 293: Operation Enumeration

9.1.3.2.28 Result Status Enumeration

Name

Re s Blttat us
Val ue

Success

00000000

Operation Fai |l 00000001
Operation Pendi|00000002
Operation Und o n00000003
Extensions BXXXXXXX

Table 294: Result Status Enumeration
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9.1.3.2.29 Result Reason Enumeration

Name

Re s u

It

Val ue

Reason

Il tem

Not

Found

00000001

Respon

se Too La

00000002

Aut hen

ticati on

00000003

Il nval

d Message

00000004

Oper

i on Not S

00000005

Mi ssin

Dat a

00000006

Il nvali

00000007

Featur

g
d Field
e

Not Sup

00000008

Oper a
Reque

ion Cance

ter

00000009

graphic F

0000000A

11 eg

I Operati

0000000B

t
s
Crypto
a
s

Per mi

sion Deni

0000000C

Obj ect

archived

0000000D

Il ndex

Ou't of Bo

0000000E

Applic
Suppor

ation Nanm
ted

0000000F

Key Fo
Suppor

r mat
ted

Type

00000010

Keg€omp
Suppor

ression T
ted

00000011

Encodi

ng Option

00000012

Key Va

|l ue Not P

00000013

Attest

ation Regq

00000014

Attest

ation Fai

00000015

Gener a

| Fail ure

00000100

Extens

i ons

GXXXXXXX

Table 295: Result Reason Enumeration

9.1.3.2.30 Batch Error Continuation Option Enumeration
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Batch Error Continuat
Na me Val ue
Continue 00000001
Stop 00000002
Undo 00000003
Extensions BXXXXXXX
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Table 296: Batch Error Continuation Option Enumeration

9.1.3.2.31 Usage Limits Unit Enumeration

Table 297: Usage Limits Unit Enumeration

9.1.3.2.32 Enco

Table 298: Encoding Option Enumeration

Table 299: Object Group Member Enumeration

Usage Limits Unit

Na me Val ue

Byt e 00000001

Obj ect 00000002
Extensions BXXXXXXX

ding Option Enumeration

Encoding Option

Na me Val ue

No Encoding 00000001

TTLVY Encoding 00000002
Extensions BXXXXXXX

9.1.3.2.33 Object Group Member Enumeration
Object Group Member Op

Na me Val ue

Group Member Fri00000001

Group Member De00000002
Extensions BXXXXXXX

9.1.3.2.34 Alternative Name Type Enumeration

‘ Alternative Name Type
Name Val ue
Uninterpreted T00000001

URI 00000002

Object Seri al NO0OO0OOO0O3

Email Address 00000004

DNName 00000005

X. 500 Disti ngui| 00000006

I P Addr ess 00000007
Extensions BXXXXXXX

Table 300: Alternative Name Type Enumeration
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9.1.3.2.35 Key Value Location Type Enumeration

Key Value Location Type
Name Val ue
Unint erTexdt &d r i 00000001
URI 00000002
Extensions BXXXXXXX

Table 301: Key Value Location Type Enumeration

9.1.3.2.36 Attestation Type Enumeration

‘ Attestation Type

Name Val ue
TPM Quote 00000001
TCG I ntegrity RO00000002
SAML Assert i on [00000003
Extensions BXXXXXXX

Table 302: Attestation Type Enumeration

9.1.3.2.37 RNG Algorithm Enumeration

| RNG Al gorithm
Name Val ue
Unspeci fied 00000001
FI PS-2186 00000002
DRBG 00000003
NRBG 00000004
ANSI X9.31 00000005
ANSI X9.62 00000006
Extensions BXXXXXXX

Note: the user should be aware that a number of these algorithms are no longer recommended for
general use and/or are deprecated. They are included for completeness.
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9.1.3.2.38 DRBG Algorithm Enumeration

DRBG Al gorithm

Name Val ue
Unspeci fied 00000001
Du &EIC 00000002
Has h 00000003
HMAC 00000004
CTR 00000005
Extensions BXXXXXXX

9.1.3.2.39 FIPS186 Variation Enumeration

| FIPS186 Variation
Name Val ue
Unspeci fied 00000001
GP -&riginal 00000002
GP -&Ghange Not i c [00000003
x-Or i gi nal 00000004
x-Change Noti ce [00000005
k-Ori gi nal 00000006
k-Change Not i ce |00000007
Extensions BXXXXXXX

Note: the user should be aware that a number of these algorithms are no longer recommended for
general use and/or are deprecated. They are included for completeness.

9.1.3.2.40 Validation Authority Type Enumeration

‘ Validation Authority
Name Val ue
Unspeci fied 00000001

NI'ST CMVP 00000002
Common Cri ter i a00000003
Extensions BXXXXXXX

9.1.3.2.41 Validation Type Enumeration

| Validation Type
Name Val ue
Unspeci fied 00000001

Har dwar e 00000002
Software 00000003
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Firmwar e

00000004

9.1.3.2.42 Profile Name Enumeration
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Hybrid 00000005

Extensions BXXXXXXX

‘ Profile Name Type
Name Val ue
Baseline Server Basi c KI[00000001
Baseline Server TLS v1. 700000002
Baseline Client Basic KI[00000003
Baseline Client TLS v1. 100000004
Complete Server Basi c KJ|00000005
Complete Server TLS v1. 100000006
Tape Library Client KMI F00000007
Tape Library Client KMI F00000008
Tape Library Client KMI F00000009
Tape Library Server KMI FO000000A
Tape Library Server KMI F0000000B
Tape Library Server KMI FO000000C
Symmetric Key Lifecycl e |0000000D
Symmetric Key Lifecycl e |0O000000E
Symmetric Key Lifecycl e |0000000F
Symmetric Key Lifecycl e |00000010
Symmetric Key Lifecycl e |00000011
Symmetric Key Lifecycl e |00000012
Asymmetric Key Lifecyc]l ¢00000013
Asymmetric Key Lifecycl ¢00000014
Asymmetric Key Lifecyc]l ¢00000015
Asymmetric Key Lifecyc]l ¢00000016
Asymmetric Key Lifecycl ¢00000017
Asymmetric Key Li fwl.yx | ¢00000018
Basic Cryptographic CI i ¢00000019
Basic Cryptographic Ser yO000001A
Advanced Cryptographic 0000001B
Advanced Cryptographic 0000001C
RNG Cryptographic CI i ent0000001D
RNG Cryptographic Ser ve10000001E
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Basic Symmetric Key Fou?it0000001F
I ntermedi ate Symmetric 00000020
vli. O

Advanced Symmetric Key 00000021
vili. O

Basic Symmetr i@l iKeryt FMII00000022
I ntermedi ate Symmetric 00000023
vi. 1

Advanced Symmetric Key 00000024
vi. 1

Basic Symmetric Key Foui00000025
I ntermedi ate Symmetric 00000026
vi. 2

Advanced Symmetric Key 00000027
vi. 2

Symmetric Key Foundry S¢00000028
Symmetric Key Foundry S¢00000029
Symmetric Key Foundry S¢0000002A
Opaque Managed Obj ect S1{0000002B
Opaque Managed Obj ect S10000002C
Opagque Managed Object S$10000002D
Opagque Managed Object S1{10000002E
Opagque Managed Object S1{0000002F
Opagque Managed Obj ect S100000030
Suite B minLOS_128 CIl i e100000031
Suite B minLOS_128 CIl i e100000032
Suite B minLOS_128 CIl i e100000033
Suite B minLOS_128 Ser v (00000034
Suite B minLOS_128 Ser v¢00000035
Suite B minLOS_128 Ser v¢00000036
Suite B minLOS_192 CI i e 100000037
Suite B minLOS_192 CIl i e100000038
Suite B miQILIOsSn tl 9RMI P v 100000039
Suite B minLOS_192 Ser v¢{0000003A
Suite B minLOS_192 Ser v¢0000003B
Suite B minLOS_192 Ser v¢0000003C
Storage Array with Sel f |0000003D
KMI'P v1.0

St orage AJerlafy Baictrhy pt i n g|0000003E
KMIP vi1.1

Storage Array with Sel f |[0000003F
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kmip-spec-v1.3-cs01

Standards Track Work Product

KMI P vi1.2

Storage Array with Sel f |00000040
KMI' P v1.0

Storage Array with Sel f |00000041
KMI P vi1.1

Storage Array with Sel f |00000042
KMI P vi1.2

HTTPS Client KMIP v1.0 00000043
HTTPS Client KMIP v1.1 00000044
HTTPS Client KMIP v1.2 00000045
HTTPS Server KMIP v1.0 00000046
HTTPS Server KMIP v1.1 00000047
HTTPS Ser vwelr. 2KMI P 00000048
JSON Client KMIP v1.0 00000049
JSON Client KMIP vi1.1 0000004A
JSON Client KMIP vi1.2 0000004B
JSON Server KMIP v1.0 0000004C
JSON Server KMIP vi1.1 0000004D
JSON Server KMIP vi1.2 0000004E
XML Client KMIP v1.0 0000004F
XML Cliewtl. KMI P 00000050
XML Client KMIP v1.2 00000051
XML Server KMIP v1.0 00000052
XML Server KMIP v1.1 00000053
XML Server KMIP v1.2 00000054
Baseline Server Basi c KI00000055
Baseline Server TLS v1. 100000056
Baseline CIlienlt. 3Basi c KI100000057
Baseline Client TLS v1. 00000058
Complete Server Basic KI100000059
Complete Server TLS vi1. {0000005A
Tape Library Client KMI F0000005B
Tape Library Server KMI FO000005C
Symmetric K&y ilkinfte®yWd IPe |0000005D
Symmetric Key Lifecycl e |0000005E
Asymmetric Key Lifecyc]l ¢0000005F
Asymmetric Key Lifecycl ¢00000060
Basic Cryptographic CI i ¢00000061
Basic Crypt ogkMilpPhivcl.S3e r y00000062
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Advanced Cryptographic 00000063
Advanced Cryptographic 00000064
RNG Cryptographic CI i en (00000065
RNG Cryptographic Ser ve 100000066
Basic Symmetric Key Fou100000067
I ntermedi ate Symmetric 00000068
vi. 3
Advanced Symmetric Key 00000069
vi. 3
Symmetric Key Foundry S¢0000006A
Opaque Managed Object $10000006B
Opague ManagSetdo rGb jSeecrtv e r |0000006C
Suite B minLOS_128 CI i e10000006D
Suite B minLOS_128 Ser v¢0000006E
Suite B minLOS_192 CI i e 10000006F
Suite B minLOS 192 Ser v¢00000070
Storage Array wilrhi vSee | dI|00000071
KMI P vi1.3
Storage Array with Sel f |00000072
KMI P v1.3
HTTPS Client KMIP v1.3 00000073
HTTPS Server KMIP v1.3 00000074
JSON Client KMIP vi1.3 00000075
JSON Server KMIP vi1.3 00000076
XML Client KMI P vi1.3 00000077
XML Server KMIP v1.3 00000078
Extensions BXXXXXXX
9.1.3.2.43 Unwrap Mode Enumeration
‘ Unwrap Mode
Name Val ue
Unspeci fied 00000001
Processed 00000002
Not Processed 00000003
Extensions BXXXXXXX

9.1.3.2.44 Destroy Action Enumeration

‘ Destroy Action

Type
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Name Val ue
Unspeci fied 00000001
Key Materi al D /00000002
Key Materi al S h| 00000003
Met a Dat a Del et 00000004
Met a Dat a Shr e d00000005

Del et ed 00000006
Shredded 00000007
Extensions BXXXXXXX

9.1.3.2.45 Shredding Algorithm Enumeration

| Shreddil m@r it hm
Na me Val ue
Unspeci fied 00000001
Cryptographic 00000002
Unsupported 00000003
Extensions BXXXXXXX

9.1.3.2.46 RNG Mode Enumeration
\ RNG Mode

Name Val ue
Unspeci fied 00000001
Shared | nst ant i/00000002
No#hared | nst an00000003
Extensions BXXXXXXX

9.1.3.2.47 Client Registration Method Enumeration

‘ Client Registration Me

Name Val ue
Unspeci fied 00000001
ServediGeRee at ed [00000002
Servebef@and 00000003

Client Gener at e 00000004
Client Regi st er|/00000005
Extensions BXXXXXXX
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9.1.3.3 Bit Masks

9.1.3.3.1 Cryptographic Usage Mask

Cryptographic Usage Mg

Na me Val ue
Sign 00000001
Verify 00000002
Encrypt 00000004
Decrypt 00000008
Wr ap Key 00000010
Unwr ap Key 00000020
Export 00000040
MAC Generate 00000080
MAC Veri fy 00000100
Derive Key 00000200

Content Commi t nm00000400
(Non Repudiatio

Key Agreement 00000800
Certificate Si g00001000
CRL Sign 00002000
00004000

Generate Crypt

o]
Val i date Cr ypt 0/00008000
Transl ate Encr y 00010000
Transl at e Decr y 00020000
Tr an sWraatpe 00040000
Transl ate Unwr a 00080000
Extensions XXX00000

Table 303: Cryptographic Usage Mask

This list takes into consideration values which MAY appear in the Key Usage extension in an X.509
certificate.

9.1.3.3.2 Storage Status Mask

‘ Storage Status Mask

Name Val ue
Onl i ne storage |00000001
Archival st or ag00000002
Extensions XXXXXXX0

Table 304: Storage Status Mask

kmip-spec-v1.3-cs01 28 July 2016
Standards Track Work Product Copyright © OASIS Open 2016. All Rights Reserved. Page 176 of 221



10Tr ansport

KMIP Servers and Clients SHALL establish and maintain channel confidentiality and integrity, and provide
assurance of authenticity for KMIP messaging as specified in [KMIP-Prof].
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11Err or Handl i ng

This section details the specific Result Reasons that SHALL be returned for errors detected.

11.1 General

These errors MAY occur when any protocol message is received by the server or client (in response to
server-to-client operations).

Error Definition Action Result Reason
Protocol major version Response message containing Invalid Message
mismatch a header and a Batch Item

without Operation, but with the
Result Status field set to
Operation Failed

Error parsing batch item or Batch item fails; Result Status is | Invalid Message
payload within batch item Operation Failed
The same field is contained in | Result Status is Operation Invalid Message

a header/batch item/payload Failed
more than once

Same major version, different | Ignore unknown fields, process N/A
minor versions; unknown rest normally
fields/fields the server does
not understand

Same major & minor version, Result Status is Operation Invalid Field

unknown field Failed

Client is not allowed to Result Status is Operation Permission Denied
perform the specified Failed

operation

Maximum Response Size has | Result Status is Operation Response Too Large
been exceeded Failed

Server does not support Result Status is Operation Operation Not Supported
operation Failed

The Criticality Indicator in a Result Status is Operation Feature Not Supported

Message Extension structure Failed
is set to True, but the server
does not understand the

extension
Message cannot be parsed Response message containing Invalid Message
a header and a Batch Item
without Operation, but with the
Result Status field set to
Operation Failed
Operation requires attestation | Result Status is Operation Attestation Required

data which was not provided Failed
by the client, and the client
has set the Attestation
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Capable indicator to True

by the client, and the client
has set the Attestation
Capable indicator to False

Operation requires attestation | Result Status is Operation
data which was not provided Failed

Permission Denied

provided by the client does not
validate

Operation requires attestation | Result Status is Operation
data and the attestation data Failed

Attestation Failed

Table 305: General Errors

11.2 Create

Error Definition

Result Status

Result Reason

Object Type is not recognized

Operation Failed

Invalid Field

Templates that do not exist are given
in request

Operation Failed

Iltem Not Found

Incorrect attribute value(s) specified

Operation Failed

Invalid Field

Error creating cryptographic object

Operation Failed

Cryptographic Failure

Trying to set more instances than the
server supports of an attribute that
MAY have multiple instances

Operation Failed

Index Out of Bounds

Trying to create a new object with the
same Name attribute value as an
existing object

Operation Failed

Invalid Field

The particular Application Namespace

Operation Failed

Application Namespace

is not supported, and Application Data Not Supported
cannot be generated if it was omitted

from the client request

Template object is archived Operation Failed Object Archived

Table 306: Create Errors

11.3 Create Key Pair

Error Definition

Result Status

Result Reason

Templates that do not exist are given
in request

Operation Failed

Item Not Found

Incorrect attribute value(s) specified

Operation Failed

Invalid Field

Error creating cryptographic object

Operation Failed

Cryptographic Failure

Trying to create a new object with the
same Name attribute value as an
existing object

Operation Failed

Invalid Field
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Trying to set more instances than the
server supports of an attribute that
MAY have multiple instances

Operation Failed

Index Out of Bounds

REQUIRED field(s) missing

Operation Failed

Invalid Message

The particular Application Namespace

Operation Failed

Application Namespace

is not supported, and Application Data Not Supported
cannot be generated if it was omitted

from the client request

Template object is archived Operation Failed Object Archived

Table 307: Create Key Pair Errors

11.4 Register

Error Definition

Result Status

Result Reason

Object Type is not recognized

Operation Failed

Invalid Field

Object Type does not match type of
cryptographic object provided

Operation Failed

Invalid Field

Templates that do not exist are given
in request

Operation Failed

Item Not Found

same Name attribute value as an
existing object

Incorrect attribute value(s) specified Operation Failed Invalid Field
Trying to register a new Template Operation Failed Invalid Field
object containing a Name attribute with

the Template structure

Trying to register a new object with the | Operation Failed Invalid Field

Trying to set more instances than the
server supports of an attribute that
MAY have multiple instances

Operation Failed

Index Out of Bounds

The particular Application Namespace

Operation Failed

Application Namespace

is not supported, and Application Data Not Supported
cannot be generated if it was omitted

from the client request

Template object is archived Operation Failed Object Archived

Encoding Option not permitted when
Key Wrapping Specification contains
attribute names

Operation Failed

Encoding Option Error

Table 308: Register Errors
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11.5 Re-key

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Iltem Not Found

Object specified is not able to be re-
keyed

Operation Failed

Permission Denied

Offset field is not permitted to be
specified at the same time as any of the
Activation Date, Process Start Date,
Protect Stop Date, or Deactivation Date
attributes

Operation Failed

Invalid Message

Cryptographic error during re-key

Operation Failed

Cryptographic Failure

The particular Application Namespace
is not supported, and Application Data
cannot be generated if it was omitted
from the client request

Operation Failed

Application Namespace Not
Supported

Object is archived

Operation Failed

Object Archived

An offset cannot be used to specify
new Process Start, Protect Stop and/or
Deactivation Date attribute values since
no Activation Date has been specified
for the existing key

Operation Failed

lllegal Operation

The Key Value is not present on the
server

Operation Failed

Key Value Not Present

Table 309: Re-key Errors

11.6 Re-key Key Pair

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Item Not Found

Object specified is not able to be re-
keyed

Operation Failed

Permission Denied

Offset field is not permitted to be
specified at the same time as any of the
Activation Date or Deactivation Date
attributes

Operation Failed

Invalid Message

Cryptographic error during re-key

Operation Failed

Cryptographic Failure

The particular Application Namespace
is not supported, and Application Data
cannot be generated if it was omitted
from the client request

Operation Failed

Application Namespace Not
Supported

Object is archived

Operation Failed

Object Archived
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An offset cannot be used to specify
new Process Start, Protect Stop and/or
Deactivation Date attribute values since
no Activation Date has been specified
for the existing key

Operation Failed

lllegal Operation

The Key Value is not present on the
server

Operation Failed

Key Value Not Present

Table 310: Re-key Key Pair Errors

11.7 Derive Key

Error Definition

Result Status

Result Reason

One or more of the objects specified
do not exist

Operation Failed

Item Not Found

One or more of the objects specified
are not of the correct type

Operation Failed

Invalid Field

Templates that do not exist are given
in request

Operation Failed

Item Not Found

Invalid Derivation Method

Operation Failed

Invalid Field

Invalid Derivation Parameters

Operation Failed

Invalid Field

Ambiguous derivation data provided
both with Derivation Data and Secret
Data object.

Operation Failed

Invalid Message

same Name attribute value as an
existing object

Incorrect attribute value(s) specified Operation Failed Invalid Field
One or more of the specified objects Operation Failed Invalid Field
are not able to be used to derive a new

key

Trying to derive a new key with the Operation Failed Invalid Field

The particular Application Namespace

Operation Failed

Application Namespace

is not supported, and Application Data Not Supported
cannot be generated if it was omitted

from the client request

One or more of the objects is archived | Operation Failed Object Archived

The specified length exceeds the
output of the derivation method or
other cryptographic error during
derivation.

Operation Failed

Cryptographic Failure

The Key Value is not present on the
server

Operation Failed

Key Value Not Present

Table 311: Derive Key Errors-
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11.8 Certify

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Iltem Not Found

Object specified is not able to be
certified

Operation Failed

Permission Denied

The Certificate Request does not
contain a signed certificate request of
the specified Certificate Request Type

Operation Failed

Invalid Field

The particular Application Namespace

Operation Failed

Application Namespace

is not supported, and Application Data Not Supported
cannot be generated if it was omitted

from the client request

Object is archived Operation Failed Object Archived

Table 312: Certify Errors

11.9 Re-certify

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Item Not Found

Object specified is not able to be
certified

Operation Failed

Permission Denied

The Certificate Request does not
contain a signed certificate request of
the specified Certificate Request Type

Operation Failed

Invalid Field

Offset field is not permitted to be
specified at the same time as any of
the Activation Date or Deactivation
Date attributes

Operation Failed

Invalid Message

The particular Application Namespace

Operation Failed

Application Namespace

is not supported, and Application Data Not Supported
cannot be generated if it was omitted

from the client request

Object is archived Operation Failed Object Archived

Table 313: Re-certify Errors

11.10 Locate

Error Definition

Result Status

Result Reason

Non-existing attributes, attributes that
the server does not understand or
templates that do not exist are given in
the request

Operation Failed

Invalid Field
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Table 314: Locate Errors

11.11 Check

Error Definition

Result Status

Result Reason

Object does not exist

Operation Failed

Iltem Not Found

Object is archived

Operation Failed

Object Archived

Check cannot be performed on this
object

Operation Failed

lllegal Operation

The client is not allowed to use the
object according to the specified
attributes

Operation Failed

Permission Denied

Table 315: Check Errors

11.12 Get

Error Definition

Result Status

Result Reason

Object does not exist

Operation Failed

Item Not Found

Wrapping key does not exist

Operation Failed

Item Not Found

exists, but it is not a key

Object with Encryption Key Information

Operation Failed

lllegal Operation

exists, but it is not able to be used for
wrapping

Object with Encryption Key Information

Operation Failed

Permission Denied

Object with MAC/Signature Key
Information exists, but it is not a key

Operation Failed

lllegal Operation

Object with MAC/Signature Key
Information exists, but it is not able to
be used for MACing/signing

Operation Failed

Permission Denied

the desired Key Format Type and/or
Key Compression Type

Object exists but cannot be provided in

Operation Failed

Key Format Type and/or
Key Compression Type
Not Supported

Object exists and is not a Template,
but the server only has attributes for
this object

Operation Failed

lllegal Operation

Cryptographic Parameters associated
with the object do not exist or do not
match those provided in the
Encryption Key Information and/or
Signature Key Information

Operation Failed

Item Not Found

Object is archived

Operation Failed

Object Archived

the desired Encoding Option

Object exists but cannot be provided in

Operation Failed

Encoding Option Error

Encoding Option not permitted when

Operation Failed

Encoding Option Error
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Key Wrapping Specification contains
attribute names

Table 316: Get Errors

11.13 Get Attributes

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Iltem Not Found

The same Attribute Name is present
more than once

Operation Failed

Invalid Message

Obiject is archived

Operation Failed

Object Archived

Table 317: Get Attributes Errors

11.14 Get Attribute List

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Iltem Not Found

Object is archived

Operation Failed

Object Archived

Table 318: Get Attribute List Errors

11.15 Add Attribute

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Item Not Found

Attempt to add a read-only attribute

Operation Failed

Permission Denied

Attempt to add an attribute that is not
supported for this object

Operation Failed

Permission Denied

The specified attribute already exists

Operation Failed

lllegal Operation

New attribute contains Attribute Index

Operation Failed

Invalid Field

has

Trying to add a Name attribute with the
same value that another object already

Operation Failed

lllegal Operation

Trying to add a new instance to an

server limit on instances has been
reached

attribute with multiple instances but the

Operation Failed

Index Out of Bounds

The particular Application Namespace
is not supported, and Application Data
cannot be generated if it was omitted
from the client request

Operation Failed

Application Namespace Not
Supported
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Object is archived

Operation Failed

Object Archived

Table 319: Add Attribute Errors

11.16 Modify Attribute

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Iltem Not Found

A specified attribute does not exist (i.e.,
it needs to first be added)

Operation Failed

Invalid Field

No matching attribute instance exists

Operation Failed

Iltem Not Found

The specified attribute is read-only

Operation Failed

Permission Denied

Trying to set the Name attribute value
to a value already used by another
object

Operation Failed

lllegal Operation

The particular Application Namespace

Operation Failed

Application Namespace

is not supported, and Application Data Not Supported
cannot be generated if it was omitted

from the client request

Object is archived Operation Failed Object Archived

Table 320: Modify Attribute Errors

11.17 Delete Attribute

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Item Not Found

Attempt to delete a read-
only/REQUIRED attribute

Operation Failed

Permission Denied

No matching attribute instance exists

Operation Failed

Item Not Found

No attribute with the specified name
exists

Operation Failed

Item Not Found

Object is archived

Operation Failed

Object Archived

Table 321: Delete Attribute Errors
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11.18 Obtain Lease

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Iltem Not Found

The server determines that a new lease
is not permitted to be issued for the
specified cryptographic object

Operation Failed

Permission Denied

Obiject is archived

Operation Failed

Object Archived

Table 322: Obtain Lease Errors

11.19 Get Usage Allocation

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Iltem Not Found

Object has no Usage Limits attribute, or
the object is not able to be used for
applying cryptographic protection

Operation Failed

lllegal Operation

No Usage Limits Count is specified

Operation Failed

Invalid Message

Object is archived

Operation Failed

Object Archived

The server was not able to grant the
requested amount of usage allocation

Operation Failed

Permission Denied

Table 323: Get Usage Allocation Errors

11.20 Activate

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Item Not Found

Unique ldentifier specifies a template
or other object that is not able to be
activated

Operation Failed

lllegal Operation

Object is not in Pre-Active state

Operation Failed

Permission Denied

Object is archived

Operation Failed

Object Archived

Table 324: Activate Errors

kmip-spec-v1.3-cs01
Standards Track Work Product

Copyright © OASIS Open 2016. All Rights Reserved.

Page 187 of 221




11.21 Revoke

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Iltem Not Found

Revocation Reason is not recognized

Operation Failed

Invalid Field

Unique ldentifier specifies a template
or other object that is not able to be
revoked

Operation Failed

lllegal Operation

Obiject is archived

Operation Failed

Object Archived

Table 325: Revoke Errors

11.22 Destroy

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Item Not Found

Object exists, but has already been
destroyed

Operation Failed

Permission Denied

or Compromised state

Object is not in Pre-Active, Deactivated

Operation Failed

Permission Denied

Object is archived

Operation Failed

Object Archived

Table 326: Destroy Errors

11.23 Archive

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Item Not Found

Object is already archived

Operation Failed

Object Archived

Table 327: Archive Errors

11.24 Recover

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Item Not Found

Table 328: Recover Errors

11.25 Validate

Error Definition

Result Status

Result Reason

The combination of Certificate Objects

Operation Failed

Invalid Message

and Unigue Identifiers does not specify
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a certificate list

One or more of the objects is archived

Operation Failed

Object Archived

Table 329: Validate Errors

11.26 Query
N/A

11.27 Discover Versions
N/A

11.28 Cancel
N/A

11.29 Poll

Error Definition

Result Status

Result Reason

No outstanding operation with the
specified Asynchronous Correlation
Value exists

Operation Failed

Item Not Found

Table 330: Poll Errors

11.30 Encrypt

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Item Not Found

Object specified is not able to be used
for encryption

Operation Failed

Permission Denied

Cryptographic error during encryption

Operation Failed

Cryptographic Failure

Object is archived

Operation Failed

Object Archived

The Key Value is not present on the
server

Operation Failed

Key Value Not Present

No outstanding operation with the
specified Correlation Value exists

Operation Failed

Item Not Found

Table 331: Encrypt Errors

11.31 Decrypt
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Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Item Not Found

Object specified is not able to be used
for decryption

Operation Failed

Permission Denied

Cryptographic error during decryption

Operation Failed

Cryptographic Failure

Object is archived

Operation Failed

Object Archived

The Key Value is not present on the
server

Operation Failed

Key Value Not Present

No outstanding operation with the
specified Correlation Value exists

Operation Failed

Item Not Found

Table 332: Decrypt Errors

11.32 Sign

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Item Not Found

Object specified is not able to be used
for signing

Operation Failed

Permission Denied

Cryptographic error during signing

Operation Failed

Cryptographic Failure

Object is archived

Operation Failed

Object Archived

The Key Value is not present on the
server

Operation Failed

Key Value Not Present

No outstanding operation with the
specified Correlation Value exists

Operation Failed

Item Not Found

Table 333: Sign Errors

11.33 Signature Verify

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Item Not Found

Object specified is not able to be used
for signature verification

Operation Failed

Permission Denied

Cryptographic error during signature
verification

Operation Failed

Cryptographic Failure

Object is archived

Operation Failed

Object Archived

The Key Value is not present on the

Operation Failed

Key Value Not Present
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server

No outstanding operation with the
specified Correlation Value exists

Operation Failed

Item Not Found

Table 334: Signature Verify Errors

11.34 MAC

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Item Not Found

Object specified is not able to be used
for MACing

Operation Failed

Permission Denied

Cryptographic error during MACing

Operation Failed

Cryptographic Failure

Object is archived

Operation Failed

Object Archived

The Key Value is not present on the
server

Operation Failed

Key Value Not Present

No outstanding operation with the
specified Correlation Value exists

Operation Failed

Item Not Found

Table 335: MAC Errors

11.35 MAC Verify

Error Definition

Result Status

Result Reason

No object with the specified Unique
Identifier exists

Operation Failed

Item Not Found

Object specified is not able to be used
for MAC verification

Operation Failed

Permission Denied

Cryptographic error during MAC
verification

Operation Failed

Cryptographic Failure

Object is archived

Operation Failed

Object Archived

The Key Value is not present on the
server

Operation Failed

Key Value Not Present

No outstanding operation with the
specified Correlation Value exists

Operation Failed

Item Not Found

Table 336: MAC Verify Errors

11.36 RNG Retrieve

kmip-spec-v1.3-cs01
Standards Track Work Product

Copyright © OASIS Open 2016. All Rights Reserved.

28 July 2016
Page 191 of 221




Error Definition

Result Status

Result Reason

Cryptographic error during RNG
Retrieve

Operation Failed

Cryptographic Failure

Table 337: RNG Retrieve Errors

11.37 RNG Seed

Error Definition

Result Status

Result Reason

Cryptographic error during RNG Seed

Operation Failed

Cryptographic Failure

Table 338: RNG Seed Errors

11.38 HASH

Error Definition

Result Status

Result Reason

Cryptographic error during HASH

Operation Failed

Cryptographic Failure

No outstanding operation with the
specified Correlation Value exists

Operation Failed

Item Not Found

Table 339: HASH Errors

11.39 Create Split Key

Error Definition

Result Status

Result Reason

Object Type is not recognized

Operation Failed

Invalid Field

Templates that do not exist are given
in request

Operation Failed

Item Not Found

Incorrect attribute value(s) specified

Operation Failed

Invalid Field

Error creating cryptographic object

Operation Failed

Cryptographic Failure

Trying to set more instances than the
server supports of an attribute that
MAY have multiple instances

Operation Failed

Index Out of Bounds

Trying to create a new object with the
same Name attribute value as an
existing object

Operation Failed

Invalid Field

The particular Application Namespace
is not supported, and Application Data
cannot be generated if it was omitted
from the client request

Operation Failed

Application Namespace
Not Supported

Template object is archived

Operation Failed

Object Archived

Split Key Method not supported

Operation Failed

Invalid Field
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No object with the specified Unique
Identifier exists

Operation Failed

Iltem Not Found

Table 340: Create Split Key Errors

11.40 Join Split Key

Error Definition

Result Status

Result Reason

Object Type is not recognized

Operation Failed

Invalid Field

Templates that do not exist are given
in request

Operation Failed

Iltem Not Found

Incorrect attribute value(s) specified

Operation Failed

Invalid Field

Error creating cryptographic object

Operation Failed

Cryptographic Failure

Trying to set more instances than the
server supports of an attribute that
MAY have multiple instances

Operation Failed

Index Out of Bounds

Trying to create a new object with the
same Name attribute value as an
existing object

Operation Failed

Invalid Field

The particular Application Namespace

Operation Failed

Application Namespace

is not supported, and Application Data Not Supported
cannot be generated if it was omitted

from the client request

Template object is archived Operation Failed Object Archived

Number of Unique Identifiers given in
request is less than Split Key
Threshold

Operation Failed

Cryptographic Failure?

Split Key Method not supported

Operation Failed

Invalid Field

No object with the specified Unique
Identifier exists

Operation Failed

Item Not Found

One or more of the objects is archived

Operation Failed

Object Archived

Table 341: Join Split Key Errors

11.41 Batch Items

These errors MAY occur when a protocol message with one or more batch items is processed by the
server. If a message with one or more batch items was parsed correctly, then the response message
SHOULD include response(s) to the batch item(s) in the request according to the table below.

Error Definition

Action

Result Reason

Processing of batch item fails with
Batch Error Continuation Option set to
Stop

Batch item fails and Result
Status is set to Operation
Failed. Responses to batch
items that have already been

See tables above, referring
to the operation being
performed in the batch item
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processed are returned

normally. Responses to batch

items that have not been
processed are not returned.

that failed

Processing of batch item fails with
Batch Error Continuation Option set to
Continue

Batch item fails and Result
Status is set to Operation
Failed. Responses to other
batch items are returned
normally.

See tables above, referring
to the operation being
performed in the batch item
that failed

Processing of batch item fails with
Batch Error Continuation Option set to
Undo

Batch item fails and Result
Status is set to Operation
Failed. Batch items that had
been processed have been
undone and their responses
are returned with Undone
result status.

See tables above, referring
to the operation being
performed in the batch item
that failed

Table 342: Batch Items Errors
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12KMI P Server and Client | mplem
Conf or mance

12.1 KMIP Server Implementation Conformance

An implementation is a conforming KMIP Server if the implementation meets the conditions specified in
one or more server profiles specified in [KMIP-Prof].

A KMIP server implementation SHALL be a conforming KMIP Server.

If a KMIP server implementation claims support for a particular server profile, then the implementation
SHALL conform to all normative statements within the clauses specified for that profile and for any
subclauses to each of those clauses.

12.2 KMIP Client Implementation Conformance

An implementation is a conforming KMIP Client if the implementation meets the conditions specified in
one or more client profiles specified in [KMIP-Prof].

A KMIP client implementation SHALL be a conforming KMIP Client.

If a KMIP client implementation claims support for a particular client profile, then the implementation
SHALL conform to all normative statements within the clauses specified for that profile and for any
subclauses to each of those clauses.

kmip-spec-v1.3-cs01 28 July 2016
Standards Track Work Product Copyright © OASIS Open 2016. All Rights Reserved. Page 195 of 221



Appendix AAcknowl edgment s

The following individuals have participated in the creation of this specification and are gratefully
acknowledged:

Participants:
Warren Armstrong, QuintessencelLabs Pty Ltd.
Rinkesh Bansal, IBM
Lina Baquero, Fornetix
Jeff Bartell, Fornetix
Tom Benjamin, IBM
Anthony Berglas, Cryptsoft Pty Ltd.
Mathias Bjérkqvist, IBM
Todd Bottger, Oracle
Joseph Brand, Semper Fortis Solutions
Alan Brown, Thales e-Security
Robert Burns, Thales e-Security
Andrew Byrne, EMC
Hai-May Chao, Oracle
Chye-Lin Chee, Hewlett Packard Enterprise (HPE)
Tim Chevalier, NetApp
Kenli Chong, QuintessencelLabs Pty Ltd.
Justin Corlett, Cryptsoft Pty Ltd.
Tony Cox, Cryptsoft Pty Ltd.
Dinesh Dialani, SafeNet, Inc.
Michael Dong, Hewlett Packard Enterprise (HPE)
Alex Downey, Futurex
Kevin Driver, IBM
Stephen Edwards, Fornetix
James Espinoza, Futurex
Faisal Faruqui, Thales e-Security
Stan Feather, Hewlett Packard Enterprise (HPE)
David Featherstone, SafeNet, Inc.
Indra Fitzgerald, NetApp
Judith Furlong, EMC
Michael Gardiner, SafeNet, Inc.
Jonathan Geater, Thales e-Security
Susan Gleeson, Oracle
Saheem Granados, IBM
John Green, QuintessencelLabs Pty Ltd.
Robert Griffin, EMC
Robert Haas, IBM
Steve He, Vormetric, Inc.
Christopher Hiller, Hewlett Packard Enterprise (HPE)
Hao Hoang, Hewlett Packard Enterprise (HPE)
Tim Hudson, Cryptsoft Pty Ltd.
Michael Jenkins, National Security Agency
Mark Joseph, P6R, Inc.
Mahadev Karadigudda, NetApp
Jason Katonica, IBM
Tim Kelsey, Hewlett Packard Enterprise (HPE)
Stephen Kingston, SafeNet, Inc.
Kathy Kriese, Symantec Corp.
Leonardo Ladeira, SafeNet, Inc.
John Leiseboer, QuintessencelLabs Pty Ltd.

kmip-spec-v1.3-cs01 28 July 2016
Standards Track Work Product Copyright © OASIS Open 2016. All Rights Reserved. Page 196 of 221



Hal Lockhart, Oracle

Robert Lockhart, Thales e-Security

Martin Luther, Hewlett Packard Enterprise (HPE)
Jane Melia, QuintessencelLabs Pty Ltd.
Prashant Mestri, IBM

Trisha Paine, SafeNet, Inc.

John Peck, IBM

Michael Phillips, Dell

Rob Philpott, EMC

Stefan Pingel, EMC

Ajai Puri, SafeNet, Inc.

Saravanan Ramalingam, Thales e-Security
Bruce Rich, Cryptsoft Pty Ltd.

Warren Robbins, Dell

Peter Robinson, EMC

Rick Robinson, IBM

Saikat Saha, Oracle

Boris Schumperli, Cryptomathic

Greg Scott, Cryptsoft Pty Ltd.

Amit Sinha, SafeNet, Inc.

Noida Uttar Pradesh,

Radhika Siravara, Oracle

Curtis Smith, Futurex

Ryan Smith, Futurex

Amruta Soman, Cryptsoft Pty Ltd.

Gerald Stueve, Fornetix

Jim Susoy, P6R, Inc.

Peter Tsai, Vormetric, Inc.

Nathan Turajski, Hewlett Packard Enterprise (HPE)
Charles White, Fornetix

Steve Wierenga, Hewlett Packard Enterprise (HPE)
Thomas Xuelin, Watchdata Technologies Pte Ltd.
Krishna Yellepeddy, IBM

Magda Zdunkiewicz, Cryptsoft Pty Ltd.

Yuan Zhang, Watchdata Technologies Pte Ltd.
Joshua Zhu, Vormetric, Inc.

kmip-spec-v1.3-cs01 28 July 2016
Standards Track Work Product Copyright © OASIS Open 2016. All Rights Reserved. Page 197 of 221



Appendix B.At t r i b u t-Re fCaroesrnsc e

The following table of Attribute names indicates the Managed Object(s) for which each attribute applies.

This table is not normative.

At tri bute Name Managed Object
@© (&) () X > @®© o
o |- | ¥ () o (O |O
_ | = o |[X¥ | o >
- | = |0 |- C |+~ |© | O
— () — @© — — () -] X
= | E |= > |- |a | = | T
._ E o |- | — S o c | Qo
(0} > | > = o | o () o (O
O |ln o | o » | o O |a
Unique I dentifier X |X X X |X X X |X X
Na me X X X X X X X X X
Obj 8gpe X X X X |x |x |x |x X
Cryptographic Al gorit{x |X X X |X X X
Cryptographic Domain X X X
Cryptographic Length [x |X X X |X X X
Cryptographic Par amet|x |X X X |X X X
Certificate Type X X
Certificate I dentifi gx X
Certificate | ssuer X X
Certificate Length X X
Certificate Subject X X
Digital Signature Al gx X
Di gest X X X X |X X X
Operation Policy Namegx |X X X |X X X |X X
Cryptographic Usage NMx |X X X |X X X X
Lease Ti me X |X X X |X X X X
Usage Limits X |X X |x |x
State X |X X X |X X X
I nitial Dat e X X X X |X X X |X X
Activation Date X X X X X X X X
Process Start Dat e X X X
Protect Stop Date X X X
Deactivation Dat e X X X X X X X X X
Destroy Date X X X X X X X X
Compromi se Occurrencex X X X |X X |X X
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Compromi se Dat e

Revocation Reason

Archi ve Dat e

X | X | X | X
X | X | X | X

Object Group

Fresh

Link
Applicati bnf 8pmatf on

Contact I nformati on

Last Change Date
Custom Attribute

X | X | X | X | X | X | X | X | X |X|X
X | X | X | X | X | X | X | X | X |X|X
X | X | X | X | X | X | X | X | X |X|X

X | X | X | X | X
X | X | X | X | X

Al ternative Name

Key Value Present

Key Value Location

X | X | X | X | X | X | X | X [X | X | X |X|X|X
X | X [ X | X [ X | X | X | X [ X | X | X |X|X|X
X | X | X | X [ X | X | X | X [X | X | X |X|X|X

X | X | X | X | X | X | X | X |X

Ori g€Cmedti on Dat e X

Table 343: Attribute Cross-reference
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AppendixC.Tag CHRederence

This table is not normative.

Object Defined Type Notes
Activation Dat e 3.24 DatTe me

Application Data|3. 36 Text Stri
Application Names3. 36 Text Stri
Application Speci3. 36 Structur €

Archive Dat e 3.32 DatTed me

Asynchronous Cor n6. 8 Byte gStri
Asynchronous I ndi6. 7 Bool ean

Attribute 2.1.1 Structur €

Attribute I ndex 2.1.1 I nteger

Attri bute Name 2.1.1 Text Stri

Attribute Value 2.1.1 * type varies
Aut hentication 6.6 Structur €

Batch Count 6. 14 I nteger

Batch Error Conti6. 193 1. 3. 2. Enumer at:i

Batch | tem 6. 15 Structur €

Batch Order Opti¢g. 12 Bool ean

Bl ock Cipher Mode3. 8. 1.3.2. 1Enumerat.

Cancell ation Resi4.297.1.3.2.Enumer ati
Certificate 2.2.1 Structur €
Certificate I dent3. 13 Structuresgrrpfsci?ofid a
Certificate | ssue€e3. 13 Structuresgrp;iegitifjl
Certificate | ssue3. 15 Text Strisgrp;iegﬁtigl
Certificate Lengt3. 9 I nteger

Certificate Reque¢., 7. 8 Byte Stri
Certificate Requé¢.,Z2.,8. 1. 3. 2Enumer ati
Certificate Seri .9 Byte Stri
Certificate Subje3. 14 Structuresgfgiegitifjl
Certificate Subje3. 14 Text Strisgfgiegﬁtifjl
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Object Defined Type Notes
Certificate Typel|2.2318. 1. 3. Enumer ati
Certificate Value€g. 2.1 Byte Stri

Common TeMpt aitkkuti2. 1. 8 Structur €
Compro@®tcserrence 3.29 DatTe me
Compromi se Date 3.30 DatTe me

Contact I nformati3. 37 Text Stri
Credenti al 2.1.2 Structur e
Credential Type 2.1921.3.2.[Enumer ati
Credential Valwue |2.1.2 * type varies
Criticality Indiew. 16 Bool ean

CRT Coefficient 2.1.7 Big Integd
Cryptographic Al ¢3.,8.3..2.13 |[Enumer ati
Cryptographic Lend3. 5 I nteger
Cryptographic Pand3. 6 Structur €
Cryptogr ggehiMasWs 3. 199. 1. 3. 3. |l nteger Bit mask
Custom Attribute|3.39 * type varies
D 2.1.7 Big Integd
Deactivaeion Da 3.27 DatTe me
Derivation Dat a 4. 6 Byte Stri
Derivation Metho¢.8.1.3.2.2Enumerat:i
Derivation Param¢. 6 Structur €
Destroy Dat e 3.28 DatTe me

Device I dentifien2. 1. Text Stri

Device Seri al Nurn2. 1. Text Stri

Di gest 3.17 Structur €

Digest Value 3.17 Byte Stri

Digital Signatur €. 16 Enumer ati
Encoding Option 2.1251961. 3 Enumer ati
Encryption Key [ 12.1.5 Structur €
Extension Informé.1.9 Structur €
Extension Name 2.1.9 Text Stri
Extension Tag 2.1.9 I nteger
Extension Type 2.1.9 I nteger
Extensions 9.1.3

Fresh 3. 34 Bool ean

G 2.1.7 Big I ntegd
Hashing Al gorithn3.,8.197. 1. 3. Enumer at:i

I nitial Date 3.23 DatTed me
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Object Defined Type Notes
I nitialization Ved. 6 Byte Stri
| ssuer 3.13 Text Strisgfgiegﬁti_dl
| ssuer iAlet eNanmaet 3.12 Byte Stri
| ssuer Distinguis3.12 Byte Stri
Iteration Count 4. 6 I nteger

| V/ Counter/ Noncel|2. 1.5 Byte Stri
J 2.1.7 Big Integd
Key 2.1.7 Byte Stri
Key Bl ock 2.1.3 Structur €
Key Compression 79.1.3.2.2 Enumer atii
Key Format Type 2.1941. 3. 2.[Enumer ati
Key Material 2.1241. 7 g%’ﬁﬁcf’h:;
Key Part I dentifi2.2.5 I nteger
Key Role Type ,8.1.3.2 Enumer ati
Key Value 2.4 . ggiﬁctstj:le
Key Wrapping Datdg2. 1. Structur €
Key Wrapping Spe¢. 1. Structur €
Last Cbanhge 3.38 DatTe me
Lease Ti me 3.20 I nterval
Link 3.35 Structur €
Link Type 3.3%.1.3.2.Enumerati.i
Linked Object 1 de¢3. 35 Text Stri
MAC/ Signatur e 2. 1. Byte Stri
MAC/ Signature Key2. 1. Text Stri
Machine I denti fi €. 1. Text Stri
Maxi mum 1|t ems 4.9 I nteger
Maxum Response Si6. 3 I nteger
Media I dentifier |2.1.2 Text Stri
Message Extensione. 16 Structur e
Modul us 2.1.7 Big I ntegd
Name 3.2 Structur €
Name Type 3.,2.1.3.2 Enumer ati
Name Val ue 3.2 Text Stri
Network Il dentifieg. 1.2 Text Stri
Object Group 3.33 Text Stri
Object Group Memid. 9 Enumer ati
Object Type 3.,8.1.3.2 Enumer ati
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Object Type
Of fset I nterval
Opaque Data Type Enumer ati

Byte Stri

Opa

ue Object

Structur €

Operatio

q

Opaque Data Val ue
q
r

n

Enumer at i

Operatio

n Policy

Text Stri

P 7 Big Integ
Password .2 Text Stri
Padding Met hod , 8. 1. Enumer ati
Pri me Exponent P .7 Big I ntegd
Pri me Exponent Q .7 Big Integd
Prime Field Size . 5 Big I ntegd
Private Exponent .7 Big Integd
Private Key . 4 Structur €
Private KeAt tTempl . 8 Structur €
Private Key Uni ql Text Stri
Process Start Dat DatTd me

Protect Stop Dat ¢ DatTe me

Protocol Ver si on Structur €
Protocol Version I nteger

Protocol nmer si on I nteger

Public Exponent Big Inted

Public Key

Structur €

Publ i c KeyAtTermpblus

Structur €

Publ i tdtnKgue | dent

Text Stri

Put Function . Enumer ati
Q Big Integd
Q String Byte Stri
Ql engt h I nteger

Query Function 29. 1. 3 Enumer ati
Recommended Cur v ¢ Enumer ati
Repl aced Uni que | Text Stri
Request Header Structur e
Request Message Structur e
RequPayl oad , Structur €
Response Header Structur e
Response Message Structur e
Response Payl oad 7. Structur €

A ININPA N INOAOIDNPDRIOINDNINOBRRINDNDNOO OIOWIW[AININDNININININWINIDNWO DNDN
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Object Defined Type Notes
Result Message 6. 11 Text Stri

Result Reason 6. 190. 1. Enumer ati

Result Status 6.,9.1.3 Enumer atii
Revocation Messa¢3. 31 Text Stri
Revocation Reasorn3. 31 Structur e
Revocatasoonn RRode 3. 391 1. Enumer ati

Salt 4. 6 Byte Stri

Secret Dat a 2. 2. Structur e

Secret Data Type |2.29.71 Enumer ati

Seri al Number 3.13 Text Strisgfgiegﬁti_dl
Server I nformati¢d. 25 Structuregggifl??i ve
Split Key 2. 2. Structur e

Split Key Method|2. 2951 Enumer at. i

Split Key Parts 2. 2. I nteger

Split Key Threshgq. 2. I nteger

St at e 3.292 1. Enumer ati
Storage Status M., 9.1.3 I nteger Bit mask
Subject Alternati3. 11 Byte Stri

Subject Distingui3d3. 11 Byte Stri
Symmetr Key 2. 2. Structur e

Templ at e 2. 2. Structur €

Temp lAattter i but e 2. 1. Structur €

Ti me St amp 6.5 DatTe me
Transparent* 2.1.7 Structur e

Unique I dentifiend3. 1 Text Stri

Uni que Batch 1tene. 4 Byte Stri

User name 2.1.2 Text Stri

Usage Limits 3.21 Structur €

Usage Limits Cournd3. 21 Long I nte

Usage Limits Toteg3. 21 Long I nt e

Usage Limits Unit3. 21 Enumer ati
Val i dity Date 4. 24 DatTed me

Vaildity I ndicator|4. 294 1 Enumdroant

Vendor Extension 6. 16 Structuregggiie]?;{i Ve
Vendor Il dentificégd. 265 16 Text Stri

Wr apping Met hod 2.1951. Enumer ati

X 2.1.7 Big Inted
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Object Defined Type Notes
X. 509 Certificate3. 9 Structur €
X. 509 Certificated. 12 Structur €
X. 509 Certificates. 11 Structur €
Y 2.1.7 Big Integd

Table 344: Tag Cross-reference
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Appendix D.Oper ati ons and-Rélbjeeemnc@r

The following table indicates the types of Managed Obiject(s) that each Operation accepts as input or
provides as output. This table is not normative.

Operation Managed Objects
(&S] >

g |5 € |, |&g |2 o |3

£ £ 2 5 po a | @ 235 | ¥

5 |53 |3 |28|3 |5 |8R|&%5 |G

O " x o o XY n = n 0 (ONe®] o
Create N/A Y N/A N/A N/A Y N/A N/A N/A
Create Key Pair | N/A N/A Y Y N/A Y N/A N/A N/A
Register Y Y Y Y Y Y Y Y Y
Re-key N/A Y N/A N/A N/A Y N/A N/A N/A
Re-key Key Pair | N/A N/A Y Y N/A Y N/A N/A N/A
Derive Key N/A Y N/A N/A N/A Y Y N/A N/A
Certify Y N/A Y N/A N/A Y N/A N/A Y
Re-certify Y N/A N/A N/A N/A Y N/A N/A Y
Locate Y Y Y Y Y Y Y Y Y
Check Y Y Y Y Y N/A Y Y Y
Get Y Y Y Y Y Y Y Y Y
Get Attributes Y Y Y Y Y Y Y Y Y
Get Attribute List | Y Y Y Y Y Y Y Y Y
Add Attribute Y Y Y Y Y Y Y Y Y
Modify Attribute Y Y Y Y Y Y Y Y Y
Delete Attribute | Y Y Y Y Y Y Y Y Y
Obtain Lease Y Y Y Y Y N/A Y N/A Y
Get Usage N/A Y Y Y N/A N/A N/A N/A N/A
Allocation
Activate Y Y Y Y Y N/A Y N/A Y
Revoke Y Y N/A Y Y N/A Y Y
Destroy Y Y Y Y Y Y Y Y Y
Archive Y Y Y Y Y Y Y
Recover Y Y Y Y Y Y Y Y Y
Validate Y N/A N/A N/A N/A N/A N/A N/A Y
Query N/A N/A N/A N/A N/A N/A N/A N/A N/A
Cancel N/A N/A N/A N/A N/A N/A N/A N/A N/A
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Managed Objects

Operation

) o >

— e ()

8 o X o q>;‘ % [} - 5

= £ o = X = [ 20 X

5 |E3 |5 |23|% |5 |8F|&% |G

O h XY a Ix | 0 e nwo | 00 a
Poll N/A N/A N/A N/A N/A N/A N/A N/A N/A
Notify N/A N/A N/A N/A N/A N/A N/A N/A N/A
Put Y Y Y Y Y Y Y Y Y
Discover N/A N/A N/A N/A N/A N/A N/A N/A N/A
Versions

Table 345: Operation and Object Cross-reference
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Appendix ECAcr ony ms

The following abbreviations and acronyms are used in this document:

3DES - Triple Data Encryption Standard specified in ANSI X9.52

AES - Advanced Encryption Standard specified in [FIPS197]FIPS 197
ASN.1 - Abstract Syntax Notation One specified in ITU-T X.680

BDK - Base Derivation Key specified in ANSI X9 TR-31

CA - Certification Authority

CBC - Cipher Block Chaining

CCM - Counter with CBC-MAC specified in [SP800-38C]

CFB - Cipher Feedback specified in [SP800-38A]

CMAC - Cipher-based MAC specified in [SP800-38B]

CMC - Certificate Management Messages over CMS specified in [RFC5272]
CMP - Certificate Management Protocol specified in [RFC4210]

CPU - Central Processing Unit

CRL - Certificate Revocation List specified in [RFC5280]

CRMF - Certificate Request Message Format specified in [RFC4211]

CRT - Chinese Remainder Theorem

CTR - Counter specified in [SP800-38A]

CVK - Card Verification Key specified in ANSI X9 TR-31

DEK - Data Encryption Key

DER - Distinguished Encoding Rules specified in ITU-T X.690

DES - Data Encryption Standard specified in FIPS 46-3

DH - Diffie-Hellman specified in ANSI X9.42

DNS - Domain Name Server

DSA - Digital Signature Algorithm specified in FIPS 186-3

DSKPP - Dynamic Symmetric Key Provisioning Protocol

ECB - Electronic Code Book

ECDH - Elliptic Curve Diffie-Hellman specified in [X9.63][SP800-56A]
ECDSA - Elliptic Curve Digital Signature Algorithm specified in [X9.62]
ECMQV - Elliptic Curve Menezes Qu Vanstone specified in [X9.63][SP800-56A]
FFC - Finite Field Cryptography

FIPS - Federal Information Processing Standard

GCM - Galois/Counter Mode specified in [SP800-38D]

GF - Galois field (or finite field)

HMAC - Keyed-Hash Message Authentication Code specified in [FIPS198-1][RFC2104]
HTTP - Hyper Text Transfer Protocol
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HTTP(S)
IEEE
IETF

IP
IPsec
v

KEK
KMIP
MAC
MKAC
MKCP
MKDAC
MKDN
MKOTH
MKSMC
MKSMI
MD2
MD4
MD5
NIST
OAEP
OFB
PBKDF2
PCBC
PEM
PGP
PKCS
PKCS#1
PKCS#5
PKCS#8

PKCS#10

POSIX
RFC
RSA
RNG
SCEP
SCVP
SHA

- Hyper Text Transfer Protocol (Secure socket)

- Institute of Electrical and Electronics Engineers
- Internet Engineering Task Force

- Internet Protocol

- Internet Protocol Security

- Initialization Vector

- Key Encryption Key

- Key Management Interoperability Protocol

- Message Authentication Code

- EMV/chip card Master Key: Application Cryptograms specified in ANSI X9 TR-31
- EMV/chip card Master Key: Card Personalization specified in ANSI X9 TR-31
- EMV/chip card Master Key: Data Authentication Code specified in ANSI X9 TR-31

- EMV/chip card Master Key: Dynamic Numbers specified in ANSI X9 TR-31

- EMV/chip card Master Key: Other specified in ANSI X9 TR-31

- EMV/chip card Master Key: Secure Messaging for Confidentiality specified in X9 TR-31

- EMV/chip card Master Key: Secure Messaging for Integrity specified in ANSI X9 TR-31

- Message Digest 2 Algorithm specified in [RFC1319]
- Message Digest 4 Algorithm specified in [RFC1320]
- Message Digest 5 Algorithm specified in [RFC1321]

- National Institute of Standards and Technology

- Optimal Asymmetric Encryption Padding specified in [PKCS#1]

- Output Feedback specified in [SP800-38A]

- Password-Based Key Derivation Function 2 specified in [RFC2898]

- Propagating Cipher Block Chaining

- Privacy Enhanced Mail specified in [RFC1421]
- OpenPGP specified in [RFC4880]

- Public-Key Cryptography Standards

- RSA Cryptography Specification Version 2.1 specified in [RFC3447]

- Password-Based Cryptography Specification Version 2 specified in [RFC2898]

- Private-Key Information Syntax Specification Version 1.2 specified in [RFC5208]

- Certification Request Syntax Specification Version 1.7 specified in [RFC2986]

- Portable Operating System Interface

- Request for Comments documents of IETF

- Rivest, Shamir, Adelman (an algorithm)

- Random Number Generator

- Simple Certificate Enrollment Protocol

- Server-based Certificate Validation Protocol

- Secure Hash Algorithm specified in FIPS 180-2
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SP - Special Publication

SSL/TLS - Secure Sockets Layer/Transport Layer Security

S/MIME - Secure/Multipurpose Internet Mail Extensions

TDEA - see 3DES

TCP - Transport Control Protocol

TTLV - Tag, Type, Length, Value

URI - Uniform Resource Identifier

uTC - Coordinated Universal Time

UTF-8 - Universal Transformation Format 8-bit specified in [RFC3629]

XKMS - XML Key Management Specification

XML - Extensible Markup Language

XTS - XEX Tweakable Block Cipher with Ciphertext Stealing specified in [SP800-38E]
X.509 - Public Key Certificate specified in [RFC5280]

ZPK - PIN Block Encryption Key specified in ANSI X9 TR-31
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