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 TNC MAP Content Authorization  
http://www.trustedcomputinggroup.org/resources/tnc_map_content_authorization 

Abstract: 
This specification defines a profile for the use of XACML in expressing policies for TCG TNC 
Metadata Access Points (MAP). It defines standard attribute identifiers useful in such policies, in 
which a MAP utilizes an XACML PDP to make MAP content authorization decisions.  

Status: 
This document was last revised or approved by the OASIS eXtensible Access Control Markup 
Language (XACML) TC on the above date. The level of approval is also listed above. Check the 
“Latest version” location noted above for possible later revisions of this document. 

Technical Committee members should send comments on this specification to the Technical 
Committee’s email list. Others should send comments to the Technical Committee by using the 
“Send A Comment” button on the Technical Committee’s web page at http://www.oasis-
open.org/committees/xacml/. 

For information on whether any patents have been disclosed that may be essential to 
implementing this specification, and any offers of patent licensing terms, please refer to the 
Intellectual Property Rights section of the Technical Committee web page (http://www.oasis-
open.org/committees/xacml/ipr.php). 

Citation format: 

When referencing this specification the following citation format should be used: 

[xacml-map-authz-v1.0] 

XACML MAP Authorization Profile Version 1.0. 14 November 2013.Edited by Richard Hill, John 
Tolbert, and Steve Legg. 07 April 2014. OASIS Committee Specification Draft 01 / Public Review 
Draft 01.01. http://docs.oasis-open.org/xacml/xacml-map-authz/v1.0/cs01/xacml-map-authz-v1.0-
cs01.html. Latest version: http://docs.oasis-open.org/xacml/xacml-map-authz/v1.0/xacml-map-
authz-v1.0.html.  
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Notices 
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Property Rights Policy (the "OASIS IPR Policy"). The full Policy may be found at the OASIS website. 

This document and translations of it may be copied and furnished to others, and derivative works that 
comment on or otherwise explain it or assist in its implementation may be prepared, copied, published, 
and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice 
and this section are included on all such copies and derivative works. However, this document itself may 
not be modified in any way, including by removing the copyright notice or references to OASIS, except as 
needed for the purpose of developing any document or deliverable produced by an OASIS Technical 
Committee (in which case the rules applicable to copyrights, as set forth in the OASIS IPR Policy, must 
be followed) or as required to translate it into languages other than English. 

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors 
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This document and the information contained herein is provided on an "AS IS" basis and OASIS 
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY 
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY 
OWNERSHIP RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A 
PARTICULAR PURPOSE. 

OASIS requests that any OASIS Party or any other party that believes it has patent claims that would 
necessarily be infringed by implementations of this OASIS Committee Specification or OASIS Standard, 
to notify OASIS TC Administrator and provide an indication of its willingness to grant patent licenses to 
such patent claims in a manner consistent with the IPR Mode of the OASIS Technical Committee that 
produced this specification. 

OASIS invites any party to contact the OASIS TC Administrator if it is aware of a claim of ownership of 
any patent claims that would necessarily be infringed by implementations of this specification by a patent 
holder that is not willing to provide a license to such patent claims in a manner consistent with the IPR 
Mode of the OASIS Technical Committee that produced this specification. OASIS may include such 
claims on its website, but disclaims any obligation to do so. 

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that 
might be claimed to pertain to the implementation or use of the technology described in this document or 
the extent to which any license under such rights might or might not be available; neither does it 
represent that it has made any effort to identify any such rights. Information on OASIS' procedures with 
respect to rights in any document or deliverable produced by an OASIS Technical Committee can be 
found on the OASIS website. Copies of claims of rights made available for publication and any 
assurances of licenses to be made available, or the result of an attempt made to obtain a general license 
or permission for the use of such proprietary rights by implementers or users of this OASIS Committee 
Specification or OASIS Standard, can be obtained from the OASIS TC Administrator. OASIS makes no 
representation that any information or list of intellectual property rights will at any time be complete, or 
that any claims in such list are, in fact, Essential Claims. 

The name "OASIS" is a trademark of OASIS, the owner and developer of this specification, and should be 
used only to refer to the organization and its official outputs. OASIS welcomes reference to, and 
implementation and use of, specifications, while reserving the right to enforce its marks against 
misleading uses. Please see https://www.oasis-open.org/policies-guidelines/trademark for above 
guidance. 

 

https://www.oasis-open.org/policies-guidelines/ipr
https://www.oasis-open.org/
https://www.oasis-open.org/policies-guidelines/trademark


xacml-map-authz-v1.0-cs01  07 April 2014 
Standards Track Work Product Copyright © OASIS Open 2014. All Rights Reserved. Page 4 of 28 

Table of Contents 

1 Introduction ........................................................................................................................................... 5 

1.1 Overview (non-normative) .................................................................................................................. 5 

1.2 Glossary .............................................................................................................................................. 8 

1.3 Terminology ...................................................................................................................................... 10 

1.4 Normative References ...................................................................................................................... 10 

1.5 Non-Normative References .............................................................................................................. 10 

2 Profile ................................................................................................................................................. 11 

2.1 Subject Attributes .............................................................................................................................. 11 

2.1.1 Role ........................................................................................................................................... 11 

2.1.2 Task ........................................................................................................................................... 11 

2.2 Resource Attributes .......................................................................................................................... 12 

2.2.1 Overview .................................................................................................................................... 12 

2.2.2 Metadata-Type .......................................................................................................................... 12 

2.2.3 Identifier-Type............................................................................................................................ 12 

2.2.4 Is-Map-Client-Identifier .............................................................................................................. 13 

2.2.5 Is-Self-Identifier ......................................................................................................................... 14 

2.2.6 On-Link ...................................................................................................................................... 14 

2.2.7 Metadata-Attribute ..................................................................................................................... 15 

2.2.8 Identifier Attribute ...................................................................................................................... 16 

2.3 Action Attributes ................................................................................................................................ 17 

2.3.1 Action-Id .................................................................................................................................... 17 

2.3.2 Request-Type ............................................................................................................................ 18 

2.3.3 Purge-Own-Metadata ................................................................................................................ 18 

2.3.4 Publish-Request-Subtype .......................................................................................................... 19 

2.4 Environment Attributes ..................................................................................................................... 19 

2.4.1 Dry-Run ..................................................................................................................................... 19 

2.5 Obligation Caching ........................................................................................................................... 20 

2.5.1 Overview .................................................................................................................................... 20 

2.5.2 Maximum-Policy-Lag ................................................................................................................. 20 

3 Profile Identifier ................................................................................................................................... 21 

4 Conformance ...................................................................................................................................... 23 

4.1 Overview ........................................................................................................................................... 23 

4.2 Attribute Identifiers ............................................................................................................................ 23 

4.3 Attribute Values ................................................................................................................................ 24 

Appendix A. Acknowledgements ........................................................................................................... 25 

Appendix B. Revision History ................................................................................................................ 28 

 

 



xacml-map-authz-v1.0-cs01  07 April 2014 
Standards Track Work Product Copyright © OASIS Open 2014. All Rights Reserved. Page 5 of 28 

1 Introduction 1 

1.1 Overview (non-normative) 2 

1  3 

{Non-normative} 4 

The Trusted Computing Group (TCG) provides vendor-neutral standards through the Trusted Network 5 
Connect (TNC) Working Group for Network Access Controls (NAC). TNC defines an open architecture 6 
and interfaces for NAC, in which the IF-MAP interface is most relevant to the context of this profile. The 7 
IF-MAP protocol allows devices to publish, subscribe and search data events through a Metadata Access 8 
Point (MAP) server (see figure 1).  The MAP server stores state information about devices, users, and 9 
flows in a network (see figure 2) and automatically aggregates, correlates, and distributes data to and 10 
from IF-MAP enabled devices on a network. TNC also provides an authorization model for the MAP that 11 
provides access control to metadata and constrains which operations an IF-a MAP cClient can perform 12 
[TNC-MAP-Authz]. The TNC MAP authorization model defines the use of an XACML Policy Decision 13 
Point (PDP) when making MAP access control decisions. This profile describes attributes for such 14 
decisions between the MAP server and the XACML PDP and is based on, and aligned with [TNC-MAP-15 
Authz]. All examples in [xacml-map-authz-v1.0] are non-normative. 16 

 17 
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 18 
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 19 

Figure 1: Example MAP – XACML scenario 20 
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 21 

Figure 2: Example labeled graph representation of an IF-MAP data model 22 

 23 

1.11.2 Glossary 24 

Administrative-Domain 25 

A string value defined by an organization as an optional qualifier to prevent name conflicts and 26 
can be used to group identifiers. 27 

Content Selector 28 

A MAP server resource attribute filter that controls which parts of a metadata item or identifier are 29 
used as XACML request attributes. 30 

Extended Identifier 31 

One of two classes of identifier that is defined in an external schema, which allow vendors and 32 
other standards to extend the identifier space for new applications and use cases for IF-MAP. 33 

IF-MAP 34 

The Interface for Metadata Access Points (IF-MAP) is an element of the TNC architecture that 35 
specifies a standard interface between a MAP and other elements of the TNC architecture. 36 
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IF-MAP Request 37 

A message sent from a MAP client to a MAP server using the IF-MAP standard client/server 38 
protocol. Also see [TNC-MAP-Authz, Section 2.2.3 IF-MAP Requests]. 39 

Identifier 40 

An identifier is an XML element, in which the IF-MAP interface specification defines a set of 41 
identifiers, or namespace that can be used to reference metadata items and represents a globally 42 
unique label of a node within the undirected, labeled graph representation of the IF-MAP data 43 
model.  44 

Link 45 

Within the undirected, labeled graph representation of the IF-MAP data model, links represent the 46 
graph’s edges and contains information about the relationship between two identifiers. 47 

MAP 48 

Metadata Access Point (MAP) is a server that provides device, user, and network flow state 49 
information to IF-MAP cClients. 50 

MAP Client 51 

A client to a MAP server [TNC-MAP-Authz, Section 2.2.2 MAP Client]. 52 

Metadata Item 53 

A metadata item is an XML element which is the basic unit of content that can be attached to 54 
identifiers or links within the undirected, labeled graph representation of the IF-MAP data model. 55 

NAC 56 

Network Access Control. A unified set of network technologies and protocols to provide policy 57 
based network access controls. 58 

Original Identifier 59 

One of two classes of identifier for network-oriented elements. The 5 original identifier types are: 60 
access-request, device, identity, ip-address, and mac-address. 61 

PEP 62 

Policy enforcement point as defined in [XACML3]. 63 

PIP 64 

Policy information point as defined in [XACML3]. 65 

purgePublisher 66 

A purgePublisher request is sent by a MAP client and is typically used to remove its own 67 
published data from the MAP server.  68 

publisher-id 69 

A publisher-id is an attribute of a metadata item that indicates which IF-MAP cClient published the 70 
metadata to the MAP server.  71 

Publish Request Subtype 72 

Each publish request is a sequence of operations. Each operation has a publish subtype update, 73 
notify or delete. 74 

Self-Identifier 75 

A MAP client’s identity identifier with the administrative-domain “ifmap:client”. 76 

TCG 77 

Trusted Computing Group is a standards organization that defines and promotes open, vendor-78 
neutral standards for trusted computing platforms. 79 
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TNC 80 

Trusted Network Connect is a working group of TCG that defines open architecture protocol 81 
specifications for network endpoint integrity and security. 82 

Top-level attribute 83 

An XML attribute of the root element of an XML document. Metadata items and extended 84 
identifiers are expressed in XML documents. 85 

1.21.3 Terminology 86 

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD 87 
NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described 88 
in [RFC2119]. 89 

1.31.4 Normative References 90 

[RFC2119] S. Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels, , 91 
IETF", BCP 14, RFC 2119, March 1997. http://www.ietf.org/rfc/rfc2119.txt. 92 

 93 

      [TNC-IF-MAP] TNC IF-MAP Binding for SOAP, version 2.1 94 

 http://www.trustedcomputinggroup.org/resources/tnc_ifmap_binding_for_soap_s95 
pecification  96 

 97 

      [TNC-MAP-Authz] MAP Content Authorization, version 1.0 98 

                           http://www.trustedcomputinggroup.org/resources/tnc_map_content_authorization  99 

 100 

[XACML3] OASIS Standard, "eXtensible Access Control Markup Language (XACML) 101 
Version 3.0", January 2013. http://docs.oasis-open.org/xacml/3.0/xacml-3.0-core-102 
spec-en.doc 103 

 104 
[XACML2] OASIS Standard, "eXtensible Access Control Markup Language (XACML) 105 

Version 2.0", February 2005.  http://docs.oasis-106 
open.org/xacml/2.0/access_control-xacml-2.0-core-spec-os.pdf 107 

 108 
[XACML1] OASIS Standard, "eXtensible Access Control Markup Language (XACML) 109 

Version 1.0", February 2003.   http://www.oasis-110 
open.org/committees/download.php/2406/oasis-xacml-1.0.pdf 111 

 112 
[XMLSCHEMA11-2] D. Peterson, S. , A. Malhotra, M. , H. S. Thompson, P. V. Biron, Editors, W3C 113 

Recommendation, 5 April 2012, http://www.w3.org/TR/2012/REC-xmlschema11-114 
2-20120405/ . Latest version available at http://www.w3.org/TR/xmlschema11-2/  115 

1.41.5 Non-Normative References 116 

 [XACMLIntro] OASIS XACML TC, A Brief Introduction to XACML, 14 March 2003, 117 
http://www.oasis-118 
open.org/committees/download.php/2713/Brief_Introduction_to_XACML.html 119 

 120 

 121 

 122 

http://www.trustedcomputinggroup.org/resources/tnc_ifmap_binding_for_soap_specification
http://www.trustedcomputinggroup.org/resources/tnc_ifmap_binding_for_soap_specification
http://www.trustedcomputinggroup.org/resources/tnc_map_content_authorization
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http://docs.oasis-open.org/xacml/2.0/access_control-xacml-2.0-core-spec-os.pdf
http://www.oasis-open.org/committees/download.php/2406/oasis-xacml-1.0.pdf
http://www.oasis-open.org/committees/download.php/2406/oasis-xacml-1.0.pdf
http://www.oasis-open.org/committees/download.php/2713/Brief_Introduction_to_XACML.html
http://www.oasis-open.org/committees/download.php/2713/Brief_Introduction_to_XACML.html
http://www.oasis-open.org/committees/download.php/2713/Brief_Introduction_to_XACML.html
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2 Profile 123 

2.1 Subject Attributes 124 

2.1.1 Role 125 

The IF-MAP cClient role values shallMUST be designated with the following attribute identifier: 126 

urn:oasis:names:tc:xacml:3.0:if-map:content:subject:role 127 

The DataType of this attribute is http://www.w3.org/2001/XMLSchema#string.  128 

[XMLSCHEMA11-2].  129 

This attribute shallMUST denote the role assigned to the MAP client’s session and MUST be omitted if 130 
the session has no roles. Role names beginning with “ifmap:” or “tcg:” are reserved and MUST only be 131 
used in accordance to the TCG specifications. Please see the TCG MAP Content Authorizationwith [TNC-132 
MAP-Authz]. The [TNC-MAP-Authz] specification for a list of pre-defined roles, as well as roles derived 133 
from metadata, LDAP groups or certificates. It is RECOMMENDED to use URNs when defining roles to 134 
avoid role conflicts. 135 

 136 

Example 1 137 

The following is an example of a role attribute in which the IF-MAP cClient is a TNC Flow Controller, 138 
such as a firewall, in a target match: 139 

<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 140 
  <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string" 141 
    >tcg:flow-controller</AttributeValue> 142 
  <AttributeDesignator 143 
    MustBePresent="false" 144 
    Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject" 145 
    AttributeId="urn:oasis:names:tc:xacml:3.0:if-map:content:subject:role" 146 
    DataType="http://www.w3.org/2001/XMLSchema#string"/> 147 
</Match> 148 

 149 

2.1.2 Task 150 

The IF-MAP cClient task values shallMUST be designated with the following attribute identifier: 151 

urn:oasis:names:tc:xacml:3.0:if-152 
map:content:subject:task:RELATIONSHIP:IDENTIFIER-TYPE 153 

The DataType of this attribute is http://www.w3.org/2001/XMLSchema#string.  154 

[XMLSCHEMA11-2].  155 

This attribute shallMUST denote the task assigned to the MAP client. Both RELATIONSHIP and 156 
IDENTIFIER-TYPE MUST be URL-encoded. 157 

 158 

Example 2 159 

The following is an example of an attribute identifier: 160 

urn:oasis:names:tc:xacml:3.0:if-map:content:subject:task:member-161 
of:http%3A//www.trustedcomputinggroup.org/2010/IFMAP-ICS-162 
METADATA/1#overlay-network-group 163 

 164 

http://www.w3.org/2001/XMLSchema#string
http://www.w3.org/2001/XMLSchema#string
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2.2 Resource Attributes 165 

2.2.1 Overview 166 

 167 

For an IF-MAP publish request, each metadata item in the publish request is treated as a resource. Each 168 
attribute defined in this section 2.2 Resource Attributes refers to a metadata item or identifier found in the 169 
MAP database.  170 

When a MAP Server retrieves data for a MAP Client, in response to a search or subscribe request, each 171 
metadata item in the MAP database is treated as a resource. In that context, each attribute defined in this 172 
section refers to a metadata item or identifier within the MAP database. For an IF-MAP purgePublisher 173 
request, the decision request MUST NOT include attributes defined in this section 2.2 Resource 174 
Attributes. 175 

2.2.12.2.2 Metadata-Type 176 

The Metadata-Type value shallMUST be designated with the following attribute identifier: 177 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:metadata-type 178 

The DataType of this attribute is 179 
http://www.w3.org/2001/XMLSchema#stringhttp://www.w3.org/2001/XMLSchema#strin180 

g.  181 

[XMLSCHEMA11-2].  This attribute denotes the type of the metadata item. The value of this attribute 182 
mustMUST be of the form NAMESPACE#TYPE, in which NAMESPACE represents the URI of the meta 183 
namespace and TYPE represents the top-level XML element name to the right of the prefix. This attribute 184 
MUST be a singleton and MUST be present if the IF-MAP cClient request is not purgePublisher. 185 

 186 

Example 3 187 

The following is an example of a metadata-type attribute in a target match: 188 

<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 189 
  <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string" 190 
    >http://www.trustedcomputinggroup.org/2010/IFMAP-METADATA/2#device-191 
ip</AttributeValue> 192 
  <AttributeDesignator 193 
    MustBePresent="false" 194 
    Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource" 195 
    AttributeId="urn:oasis:names:tc:xacml:3.0:if-196 
map:content:resource:metadata-type" 197 
    DataType="http://www.w3.org/2001/XMLSchema#string"/> 198 
</Match> 199 

 200 

2.2.22.2.3 Identifier-Type 201 

The Identifier-Type value shallMUST be designated with the following attribute identifier: 202 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:identifier-type 203 

The DataType of this attribute is 204 
http://www.w3.org/2001/XMLSchema#stringhttp://www.w3.org/2001/XMLSchema#strin205 

g.  206 

[XMLSCHEMA11-2].   207 

 208 

The following applies to these IF-MAP identifier types:  209 

http://www.w3.org/2001/XMLSchema#string
http://www.w3.org/2001/XMLSchema#string
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 Extended identifier types MUST be of the form NAMESPACE#ELEMENT-NAME, in which 210 
NAMESPACE represents the URI of the extended identifier’s XML schema and ELEMENT-NAME 211 
represents the XML element name within the schema. This attribute MUST be present in a 212 
decision request if the IF-MAP cClient request is not purgePublisher. 213 
 214 

 Original identifier types MUST denote the type of identifier.  Example values are access-215 
request, identity, device, ip-address, and mac-address. 216 

 217 

The following applies to decision requests associated with:  218 

 An identifier. Then the identifier-type attribute SHALLMUST denote the type of identifier. 219 
Example values are access-request, identity, device, ip-address, and mac-address. 220 
  221 

 A link. Then the attribute identifier-type attribute SHALLMUST have two values denoting the 222 
types of the two identifiers, with the exception of a link between two identifiers of the same 223 
identifier type, in which case the identifier-type attribute SHALLMUST have one value. 224 

 225 

Example 4 226 

The following is an example of an identity-type attribute in a target match: 227 

<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 228 
  <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string" 229 
    >ip-address</AttributeValue> 230 
  <AttributeDesignator 231 
    MustBePresent="false" 232 
    Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource" 233 
    AttributeId="urn:oasis:names:tc:xacml:3.0:if-234 
map:content:resource:identifier-type" 235 
    DataType="http://www.w3.org/2001/XMLSchema#string"/> 236 
</Match> 237 

 238 

 239 

2.2.32.2.4 Is-Map-Client-Identifier 240 

The Is-Map-Client-Identifier value shallMUST be designated with the following attribute identifier: 241 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:is-map-client-242 
identifier 243 

The DataType of this attribute is 244 
http://www.w3.org/2001/XMLSchema#booleanhttp://www.w3.org/2001/XMLSchema#bool245 

ean. [XMLSCHEMA11-2]. This attribute indicates a MAP client identifier if and only if one or both 246 

identifiers in the request has the form of a MAP Client identifier in which case the value mustMUST be set 247 
to true if all of the following are true, otherwise the value mustMUST be set to false or omit the attribute 248 

altogether: 249 

 The identifier is not extended. 250 

 Its identifier-type is “identity”. 251 

 Its administrative-domain is ifmap:client. 252 

 253 

This attribute MUST be present if the IF-MAP cClient request is not purgePublisher. 254 

 255 

Example 5 256 

The following is an example of an is-map-client-identifier attribute in a target match: 257 

<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:boolean-equal"> 258 

http://www.w3.org/2001/XMLSchema#boolean
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  <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#boolean" 259 
    >true</AttributeValue> 260 
  <AttributeDesignator  261 
    MustBePresent="true"  262 
    Category="urn:oasis:names:tc:xacml:3.0:attribute-263 
category:resource"  264 
    AttributeId="urn:oasis:names:tc:xacml:3.0:if-265 
map:content:resource:is-map-client-identifier"  266 
    DataType="http://www.w3.org/2001/XMLSchema#boolean"/>   267 
  </Match> 268 

 269 

2.2.42.2.5 Is-Self-Identifier 270 

The Is-Self-Identifier value shallMUST be designated with the following attribute identifier: 271 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:is-self-272 
identifier 273 

The DataType of this attribute is 274 
http://www.w3.org/2001/XMLSchema#booleanhttp://www.w3.org/2001/XMLSchema#bool275 

ean. [XMLSCHEMA11-2]. This attribute indicates whether the identifier of the resource is the self-276 

identifier of the subject MAP Client and it MUST be true if and only if one or both identifiers in the request 277 
are the subject MAP Client., otherwise it MUST be set to false or omitted altogether. This attribute MUST 278 
be present if the IF-MAP cClient request is not purgePublisher. 279 

 280 

Example 6 281 

The following is an example of the is-self-identifier attribute in a target match in which one identifier 282 
mustMUST be the subjects MAP Clients self-identifier: 283 

<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:boolean-equal"> 284 
  <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#boolean" 285 
    >true</AttributeValue> 286 
  <AttributeDesignator 287 
    MustBePresent="false" 288 
    Category="urn:oasis:names:tc:xacml:3.0:attribute-289 
category:resource" 290 
    AttributeId="urn:oasis:names:tc:xacml:3.0:if-291 
map:content:resource:is-self-identifier" 292 
    DataType="http://www.w3.org/2001/XMLSchema#boolean"/> 293 
</Match> 294 

 295 

2.2.52.2.6 On-Link 296 

The On-Link value shallMUST be designated with the following attribute identifier: 297 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:on-link 298 

The DataType of this attribute is 299 
http://www.w3.org/2001/XMLSchema#booleanhttp://www.w3.org/2001/XMLSchema#bool300 

ean. [XMLSCHEMA11-2].  This attribute indicates that the metadata item is or will be attached to a link, if 301 

set to true. If false, this attribute indicates that the metadata item is attached to an identifier. This attribute 302 
MUST be present if the IF-MAP cClient request is not purgePublisher. 303 

 304 

Example 7 305 

The following is an example of the on-link attribute in a target match. The attribute value of true 306 

indicates that the metadata item is or will be attached to a link: 307 

http://www.w3.org/2001/XMLSchema#boolean
http://www.w3.org/2001/XMLSchema#boolean


xacml-map-authz-v1.0-cs01  07 April 2014 
Standards Track Work Product Copyright © OASIS Open 2014. All Rights Reserved. Page 15 of 28 

<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:boolean-equal"> 308 
  <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#boolean" 309 
    >true</AttributeValue> 310 
  <AttributeDesignator 311 
    MustBePresent="false" 312 
    Category="urn:oasis:names:tc:xacml:3.0:attribute-313 
category:resource"  314 
    AttributeId="urn:oasis:names:tc:xacml:3.0:if-315 
map:content:resource:on-link"  316 
    DataType="http://www.w3.org/2001/XMLSchema#boolean"/> 317 
</Match> 318 

 319 

 320 

2.2.62.2.7 Metadata-Attribute 321 

The family of Metadata-Attribute values shallMUST be designated with the following attribute identifier: 322 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:metadata-323 
attribute 324 

The DataType of this attribute is 325 
http://www.w3.org/2001/XMLSchema#stringhttp://www.w3.org/2001/XMLSchema#strin326 

g.  [XMLSCHEMA11-2].  This attribute denotes the name of a top-level attribute and MUST be extended 327 

to have the form: 328 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:metadata-329 
attribute:ATTR 330 

In which ATTR is replaced by the name of a top-level attribute of the metadata item.  331 

 332 

Example 8 333 

Example URN values in the attribute family are: 334 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:metadata-335 
attribute:name 336 
urn:oasis:names:tc:xacml:3.0:if-map:content:resource:metadata-337 
attribute:administrative-domain 338 

 339 

The following conditions apply: 340 

 The value of the XACML attribute MUST be the value of the top-level attribute of the metadata 341 
item. 342 

 If the IF-MAP metadata item does not have a top-level attribute named ATTR, then the XACML 343 
attribute corresponding to ATTR MUST NOT be present. 344 

  The attribute MUST be included if the MAP Content Selector [TNC-MAP-Authz, Section 3.5.5 345 
Content Selector] chooses it, otherwise it MAY be included. 346 

 347 

Example 9 348 

The following is an example of a VariableDefinition in which the metadata-attribute name attribute 349 
needs to match the name of an Overlay Network that the IF-MAP Client is a member of: 350 

<VariableDefinition VariableId="metadata-name-matches-subject- 351 
backhaul-interface"> 352 
  <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-is-353 
in"> 354 
    <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-355 
one-and-only"> 356 

http://www.w3.org/2001/XMLSchema#string
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      <AttributeDesignator 357 
        MustBePresent="true" 358 
        Category="urn:oasis:names:tc:xacml:3.0:attribute-359 
category:resource" 360 
        AttributeId="urn:oasis:names:tc:xacml:3.0:if-361 
map:content:resource:metadata-attribute:name" 362 
        DataType="http://www.w3.org/2001/XMLSchema#string"/> 363 
    </Apply> 364 
 365 
    <AttributeDesignator 366 
      MustBePresent="false" 367 
      Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-368 
subject" 369 
      AttributeId="urn:oasis:names:tc:xacml:3.0:if-370 
map:content:subject:member-371 
of:http%3A//www.trustedcomputinggroup.org/2010/IFMAP-ICS-372 
METADATA/1#overlay-network-group" 373 
      DataType="http://www.w3.org/2001/XMLSchema#string"/> 374 
  </Apply> 375 
</VariableDefinition>> 376 

 377 

2.2.72.2.8 Identifier Attribute 378 

The family of identifier-attribute values shallMUST be prefixed with the following attribute identifier: 379 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:identifier-380 
attribute 381 

This attribute denotes the top-level attribute of the IF-MAP identifier and MUST be extended to have the 382 
form: 383 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:identifier-384 
attribute:IDENTIFIER-TYPE:ATTR 385 

In which IDENTIFIER-TYPE is the type string of an identifier in a decision request and ATTR is replaced 386 
by the top-level attribute of the identifier. The value of the XACML attribute MUST be the value of the top-387 
level attribute of the metadata item. Both IDENTIFIER-TYPE and ATTR MUST be URL encoded. 388 

The following conditions apply to a link between two identifiers of the same type in which both identifiers 389 
have the attribute ATTR: 390 

 The decision request attribute SHALLMUST have two values if the values for ATTR are not 391 
equal. [XACML1, Section A14.1 Equality predicates]. 392 

 The decision request attribute SHALLMUST have one value if the values for ATTR are equal. 393 
[XACML1, Section A14.1 Equality predicates]. 394 

 395 

The DataType of this attribute MUST be http://www.w3.org/2001/XMLSchema#string 396 

[XMLSCHEMA11-2] except for the following cases: 397 

 398 

1.) The DataType of this attribute is urn:oasis:names:tc:xacml:2.0:data-399 

type:ipAddress if both of the following are true: 400 

a. The identifier’s type is ip-address. 401 

b. The ATTR extension is value. 402 

 403 

2.) The DataType of this attribute is urn:oasis:names:tc:xacml:1.0:data-type:x500Name 404 

if all of the following are true: 405 

http://www.w3.org/2001/XMLSchema#string
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a. The identifier’s type is identity. 406 

b. The identity subtype is x500Name. 407 

c. The ATTR extension is name. 408 

 409 

3.) The DataType of this attribute is urn:oasis:names:tc:xacml:2.0:data-type:dnsName 410 

if all of the following is true: 411 

a. The identifier’s type is identity. 412 

b. The identity subtype is dns-name 413 

c. The ATTR extension is name. 414 

 415 

This attribute MUST NOT be present in the decision request unless the identifier has a top-level attribute 416 
named ATTR, or ATTR is administrative-domain. If ATTR is administrative-domain and the identifier has 417 
no administrative-domain attribute, then the attribute value MUST be an empty string. 418 

 419 

Example 10 420 

The following is an example of a target match in which the identity (IDENTIFIER-TYPE) type (ATTR) 421 
mustMUST match the identity type hip-hit, which is the Host Identity Protocol (HIP), Host Identity Tag 422 
(HIT) :): 423 

<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 424 
  <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string" 425 
    >hip-hit</AttributeValue> 426 
  <AttributeDesignator 427 
    MustBePresent="true" 428 
    Category="urn:oasis:names:tc:xacml:3.0:attribute-429 
category:resource" 430 
    AttributeId="urn:oasis:names:tc:xacml:3.0:if-map:content:resource: 431 
identifier-attribute:identity:type" 432 
    DataType="http://www.w3.org/2001/XMLSchema#string"/> 433 
</Match>> 434 

 435 

2.3 Action Attributes 436 

2.3.1 Action-Id 437 

The Action-Id value shallMUST be designated with the following attribute identifier: 438 

urn:oasis:names:tc:xacml:1.0:action:action-id 439 

The DataType of this attribute is 440 
http://www.w3.org/2001/XMLSchema#stringhttp://www.w3.org/2001/XMLSchema#strin441 

g. [XMLSCHEMA11-2].  This attribute indicates that the IF-MAP cClient is requesting to read or write 442 

metadata in the MAP database and MUST be present in the decision request. If the IF-MAP cClient 443 
request type to the MAP server is either search or subscribe then this attribute’s value MUST be read, 444 
otherwise it MUST be write. 445 

 446 

Example 11 447 

The following is an example of a target match in which the IF-MAP Client is allowed to read 448 
metadata in the MAP database: 449 

<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 450 
  <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string" 451 
    >read</AttributeValue> 452 

http://www.w3.org/2001/XMLSchema#string
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  <AttributeDesignator 453 
    MustBePresent="false" 454 
    Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action" 455 
    AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id" 456 
    DataType="http://www.w3.org/2001/XMLSchema#string"/> 457 
</Match> 458 

 459 

2.3.2 Request-Type 460 

The Request-Type value shallMUST be designated with the following attribute identifier: 461 

urn:oasis:names:tc:xacml:3.0:if-map:content:action:request-type 462 

The DataType of this attribute is 463 
http://www.w3.org/2001/XMLSchema#stringhttp://www.w3.org/2001/XMLSchema#strin464 

g. [XMLSCHEMA11-2].  This attribute denotes the IF-MAP request type that is sent to the MAP server 465 

and MUST have one of the following values: publish, subscribe, search, or purgePublisher 466 

 467 

Example 12 468 

The following is an example of a target match in which the request type is purgePublisher: 469 

<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 470 
  <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string" 471 
    >purgePublisher</AttributeValue> 472 
  <AttributeDesignator 473 
    MustBePresent="false" 474 
    Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action" 475 
    AttributeId="urn:oasis:names:tc:xacml:3.0:if-476 
map:content:action:request-type" 477 
    DataType="http://www.w3.org/2001/XMLSchema#string"/> 478 
</Match> 479 

 480 

 481 

2.3.3 Purge-Own-Metadata 482 

The Purge-Own-Metadatavalue shallMUST be designated with the following attribute identifier: 483 

urn:oasis:names:tc:xacml:3.0:if-map:content:action:purge-own-metadata 484 

The DataType of this attribute is 485 
http://www.w3.org/2001/XMLSchema#booleanhttp://www.w3.org/2001/XMLSchema#bool486 

ean. [XMLSCHEMA11-2]. This attribute denotes whether the IF-MAP cClient is attempting to purge its 487 

own metadata items or metadata items published by another IF-MAP cClient. This attribute value is true if 488 
purging its own metadata; otherwise the value is false: 489 

 490 

Example 13 491 

The following is an example of a target match in which a MAP Client may purge its own metadata: 492 

<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:boolean-equal"> 493 
  <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#boolean" 494 
    >true</AttributeValue> 495 
  <AttributeDesignator 496 
    MustBePresent="false" 497 
    Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action" 498 
    AttributeId="urn:oasis:names:tc:xacml:3.0:if-499 
map:content:action:purge-own-metadata" 500 

http://www.w3.org/2001/XMLSchema#string
http://www.w3.org/2001/XMLSchema#boolean
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    DataType="http://www.w3.org/2001/XMLSchema#boolean"/> 501 
</Match> 502 

 503 

2.3.4 Publish-Request-Subtype 504 

The Publish-Request-Subtype value shallMUST be designated with the following attribute identifier: 505 

urn:oasis:names:tc:xacml:3.0:if-map:content:action:publish-request-506 
subtype 507 

The DataType of this attribute is 508 
http://www.w3.org/2001/XMLSchema#stringhttp://www.w3.org/2001/XMLSchema#strin509 

g. [XMLSCHEMA11-2]. This attribute denotes the type of an operation within an IF-MAP publish request 510 

and MUST have one of the following values: update, notify, or delete. This attribute mustMUST be 511 
present in the decision request if, and only if, the IF-MAP request type is publish. 512 

 513 

Example 14 514 

The following is an example of a target match in which the IF-MAP publish request operation is 515 
notify: 516 

<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 517 
  <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string" 518 
    >notify</AttributeValue> 519 
  <AttributeDesignator 520 
    MustBePresent="false" 521 
    Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action" 522 
    AttributeId=" urn:oasis:names:tc:xacml:3.0:if-523 
map:content:action:publish-request-subtype" 524 
    DataType="http://www.w3.org/2001/XMLSchema#string"/> 525 
</Match> 526 

 527 

2.4 Environment Attributes 528 

2.4.1 Dry-Run 529 

The Dry-Run value shallMUST be designated with the following attribute identifier: 530 

urn:oasis:names:tc:xacml:3.0:if-map:content:environment:dry-run 531 

The DataType of this attribute is 532 
http://www.w3.org/2001/XMLSchema#booleanhttp://www.w3.org/2001/XMLSchema#bool533 

ean. [XMLSCHEMA11-2]. This attribute MUST be a singleton (bag of one) and MUST be present. A dry-534 

run PolicySet allows MAP administrators to test new PolicySets before they are used in a production 535 
environment. A second use of dry-run policies is to allow for monitoring of certain activities. The value of 536 
true indicates the use of a dry-run PolicySet. The value of false indicates that a dry-run PolicySet will not 537 

be used. 538 

 539 

Example 15 540 

The following is an example of a target match that checks for a dry run: 541 

<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:boolean-equal"> 542 
  <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#boolean" 543 
    >true</AttributeValue> 544 
  <AttributeDesignator  545 
    MustBePresent="false"  546 

http://www.w3.org/2001/XMLSchema#string
http://www.w3.org/2001/XMLSchema#boolean
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    Category="urn:oasis:names:tc:xacml:3.0:attribute-547 
category:environment"  548 
    AttributeId="urn:oasis:names:tc:xacml:3.0:if-549 
map:content:environment:dry-run"  550 
    DataType="http://www.w3.org/2001/XMLSchema#boolean"/>   551 
</Match> 552 

 553 

 554 

2.5 Obligation Caching 555 

2.5.1 Overview 556 

 557 

The <Obligation> element will be used in the XACML response to notify the requestor that an additional 558 
processing requirement is needed if the obligation’s FulfillOn attribute is Permit.  This profile defines an 559 
obligation that indicates when a MAP server is required to cache an XACML decision for no more than a 560 
specified period of time.  Each caching obligation mustMUST contain exactly one maximum-policy-lag 561 
attribute. In the case where the XACML response contains two or more caching obligations, then the 562 
caching obligation with the shortest maximum-policy-lag attribute value mustMUST be used.  563 

The Caching Obligation shallMUST be designated with the following identifier: 564 

urn:oasis:names:tc:xacml:3.0:if-map:content:obligation:caching 565 

2.5.12.5.2 Maximum-Policy-Lag 566 

The maximum-policy-lag  value shallMUST be designated with the following identifier: 567 

urn:oasis:names:tc:xacml:3.0:if-map:content:obligation:maximum-policy-568 
lag 569 

The maximum-policy-lag attribute indicates the maximum length of time, in seconds, that a MAP server 570 

can cache an XACML decision before new XACML request will need to be made. The DataType of this 571 

attribute is http://www.w3.org/2001/XMLSchema#integer,  [XMLSCHEMA11-2], in which its value 572 
mustMUST be a nonnegative integer.  573 

 574 

Example 16 575 

The following is an example of a caching obligation: 576 

<ObligationExpressions> 577 
  <ObligationExpression 578 
      ObligationId="urn:oasis:names:tc:xacml:3.0:if-579 
map:content:obligation:caching"  580 
      FulfillOn="Permit"> 581 
    <AttributeAssignmentExpression 582 
        AttributeId="urn:oasis:names:tc:xacml:3.0:if-583 
map:content:obligation:maximum-policy-lag">  584 
      <AttributeValue 585 
        DataType="http://www.w3.org/2001/XMLSchema#integer" 586 
        >60</AttributeValue> 587 
    </AttributeAssignmentExpression> 588 
  </ObligationExpression>    589 
</ObligationExpressions> 590 

http://www.w3.org/2001/XMLSchema#integer
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3 Identifiers 591 

This profile defines the following URN identifiers. 592 
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3.13 Profile Identifier 593 

The following identifier SHALLMUST be used as the identifier for this profile when an identifier in the form 594 
of a URI is required. 595 

urn:oasis:names:tc:xacml:3.0:if-map:content 596 
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4 Conformance 597 

4.1 Overview 598 

Conformance to this profile[xacml-map-authz-v1.0] is defined for policies and requests generated and 599 
transmitted within and between XACML systems. 600 

4.14.2 Attribute Identifiers 601 

Conformant XACML policies and requests SHALLMUST use the attribute identifiers defined in Section 2 602 
for their specified purpose and SHALLMUST NOT use any other identifiers for the purposes defined by 603 
attributes in this profile.  The following table lists the attributes that mustMUST be supported. 604 

Note: “M” is mandatory “O” is optional. 605 

  606 

Identifiers 

urn:oasis:names:tc:xacml:3.0:if-map:content:subject:role M 

urn:oasis:names:tc:xacml:3.0:if-map:content:subject:task: 
RELATIONSHIP:IDENTIFIER-TYPE 

M 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:metadata-type M 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:identifier-type M 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:is-map-client-

identifier 

M 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:is-self-

identifier 

M 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:on-link M 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:metadata-

attribute:ATTR 

M 

urn:oasis:names:tc:xacml:3.0:if-map:content:resource:identifier-

attribute:IDENTIFIER-TYPE:ATTR 

M 

urn:oasis:names:tc:xacml:3.0:if-map:content:action:request-type M 

urn:oasis:names:tc:xacml:3.0:if-map:content:action:purge-own-metadata M 

urn:oasis:names:tc:xacml:3.0:if-map:content:action:publish-request- M 
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subtype 

urn:oasis:names:tc:xacml:3.0:if-map:content:environment:dry-run M 

urn:oasis:names:tc:xacml:3.0:if-map:content:obligation:caching M 

urn:oasis:names:tc:xacml:3.0:if-map:content:obligation:maximum-policy-

lag 

M 

4.24.3 Attribute Values 607 

Conformant XACML policies and requests SHALL, that conform to [xacml-map-authz-v1.0], MUST use 608 
attribute values in the specified range or patterns as defined for each attribute in Section 2 of this 609 
document (when a range or pattern is specified). 610 

NOTE: (non-normative): In order to correctly process conformant XACML policies and 611 
requests correctly,, that conform to [xacml-map-authz-v1.0], PIP and PEP modules may 612 
haveneed to translate native data values into the datatypes and formats specified in this 613 
profile.[xacml-map-authz-v1.0]. 614 
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