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1 Introduction

{Non-normative}

This specification defines a profile for the use of the OASIS eXtensible Access Control Markup Language
(XACML) [XACML3] to write and enforce policies for the purpose of providing access control for
resources deemed intellectual property (hereinafter referred to as IP). Use of this profile requires no
changes or extensions to the [XACML3] standard.

This specification begins with a non-normative discussion of the topics and terms of interest in this profile.
The normative section of the specification describes the attributes defined by this profile and provides
recommended usage patterns for attribute values.

This specification assumes the reader is somewhat familiar with XACML. A brief overview sufficient to
understand these examples is available in [XACMLIntro].

For our purposes, IP may be defined as legal property rights over mental creations. IP owners can
receive exclusive rights to their creations, if certain conditions are met. These exclusive rights can be
exploited by the owner for profit, either directly through sales of products, or indirectly through licensing.

IP is an asset; perhaps the most valuable asset an organization has. IP can be licensed to other
organizations in cases of outsourcing and/or to generate revenue from IP sharing arrangements.

IP value tends to increase when properly protected, though there are differing points of diminishing
returns. IP protection doesn’t guarantee security; it just provides a compensation mechanism for cases of
unlawful exploitation. IP valuation and protection are often criteria for venture capital investors.

Broadly speaking, there are four main categories of intellectual property: copyrights, trademarks, trade
secrets, and patents. Copyrights confer time-limited exclusive rights of ownership and/or use to the
creator of the work. A copyright is typically used to protect artistic works such as photographs, music,
books, etc. Copyrights are internationally recognized, though there are differences in the terms and
enforcement. When copyright protection and status ends, resources are said to become public domain.

Trademarks are the IP protection scheme of names, logos, symbols, products, etc. For example, in the
U.S. there are 2 main types:

» For general usage, or for not-yet-registered trademarks ™
* For trademarks registered with the USPTO ®

Trademarks are also internationally recognized through the Madrid system, which requires registration
through the World Intellectual Property Organization (WIPO), a United Nations agency. The World Trade
Organization also sets legal minimum standards for IP protection among member nations.

Patents are property rights granted to an inventor to prevent others from profiting from the invention for a
limited time in exchange for public disclosure of the invention when the patent is granted. Patents apply
to processes, machines, articles of manufacture, or composition of matter (including biological), or derived
innovations. Patents require detailed disclosure of information, designs, processes, etc. Patents are
administered in U.S. by the USPTO, and are internationally recognized by WTO TRIPS, WIPO, and
European Patent Convention. When patent protection and status ends, resources are said to become
public domain.

Trade secrets are IP protection of formulae, processes, designs, information, etc. that are not easily
obtainable that a business uses for competitive advantage. They are often protected by legal contracts
such as non-disclosure agreements, non-compete agreements, or proprietary information agreements.
Trade secrets are the most common form of industrial IP protection, and outnumber patents. However,
trade secrets are most often categorized as “proprietary” information, and may not be discovered as trade
secrets unless litigated. They are not federally protected in the U.S., though most states have adopted
the Uniform Trade Secrets Act. However, theft of trade secrets is prohibited by U.S. Economic Espionage
Act of 1996. Trade secret status requires less disclosure than patents. Trade secrets are well protected
by European Patent Convention as “know how”. No international treaties protect trade secrets, though
WTO TRIPS, GATT, and NAFTA have provisions for trade secret protection.
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Other IP related concepts, such as public domain and proprietary will be defined in the glossary
section.

The attributes and glossary terms defined below are not an exclusive or comprehensive list of all the
attributes that may be required for rendering authorization decisions concerning IP. For example, PDPs
would have to evaluate other entitlements, such as group membership, from PIPs (Policy Information
Points). This profile is meant as a point of reference for implementing IP controls, and may be extended
as needed for organizational purposes. Software vendors who choose to implement this profile should
take the attributes herein as a framework for IP controls, but allow individual implementers some flexibility
in constructing their own XACML-based authorization policies and PDPs.

Organizations not only create and use intellectual property, but they also often grant rights and/or license
their IP to other organizations for a variety of reasons. Companies often license copyrighted, patented,
and proprietary information to sub-contractors to provide goods or services in return. The information may
be exchanged under several types of legal agreements, e.g., proprietary information agreements or
patent grants. Also, organizations may grant the use of their trademarks to other businesses or non-profit
institutions via trademark grants. These legal documents which grant rights to IP resources to others
generally require that the licensed IP is protected. Thus, the agreements form the basis of access control
policies, which can be expressed in XACML.

The goals of this profile are to create a framework of common IP-related attributes upon which
authorization decisions can be rendered, and to promote federated authorization for access to IP
resources. This profile will also provide XACML software developers and access control policy authors
guidance on supporting IP use cases.

1.1 Glossary

Affilation-type
identif

A name, number, or other alphanumeric designator for referencing legal agreements which grant
IP access.

Agreement type

The type of legal agreement which grants access to IP resources. Language granting rights to IP
resources can be embedded in a number of different types of agreements. This profile includes
URNSs for the most common types: non-disclosure agreements, proprietary information
agreements, technical data grants, patent grants, trademark grants, cross-licensing grants, and
royalty-bearing.

Authorized end use

The specific authorized end uses to which the IP resource may be applied, in accordance with the
IP agreement. This attribute represents a vocabulary of verbs or nominalizations that define the
end-use activities appropriate for the work effort. Examples may include (but are not limited to):
design, manufacture, and maintenance.

Business context

The type of organization to which a subject may belong. This profile lists a number of common
affiliation types, including customer, supplier, partner, non-profit, government, primary contractor,
sub-contractor, joint development, and authorized sub-licensor. In cases of joint development,
organizations should agree on which resources were developed and by whom prior to the
execution of the agreement (background IP), and determine rights and ownership of resources
developed as a result of the agreement (foreground IP). The authorized sub-licensor value
denotes organizations that have rights to sub-license resources that are granted by the IP-Owner.

xacml-3.0-ipc-v1.0-csprd04-en 10 January 2013
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Copyright

A form of limited and temporary government-granted monopoly which gives the creator of an
original work some rights for a certain time period in relation to that work, including its publication,
distribution and adaptation; after which time the work is said to enter the public domain. Copyright
applies to concrete expressions of information, but not the information itself.

Covered resource

A resource that is named, described, or implied in an IP agreement as being covered or included
in the terms of the agreement.

Covered subject

A subject that is named, described, or implied in an IP agreement as being covered or included in
the terms of the agreement. (For example, a person who has an organizational affiliation with a
party to an agreement might be a covered subject of the agreement.)

Effective date

The date on which an intellectual property license takes effect, thereby implying access for
authorized purposes.

Expiration date
The date on which an intellectual property license expires, thereby terminating access.

IP-DesigneelLicensee

A person or entity that has been designated (directly or indirectly) by the IP-Owner to have certain
rights to a particular IP resource.

IP-Owner
A designation for the person or entity that owns the intellectual property.

Marking

A visual indicator added to physical instances of intellectual property assets that provides policy
and/or procedural guidance.

Organization
A company or other legal entity of which a person can be an employee or agent.

Patent

A set of exclusive rights granted by a government to an inventor or his/her assignee for a limited
period of time in exchange for a disclosure of an invention.

Proprietary
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Information developed by an organization for competitive advantage. “Proprietary” is used
synonymously with “trade secret”. For this reason, this profile identifies trade secrets and related
terms such as confidential as “proprietary”.

Public domain
Information that has been demoted from copyright, trademark, trade secret, or patented status.
No intellectual property controls are usually necessary for items considered public domain.
Subject-1D

Element specifies the principal that is the subject of the request context. May include users,
devices, or applications.

Subject-to-Organization-Relationship

The organizational relationship of the subject’s organization (identified by the organization

attribute) to the organization that owns the IP resource. Examples include “employee” and
“contractor”.

Third-party proprietary

Intellectual property which has been legally entrusted to the care and use of another organization.
To promote clarity, this profile utilizes the “Proprietary” resource attribute in conjunction with the
“IP-Owner” resource attribute to express this concept.

Trademark

A distinctive sign or indicator used by an individual, business organization, or other legal entity to
identify that the products and/or services to consumers with which the trademark appears
originate from a unique source of origin, and to distinguish its products or services from those of
other entities.

Trade secret

A formula, practice, process, design, instrument, pattern, or compilation of information which is
not generally known or reasonably ascertainable, by which a business can obtain an economic
advantage over competitors or customers. In some jurisdictions, such secrets are designated as

"confidential”, “limited distribution”, or "restricted”. Used synonymously with “Proprietary”.

Work effort

This attribute can be used to indicate the specific work effort, statement of work, project, or
program which is associated with the IP resource. This attribute provides additional granularity to
limit access to users within organizations to those with a specific need to know for a given work
effort.

1.2 Terminology

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD
NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described
in [RFC2119].

1.3 Normative References

[RFC2119] S. Bradner, Key words for use in RFCs to Indicate Requirement Levels,
http://www.ietf.org/rfc/rfc2119.txt, IETF RFC 2119, March 1997.

[XACML3] OASIS Standard, "eXtensible Access Control Markup Language (XACML)
Version 3.0", April 2010. http://docs.oasis-open.org/xacml/3.0/xacml-3.0-core-
spec-en.doc
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188 [XACMLZ2] OASIS Standard, "eXtensible Access Control Markup Language (XACML)

189 Version 2.0", February 2005. http://docs.oasis-

190 open.org/xacml/2.0/access_control-xacml|-2.0-core-spec-o0s.pdf

191

192 [XACML1] OASIS Standard, "eXtensible Access Control Markup Language (XACML)
193 Version 1.0", February 2003. http://www.oasis-

194 open.org/committees/download.php/2406/oasis-xacml-1.0.pdf

195

196 1.4 Non-Normative References

197 [XACMLIntro] OASIS XACML TC, A Brief Introduction to XACML, 14 March 2003,

198 http://www.oasis-

199 open.org/committees/download.php/2713/Brief_Introduction_to XACML.html
200

201 [1SO3166] ISO 3166 Maintenance agency (ISO 3166/MA),

202 http://www.iso.org/iso/country_codes.htm

203 [DublinCore] Dublin Core Metadata Element Set, version 1.1.

204 http://dublincore.org/documents/dces/

205 1.5 Scope

206 Many intellectual property access control decisions can be made on the basis of the resource’s

207 copyright, trademark, patent, proprietary (trade secret), or other classification. This profile defines
208 standard XACML attributes for these properties, and recommends the use of standardized attribute
209  values.

210 In practice, an organization’s intellectual property protection policies will be a mixture of rules derived
211 from legal agreements, along with enterprise-specific policies and government regulations.

212 1.6 Use cases

213 PDPs (Policy Decision Points) may need to consider intellectual property protection schemes when
214  evaluating authorization decisions. This profile is designed to provide a framework of additional
215 <Attributes> for such decisions.

216 Refer to Figure 1 for an illustration of a typical scenario in which IP protection is a concern.
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Flgure 1 Typlcal IP scenarlo (Organlzatlon names%ﬁw&p%&m%ede#mﬂdenﬁﬂe&eenﬂaete&demg

thIS profile is to support the creatlon of mteroperable XACML poI|C|es that permit and deny access as
intended by the prevailing business rules. One such rule might be: “If the subject's organization
matches the resource’s T1P-Owner, then Permit.” Another might be “If the subject and resource are
covered by the same agreement-identifierid, then Permit.”

The conditions that determine IP access include properties and relationships of entities remotely related
to the subjects and resources involved in an IP transaction. XACML relies on data-valued attributes
directly attached to subjects and resource. Therefore, the complex object structure representing the real
world must be condensed to data values of attributes in the XACML categories. For example, a XACML
request context for a subject A-might have organization="999999" and agreement-
identifier="centract—666+CR-101". In this case, one particular attribute of the organization
object representing “Acme Inc.” has been selected to fill the XACML IPC subject:organization
attribute value. Fhe-multipleMultiple object relationships from person-Asubjects to Contract-0001-have
been’IP_ Agreement” may exist, and would be telescoped into the single string value, “Centract-
0001depicted as “IP Agreement”, of the subject:agreement-identifierid attribute. This
“flattening” process is somewhat arbitrary; however, it must not introduce ambiguity, and may be
influenced by performance or implementation considerations. Some of the attributes specified in this
profile represent some such flattening process, and assume the existence of some types of remote
objects that may not be represented directly in an XACML context.

1.7 Disclaimer

NOTHING IN THIS PROFILE IS INTENDED TO BE A LEGALLY CORRECT INTERPRETATION OR
APPLICATION OF U.S. OR ANY GOVERNMENT INTELLECTUAL PROPERTY LAWS OR
REGULATIONS. USE OF THIS PROFILE IN AN ACCESS CONTROL SYSTEM DOES NOT
CONSTITUTE COMPLIANCE WITH ANY INTELLECTUAL PROPERTY PROTECTION
REQUIREMENTS, REGULATIONS, OR RESTRICTIONS. THIS PROFILE HAS NOT BEEN REVIEWED
OR ENDORSED BY THE U.S. OR ANY OTHER GOVERNMENT AGENCIES RESPONSIBLE FOR
ENFORCING INTELLECTUAL PROPERTY LAWS, NOR BY ANY LEGAL EXPERT IN THIS FIELD.

Organizations that use this profile should ensure their intellectual property protection by engaging
qualified professional legal services.
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2 Profile

2.1 Resource Attributes

Information objects may contain more than one type of intellectual property. Therefore, it is possible that
information objects may have more than one IP type categorization: copyright, patent, proprietary, public
domain, or trademark. In cases where information objects have more than one true value for the IP type
resource attributes, policy authors may utilize policies and policy sets with the appropriate combining
algorithms to determine which policies take precedence in the evaluation process. A table listing IP type
categorization overlaps is provided in Appendix B.

2.1.1 Copyright

The Copyright value shall be designated with the following attribute identifier:

urn:oasis:names:tc:xacml:3.0:ipc:resource:copyright

The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#boolean. This attribute
denotes whether the resource is designated as the intellectual property type “copyright”.

2.1.2 Patent

The Patent value shall be designated with the following attribute identifier:

urn:oasis:names:tc:xacml:3.0:1ipc:resource:patent

The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#boolean. This attribute
denotes whether the resource is designated as the intellectual property type “patent”.

2.1.3 Proprietary
The Proprietary value shall be designated with the following attribute identifier:
urn:oasis:names:tc:xacml:3.0:ipc:resource:proprietary

The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#boolean. This attribute
denotes whether the resource is designated as the intellectual property type “proprietary”.

2.1.4 Public-Domain

The Public-Domain value shall be designated with the following attribute identifier:
urn:oasis:names:tc:xacml:3.0:1ipc:resource:public-domain

The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#boolean. This attribute
denotes whether the resource is designated as the intellectual property type “public domain”.

2.1.5 Trademark

The Trademark value shall be designated with the following attribute identifier:

urn:oasis:names:tc:xacml:3.0:1ipc:resource: trademark

The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#boolean. This attribute
denotes whether the resource is designated as the intellectual property type “trademark”.

2.1.6 IP-Owner

IP-Owner classification values shall be designated with the following attribute identifier:

urn:oasis:names:tc:xacml:3.0:ipc:resource:ip-owner

xacml-3.0-ipc-v1.0-csprd04-en 10 January 2013
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The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#string. This attribute
names the owner of the IP. A common scheme such as DUNS SHOULD be used to promote
interoperability. The range of values for this attribute SHOULD be similar to that of the IP-
DesigneeLicensee and Organization resource attributes.

2.1.7 IP-DesigheelLicensee

IP-DesigneeLicensee classification values shall be designated with the following attribute identifier:

urn:oasis:names:tc:xacml:3.0:ipc:resource: ip-desigreelicensee

The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#string. This attribute
names the designated custodian of the IP. A common scheme such as DUNS SHOULD be used to
promote interoperability. The range of values for this attribute SHOULD be similar to that of the IP-Owner
and Organization resource attributes.

2.1.8 Agreement-Type

Agreement-Type classification values shall be designated with the following attribute identifier:

urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-type
The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#anyURI.

This attribute can be used to indicate whether or not a specific resource is governed by a particular
license arrangement.

The range of URN values of this attribute SHALL be

urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-type:non-
disclosure-agreement
urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-type:proprietary-
information-agreement
urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-type:technical-
data-grant
urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-type:copyright-
grant

urn:oasis:names:tc:xacml: :ipc:resource:agreement-type:patent-grant
urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-type:trademark-
grant

urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-type:cross—
licensing-grant
urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-type:royalty-
bearing

(O8]
(@)

2.1.9 Agreement-Ild

The business document representing the IP agreement that covers this resource shall be designated with
the following attribute identifier.

urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-id
The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#string.

One scenario in which this attribute can be used is in the case where one or more resource documents
are tagged with metadata associated with the resource and one such tag represents the agreement id. In
this scenario it is assumed that there is only one agreement that covers those resources. An alternative
scenario is to let the policy determine the appropriate agreement associated with the resource
authorization request. In this alternative scenario the resource agreement-id attribute would not be used
in the XACML request.
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2.1.10 Valid-Agreement-Exists

The indicator in which a business document representing the |P agreement that covers this resource
exists shall be designated with the following attribute identifier.

urn:oasis:names:tc:xacml:3.0:ipc:resource:valid-agreement-exists

The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#boolean.

One scenario in which this attribute can be used is in the case where a PEP indicates whether or not an
agreement exists. In this scenario it is assumed that the determination on whether an agreement exists
occurs before the authorization request is sent to a PDP. An alternative scenario is to let the PDP
determine if the appropriate agreement, associated with the resource authorization request, exits via an
attribute query to a PIP. In this alternative scenario the resource valid-agreement-exists attribute would
not be used in the XACML request.

2.1.11 Number-Of-Valid-Agreements

The number of business documents representing the I[P agreement that covers this resource shall be
designated with the following attribute identifier.

urn:oasis:names:tc:xacml:3.0:ipc:resource:number-of-valid-agreements

The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#integer.

Although this attribute can be used in the case where a PEP indicates the number of agreements that
exist in the authorization request; a more likely scenario is to let the PDP determine the number of
agreements, associated with the resource authorization request, that exits via an attribute query to a PIP.
In this alternative scenario the resource number-of-valid-agreements attribute would not be used in the
XACML request.

2.1.12 Work-Effort

Work-effort values shall be designated with the following attribute identifier:

urn:oasis:names:tc:xacml:3.0:ipc:resource:work-effort

The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#string.

This attribute can be used to indicate the specific work effort, statement of work, project, or program
which is associated with the IP resource. This attribute provides additional granularity to limit access to
users within organizations to those with a specific need to know for a given work effort.

2.1.13 Authorized-End-Use

2420111 Authorized-end-useEfective-Date
Effective-date values shall be designated with the following attribute identifier:

urn:oasis:names:tc:xacml:3.0:ipc:resource:authorized-end-use

The DataType of this attribute is http: //www.w3.0rg/2001/XMLSchema#anyURI.

This attribute can be used to indicate the specific authorized end uses to which the IP resource may be
applied, in accordance with the IP_agreement. This attribute represents a vocabulary of verbs or
nominalizations that define the end-use activities appropriate for the work effort. Examples may include
(but are not limited to): design, manufacture, and maintenance.

The range of URN values of this attribute SHALL be

urn:oasis:names:tc:xacml:3.0:ipc:resource:authorized-end-use:design
urn:oasis:names:tc:xacml:3.0:ipc:resource:authorized-end-
use:manufacture
urn:oasis:names:tc:xacml:3.0:ipc:resource:authorized-end-
use:maintenance
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376 | 2.1.14 Effective-Date
377 Effective-date values shall be designated with the following attribute identifier:

378 urn:oasis:names:tc:xacml:3.0:ipc:resource:effective-date

379 The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#date-Time.

380 This attribute can be used to indicate the date and time in which an intellectual property license takes
381 effect, thereby implying access for authorized purposes. This attribute may also convey the date and
382  time in which other resource attributes become valid; for example, when a copyright or patent is granted.

383 | 2.1.112.1.15 Expiration-Date

384  Expiration-date values shall be designated with the following attribute identifier:

385 urn:oasis:names:tc:xacml:3.0:1ipc:resource:expiration-date

386 The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#date-Time.

387  The date and time in which an intellectual property license expires, thereby terminating access. This
388 attribute may also convey the date and time in which other resource attribute elements are no longer
389  valid; for example, when a copyright or patent expires.

390 2.2 Subject Attributes

391 | 2.2.1 Subject-1D

392 Subject-ID classification values shall be designated with the following attribute identifier:

393 urn:oasis:names:tc:xacml:3.0:ipc:subject:subject-id

394 The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#string.

395 This is the identifier for the subject, which may include user identifiers, machine identifiers, and/or
396 application identifiers.

397 | 22-12.2.2 Organization

398 Organization classification values shall be designated with the following attribute identifier:
399 urn:oasis:names:tc:xacml:3.0:ipc:subject:organization
400 The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#string.

401  Organization shall denote the organization with which the subject in the request is affiliated. More

402  specifically, this attribute should denote the organization or organizations that have a controlling interest
403 in the subject’s intellectual property rights and responsibilities with respect to the current request. A
404 common scheme such as DUNS SHOULD be used to promote interoperability. Whichever range of
405 | values is chosen, it should coincide with the range of IP-Owner and IP-BesigheelLicensee.

406 | 2.2.2-Organization-Type

407 | 2.2.3 Business-Context

408 | The typebusiness context of the subject’s organization (idesignatified by the organization attribute);

409 | ftor the purpose-ofintellectualpropertyrights;organization that owns the resource (identified by the ip-
410 owner attribute) SHALL be designated with the following attribute identifier:

411 urn:oasis:names:tc:xacml:3.0:1ipc:subject:erganization—typebusiness—
412 context

413 The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#anyURI.
414 Recommended URN values for this attribute are:
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re-ationshipisubeorntractor
Hmrneanaalaenmamac et ~nesra ] o Nedan el A AE o N e o + a1
STRTOaStSiRAnes tEerxactlr 3 U ipersuniectrorgarizationas
relationshipbusiness-context:authorized-sublicensor
This profile does not specify how to interpret the meaning of multiple values of sxganizationat
relationshipbusiness—-context in arequest context containing multiple values of organization

or ip-owner.

2.2.4 Subject-To-Organization-Relationship

This attribute identifies the type of affiliation that the subject of the request has with the organization
identified by the organization attribute. Affiliation-Fypesubject-to-organization-
relationship classification values shall be designated with the following attribute identifier:

urn:oasis:names:tc:xacml:3.0:1ipc:subject :affiliatien—typesubject-to-
organization-relationship

The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#anyURI.

Implementeers can create sub-categories of affitiatieon—typeSubject-to-organization-
relationship to represent roles or functions within their organizations. Some recommended values of
the attribute SHALL be

urn:oasis:names:tc:xacml:3.0:1ipc:subject:affiliation
organization-relationship:employee
urn:oasis:names:tc:xacml:3.0:1ipc:subject:affiliation
organization-relationship:contractor

qar

pesubject-to-

qar

pesubject-to-
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A request context may contain multiple values for this attribute; however, this profile does not specify how
to interpret the meaning of multiple values of a££i1liatien—typesubject-to-organization-
relationship in arequest context containing multiple values of organization.

2.2.5 Agreement-Id

The business document representing the IP agreement that covers this subject shall be designated with
the following attribute identifier.

urn:oasis:names:tc:xacml:3.0:ipc:subject:agreement-id

The DataType of this attribute is http://www.w3.0rg/2001/XMLSchema#string.

2.3 Obligations

The <Obligation> element will be used in the XACML response to notify requestor that additional
processing requirements are needed. This profile focuses on the use of obligations to encryption and
visual marking. The XACML response may contains one or more obligations. Processing of an
obligation is application specific. An <Obligation> may contain the object (resource) action pairing
information. If multiple vocabularies are used for resource definitions the origin of the vocabulary MUST
be identified.

The obligation should conform to following structure:

urn:oasis:names:tc:xacml:3.0:ipc:obligation

2.3.1 Encrypt

The Encrypt obligation shall be designated with the following identifier:

urn:oasis:names:tc:xacml:3.0:ipc:obligation:encrypt

The encrypt obligation can be used to command PEPs (Policy Enforcement Points) to encrypt the
resource. This profile does not specify the type of encryption or other parameters to be used; rather, the
details of implementation are left to the discretion of policy authors and software developers as to how to
best meet their individual requirements.

The following is an example of the Encrypt obligation:

<ObligationExpressions>
<ObligationExpression
ObligationId="urn:oasis:names:tc:xacml:3.0:ipc:obligation:encrypt"
FulfillOn="Permit"/>
</ObligationExpression>
</ObligationExpressions>

2.3.2 Marking

Marking classification values shall be designated with the following identifier:
urn:oasis:names:tc:xacml:3.0:ipc:obligation:marking

The marking obligation can be used to command PEPs (Policy Enforcement Points) to embed visual
marks, sometimes called watermarks, on data viewed both on-screen and in printed form. Policy authors
may use this obligation to meet legal or contractual requirements by forcing PEPs to display text or
graphics in accordance with <Permit> decisions. This profile does not specify the text or graphics which
can be rendered; rather, the details of implementation are left to the discretion of policy authors as to how
to best meet their individual requirements.

The following is an example of the marking obligation:

<ObligationExpressions>
<ObligationExpression

xacml-3.0-ipc-v1.0-csprd04-en 10 January 2013
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ObligationId="urn:oasis:names:tc:xacml:3.0:ipc:obligation:marking"
FulfillOn="Permit">
<AttributeAssignmentExpression
AttributeId="urn:oasis:names:tc:xacml:3.0:example:attribute:text">
<AttributeValue

xacml-3.0-ipc-v1.0-csprd04-en
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>Copyright 2011 Acme</AttributeValue>
</AttributeAssignmentExpression>
</ObligationExpression>

</ObligationExpressions>
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3 ldentifiers

This profile defines the following URN identifiers.

3.1 Profile Identifier

The following identifier SHALL be used as the identifier for this profile when an identifier in the form of a

URI is required.

urn:oasis:names:tc:xacml:3.0:1ipc
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s23 4 Examples (non-normative)

524  This section contains examples of how the profile attributes can be used.

525 4.1 Copyright

526 This example illustrates the use of a copyright for the following scenario:
527 ip-owner (Acme) grants ip-designeeLicensee (Wiley Corp) the right to use copyrighted materials (software,
528 images, multimedia) for a limited time in exchange for fees. ip-designheelicensee must protect licensed
529 material from unauthorized usage.
530
Subject attributes Resource attributes Obligations
organization: Wiley Corp copyright: true encrypt
agreement-id: CR101affiliation-type: ip-owner: Acme marking: Copyright 2011 Acme
customer
| agreement-id—CR101 ip-designeelicensee: Wiley Corp

agreement-type: copyright-grant

agreement-id: CR101

effective-date: 2011-07-01T00:00:00

expiration-date: 2021-06-30T00:00:00

531

532 4.1.1 Copyright Request

533
534 <Request ReturnPolicyIdList="true"
535 CombinedDecision="false"
536 xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17">
537 <Attributes Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject">
538 <Attribute
539 AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:subject:organization”
540 IncludeInResult="true">
541 <AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
542 >Wiley Corp</AttributeValue>
543 </Attribute>
544 <Attribute Attributeld="urn:oasis:names:tc:xacml:3.0:ipc:subject:affiltiation—
545 £ypeagreement-id"
546 IrneludeInResule=ltrycn
547 ttributeValue Datafype="http —org /2001 /XML SchemafanyURTY
548 graoasistRam £ SFERE O-+ip ubieettaffiliation
549 typetreustomer tEtributeVata
550 B
551 ttribute Attributeld="yrn:oasis:names:terxacmi3 - 0:ipe:subiectiagreement—idh
552 _— IncludeInResult="true">
553 <AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
554 >CR101</AttributeValue>
555 </Attribute>
556 </Attributes>
557 <Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
558 <Attribute AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:copyright"
559 IncludeInResult="true">
560 <AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#boolean"
561 >true</AttributevValue>
562 </Attribute>
563 —</httribute>
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<Attribute AttributelId="urn:oasis:names:tc:xacml:3.0:ipc:resource:ip-owner"
IncludeInResult="true">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
>Acme</AttributeValue>
</Attribute>
<Attribute AttributelId="urn:oasis:names:tc:xacml:3.0:ipc:resource:ip-
designeelicensee"
IncludeInResult="true">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
>Wiley Corp</AttributeValue>
</Attribute>

<Attribute AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-type"

IncludeInResult="true">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#anyURI"
>urn:oasis:names:tc:xacml:3.0:1ipc:resource:agreement-type:copyright-
grant</AttributeValue>
</Attribute>

<Attribute AttributelId="urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-id"

IncludeInResult="true">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
>CR101</Attributevalue>
</Attribute>
<Attribute
AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:effective-date"
IncludeInResult="true">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#dateTime"
>2011-07-01T00:00:00</Attributevalue>
</Attribute>
<Attribute
AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:expiration-date"
IncludeInResult="true">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#dateTime"
>2021-06-30T00:00:00</AttributevValue>
</Attribute>
</Attributes>
</Request>

4.1.2 Copyright Policy

This policy can be summarized as follows:

Target: This policy is only applicable to resource type copyright
AND the agreement-type copyright-grant

Rule: This rule is only applicable if Resource ip-owner = Acme
Then if
Subject organization = Wiley Corp AND
Subject agreement-id = Resource agreement-id (CR101, in this case) AND
Resource ip-designeelicensee = Wiley Corp AND
“‘Date and Time” is in the range of effective-date and expiration-date
Then PERMIT

Obligation:
On PERMIT mark AND encrypt the resource.
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617

618 <Policy xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17"

619 PolicyId="copyright-approve"

620 RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-

621 overrides"

622 Version="1">

623 | <Description>Example = aErot—potd for—copyright material policy</Description>

624 <Target>

625 <AnyOf>

626 <Allof>

627 <Match MatchId="urn:oasis:names:tc:xacml:1.0:function:boolean-equal">

628 <AttributeValue

629 DataType=http/rtwwn—w rg/ 200/ XMESchemattbootean="http: //www.w3.0rg/2001/XMLSchema#bool

630 ean"

631 >true</AttributeValue>

632 <AttributeDesignator

633 AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:copyright"

634 Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"

635 DataType="http://www.w3.0rg/2001/XMLSchema#boolean"

636 MustBePresent="false"/>

637 </Match>

638 <Match MatchId="urn:oasis:names:tc:xacml:1.0:function:anyURI-equal">

639 <AttributeValue

640 DataType=http+/rlwww—w3I—org/ 2001/ XMESchematanyURI="http: //www.w3.0rg/2001/XMLSchema#anyUR

641 T

642 >urn:oasis:names:tc:xacml:3.0:1ipc:resource:agreement-type:copyright-

643 grant</AttributevValue>

644 <AttributeDesignator

645 AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-type"

646 Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"

647 DataType="http://www.w3.0rg/2001/XMLSchema#anyURI"

648 MustBePresent="false"/>

649 </Match>

650 </All0f>

651 </AnyOf>

652 </Target>

653 <Rule Effect="Permit" RuleId="Right to use copyrighted material match">

654 <Description>Allow if subject's association to the designated custodian of the

655 copyright agrees</Description>

656 <Target>

657 <AnyOf>

658 <Allof>

659 <Match MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

660 <AttributeValue

661 DataType=http+//owww—w3—org/2001/XMESchematstring="http://www.w3.0rg/2001/XMLSchema#strin

662 g"

663 >Acme</AttributeValue>

664 <AttributeDesignator

665 AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:ip-owner"

666 Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"

667 DataType="http://www.w3.0rg/2001/XMLSchema#string"

668 MustBePresent="false" />

669 </Match>

670 </Al10f>

671 </AnyOf>

672 </Target>

673 <Condition>

674 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:and">

675 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

676 <AttributeValue

677 DataType=http+//wwn—wi3—org/ 2001/ XML Schematfstring="http://www.w3.0rg/2001 /XMLSchema#strin

678 g"

679 >Wiley Corp</AttributeValue>

680 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">

681 <AttributeDesignator

682 AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:subject:organization”

683 Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"

684 DataType="http://www.w3.0rg/2001/XMLSchema#string"

685 MustBePresent="false"/>

686 </Apply>

687 </Apply>

688 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

689 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">
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690 <AttributeDesignator

691 AttributeId="urn:oasis:names:tc:xacml:3.0:1ipc:subject:agreement-id"
692 Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
693 DataType="http://www.w3.0rg/2001/XMLSchema#string"

694 MustBePresent="false"/>

695 </Apply>

696 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">
697 <AttributeDesignator

698 AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-id"
699 Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
700 DataType="http://www.w3.0rg/2001/XMLSchema#string"

701 MustBePresent="false"/>

702 </Apply>

703 </Apply>

704 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

705 <AttributeValue

706 DataType=httpi/Ftwiww—w3—org/2001/XMESehemattstring="http: //www.w3.0rg/2001/XMLSchema#strin
707 =

708 >Wiley Corp</AttributeValue>

709 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">
710 <AttributeDesignator

711 AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:ip-designee™
712 Category="uraroasisinamesiteixaemt i 3-0tattribut aEegoryte greel
713 talype—"ht rg maftsEr

714 p A

715

716

717

718

719

720 DataType="http://www.w3.0rg/2001/XMLSchema#string"

721 MustBePresent="false"/>

722 </Apply>

723 </Apply>

724 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:dateTime-greater-than-
725 or-equal">

726 <Apply

727 FunctionId="urn:oasis:names:tc:xacml:1.0:function:dateTime-one-and-only">
728 <AttributeDesignator

729 AttributeId="urn:oasis:names:tc:xacml:1.0:environment:current-dateTime"
730 Category="urn:oasis:names:tc:xacml:3.0:attribute-category:environment"
731 DataType="http://www.w3.0rg/2001/XMLSchema#dateTime"

732 MustBePresent="false" />

733 </RApply>

734 <Apply

735 FunctionId="urn:oasis:names:tc:xacml:1.0:function:dateTime-one-and-only">
736 <AttributeDesignator

737 AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:effective-date"
738 Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
739 DataType="http://www.w3.0rg/2001/XMLSchema#dateTime"

740 MustBePresent="false" />

741 </Apply>

742 </Apply>

743 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:dateTime-less-than">
744 <Apply

745 FunctionId="urn:oasis:names:tc:xacml:1.0:function:dateTime-one-and-only">
746 <AttributeDesignator

747 AttributeId="urn:oasis:names:tc:xacml:1.0:environment:current-dateTime"
748 Category="urn:oasis:names:tc:xacml:3.0:attribute-category:environment"
749 DataType="http://www.w3.0rg/2001/XMLSchema#dateTime"

750 MustBePresent="false"/>

751 </Apply>

752 <Apply

753 FunctionId="urn:oasis:names:tc:xacml:1.0:function:dateTime-one-and-only">
754 <AttributeDesignator

755 AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:expiration-date"
756 Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
757 DataType="http://www.w3.0rg/2001/XMLSchema#dateTime"

758 MustBePresent="false"/>

759 </Apply>

760 </Apply>

761 </Apply>

762 </Condition>
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</Rule>
<ObligationExpressions>
<ObligationExpression
ObligationId="urn:oasis:names:tc:xacml:3.0:ipc:obligation:marking"
FulfillOn="Permit">
<AttributeAssignmentExpression
AttributeId="urn:oasis:names:tc:xacml:3.0:example:attribute:text">
<AttributeValue
DataType=http= A
g"

rg/ 200/ XMESchemattstring="http://www.w3.0rg/2001/XMLSchema#strin

>Copyright 2011 Acme</AttributeValue>

</AttributeAssignmentExpression>

</ObligationExpression>

<ObligationExpression
ObligationId="urn:oasis:names:tc:xacml:3.0:ipc:obligation:encrypt"
FulfillOn="Permit">

</ObligationExpression>

</ObligationExpressions>
</Policy>

4.2 Trademark

This example illustrates the use of a trademark for the following scenario:

ip-owner (Acme) grants ip-designeelicensee (Wiley Foundation), a charitable organization, the right to use
their trademark logo for a limited time. ip-desigheelicensee must protect licensed material from
unauthorized usage.

Subject attributes Resource attributes Obligations

organization: Wiley Foundation trademark: true Marking: Acme

agreement-id: CR102affiliation-type: ip-owner: Acme
non-profit

agreement-d-CR102 ip-designeelicensee: Wiley Foundation

agreement-type: trademark-grant

agreement-id: CR102

effective-date: 2011-07-01T00:00:00

expiration-date: 2021-06-30T00:00:00

4.2.1 Trademark Request

<Request ReturnPolicyIdList="true"
CombinedDecision="false"
xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17">
<Attributes Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject">
<Attribute
AttributeId="urn:oasis:names:tc:xacml:3.0:1ipc:subject:organization”
IncludeInResult="true">

<AttributeValue
DataType="http/Fwwww3—org/ 2001 MESchemattstring"="http://www.w3.0rg/2001/XMLSchema#str
ing"
>Wiley Foundation</AttributevValue>
</Attribute>
<Attribute AttributelId="urn:oasis:names:tc:xacml:3.0:1ipc:subject:affiliation—type”

T lidaT D 1t "

hedtbat ttributeld="vratoasisinames:t et O+ipersubieetragreement-1id"
IncludeInResult="true">
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<AttributeValue
DataType="http+/Fwww—w3—org/ 200/ MESchemattstring"="http: //www.w3.0rg/2001/XMLSchema#str

ing"

>CR102</AttributeValue>

</Attribute>

</Attributes>

<Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<Attribute AttributelId="urn:oasis:names:tc:xacml:3.0:ipc:resource:trademark"

IncludeInResult="true">
<AttributeValue
DataType="http+/Ffwwi—w3—org/2001/XMESchematbootean="http://www.w3.0rg/2001/XMLSchema#bo

olean"

>true</Attributevalue>
</Attribute>
<Attribute AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:ip-owner"
IncludeInResult="true">

<AttributeValue
DataType="http -/ wwnw—w rog/ 200 XMESchemattstring"="http: //www.w3.0rg/2001/XMLSchema#str
ing"
>Acme</AttributeValue>
</Attribute>
<Attribute AttributelId="urn:oasis:names:tc:xacml:3.0:ipc:resource:ip-
designeelicensee"
IncludeInResult="true">
<AttributeValue
DataType="thitp- 3o rg/ 200/ XML Schemaftstring"="http: //www.w3.0rg/2001 /XMLSchema#str
ing"

>Wiley Corp</AttributeValue>
</Attribute>
<Attribute AttributelId="urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-type"
IncludeInResult="true">
<AttributeValue

DataType="http+//fwwi—w3—org/ 2001/ XMESchematanydRE"="http: //www.w3.0rg/2001/XMLSchemaf#any
URI"

>urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-type:trademark-
grant</AttributevValue>
</Attribute>
<Attribute AttributelId="urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-id"
IncludeInResult="true">
<AttributeValue

DataType="http+/Ffwwi—w3—org/2001/ - XMESchematstring"="http: //www.w3.0rg/2001/XMLSchema#str

ing"

>CR102</AttributeValue>
</Attribute>
<Attribute Attributeld="urn:oasis:names:tc:xacml:3.0:ipc:resource:effective-date"
IncludeInResult="true">

<AttributeValue
DataType="http://www-w3—org/200/XMESchematdateTime="http: //www.w3.0rg/2001/XMLSchema#d
ateTime"

>2011-07-01T00:00:00</Attributevalue>
</Attribute>
<Attribute Attributeld="urn:oasis:names:tc:xacml:3.0:ipc:resource:expiration-date"
IncludeInResult="true">
<AttributeValue
DataType="thitp- w3 —org/ 200/ XMELSchemaftdateTime="http: //www.w3.0rg/2001/XMLSchema#d
ateTime"
>2021-06-30T00:00:00</Attributevalue>
</Attribute>
</Attributes>
</Request>

4.2.2 Trademark Policy

This policy can be summarized as follows:

Target: This policy is only applicable to resource type “trademark” AND ip-owner = “Acme”

Rule: This rule is only applicable if Subject organization = Wiley Foundation AND
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Then if
Subject agreement-id = Resource agreement-id (CR102, in this case) AND
“Date and Time” is in the range of effective-date and expiration-date THEN
PERMIT

Obligation:
On PERMIT mark the resource.

<Policy xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17"
PolicyId="trademark-approve"
RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-
overrides"
Version="1">
<Description>Example rights—te—use—trademark policy</Description>

<Target>
<AnyOf>
<AllOf>
<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:boolean-equal">
<AttributeValue
DataType=http- 3o rg/200/MESchemattbootean="http: //www.w3.0rg/2001 /XMLSchema#bool
ean"

>true</AttributevValue>

<AttributeDesignator
AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:trademark"
Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
DataType="http://www.w3.0rg/2001/XMLSchema#boolean"
MustBePresent="false"/>

</Match>
<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue

DataType=http+/fwwww3—org/2001/ XMESchematstring="http://www.w3.0rg/2001/XMLSchema#strin
g"

>Acme</AttributevValue>
<AttributeDesignator
AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:ip-owner"
Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
MustBePresent="false"/>
</Match>
</Al10f>
</AnyOf>
</Target>
<VariableDefinition VariableId="acme-agreement-id">
<AttributeValue
DataType=http- 3o rg/ 200 MESchemattstring="http: //www.w3.0rg/2001/XMLSchema#strin
g"

>CR102</AttributeValue>
</VariableDefinition>
<Rule Effect="Permit" RuleId="Rights to use trademark match">
<Description>Allow if the IP owner grants use of trademark logo</Description>

<Target>
<AnyOf>
<Allof>
<Match MatchId="urn:ocasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue

DataType=http+/Ffwww—w3—org/2001/XMESchematstring="http://www.w3.0rg/2001/XMLSchemaf#strin
g"

>Wiley Foundation</AttributevValue>
<AttributeDesignator
AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:subject:organization”
Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
MustBePresent="false"/>
</Match>
</AllOf>
</AnyOf>
</Target>
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<Condition>

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:and">

<Apply FunctionId="urn:oasis:names

:tcixacml:1.0:function:string-equal">

<VariableReference VariableId="acme-agreement-id"/>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">

<AttributeDesignator
AttributeId="urn:oasis:names
Category="urn:oasis:names:tc

:tc:xacml:3.0:ipc:subject:agreement-id"
:xacml:1.0:subject-category:access-subject"

DataType="http://www.w3.0rg/2001/XMLSchema#string"

MustBePresent="false"/>
</Apply>
</Apply>
<Apply FunctionId="urn:oasis:names

:tcixacml:1.0:function:string-equal">

<VariableReference VariableId="acme-agreement-id" />
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">

<AttributeDesignator
AttributeId="urn:oasis:names
Category="urn:oasis:names:tc

:tcixacml:3.0:ipc:resource:agreement-id"
:xacml:3.0:attribute-category:resource"

DataType="http://www.w3.0rg/2001/XMLSchema#string"

MustBePresent="false"/>
</RApply>
</RApply>
<Apply
FunctionId="urn:oasis:names:tc:xacml
<Apply
FunctionId="urn:oasis:names:tc
<AttributeDesignator
AttributeId="urn:oasis:names
Category="urn:oasis:names:tc

:1.0:function:dateTime-greater-than-or-equal">
:xacml:1.0:function:dateTime-one-and-only">

:tcixacml:1.0:environment:current-dateTime"
:xacml:3.0:attribute-category:environment"

DataType="http://www.w3.0rg/2001/XMLSchema#dateTime"

MustBePresent="false"/>
</Apply>
<Apply
FunctionId="urn:oasis:names:tc
<AttributeDesignator
AttributeId="urn:oasis:names
Category="urn:oasis:names:tc

:xacml:1.0:function:dateTime-one-and-only">

rtcixacml:3.0:ipc:resource:effective-date"
:xacml:3.0:attribute-category:resource"

DataType="http://www.w3.0rg/2001/XMLSchema#dateTime"

MustBePresent="false"/>
</Apply>
</Apply>
<Apply FunctionId="urn:oasis:names
<Apply
FunctionId="urn:oasis:names:tc
<AttributeDesignator
AttributeId="urn:oasis:names
Category="urn:oasis:names:tc

ttcixacml:1.0:function:dateTime-less—-than">
:xacml:1.0:function:dateTime-one-and-only">

:tc:xacml:1.0:environment:current-dateTime"
:xacml:3.0:attribute-category:environment"

DataType="http://www.w3.0rg/2001/XMLSchema#dateTime"

MustBePresent="false"/>
</Apply>
<Apply
FunctionId="urn:oasis:names:tc
<AttributeDesignator
AttributeId="urn:oasis:names
Category="urn:oasis:names:tc

:xacml:1.0:function:dateTime-one-and-only">

ttcixacml:3.0:ipc:resource:expiration-date"
:xacml:3.0:attribute-category:resource"

DataType="http://www.w3.0rg/2001/XMLSchema#dateTime"

MustBePresent="false"/>
</Apply>
</Apply>
</Apply>
</Condition>
</Rule>
<ObligationExpressions>
<ObligationExpression

ObligationId="urn:oasis:names:tc:xacml:3.0:ipc:obligation:marking"

FulfillOn="Permit" >
<AttributeAssignmentExpression

AttributeId="urn:oasis:names:tc:xacml:3.0:example:attribute:text">

<AttributeValue DataType=kttp+/Fwww—w3—org/ 200/ MESchemattstring

="http://www.w3.0rg/2001/XMLSchema#string"

>Acme</AttributeValue>
</AttributeAssignmentExpression>
</ObligationExpression>
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</ObligationExpressions>
</Policy>

4.3 Proprietary

This example illustrates the use of a trade secret for the following scenario:
ip-owner (Acme) grants ip-designeelicensee (Wiley Corp) the right to use Acme trade secrets, technical

drawings in this case, for a limited time for creation of products sold to ip-owner. ip-desigheelicensee and ip-

owner must protect licensed material from unauthorized usage.

Subject attributes Resource attributes Obligations
organization: Wiley Corp proprietary: true encrypt
organizatienalsubject-to-organization- ip-owner: Acme marking: Acme
relationship: supplier Proprietary
Information: Limited
Distribution
agreement-id: CR103 ip-designeelicensee: Wiley Corp

agreement-type: technical-data-grant

valid-agreement-exists: true

agreement-id: CR103

01T00:00:00work-effort: Acme
Products

30T00:00:00authorized-end-use:
manufacture

4.3.1 Proprietary Request

<Request ReturnPolicyIdList="true" CombinedDecision="false"
xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17">
<Attributes Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject">
<Attribute
AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:subject:agreement-id"
IncludeInResult="true">
<AttributeValue
DataType=http://www.w3.0rg/2001/XMLSchema#string
>CR103</AttributeValue>
__ </Attribute>
<Attribute
AttributeId="urn:oasis:names:tc:xacml:3.0:1ipc:subject:organization”
IncludeInResult="true">
et bat 1 <AttributeValue
DataType="=http://www.w3.0rg/2001/XMLSchema#string"*
>Wiley Corp</AttributeValue>
</Attribute>
<Attribute
AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:subject:erganizationatsubject-to-
organization-relationship"
IncludeInResult="true">
<AttributeValue DataType="=http://www.w3.0rg/2001/XMLSchema#anyURI"

>urn:oasis:names:tc:xacml:3.0:ipc:subject :exrganizationatsubject-to-organization-
relationship:supplier</AttributevValue>
</Attribute>

</Attributes>
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<Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<Attribute

i qr
B
D H-

Attribute AttributelId="urn:oasis:names:tc:xacml:3.0:ipc:resource:ip-owner"
IncludeInResult="true">
T 1 Ao T D I | P 1

— <AttributeValue DataType="=http://www.w3.0rg/2001/XMLSchema#string™
>Acme</AttributevValue>

Attt
e

<Attribute
AttributeId="urn:oasis:names:tc:xacml:3.0:1ipc:resource:agreement-type"
IncludeInResult="true">

T loda T 1o i1}

—_ <AttributeValue DataType="=http://www.w3.0rg/2001/XMLSchema#anyURI"
>urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-type:technical-data-
grant</AttributevValue>
</Attribute>
<Attribute
AttributeId="urn:oasis:names:tc:xacml:3.0:1ipc:resource:agreement—idproprietary"
IncludeInResult="true">
<AttributeValue

DataType="http+/Ffwwi—w3—org/2001/XMESchematstring"=http: //www.w3.0rg/2001/XMLSchema#bool

ean

—>ER1B3>true</Attributevalue>
</Attribute>
<Attribute
AttributeId="urn:oasis:names:tc:xacml:3.0:1ipc:resource:effective—dateip-
licensee"
IncludeInResult="true">
<AttributeValue DataType=http://www.w3.0rg/2001/XMLSchema#string
>Wiley Corp</AttributeValue>
</Attribute>
<Attribute
AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:work-effort"
IncludeInResult="true">
<AttributeValue DataType=http://www.w3.0rg/2001/XMLSchema#string
>Acme Products</AttributevValue>
</Attribute>
<Attribute
AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:authorized-end-use"
IncludeInResult="true">
<AttributeValue DataType=http://www.w3.0rg/2001/XMLSchema#anyURI
>urn:oasis:names:tc:xacml:3.0:ipc:resource:authorized-end-
use:manufacture</AttributeValue>
</Attribute>
</Attributes>
<Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:environment">
<Attribute
AttributeId="urn:oasis:names:tc:xacml:1.0:environment:current-dateTime"
IncludeInResult="true">

<AttributeValue
DataType="http+/Ffwwi—w3—org/2001/ XMESchematdateTime"=http: //www.w3.0rg/2001/XMLSchema#da
teTime
01+ +—-07-01+F06>2012-11-27T00:00:00</Attributevalue>
</Attribute>
F#J—;b\l‘%—
teributetd="wrrroasisinamestte i xaemi 30 iperesoureetexpiration—date”

E O B SePE

— </Attributes>
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1128 </Request>
1129

1130  4.3.2 Proprietary Policy

1131 This policy can be summarized as follows:
1132
1133 Target: This policy is only applicable to resource type “proprietary” AND ip-owner = Acme
1134
1135 Rule: This rule is only applicable if Subject-organization='Wiley-Foundation-AND-valid-
1136 agreement-exists*
1137 organizational-relationship=-supplier AND
1138 Resource-agreement-type =technical-data-grant
1139
1140 Then if
1141 Resource-ip-designee=Wiley-Corp-AND
1142 Subject agreement-id= Resource agreement-id (CR103, in this case) AND
1143 : me’is i rati
1144 Then PERMIT
1145
1146 Obligation:
1147 On PERMIT mark AND encrypt the resource.
1148
1149 * Note: The PDP determines if a valid agreement exits via an attribute query to a PIP.
1150
1151 <Policy xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17"
1152 PolicyId="proprietary-approve"
1153 RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-
1154 overrides"
1155 Version="1">
1156 <Description>Example rightste—use—proprietary (trade secret) material
1157 policy</Description>
1158 <Target>
1159 <AnyOf>
1160 <Al10f>
1161 <Match MatchId="urn:oasis:names:tc:xacml:1.0:function:boolean-equal">
1162 <AttributeValue
1163 DataType=http: 3o rg/200/ MESchemaftbootean="http: //www.w3.0rg/2001 /XMLSchemaf#bool
1164 ean"
1165 >true</Attributevalue>
1166 <AttributeDesignator
1167 AttributeId="urn:oasis:names:tc:xacml:3.0:1ipc:resource:proprietary"
1168 Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
1169 DataType="http://www.w3.0rg/2001/XMLSchema#boolean"
1170 MustBePresent="false"/>
1171 </Match>
1172 <Match MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
1173 <AttributeValue
1174 DataType=http+/Ffwww—w3—org/2001/XMESchematstring="http://www.w3.0rg/2001/XMLSchemaf#strin
1175 o
1176 >Acme</AttributeValue>
1177 <AttributeDesignator
1178 AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:ip-owner"
1179 Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
1180 DataType="http://www.w3.0rg/2001/XMLSchema#string"
1181 MustBePresent="false"/>
1182 </Match>
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</All10f>
</AnyOf>
</Target>
<Rule Effect="Permit" RuleId="Rights to use match">
<Description>Allow if ip owner grants right to use technical data</Description>

<Target>
<AnyOf>
<AllOf>
<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:stringboolean-equal">
<AttributeValue

DataType=http+//www—w3—org/2001/ XMESchematstring="http://www.w3.0rg/2001/XMLSchema#boole

an"

SHiteyCeorptrue</Attributevalue>
<AttributeDesignator

AttributeId="urn:oasis:names:tc:xacml:3.0:1ipc:subjeetrorganizationresource:valid-
agreement-exists"

Category="urn:oasis:names:tc:xacml:13.0:subjectattribute-category:acecess—
subFeet"resource"
DataType="http://www.w3.0rg/2001/XMLSchema#stxingboolean"
MustBePresent="false"/>
</Match>

hTid="112nr . 4 PR ml e £ 1ion IRT o3a-l
atehMatehtd="uwrnroasisinames et funetionanydRI—egqualt
ESE S ST hl DataTuna=h+t+n CTRY Pes rer fa¥all MT hoama#tanoIIRT
YeEriby atue—Patatype=http WA rg I/MESchematftanyURE
EEE L 3 A . . m] O3 . 13 . o mant o+ 17y + hn aa+
GrRoasistramest e kacmt iperresoureciagreement—typeitechnical—data
ESE SRV “CTE “DN anator
‘YeEributebesignateor
PRV | ST SO s B | PRV . = + ] Oedraosr 11 o et g AT
‘YeEributetd="urntoasisinames semi3+—0iperresour Sgreement—£yp
Cotocorg="11rr . m + m Ot trdila+ fooaor r 17 "
aEegor GrRteasistramestE et ratEribut sEegorytE S5
—n "
BViE + D D + "L 1 "
MustRePresen fats
Mo+ h
Mateh
</All10f>
</AnyOf>
</Target>
<Condition>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:andstring-equal">
<Apply : =" : 5 st : 5 Lo : T

‘ppty FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">
<AttributeDesignator

it AT AW o 4 s oo .
EeErIouce e BrER--oa ST S TRame st

= =
4+ —n ' i 1 faY At

e Ta_n 1 + ST | o e e ol 1.1

4+ 4 N + imY 3 +
I

AttributeId="urn:ocasis:names:tc:xacml:3.0:ipc:subject:agreement-id"
Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
MustBePresent="false"/>

</RApply>

—</<Apply >

FunctionId="urn:ocasis:names:tc:xacml:1.0:function:string-one-and-only">
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1256 <AttributeDesignator
1257 Appty—F
1258
1259
1260 Ap
1261 P =
1262 ttrib
1263 —_— AttributeId="urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-id"
1264 Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
1265 DataType="http://www.w3.0rg/2001/XMLSchema#string"

1266 MustBePresent="false"/>

1267 <y

1268 </Apply>

1269
1270
1271
1272
1273
1274
1275
1276
1277
1278
1279
1280
1281
1282 E3°
1283 =
1284 c
1285 Da
1286 M
1287
1288
1289
1290
1291
1292
1293
1294
1295
1296
1297
1298
1299
1300
1301 v YrRea SIS Ramess aemi 30 iperresoureerexpiration—dat
1302 Category="uraioasisiramesteixaemit 30 attribut SEegoryE greel
1303 —n : w3 frae

1304 My
1305 oP
1306 \opt
1307 e
1308 </Condition>

1309 </Rule>

1310 <ObligationExpressions>

1311 <ObligationExpression

1312 ObligationId="urn:oasis:names:tc:xacml:3.0:ipc:obligation:marking"
1313 FulfillOn="Permit">

1314 <AttributeAssignmentExpression

1315 AttributeId="urn:ocasis:names:tc:xacml:3.0:example:attribute:text">
1316 <AttributeValue
1317 DataType=http+//wwn—wi3—org/2001/ XML Schematfstring="http://www.w3.0rg/2001 /XMLSchema#strin
1318 o

1319 >Acme Proprietary Information: Limited Distribution</AttributeValue>

1320 </AttributeAssignmentExpression>

1321 </ObligationExpression>

1322 <ObligationExpression

1323 ObligationId="urn:ocasis:names:tc:xacml:3.0:ipc:obligation:encrypt"

1324 FulfillOn="Permit">

1325 </ObligationExpression>

1326 </ObligationExpressions>

1327 </Policy>
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1320 5 Conformance

1330  Conformance to this profile is defined for policies and requests generated and transmitted within and
1331 between XACML systems.

1332 5.1 Attribute Identifiers

1333 Conformant XACML policies and requests SHALL use the attribute identifiers defined in Section 2 for
1334 | their specified purpose; and SHALL NOT use any other identifiers for the purposes defined by attributes
1335 in this profile. The following table lists the attributes that must be supported.

1336  Note: “M” is mandatory “O” is optional.

1337
Identifiers
urn:oasis:names:tc:xacml:3.0:1ipc:resource:copyright M
urn:oasis:names:tc:xacml:3.0:ipc:resource:patent M
urn:oasis:names:tc:xacml:3.0:ipc:resource:proprietary M
urn:oasis:names:tc:xacml:3.0:ipc:resource:public-domain M
urn:oasis:names:tc:xacml:3.0:ipc:resource:trademark M
urn:oasis:names:tc:xacml:3.0:ipc:resource:ip-owner M
urn:oasis:names:tc:xacml:3.0:ipc:resource:ip-desigreelicensee M
urn:oasis:names:tc:xacml:3.0:1ipc:resource:agreement-id M
urn:oasis:names:tc:xacml:3.0:ipc:resource:agreement-type M

urn:oasis:names:tc:xacml:3.0:ipc:resource:valid-agreement-exists ]
urn:oasis:names:tc:xacml:3.0:ipc:resource:number-of-valid-agreements (o]
urn:oasis:names:tc:xacml:3.0:ipc:resource:work-effort M
urn:oasis:names:tc:xacml:3.0:ipc:resource:authorized-end-use M
urn:oasis:names:tc:xacml:3.0:ipc:resource:effective-date M
urn:oasis:names:tc:xacml:3.0:ipc:resource:expiration-date M
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1339
1340

1341
1342
1343

urn:oasis:names:tc:xacml: :ipc:subject:exrganizatieonsubject-id M
urn:oasis:names:tc:xacml: :ipc:subject:exrganizationalt M
relatienshiporganization

urn:oasis:names:tc:xacml: :ipc:subject:subject-to-organization- M
£yperelationship

urn:oasis:names:tc:xacml: :ipc:subject :affitiation—typebusiness— M
context

urn:oasis:names:tc:xacml: :ipc:subject:agreement-id M
urn:oasis:names:tc:xacml: :ipc:obligation:encrypt M
urn:oasis:names:tc:xacml: :ipc:obligation:marking M

5.2 Attribute Values

Conformant XACML policies and requests SHALL use attribute values in the specified range or patterns
as defined for each attribute in Section 2 (when a range or pattern is specified).

NOTE: In order to process conformant XACML policies and requests correctly, PIP and
PEP modules may have to translate native data values into the datatypes and formats

specified in this profile.
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1358 Appendix B. Non-Normative Text

1359  This table maps possible overlaps between IP type classifications. This list is neither normative nor
1360  exhaustive, but serves as a guide for interoperable implementations.

Public-
Copyright Patent Proprietary Domain  Trademark

Copyright - Yes No No Yes
Patent Yes - No No Yes
Proprietary No No - No No
Public-

Domain No No No - No
Trademark Yes Yes No No -
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rule target matches to the rule’s condition
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