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Abstract:
This document describes how to use X.509 Certificates with the Web Services Security:
SOAP Message Security specification [WS-Security] specification.

Status:

This is an OASIS Draft listing errata for the OASIS Standard produced by the Web
Services Security Technical Committee. The standard was approved by the OASIS
membership on 1 February 2006..

Technical Committee members should send comments on this specification to the
technical Committee’s email list. Others should send comments to the Technical
Committee by using the “Send A Comment” button on the Technical Committee’s web
page at www.oasisopen.org/committees/wss.

For information on whether any patents have been disclosed that may be essential to
implementing this specification, and any offers of patent licensing terms, please refer to
the Intellectual Property Rights section of the WS-Security TC web page
(http://www.oasis-open.org/committees/wss/ipr.php).
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Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights
that might be claimed to pertain to the implementation or use of the technology described in this
document or the extent to which any license under such rights might or might not be vailable;
neither does it represent that it has made any effort to identify any such rights. Information on

OASIS's procedures with respect to rights in OASIS specifications can be found at the OASIS
website. Copies of claims of rights made available for publication and any assurances of licenses
to be made available, or the result of an attempt made to obtain a general license or permission
for the use of such proprietary rights by implementors or users of this specification, can be
obtained from the OASIS Executive Director. OASIS invites any interested party to bring to its
attention any copyrights, patents or patent applications, or other proprietary rights which may
cover technology that may be required to implement this specification. Please address the
information to the OASIS Executive Director.

Copyright (C) OASIS Open 2002-2006. All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works
that comment on or otherwise explain it or assist in its implementation may be prepared, copied,
published and distributed, in whole or in part, without restriction of any kind, provided that the
above copyright notice and this paragraph are included on all such copies and derivative works.
However, this document itself may not be modified in any way, such as by removing the copyright
notice or references to OASIS, except as needed for the purpose of developing OASIS
specifications, in which case the procedures for copyrights defined in the OASIS Intellectual
Property Rights document must be followed, or as required to translate it into languages other
than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its
SUCCEeSSOrs or assigns.

This document and the information contained herein is provided on an "AS IS" basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE
ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.

OASIS has been notified of intellectual property rights claimed in regard to some or all of the
contents of this specification. For more information consult the online list of claimed rights.

This section is non-normative.
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1 Issues Addressed

The following issues related to the Web Services Security X.509 Certificate Token Profile 1.1
listed in the Web Services Committee Issues List [WSS-Issues] have been addressed in this

document:

Issue Description

457 Remove #x509v1 from table

458 Fix typographical Errors

460 Change #ThumbPrintSHAL to #ThumbprintSHA1
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o 2 Typographical/Editorial Errors

91 2.1 Section 3.3.2 Reference to a Binary Security Token
92 Changed lines 348 and 349 from

93 <ds:Reference URI="#body"></ds:Reference>

94 <ds:Reference URI="#binarytoken"></ds:Reference>

95 to

96 <ds:Reference URI="#body">...</ds:Reference>

97 <ds:Reference URI="#binarytoken">..._.</ds:Reference>

98 2.2 Section 3.3.3 Reference to an Issuer and Serial Number
99 Changed lines 384 and 385 from

100 <ds:Reference URI="#body"></ds:Reference>

101 <ds:Reference URI="#keyinfo"></ds:Reference>
102 to

103 <ds:Reference URI="#body">...</ds:Reference>
104 <ds:Reference URI="#keyinfo">..._.</ds:Reference>

105 2.3 Section 3.4 Encryption

106 Changed line 430 from
107  xenc:EncryptionMethod Algorithm="..."/>

108 to
109  xenc:EncryptionMethod Algorithm=". . ."/>
110

111 Changed line 480 from

112 soap-message-security-1.1#ThumbPrintSHA1" >LKiQ/CmFrJDJqCLFcjlhlsmz/+0=
113 to

114 soap-message-security-1.1#ThumbprintSHA1" >LKiQ/CmFrJDJqCLFcjlhlsmz/+0=
115

116 Changed line 494 from

117 <xenc:EncryptedData Id="encrypted" Type="...">

118 to
119 <xenc:EncryptedData Id="encrypted" Type=". . .">
120
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3 Normative Errors

3.1 Section 2.2 Namespaces

Deleted following row from table at line 158

#X509PKIPathvl http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-
token-profile-1.0#X509PKIPathvl

3.2 Section 3.1 Token Types

Deleted following row from table at line 177

Single #x509v1 An X.509 v1 certificate capable of signature-verification at
certificate a minimum.

3.3 Section 3.2 Token References

Changed line 204 from

X.509 SubjectKeyldentifier reference. A subject key identifier may only be used to
to

X.509 SubjectKeyldentifier reference. A subject key identifier MAY only be used to
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