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sam Urn: oasis:nanes:tc: SAM.: 1. 0: assertion
sam p [Un: oasis:names:tc: SAM.: 1. 0: prot ocol
() & 0 & & 1
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) 2 %6 % 9%
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5 % % "R 2 08
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5 ? % % % % % %6
; B &0 2
; $ <wsse: Security> %
08 : ) % : 2 %
! 2 % $ L 2 0 H
6 <wsse: SecurityTokenRef er ence> 2
<ds: Keyl nf o> 2 ! 2 %
% $ % % 2% %
<ds: Keyl nfo>  %-<ds: Si gnedI nf 0> % 2
$ % % % : $ 0A S5
6 6 26> 08 26> <
% 08 = % $% $ %
%% % < =5
% 6 % : hol der - of -key  %sender -vouches
% 6 %6 0A 5
2 6 26> %
21" & + *
08 % & 2 ; B &0 2
6 % <wsse: Security>
% 5 ? 2 & 08
<wsse: Security> %

<S12: Envel ope>
<S12: Header >
<wsse: Security>
<saml : Assertion

Assertionl D="_a75adf 55- 01d7- 40cc- 929f - dbd8372ebdf c"
| ssuel nst ant =" 2003- 04- 17T00: 46: 022"
| ssuer =" ww. opensani . or g”
Maj or Ver si on="1"
M nor Ver si on="1"

5 Usage 62 <wsse: SecurityTokenRef er ence>
0 H6 2 % 2 6 < A#! =
% 2 2 2 5 & ; B &0
2 % 62
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</sanl : Assertion>

</vvs.se5 Sécuri ty>
</ S12: Header >
<S12: Body>

</élé:éody>
</ S12: Envel ope>

212 % * & % *
5 B &0 2 %
<wsse: SecurityTokenRef er ence> 2 5
% %6 %
2% $ % 9% 2 % 6
5 % %6
<wsse: SecurityTokenRef er ence> % % B
% < <wsse: Keyl dentifier>)
$ 2 % <wsse: EncodedString> % %
62 < = % < Val ueType),
% % < Encodi ngType), %
2 % 2
; % 2 % 08 . O0A 5
$ 2 % 08 % . 5 %
0A 5 Val ueType 62 % $ 2 62 O0A 56
wsse: Keyl denti fier/ @al ueType 56 5 % OA 5
3 5 2% Encodi ngType 62 %
% 0OA 56 % %  xsi:string
; % 2 % . 08
% % :
<sami : Aut hori t yBi ndi ng> OA 56 %
<wsse: SecurityTokenRef erence> % 5
<sam : Aut hori t yBi ndi ng> 0A 5 $ 2
2 % % <wsse: SecurityTokenRef erence>
M % % % % 2 5 %
$ 2 Aut hor i t yKi nd 62 <sanl : Aut hori t yBi ndi ng>
OA 56 Nsanl p: Assertionl dReferenceQ; 1% 2 %
. 08 %
% . P B 2 - % Q 0OA 53 56 2% %
P B 2 5 # Q %
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<wsse: Ref er ence>=

<xenc: Dat aRef erence>

%6
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62
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A#!

<wsse: Enbedded>

2
%

ect Confirnmati on>

%

A#! <
% 2 6 A#! | %
2 % 2
< <wsu: | d> 62 = %
< ? = 2 %
5 % % 6 2 A#!
08
9 6 %W % 2 2
; 9 6 %W % 2 % 2 08
0OA 56 2% % %
<wsse: SecurityTokenRef er ence>.
5 % 6 08 6 %
08 6 % % <wsse: Security>
! : 6 $ %6
08 6 % <ds: Keyl nf 0>
<ds: Si ghat ure> <wsse: Security> % !
26> Psam : Subj
% 2 % 2 2
08 6 % <ds: Ref erence>
<ds: Si gnedl nf 0> <ds: Si gnat ur e>
<wsse: Security> % ! % 26 %
6 2
08 2 %
<xenc: Encr ypt edDat a> %
<xenc: Ref erencelLi st > ! :
< 6 %6 % =
! ? % 6 B
2% % <wsse: Security>
2% % <wsse: Security>
1 62 2
6 $ 6 % %6
2
08 % : <
<sam : Aut hori t yBi ndi ng> 2 6 2 %
<wsse: SecurityTokenRef er ence> : ?
22 % | 08 J ? %
6 A#! 5 08
<wsse: SecurityTokenRef er ence> 2% %
% 2% M <saml : Asserti onl D>
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) OA 56 6 08
* 2 <wsse: Security> % %
+ 2 e %
OA 56 6 2 % % %
%
08 6 % <wsse: Security> %
" < 2 = % 5 ? %
2 % <wsse: Security> % 08
( <S12: Envel ope>
) <S12: Header >
* <wsse: Security>
+ <saml : Assertion
Assertionl D="_a75adf 55- 01d7- 40cc- 929f - dbd8372ebdf c"
| ssuel nst ant =" 2003- 04- 17T00: 46: 022"
| ssuer =" www. opensam . or g”
" Maj or Ver si on="1"
M nor Ver si on="1"
( </saﬁ1 :.As.serti on>
) <wsse: SecurityTokenRef erence wsu: | d="STR1" >
* <wsse: Keyl dentifier wsu:ld="."
+ Val ueType="http://docs. oasi s- open. or g/ wss/ oasi s- wss-sani -
" t oken-profile-1. 0#SAM_Asserti onl D' >
" _ar75adf 55- 01d7- 40cc- 929f - dbd8372ehbdf c
" </wsse: Keyl dentifier>
" </ wsse: SecurityTokenRef er ence>
" </ wsse: Security>
" </ S12: Header >
"( <S12: Body>
") ..
" </ S12: Body>
"+ </ S12: Envel ope>
08 ? 2 % <wsse: Security> % 6
% <wsse: Security> % 6 2% <
<wsse: SecurityTokenRef erence>) <sam : AuthorityBindi ng>
" % 16 % % M2 6 2 % e % %
08 2 %
' <wsse: SecurityTokenRef erence wsu: | d="STR1" >
( <saml : Aut hori t yBi ndi ng>
) Bi ndi ng="ur n: oasi s: nanes: t c: SAM.: 1. 0: bi ndi ngs: SOAP- bi ndi ng”
* Locati on="http://ww. opensam . or g/ SAM_- Aut hority”
+ Aut hori t yKi nd= “saml p: Asserti onl dRef er ence”
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</ sanl : Aut hori t yBi ndi ng>
<wsse: Keyl denti fier
wsu: | d=".."
Val ueType="htt p:// docs. oasi s- open. or g/ wss/ oasi s- wss- sanl - t oken-
profile-1. 0#SAM_Asserti onl D’ >
_a75adf 55- 01d7- 40cc- 929f - dbd8372ebdf c
</wsse: Keyl dentifier>
</ wsse: SecurityTokenRef erence>

2121" % $ 5
OA 56 6 08
2 <ds: Keyl nf 0> <ds: Si gnat ure>
<wsse: Security> % % %6 % %
5 ? % 2 %

<ds: Keyl nf 0>.

<ds: Keyl nf o>
<wsse: SecurityTokenRef erence wsu: | d="STR1"” >>
<wsse: Keyl dentifier wsu:ld="."
Val ueType="http://docs. oasi s- open. or g/ wss/ oasi s- wss- sanl - t oken-
profil e-1. 0#SAM_Assertionl D’ >
_a75adf 55- 01d7- 40cc- 929f - dbd8372ehbdf c
</wsse: Kel denti fier>
</ wsse: Securi tyTokenRef er ence>
</ ds: Keyl nf 0>

5 ? % 2 <wsse: SecurityTokenRef er ence>
% % <sanl : Aut hori t yBi ndi ng> 2
< 6 % . %M = 2 M % %
% % 08 2 %

<ds: Keyl nf 0>
<wsse: SecurityTokenRef erence wsu: | d="STR1” >
<saml : Aut hori t yBi ndi ng>
Bi ndi ng="ur n: oasi s: nanes: t c: SAM.: 1. 0: bi ndi ngs: SCAP- bi ndi ng”
Locati on="http://ww. opensam . or g/ SAM_- Aut hori ty”
Aut hori t yKi nd= “saml p: Asserti onl dRef er ence”
</ sanl : Aut hori t yBi ndi ng>
<wsse: Keyl dentifier wsu:ld="."
Val ueType="htt p://docs. oasi s- open. or g/ wss/ oasi s- wss- sanl - t oken-
profile-1. 0#SAM_Asserti onl D’ >
_a75adf 55- 01d7- 40cc- 929f - dbd8372ehbdf c
</wsse: Keyl dent i fier>
</ wsse: SecurityTokenRef er ence>
</ ds: Keyl nf 0>

<ds: Keyl nf o> 2 <xenc: EncryptedData> %
<xenc: Encr ypt edKey> $ %
<ds: Keyl nf o> 2 Psanl : Subj ect Confirnation>
% 0OA 56 % % 26>
% 26> < =
M % 08 2

! " # # $ % & "



n +)
"ok

"+

* N~ o~

+

<ds: keyl nf o> <xenc: Encrypt edDat a>: <xenc: Encr ypt edKey>:

<san : Subj ect Confi r mati on>®

21212 % $ * %
I % % % % :
OA 56 6 08 %6
<wsse: SecurityTokenRef er ence> <ds: Ref erence>
<ds: Si gnedl nf 0> <ds: Si gnat ur e> <wsse: Security>
% 9 6 YWo% 6 % %% 2 $ %
2 % <wsse: SecurityTokenRef er ence> 2 6
% % % 6 % %
5 - B &0 2 % 5#
2 < % =
<wsse: SecurityTokenRef er ence> % 5
5# OA 56 % % % % 08
%6 <wsse: SecurityTokenRef er ence>
6 %06 % 5 5# , AB 3 56 %
6 %06 %
5 ? % 2 5#
% 08 < 2 5 = 2
% % 2

<wsse: SecurityTokenRef erence wsu: | d=" STR1" >
<saml : Aut hori t yBi ndi ng>
Bi ndi ng="ur n: oasi s: nanes: t c: SAM.: 1. 0: bi ndi ngs: SOAP- bi ndi ng”
Locati on="http://ww. opensam . or g/ SAM_- Aut hori ty”
Aut hori t yKi nd= “saml p: Asserti onl dRef er ence”
</ sanl : Aut hori t yBi ndi ng>
<wsse: Keyl dentifier wsu:ld="."
Val ueType="htt p://docs. oasi s- open. or g/ wss/ oasi s- wss- sanl - t oken-
profile-1. 0#SAM_Assertionl D’ >
_a75adf 55- 01d7- 40cc- 929f - dbd8372ehbdf c
</wsse: Keyl dentifier>
</ wsse: Securi tyTokenRef er ence>

<ds: Si gnedl nf 0>
<ds: Canoni cal i zat i onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 10/ xm - exc- cl4n#"/ >
<ds: Si gnat ur eMet hod
Al gorithm="http://ww.w3. org/ 2000/ 09/ xml dsi g#r sa- shal"/ >
<ds: Reference URl ="#STR1" >
<Tr ansf or ns>
<ds: Transform
Al gorithm="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401-
WSS- soap- nessage- security-1. O#STR- Transf orni/ >
<wsse: Tr ansf or mat i onPar anet er s>

08 % <ds: Keyl nf o>
<saml : Subj ect Confirmati on> OA 5 %
% 26> % 0 H6 2 %
26> %
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<ds: Canoni cal i zat i onMet hod
Al gorithn¥"http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#"/ >
</wsse: Tr ansf or mat i onPar anet er s>
</ ds: Tr ansf or n»
</ Tr ansf or ns>
<ds: Di gest Met hod
Al gorithm= "http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>. . . </ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedI nf 0>

3 A#! <ds: Ref erence> %
<wsse: SecurityTokenRef erence> 6 wsu: ld$ 2
5# OA 5 < <wsse: Transformati onPar anet er s>=
<ds: Canoni cal i zat i onMet hod> % 6 2 %
2 % < % =
21214# % $ , % & &
I % % % % :
OA 56 6 08 2
% <xenc: Encr ypt edDat a> %6
<xenc: Dat aRef erence> <xenc: Ref erenceli st >
<xenc: Ref er enceli st > 2 $
2 % 6 %0 % <xenc: Encr ypt edKey> !
<xenc: Ref erencelList> % %
2 0 H
<ds: Ref erence> <ds: Si gnedl nfo>, *? S5#
% ? : %
<wsse: SecurityTokenRef erence> < 6 %0 %
% <xenc: Dat aRef erence> 6 2% %
<xenc: Encr ypt edDat a> %
<wsse: SecurityTokenRef erence> <xenc: Dat aRef erence>

<xenc: Encrypt edDat a | d=" Encrypt edSTR1” >
<ds: keyl nf o>

</ ds: Keyl nf 0>
<xenc: C pher Dat a>
<xenc: Ci pher Val ue>. . . </ xenc: C pher Val ue>

</ xenc: C pher Dat a>
/ xenc: Encr ypt edDat a>
<xenc: Ref er encelLi st >

<xenc: Dat aRef er ence URI ="#Encr ypt edSTR1"/ >
</ xenc: Ref erencelLi st >

214 6 $ &
5 08 ; B &0 2 M2 2
% % % $ 2 % 26> !
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+ 08 OA 5 M %S % %
+ 2 % % 08 I 08 J 2%
+ $ % 2 % <sami : Condi ti on>
4"
+ 5 6 2 % 26> % %
+
urn: oasi s: nanes: tc: SAM.: 1. 0: cm hol der - 5 2% EO 8
of - key 2 6 $ %
<sanl : Confi mat i onMet hod>
26> 08
% ! 6
2
urn: oasi s: nanes:tc: SAM.: 1. 0: cm sender - 5 1< 2 %
vouches 6 =% 26>
$ 2 $
26> 5 $ 0OA5 %
? 2
5
OA 5
< 26> =
6
% 6
+( 3 $ % % 6 % %
+) % 6 % % 2 %6
+* 2 % 5 $ % %
++ 2 e 2 $ 6 % :
% 5 2 6 %W %6
% 6 % $ % < "=
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% 6 & % 26> 08 %% %
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2141 1 !

2 % % %
2 1% 26> 08 26>
% <saml : Subj ect Confirmati on> 5 26>
6 %6 % %0A 5 2%
<saml : Subj ect Confirmati on> B
<saml : Subj ect Confi r mat i on>
<saml : Confi r mat i onMet hod>
urn: oasi s: nanes: tc: SAM.: 1. 0: cm hol der - of - key
</ sam : Confirmati onMet hod>
<ds: Keyl nf 0>..</ ds: Keyl nf 0>
</ sani : Subj ect Confi r mati on>
5 <sanl : Subj ect Confirnmati on> OA 5 2%  <ds: Keyl nf o>
% 26 6 2 % %
26>
5 % % 6 %6
$ 0A 5% %
5 0 H 6 2
%6 2% 2
<ds: Si gnat ure> <wsse: Security> %  <ds: Si ghature>
%W % 2 0OA 5 canoni cal i zation
% 2 % % ; B &0 2
08 % <saml : Subj ect Confi rmati on>
, A8 <ds: Si gnat ure>
<ds: Keyl nf 0> 6 %6 2
5 canonicalization %2 % "R <ds: Si gnat ur e>
08 OA 5 2 $ %
<ds: Si ghat ure> ? <2 Pwsse: Security> %
2 2 %
2% 1
08 : $ 0OA 53 5
% <sam : Confirmati onMet hod>, 2
$ $ % % %
% % % % %6 <ds: keyl nf o>
<saml : Subj ect Confirmati on>
I 08 J % /] 26> N
%6 26> O 2 6
< = 26> 0 $ 6 $
< = 26> % 6 oM
6 %6 26> 2 6 (%24 %%
5 ! 2 $ 5
$ % $ N %6 26> O
% /A 26>
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$ % % %

26> : 08
0 H6 62 % %
%6 26> 0 H6 % %

6 $ % %6 26>
21#1 12 " 1&% ,
5 ? 2 2 % 26>

% 6 % 6 & %

08 <wsse: Security> % B

%

26>

<?xm : versi on="1. 0" encodi ng="UTF- 8" ?>

<S12: Envel ope>
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: xsd="htt p: // ww. wW3. or g/ 2001/ XM_Schema" >
<S12: Header >

<wsse: Security>
<saml : Assertion
Assertionl D="_a75adf 55- 01d7- 40cc- 929f - dbd8372ebdf c"
| ssuel nst ant =" 2003- 04- 17T00: 46: 022"
| ssuer =" www. opensam . or g”
Maj or Ver si on="1"
M nor Ver si on="1"
xm ns="urn: oasi s: names: tc: SAM.: 1. 0: assertion">
<sanl : Condi ti ons>
Not Bef or e="2002- 06- 19T16: 53: 33. 1732"
Not OnOr Af t er =" 2002- 06- 19T17: 08: 33. 173Z2"/ >
<saml : Attri but eSt at enent >
<samnl : Subj ect >
<saml : Nanel denti fi er
NarmeQual i fi er =" www. exanpl e. cont
For mat =" .." >
ui d=j oe, ou=peopl e, ou=sani - deno, o=bal ti nore. com
</ sam : Nanel denti fier>
<sanl : Subj ect Confi rmati on>
<saml : Confi r mat i onMet hod>
urn: oasi s: nanes: tc: SAM.: 1. 0: cm hol der - of - key
</ sam : Confirmati onMet hod>
<ds: Keyl nf o>
<ds: KeyVal ue>..</ ds: KeyVal ue>
</ ds: Keyl nf 0>
</ sam : Subj ect Confi rmati on>
</ sanl : Subj ect >
<sam : Attri bute
Attri but eName="Menber Level "
Attri but eNanespace="htt p://ww. oasi s. open.
or g/ Cat al yst 2002/ attri but es" >
<saml : Attri but eVal ue>gol d</ sam : Attri but eVal ue>
</sam : Attri but e>
<sam : Attri bute
Attribut eName="E-mail"
Attri but eNanespace="htt p://ww. oasi s. open.
or g/ Cat al yst 2002/ attri but es" >

<saml : Attri but eVal ue>j oe@ahoo. con</ sam : Attri but evVal ue>

</sam : Attribute>
</sam : Attri but eSt at enent >
<ds: Si gnat ur e>..</ ds: Si gnat ur e>
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</sanl : Assertion>

<ds: Si gnat ur e>
<ds: Si gnedl nf 0>
<ds: Canoni cal i zat i onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 10/ xm - exc- c14n#"/ >
<ds: Si gnat ur eMet hod
Al gorithm="http://ww.w3. org/ 2000/ 09/ xml dsi g#r sa- shal"/ >
<ds: Ref erence
URI =" #MsgBody" >
<ds: Di gest Met hod
Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>GyGsFOPi 4xPU. . . </ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>HIJWvgWE84vJIVQK..</ ds: Si gnat ur eVal ue>
<ds: Keyl nf o>
<wsse: SecurityTokenRef erence wsu: | d=" STR1" >
<wsse: Keyl dentifier wsu:ld="."
Val ueType="htt p://docs. oasi s- open. or g/ wss/ oasi s- wss-sani -
t oken-profil e-1. 0#SAM_Assertionl D' >
_a75adf 55- 01d7- 40cc- 929f - dbd8372ehbdf c
</wsse: Keyl dentifier>
</ wsse: Securi tyTokenRef er ence>
</ ds: Keyl nf 0>
</ ds: Si gnat ur e>
</ wsse: Security>
</ S12: Header >

<S12: Body wsu: | d="MsgBody" >
<Report Request >
<Ti cker Symbol >SUNW&/ Ti cker Synbol >
</ Report Request >
</ S12: Body>
</ S12: Envel ope>

2141 % 0 - 6 $ & + %
5 % 6 % $ 2 % 6

% 6 & % 08 %0 %

& % 08 ; B &0 2
21411 * !
2 % $ 2 %

6 26> 08 26> %

$ 2 <sanl : Subj ect Confirmati on> 5 26>
6 % $ 2 %0A 5 2%
<saml : Subj ect Confirnmati on> B

<saml : Subj ect Confi r mat i on>
<sanl : Confi r mat i onMet hod>
urn: oasi s: nanmes:tc: SAM.: 1. 0: cm sender - vouches
</ sam : Confi r mati onMet hod>
</ sam : Subj ect Confi rmati on>

5 % % $
0OA S5 $2 % & 2
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$ % 6 %6 5

OA 5 2 $2 % 26> < = %
6 % 6 % 2 2 2 1% %
6 % % 5 0 H M 6 2%
%  <wsse: Security> % <ds: Si ghat ur e>
6 2 $ %
% %6 EO 8 2 : 0 H%
6 2% <ds: Keyl nf o> <ds: Si gnat ure>
<ds: Si ghat ure> ”%W % 2 OA 5
canoni calization % % 2 % % ; B &0
2
2181 1"
08 : $ 0OA 53 5
% $ 2 <saml : Confi rmati onMet hod> 2
% & 6 $2 % %<
% 6 % 6 $ =6 2 %6 $
6 26>
21#1"12 ' 1&$%
5 ? 2 L2 % $ 2
26> % %<ds: Si gnat ur e>
6 % % 6 % 6
26> <= %6 N5# O
5 %6 N5# O 2% % N 5# O
%6 <ds:reference> <ds: Signedinfo> 5 ds:reference>
2% 5# 2 :
<SecurityTokeReference> 6 2% % % 2 NS5# O 2%
<Aut hori t yBi ndi ng> 2 1
M2 % % ? e
5 08 6 %6 % % % %6 N5# O
<ds: Keyl nf 0> % 5 $ %
26 2 2 %
6 % % %6 N 5#!0

<?xm : version="1. 0" encodi ng="UTF- 8" ?>
<S12: Envel ope>
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xm ns: xsd="htt p: // wwv. W3. or g/ 2001/ XM_Schema" >
<S12: Header >
<wsse: Security>

<sanl : Assertion
Assertionl D="_a75adf 55- 01d7- 40cc- 929f - dbd8372ebdf c"
| ssuel nst ant =" 2003- 04- 17T00: 46: 022"
| ssuer =" www. opensam . or g”
Maj or Ver si on="1"
M nor Ver si on="1"
xm ns="urn: oasi s: nanes:tc: SAM_.: 1. 0: assertion">
<sanl : Condi ti ons>
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Not Bef or e="2002- 06- 19T16: 53: 33. 1732"
Not OnOr Af t er =" 2002- 06- 19T17: 08: 33. 173Z2"/ >
<sanl : Attri but eSt at enent >

<s

am : Subj ect >
<saml : Nanel denti fi er
NameQual i fi er =" www. exanpl e. cont
For mat =" .." >
ui d=pr oxy, ou=syst em ou=sanl - deno, o=bal ti nore. com
</ san : Nanel dentifier>
<sanl : Subj ect Confi rmati on>
<saml : Confi rmati onMet hod>
urn: oasi s: nanes: tc: SAM.: 1. 0: cm hol der - of - key
</ sanl : Confi r mati onMet hod>
<ds: Keyl nf o>
<ds: KeyVal ue>..</ ds: KeyVal ue>
</ ds: Keyl nf 0>
</ sam : Subj ect Confi rmati on>

</ sanl : Subj ect >

<s

am : Attribute

</sam : Attri bute>

</sa
</ sani

<wsse:

m : Attri but eSt at enent >
: Assertion>

Securit yTokenRef erence wsu: | d=" STR1"” >

<saml : Aut hori t yBi ndi ng>

sa
bi ndi ng”
sa
sa
</ sa
WSS
Va
t oken- profil
_a
</ ws
</ wsse

<ds: Si
<ds:
<d

<d

<d

open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- soap- message- security-1. O#STR-

Tr ansf orm'/ >

clan#"/ >

m : Bi ndi ng="ur n: oasi s: nanes: t c: SAM.: 1. 0: bi ndi ngs: SOAP-

m : Location="http://ww. opensam . or g/ SAM_- Aut hori ty”

m : Aut hori t yKi nd= “sanl p: Asserti onl dRef er ence”

m : Aut hori t yBi ndi ng>

e: Keyldentifier wsu:ld="."

| ueType="http://docs. oasi s- open. or g/ wss/ oasi s- wss- san -
e- 1. O#SAM_Asserti onl D’ >

75adf 55- 01d7- 40cc- 929f - dbd8372ebdbe

se: Keyl dentifier>

: SecurityTokenRef er ence>

gnat ur e>
Si gnedI nf 0>
s: Canoni cal i zat i onMet hod

Al gorithm="http://ww.w3. org/ 2001/ 10/ xm - exc- cl4n#"/ >

s: Si gnat ur eMet hod

Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#r sa- shal"/ >

s: Ref erence URI ="#STR1" >
<Tr ansf or ns>
<ds: Transform
Al gorithm="http://docs. oasi s-

<wsse: Tr ansf or mat i onPar anet er s>
<ds: Canoni cal i zat i onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 10/ xm - exc-

</ wsse: Tr ansf or mat i onPar anet er s>
</ ds: Tr ansf or n»
</ Tr ansf or ms>
<ds: Di gest Met hod
Al gorithm= "http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>. . . </ ds: Di gest Val ue>
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</ ds: Ref erence>
<ds: Ref erence URI ="#MsgBody" >
<ds: Di gest Met hod
Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>. .. </ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>HIJWvgWE84vJIVQkK..</ ds: Si gnat ur eVal ue>
<ds: Keyl nf o>
<wsse: SecurityTokenRef erence wsu: | d=" STR2" >
<wsse: Keyl dentifier wsu:ld="."
Val ueType="htt p://docs. oasi s- open. or g/ wss/ oasi s- wss-sani -
t oken-profile-1. 0#SAM_Assertion-1.1">
_a75adf 55- 01d7- 40cc- 929f - dbd8372ehbdf c
</wsse: Keyl dentifier>
</ wsse: Securi tyTokenRef er ence>
</ ds: Keyl nf 0>
</ ds: Si gnat ure>
</ wsse: Security>
</ S12: Header >

<S12: Body wsu: | d="MsgBody" >
<Report Request >
<Ti cker Symbol >SUNW&/ Ti cker Synbol >
</ Report Request >
</ S12: Body>
</ S12: Envel ope>
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