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Schema type for base faults, along with rules for how this base fault type is used and
extended by Web services.

Status:

This document and associated schema are published by this TC as "working drafts" and
represent the starting point for our standardization process. It is possible that they may
change significantly during this process, but should nonetheless provide a stable
reference for discussion and early adopters' implementations.

Committee members should send comments on this specification to the wsrf@lists.oasis-
open.org list. Others should subscribe to and send comments to the wsrf-
comment@lists.oasis-open.org list. To subscribe, send an email message to wsrf-
comment-request@lists.oasis-open.org with the word "subscribe" as the body of the
message.

For information on whether any patents have been disclosed that may be essential to
implementing this specification, and any offers of patent licensing terms, please refer to
the Intellectual Property Rights section of the WSRF TC web page (http://www.oasis-
open.org/committees/wsrf/).

Table of Contents

wsrf-ws-basefaults-1.2-draft-02.doc 24 June 2004
Copyright © OASIS Open 2004. All Rights Reserved. Page 1 of 13


mailto:xxx@lists.oasis-open.org
mailto:xxx@lists.oasis-open.org
mailto:xxx-comment@lists.oasis-open.org
mailto:xxx-comment@lists.oasis-open.org
mailto:xxx-comment-request@lists.oasis-open.org?body=subscribe
mailto:xxx-comment-request@lists.oasis-open.org?body=subscribe
http://www.oasis-open.org/committees/xxx/
http://www.oasis-open.org/committees/xxx/

36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

51

52
53
54

55
56
57
58

59
60

61
62

63

64
65

66
67
68
69

70

71

72
73

WS-BaseFaults 2

1 ] (o o (BT (o o HO PRSI 2
1.1 Goals and ReqUIrEMENES ...ttt e e e e e e e e e e e e e nneneeeas 2
11,1 REQUITEMENTS ...ttt e e e bt e e e aabe e e e e anbeeeeesnbeeeennee 2

P I [ o B T SRS 2

1.2 Notational CONVENTIONS ......cooiiiiiiiieiee e e e e e e e e e st e e e e e e e e eeneneeeas 3
LRI N F= T g 1] o= Tt Y RSP URRT SO 3

2 Base FaUIt TYPE ...t e e s e eneeas 3
3 Use of Base Faults in WSDL 1.1 ...ttt et e e e e 4
4 Security CONSIAEIAtIONS .......ccciiiiiee ettt e e e stee e e e s te e e e eneee e e e enteeeeenneas 6
5 L= 1= =Y LY SRS 6
Appendix A. ACKNOWIEAGMENTS ... e e e e e e e e e e e e e e nnneeeas 7
Appendix B. ReVISION HISTOIY ..o e e e e e e e 8
F Y o] 01T a e [) QO N\ Lo (oY PRSP 9
ApPeNndiX D. XIML SCREMA ......ouiiiiiiie e e et e e e e e e 10
APPENIX E. WSDL 1.7 .ottt e et e e e et e e e et e e e et e e e e ennbeeesenbeeeenreas 12

1 Introduction

A designer of a Web services application often uses interfaces defined by others. Managing faults
in such an application is more difficult when each interface uses a different convention for
representing common information in fault messages

Support for problem determination and fault management can be enhanced by specifying Web
services fault messages in a common way. When the information available in faults from various
interfaces is consistent, it is easier for requestors to understand faults. It is also more likely that
common tooling can be created to assist in the handling of faults.

WS-BaseFaults defines an XML Schema type for a base fault, along with rules for how this fault
type is used by Web services.

WS-BaseFaults is inspired by a portion of the Global Grid Forum’s “Open Grid Services
Infrastructure (OGSI) Version 1.0” specification [OGSI].

1.1 Goals and Requirements

The goal of WS-BaseFaults is to standardize the terminology, concepts, XML types, and WSDL
usage of a base fault type for Web service interfaces.

1.1.1 Requirements

This specification intends to meet the following requirements:

Define a standard XML Schema type containing base fault information.
Define how this base fault type is used within WSDL defined interfaces.

1.1.2 Non-Goals

The following topics are outside the scope of this specification:

It is not an objective of this specification to define a common hierarchy of common faults upon the
base fault.
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WS-BaseFaults 3

1.2 Notational Conventions

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be
interpreted as described in RFC 2119.

When describing abstract data models, this specification uses the notational convention used by
the [XML Infoset]. Specifically, abstract property names always appear in square brackets (e.g.,
[some property]).

When describing concrete XML schemas, this specification uses the notational convention of
[Web Services Security]. Specifically, each member of an element’s [children] or [attributes]
property is described using an XPath-like notation (e.g., /x:MyHeader/x:SomeProperty/@value1).
The use of {any} indicates the presence of an element wildcard (<xsd:any/>). The use of @{any}
indicates the presence of an attribute wildcard (<xsd:anyAttribute/>).

1.3 Namespaces

The following namespaces are used in this document:

Prefix Namespace

s12 http://www.w3.0rg/2003/05/soap-envelope

xsd http://www.w3.0rg/2001/XMLSchema

XSi http://www.w3.0rg/2001/XMLSchema-instance

wsbf http://docs.oasis-open.org/wsrf/2004/06/wsrf-WS-BaseFaults-1.2-draft-02.xsd
wsa http://schemas.xmlsoap.org/ws/2003/02/addressing

2 Base Fault Type

The basic fault has the following syntax. The normative XML Schema definition is in Appendix I:

<BaseFaul t >
<Ti mest anp>xsd: dat eTi me</ Ti mest anp>
<Ori gi nat or Ref er ence>
wsa: Endpoi nt Ref er enceType
</ Ori gi nat or Ref erence> ?
<Error Code di al ect ="anyURI " >xsd: stri ng</ Error Code> ?
<Descri pti on>xsd: string</ Descri pti on> *
<Faul t Cause>wsbf : BaseFaul t </ Faul t Cause> *
</ BaseFaul t >

/wsbf:BaseFault/Timestamp

This REQUIRED element MUST be the time at which the fault occurred. There MUST be
only one timestamp element in BaseFault. In the absence of the time zone designation,
the xsd:dateTime value MUST be interpreted as universal time (UTC) time.

/wsbf:BaseFault/OriginatorReference

This OPTIONAL element is a WS-Addressing [WS-Addressing] EndpointReference of the
Web service that generated the fault. This element MAY be omitted if the fault originator

wsrf-ws-basefaults-1.2-draft-02.doc 24 June 2004
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WS-BaseFaults 4

is clearly implied by the context in which the fault appears (for example in a simple
request response message exchange). One use of this element is in a situation of nested
faults. The outer-most fault may use this component to reference the actual original
source of the fault condition.

/wsbf:BaseFault/ErrorCode

This OPTIONAL element provides convenient support for legacy fault reporting systems
(e.g., POSIX errno). The dialect attribute on ErrorCode MUST be a URI that defines the
context in which the ErrorCode MUST be interpreted. For example, a URI might be
defined that describes how a POSIX errno is mapped to a ErrorCode and that URI must
appear on any ErrorCode element carrying a POSIX errno.

/wsbf:BaseFault/Description

This OPTIONAL element contains a plain language description of the fault. This
description is expected to be helpful in explaining the fault to users. There MAY be any
number of description elements.

/wsbf:BaseFault/FaultCause

This OPTIONAL element is a BaseFault that describes an underlying cause of this fault.
There MAY be any number of FaultCause elements. This element SHOULD be used with
xsi:type to describe a more specialized fault that extends BaseFault. The ability to include
FaultCause elements in a fault allows for chaining of fault information so that a recipient
of a fault MAY examine details underlying the cause of the fault.

Note that there is no required child element within BaseFault that identifies the particular type (or
class) of fault. Rather, an application-specific extension of BaseFault MUST be defined for each
distinct type of fault

BaseFault does NOT include open element extensibility. To define an extended fault, you MUST
use XML Schema extension to extend the BaseFault type to include additional attributes and/or
elements.

3 Use of Base Faults in WSDL 1.1

Each distinct type of fault associated with a WSDL operation MUST be listed as a separate fault
response in the WSDL operation definition, as follows. For each distinct fault associated with a
Web service operation:

1. As described above, there MUST be a distinct XML Schema complexType that extends
wsbf:BasicFaultType, which represents this fault’s distinct type. This extended fault
complexType MAY contain additional attributes and/or elements.

2. An element MUST be defined for this distinct fault, whose type is the complexType of the
distinct fault as defined in step 1.

3. A WSDL message MUST be defined for this distinct fault. This message MUST have one
part. The value of the WSDL part’s name attribute MUST be fault, and the value of its
element attribute MUST refer by QName to the element of this distinct fault as defined in
step 2.

4. The WSDL operation MUST have a fault element for this distinct fault. The value of the
WSDL fault element’s name attribute SHOULD be the same as the NCName of the fault
element defined in step 2, although it MAY choose to ignore this rule (for example to
avoid NCName collisions between fault elements defined in different namespaces). The
value of the WSDL fault element’s message attribute MUST refer by QName to the
WSDL message element of this distinct fault as defined in step 3.
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In addition to any operation-specific faults, all WSDL operations MAY also have a WSDL fault
element whose name attribute has the value “BaseFault” and whose message element has the

value “wsbf:BaseFaultMessage”.

The following non-normative example defines a portType named “pt” with a single operation
named “op” that has two distinct faults, “hisFault” and “herFault”, in addition to a basic
“baseFault”. The “hisFault” element does not extend “BaseFault” with any additional information
(i.e. it just defines a distinct fault type with the base information), while the “herFault” element

extends “BaseFault” with an additional details element.

<wsdl : definitions ..>
<wsdl : types>
<xsd: schema ..»
<!-- Type and el enent declarations for each distinct fault -->

<xsd: conpl exType name="Hi sFaul t Type" >

<xsd: conpl exCont ent >
<xsd: ext ensi on base="wsbf: BaseFaul t Type"/>

</ xsd: conpl exCont ent >

</ xsd: conpl exType>

<xsd: el ement name="hi sFaul t" type="tns: H sFaul t Type"/>

<xsd: conpl exType nanme="Her Faul t Type">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="wsbf: BaseFaul t Type" >
<xsd: sequence>
<xsd: el enrent nane="detail s" type="xsd:string"/>
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
<xsd: el ement nanme="herFaul t" type="tns: Her Faul t Type"/>

</ xsd: scherma>
</wsdl : types>

<l-- WBDL nessages for each distinct fault -->
<wsdl : message nane="hi sFaul t Message" >

<wsdl : part name="fault" el ement="tns: hi sFault"/>
</ wsdl : ressage>
<wsdl : message nane="her Faul t Message" >

<wsdl : part name="fault " el ement="tns:herFault"/>
</ wsdl : mressage>

<wsdl : port Type nane="pt">
<wsdl : operati on nane="op">

<I-- WBDL operation fault elenments for each distinct fault -->

<wsdl :i nput .../>
<wsdl : out put .../>
<wsdl : fault name="hi sFaul t" message="t ns: hi sFaul t Message"/ >
<wsdl : fault name="herFaul t" message="t ns: her Faul t Message"/ >

<wsdl : faul t nane="BaseFaul t" nessage="wsbf: BaseFaul t Message"/ >

</ wsdl : operati on>
</ wsdl : port Type>
</ wsdl : definitions>

A Web service MAY return a more refined fault in place of a particular fault that is defined by a
WSDL operation. To do so, a complexType MUST be defined that extends one of the faults found
in the WSDL operation. The fault message that is returned by the service MUST then use the
element of the fault from which the more refined fault is derived with an xsi:type attribute whose

value is the QName of the complexType for the more refined fault.

For example, if an implementation of the “pt” example above wants to return a more refined
version hisFault for the “op” operation, it must define a complexType of hisFault such as:

...target Nanespace="htt p: // exanpl e. conl Ext endedFaul ts" ...

<xsd: conpl exType nane="Ext endedH sFaul t Type" >

wsrf-ws-basefaults-1.2-draft-02.doc
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<xsd: conpl exCont ent >
<xsd: ext ensi on base="tns: Hi sFaul t Type" >
<xsd: sequence>
<xsd: el ement name="ot herDetail s" type="xsd:string"/>
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

This example service can then return a fault message for the “op” operation such as:

<hi sFaul t >
xm ns: ef ="http://exanpl e. com Ext endedFaul t s"
xsi : type="ef: Ext endedHi sFaul t Type" >
<ti meSt anp>..</ti neSt anp>

<ot her Det ai | s>..</ ot her Det ai | s>
</ hi sFaul t >

4 Security Considerations

Fault messages may contain sensitive information. Policies should be defined such that such
sensitive content of fault messages are appropriately protected. For example, the security policy
can be specified to require that the sensitive content be encrypted based on WS-Security.
Depending on the context in which the fault occurred, it may also be desired that the integrity of
the message be ensured. In such cases, the security policy can reflect this by specifying the need
to digitally sign the resulting fault messages based on WS-Security specification.

5 References

[SOAP 1.2]
http://www.w3.org/TR/soap12-part1/

[OGSI]
http://www.ggf.org/ogsi-wg/drafts/draft-ggf-ogsi-gridservice-29 2003-04-05.pdf

[WS-Addressing]
http://www-106.ibm.com/developerworks/library/specification/ws-add/

[Web Services Security]

http://www.oasis-open.org/committees/download.php/5531/oasis-200401-wss-soap-
message-security-1.0.pdf

[XML-Infoset]
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Appendix C. Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights
that might be claimed to pertain to the implementation or use of the technology described in this
document or the extent to which any license under such rights might or might not be available;
neither does it represent that it has made any effort to identify any such rights. Information on
OASIS's procedures with respect to rights in OASIS specifications can be found at the OASIS
website. Copies of claims of rights made available for publication and any assurances of licenses
to be made available, or the result of an attempt made to obtain a general license or permission
for the use of such proprietary rights by implementers or users of this specification, can be
obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent
applications, or other proprietary rights which may cover technology that may be required to
implement this specification. Please address the information to the OASIS Executive Director.

Copyright © OASIS Open 2004. All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works
that comment on or otherwise explain it or assist in its implementation may be prepared, copied,
published and distributed, in whole or in part, without restriction of any kind, provided that the
above copyright notice and this paragraph are included on all such copies and derivative works.
However, this document itself does not be modified in any way, such as by removing the
copyright notice or references to OASIS, except as needed for the purpose of developing OASIS
specifications, in which case the procedures for copyrights defined in the OASIS Intellectual
Property Rights document must be followed, or as required to translate it into languages other
than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its
SUCCESSOrs or assigns.

This document and the information contained herein is provided on an “AS IS” basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE
ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.
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Appendix D. XML Schema

The XML types and elements used in this specification are defined in the following
XML Schema:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<I--

QASI S takes no position regarding the validity or scope of any intellectua
property or other rights that mght be clained to pertain to the inplenentation
or use of the technol ogy described in this docunent or the extent to which any
li cense under such rights mght or might not be avail able; neither does it
represent that it has nmade any effort to identify any such rights. |Information
on OASIS' s procedures with respect to rights in OASIS specifications can be
found at the OASIS website. Copies of clainms of rights nmade avail able for
publication and any assurances of |icenses to be nade avail able, or the result
of an attenpt nade to obtain a general |icense or permi ssion for the use of such
proprietary rights by inplenmentors or users of this specification, can be
obt ai ned fromthe OASIS Executive Director

QOASIS invites any interested party to bring to its attention any copyrights
patents or patent applications, or other proprietary rights which may cover
technol ogy that may be required to inplenent this specification. Please address
the information to the OASI S Executive Director

Copyright (C) OASIS Open (2004). All Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to others, and
derivative works that comment on or otherw se explain it or assist inits

i mpl enent ati on may be prepared, copied, published and distributed, in whole or
in part, without restriction of any kind, provided that the above copyri ght
notice and this paragraph are included on all such copies and derivative works
However, this docunent itself may not be nodified in any way, such as by
renmovi ng the copyright notice or references to OASIS, except as needed for the
pur pose of devel oping QASIS specifications, in which case the procedures for
copyrights defined in the OASIS Intellectual Property Rights document mnust be
followed, or as required to translate it into | anguages other than English

The limted perm ssions granted above are perpetual and will not be revoked by
QOASIS or its successors or assigns

Thi s docunent and the information contained herein is provided on an "AS | S"
basi s and QASI S DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT
LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE
ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A

PARTI CULAR PURPCSE

-=->

<xsd: schema
xm ns="http: //ww. w3. or g/ 2001/ XM_Schema"
xm ns: xsd="ht t p: // ww. w3. or g/ 2001/ XM_Schema"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: wsa="http://schemas. xm soap. or g/ ws/ 2003/ 03/ addr essi ng"
xm ns: wsbf =
“http://docs. oasi s- open. or g/ wsr f/ 2004/ 06/ wsr f - W5- BaseFaul t s- 1. 2-draft-
02. xsd"
t ar get Nanmespace=
"http://docs. oasi s- open. or g/ wsr f/ 2004/ 06/ wsr f - W5- BaseFaul t s- 1. 2-draft-
02. xsd" >
<xsd: i nport
namespace="htt p://schemas. xm soap. or g/ ws/ 2003/ 03/ addr essi ng"
schemalLocati on=
"http://schemas. xnl soap. or g/ ws/ 2003/ 03/ addr essi ng" />

<xsd:inport namespace="http://ww. w3. or g/ XM_/ 1998/ nanespace"
schemalLocati on="http://ww. w3. or g/ 2001/ xm . xsd" >
<xsd: annot at i on>
<xsd: docunent at i on>

wsrf-ws-basefaults-1.2-draft-02.doc
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Get access to the xml: attribute groups for xm:lang as declared on

' schema
and ' docunentation' bel ow
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: i nport >

<l-- BaseFaul t Types
<xsd: el ement nanme="BaseFaul t" type="wsbf: BaseFaul t Type"/>

<xsd: conpl exType nanme="BaseFaul t Type">
<xsd: sequence>
<xsd: el enent nanme="Ti nest anp" type="xsd: dateTi ne"
m nCccurs="1" maxCccurs="1"/>

<xsd: el ement name="Origi nator" type="wsa: Endpoi nt Ref er enceType"

<xsd: el enent nane="Err or Code"
m nCccur s="0" maxCccurs="1">
<xsd: conpl exType>
<xsd: conpl exCont ent m xed="true">
<xsd: ext ensi on base="xsd: anyType" >
<xsd: attribute nane="di al ect" type="xsd: anyURl "
use="requi red"/ >
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
</ xsd: el ement >

<xsd: el ement name="Descri pti on"
m nCccur s="0" maxCccur s="unbounded" >
<xsd: conpl exType>
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd:string">
<xsd:attribute ref="xm:lang" use="optional "/>
</ xsd: ext ensi on>
</ xsd: si nmpl eCont ent >
</ xsd: conpl exType>
</ xsd: el enent >

<xsd: el ement name="Faul t Cause" type="wsbf: BaseFaul t Type"
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: schema>

wsrf-ws-basefaults-1.2-draft-02.doc
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Appendix E. WSDL 1.1

The following illustrates the WSDL 1.1 for the Web service methods described in this
specification:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<l--

QASI S takes no position regarding the validity or scope of any intellectual
property or other rights that mght be clained to pertain to the inplenentation
or use of the technol ogy described in this docunent or the extent to which any
li cense under such rights mght or might not be avail able; neither does it
represent that it has made any effort to identify any such rights. Information
on OASIS's procedures with respect to rights in OASIS specifications can be
found at the OASI S website. Copies of clainms of rights nmade avail able for
publ i cati on and any assurances of |icenses to be nade avail able, or the result
of an attenpt nade to obtain a general |icense or permssion for the use of such
proprietary rights by inplenmentors or users of this specification, can be
obt ai ned fromthe OASI S Executive Director

OASIS invites any interested party to bring to its attention any copyrights,
patents or patent applications, or other proprietary rights which may cover
technol ogy that may be required to i nplenent this specification. Please address
the information to the OASIS Executive Director

Copyright (C) OASIS Open (2004). All Rights Reserved

Thi s docunent and translations of it may be copied and furnished to others, and
derivative works that comment on or otherw se explain it or assist inits

i mpl enent ati on may be prepared, copied, published and distributed, in whole or
in part, without restriction of any kind, provided that the above copyri ght
notice and this paragraph are included on all such copies and derivative works
However, this docunent itself may not be nodified in any way, such as by

renmovi ng the copyright notice or references to OASIS, except as needed for the
pur pose of devel oping QASI S specifications, in which case the procedures for
copyrights defined in the OASIS Intellectual Property Rights document mnust be
followed, or as required to translate it into | anguages other than English

The |limted perm ssions granted above are perpetual and will not be revoked by
QOASI S or its successors or assigns.

Thi s docunent and the information contained herein is provided on an "AS | S"
basi s and OASI S DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT
LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE
ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A
PARTI CULAR PURPOSE
-->
<wsdl : definitions name="BaseFaul t s"
xm ns="http://schemas. xm soap. or g/ wsdl / "
xm ns: wsdl =" htt p://schemas. xm soap. or g/ wsdl /"
xm ns: xsd="htt p: // www. W3. or g/ 2001/ XM_Schema"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: wsbf =
"http://docs. oasi s- open. or g/ wsr f/ 2004/ 06/ wsr f - W5- BaseFaul ts- 1. 2-draft-
02. xsd"
t ar get Nanmespace=
"http://docs. oasi s- open. or g/ wsr f/ 2004/ 06/ wsr f - W5- BaseFaul t s- 1. 2-draft-
02. wsdl ">

<l-- Types Definitions -->
<wsdl : types>
<xsd: schema >
<xsd: i nport

namespace=

"http://docs. oasi s- open. or g/ wsr f/ 2004/ 06/ wsr f - W5- BaseFaul t s- 1. 2-
draft-02. xsd"

schemalLocati on=
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"http://docs. oasi s- open. or g/ wsr f/ 2004/ 06/ wsr f - W5- BaseFaul t s- 1. 2-draft-

02. xsd"/ >
</ xsd: schema>
</wsdl : types>

<wsdl : message nane="BaseFaul t Message" >

<wsdl : part name="Fault" el ement ="wsbf: BaseFaul t'

</ wsdl : mressage>
</ wsdl : definitions>

/>
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