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that any claims in such list are, in fact, Essential Claims. 

The name "OASIS" is a trademark of OASIS, the owner and developer of this specification, and should be 
used only to refer to the organization and its official outputs. OASIS welcomes reference to, and 
implementation and use of, specifications, while reserving the right to enforce its marks against 
misleading uses. Please see http://www.oasis-open.org/who/trademark.php for above guidance. 

  

http://www.oasis-open.org/who/trademark.php


ws-trust-1.3-spec-os  19 March 2007 
Copyright © OASIS® 1993ï2007. All Rights Reserved. OASIS trademark, IPR and other policies apply. Page 4 of 75  

Table of Contents 

1 Introduction ........................................................................................................................................... 6 

1.1 Goals and Non-Goals ......................................................................................................................... 6 

1.2 Requirements ..................................................................................................................................... 7 

1.3 Namespace ......................................................................................................................................... 7 

1.4 Schema and WSDL Files .................................................................................................................... 8 

1.5 Terminology ........................................................................................................................................ 8 

1.5.1 Notational Conventions ............................................................................................................... 9 

1.6 Normative References ...................................................................................................................... 10 

1.7 Non-Normative References .............................................................................................................. 11 

2 Web Services Trust Model ................................................................................................................. 12 

2.1 Models for Trust Brokering and Assessment .................................................................................... 13 

2.2 Token Acquisition ............................................................................................................................. 13 

2.3 Out-of-Band Token Acquisition ......................................................................................................... 14 

2.4 Trust Bootstrap ................................................................................................................................. 14 

3 Security Token Service Framework ................................................................................................... 15 

3.1 Requesting a Security Token............................................................................................................ 15 

3.2 Returning a Security Token .............................................................................................................. 16 

3.3 Binary Secrets .................................................................................................................................. 18 

3.4 Composition ...................................................................................................................................... 18 

4 Issuance Binding ................................................................................................................................ 19 

4.1 Requesting a Security Token............................................................................................................ 19 

4.2 Request Security Token Collection .................................................................................................. 21 

4.2.1 Processing Rules................................................................................................................... 23 

4.3 Returning a Security Token Collection ............................................................................................. 23 

4.4 Returning a Security Token .............................................................................................................. 24 

4.4.1 wsp:AppliesTo in RST and RSTR ............................................................................................. 25 

4.4.2 Requested References .............................................................................................................. 26 

4.4.3 Keys and Entropy ...................................................................................................................... 26 

4.4.4 Returning Computed Keys ........................................................................................................ 27 

4.4.5 Sample Response with Encrypted Secret ................................................................................. 28 

4.4.6 Sample Response with Unencrypted Secret ............................................................................. 28 

4.4.7 Sample Response with Token Reference ................................................................................. 29 

4.4.8 Sample Response without Proof-of-Possession Token ............................................................ 29 

4.4.9 Zero or One Proof-of-Possession Token Case ......................................................................... 29 

4.4.10 More Than One Proof-of-Possession Tokens Case ............................................................... 30 

4.5 Returning Security Tokens in Headers ............................................................................................. 31 

5 Renewal Binding ................................................................................................................................. 33 

6 Cancel Binding ................................................................................................................................... 36 

6.1 STS-initiated Cancel Binding ............................................................................................................ 37 

7 Validation Binding ............................................................................................................................... 39 

8 Negotiation and Challenge Extensions .............................................................................................. 42 

8.1 Negotiation and Challenge Framework ............................................................................................ 43 

8.2 Signature Challenges ....................................................................................................................... 43 



ws-trust-1.3-spec-os  19 March 2007 
Copyright © OASIS® 1993ï2007. All Rights Reserved. OASIS trademark, IPR and other policies apply. Page 5 of 75  

8.3 Binary Exchanges and Negotiations ................................................................................................. 44 

8.4 Key Exchange Tokens ...................................................................................................................... 45 

8.5 Custom Exchanges ........................................................................................................................... 46 

8.6 Signature Challenge Example .......................................................................................................... 46 

8.7 Custom Exchange Example ............................................................................................................. 48 

8.8 Protecting Exchanges ....................................................................................................................... 49 

8.9 Authenticating Exchanges ................................................................................................................ 50 

9 Key and Token Parameter Extensions ............................................................................................... 51 

9.1 On-Behalf-Of Parameters ................................................................................................................. 51 

9.2 Key and Encryption Requirements ................................................................................................... 51 

9.3 Delegation and Forwarding Requirements ....................................................................................... 56 

9.4 Policies .............................................................................................................................................. 57 

9.5 Authorized Token Participants .......................................................................................................... 57 

10 Key Exchange Token Binding ............................................................................................................ 59 

11 Error Handling .................................................................................................................................... 61 

12 Security Considerations ..................................................................................................................... 62 

A. Key Exchange .................................................................................................................................... 64 

A.1 Ephemeral Encryption Keys ............................................................................................................. 64 

A.2 Requestor-Provided Keys ................................................................................................................ 64 

A.3 Issuer-Provided Keys ....................................................................................................................... 65 

A.4 Composite Keys ............................................................................................................................... 65 

A.5 Key Transfer and Distribution ........................................................................................................... 66 

A.5.1 Direct Key Transfer ................................................................................................................... 66 

A.5.2 Brokered Key Distribution ......................................................................................................... 66 

A.5.3 Delegated Key Transfer ............................................................................................................ 67 

A.5.4 Authenticated Request/Reply Key Transfer .............................................................................. 68 

A.6 Perfect Forward Secrecy .................................................................................................................. 69 

B. WSDL ................................................................................................................................................. 70 

C. Acknowledgements ............................................................................................................................ 72 

 

 



ws-trust-1.3-spec-os  19 March 2007 
Copyright © OASIS® 1993ï2007. All Rights Reserved. OASIS trademark, IPR and other policies apply. Page 6 of 75  

1 Introduction 1 

[WS-Security] defines the basic mechanisms for providing secure messaging.  This specification uses 2 

these base mechanisms and defines additional primitives and extensions for security token exchange to 3 

enable the issuance and dissemination of credentials within different trust domains. 4 

 5 

In order to secure a communication between two parties, the two parties must exchange security 6 

credentials (either directly or indirectly).  However, each party needs to determine if they can "trust" the 7 

asserted credentials of the other party. 8 

 9 

In this specification we define extensions to [WS-Security] that provide: 10 

¶ Methods for issuing, renewing, and validating security tokens. 11 

¶ Ways to establish assess the presence of, and broker trust relationships. 12 

 13 

Using these extensions, applications can engage in secure communication designed to work with the 14 

general Web services framework, including WSDL service descriptions, UDDI businessServices and 15 

bindingTemplates, and [SOAP] [SOAP2] messages. 16 

 17 

To achieve this, this specification introduces a number of elements that are used to request security 18 

tokens and broker trust relationships. 19 

 20 

This specification defines a number of extensions; compliant services are NOT REQUIRED to implement 21 

everything defined in this specification.  However, if a service implements an aspect of the specification, it 22 

MUST comply with the requirements specified (e.g. related "MUST" statements). 23 

 24 

Section 12 is non-normative. 25 

1.1 Goals and Non-Goals 26 

The goal of WS-Trust is to enable applications to construct trusted [SOAP] message exchanges. This 27 

trust is represented through the exchange and brokering of security tokens. This specification provides a 28 

protocol agnostic way to issue, renew, and validate these security tokens. 29 

 30 

This specification is intended to provide a flexible set of mechanisms that can be used to support a range 31 

of security protocols; this specification intentionally does not describe explicit fixed security protocols. 32 

 33 

As with every security protocol, significant efforts must be applied to ensure that specific profiles and 34 

message exchanges constructed using WS-Trust are not vulnerable to attacks (or at least that the attacks 35 

are understood). 36 

 37 

The following are explicit non-goals for this document: 38 

¶ Password authentication 39 

¶ Token revocation 40 
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¶ Management of trust policies 41 

 42 

Additionally, the following topics are outside the scope of this document: 43 

¶ Establishing a security context token 44 

¶ Key derivation 45 

1.2 Requirements 46 

The Web services trust specification must support a wide variety of security models.  The following list 47 

identifies the key driving requirements for this specification:  48 

¶ Requesting and obtaining security tokens 49 

¶ Establishing, managing and assessing trust relationships 50 

1.3 Namespace 51 

The [URI] that MUST be used by implementations of this specification is: 52 

    http://docs.oasis - open.org/ws - sx/ws - trust/200512  53 

Table 1 lists XML namespaces that are used in this specification. The choice of any namespace prefix is 54 

arbitrary and not semantically significant. 55 

Table 1: Prefixes and XML Namespaces used in this specification. 56 

Prefix Namespace Specification(s) 

S11 http://schemas.xmlsoap.org/soap/envelope/ [SOAP] 

S12 http://www.w3.org/2003/05/soap-envelope [SOAP12] 

wsu http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-

wssecurity-utility-1.0.xsd  

[WS-Security] 

wsse http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-

wssecurity-secext-1.0.xsd  

[WS-Security] 

wsse11 http://docs.oasis-open.org/wss/oasis-wss-wsecurity-secext-

1.1.xsd  

[WS-Security] 

wst http://docs.oasis-open.org/ws-sx/ws-trust/200512 This specification 

ds http://www.w3.org/2000/09/xmldsig#  [XML-Signature] 

xenc http://www.w3.org/2001/04/xmlenc#  [XML-Encrypt] 

wsp http://schemas.xmlsoap.org/ws/2004/09/policy  [WS-Policy] 

wsa http://www.w3.org/2005/08/addressing  [WS-Addressing] 

http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2003/05/soap-envelope
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd
http://docs.oasis-open.org/wss/oasis-wss-wsecurity-secext-1.1.xsd
http://docs.oasis-open.org/wss/oasis-wss-wsecurity-secext-1.1.xsd
http://docs.oasis-open.org/ws-sx/ws-trust/200512
http://www.w3.org/2000/09/xmldsig
http://www.w3.org/2001/04/xmlenc
http://schemas.xmlsoap.org/ws/2002/12/policy
http://www.w3.org/2005/08/addressing
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xs http://www.w3.org/2001/XMLSchema [XML-Schema1]  

[XML-Schema2] 

1.4 Schema and WSDL Files 57 

The schema [XML-Schema1], [XML-Schema2]  for this specification can be located at: 58 

    http:// docs.oasis - open.org/ws - sx/ws - trust /200512/ws - trust .xsd  59 

 60 

The WSDL for this specification can be located in Appendix II of this document as well as at: 61 

    http:// docs.oasis - open.org/ws - sx/ws - trust/200512 / ws- trust.wsdl  62 

In this document, reference is made to the wsu:Id  attribute, wsu:Created  and wsu:Expires  63 

elements in the utility schema. These were added to the utility schema with the intent that other 64 
specifications requiring such an ID or timestamp could reference it (as is done here). 65 

1.5 Terminology 66 

Claim ï A claim is a statement made about a client, service or other resource (e.g. name, identity, key, 67 

group, privilege, capability, etc.). 68 

Security Token ï A security token represents a collection of claims. 69 

Signed Security Token ï A signed security token is a security token that is cryptographically endorsed 70 

by a specific authority (e.g. an X.509 certificate or a Kerberos ticket). 71 

Proof-of-Possession Token ï A proof-of-possession (POP) token is a security token that contains 72 

secret data that can be used to demonstrate authorized use of an associated security token. Typically, 73 

although not exclusively, the proof-of-possession information is encrypted with a key known only to the 74 

recipient of the POP token. 75 

Digest ï A digest is a cryptographic checksum of an octet stream. 76 

Signature ï A signature is a value computed with a cryptographic algorithm and bound to data in such a 77 

way that intended recipients of the data can use the signature to verify that the data has not been altered 78 

and/or has originated from the signer of the message, providing message integrity and authentication. 79 

The signature can be computed and verified with symmetric key algorithms, where the same key is used 80 

for signing and verifying, or with asymmetric key algorithms, where different keys are used for signing and 81 

verifying (a private and public key pair are used). 82 

Trust Engine ï The trust engine of a Web service is a conceptual component that evaluates the security-83 

related aspects of a message as described in section 2 below. 84 

Security Token Service ï A security token service (STS) is a Web service that issues security tokens 85 

(see [WS-Security]).  That is, it makes assertions based on evidence that it trusts, to whoever trusts it (or 86 

to specific recipients).  To communicate trust, a service requires proof, such as a signature to prove 87 

knowledge of a security token or set of security tokens. A service itself can generate tokens or it can rely 88 

on a separate STS to issue a security token with its own trust statement (note that for some security token 89 

formats this can just be a re-issuance or co-signature).  This forms the basis of trust brokering. 90 

Trust ï Trust is the characteristic that one entity is willing to rely upon a second entity to execute a set of 91 

actions and/or to make set of assertions about a set of subjects and/or scopes.  92 

Direct Trust ï Direct trust is when a relying party accepts as true all (or some subset of) the claims in the 93 

token sent by the requestor. 94 

Direct Brokered Trust ï Direct Brokered Trust is when one party trusts a second party who, in turn, 95 

trusts or vouches for, a third party. 96 

http://www.w3.org/2001/XMLSchema
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Indirect Brokered Trust ï Indirect Brokered Trust is a variation on direct brokered trust where the 97 

second party negotiates with the third party, or additional parties, to assess the trust of the third party. 98 

Message Freshness ï Message freshness is the process of verifying that the message has not been 99 
replayed and is currently valid. 100 

We provide basic definitions for the security terminology used in this specification.  Note that readers 101 

should be familiar with the [WS-Security] specification. 102 

1.5.1 Notational Conventions 103 

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD 104 

NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described 105 

in [RFC2119]. 106 

 107 

Namespace URIs of the general form "some-URI" represents some application-dependent or context-108 

dependent URI as defined in [URI ].  109 

 110 

This specification uses the following syntax to define outlines for messages:  111 

¶ The syntax appears as an XML instance, but values in italics indicate data types instead of literal 112 

values. 113 

¶ Characters are appended to elements and attributes to indicate cardinality: 114 

o "?" (0 or 1) 115 

o "*" (0 or more) 116 

o "+" (1 or more) 117 

¶ The character "|" is used to indicate a choice between alternatives. 118 

¶ The characters "(" and ")" are used to indicate that contained items are to be treated as a group 119 

with respect to cardinality or choice. 120 

¶ The characters "[" and "]" are used to call out references and property names. 121 

¶ Ellipses (i.e., "...") indicate points of extensibility. Additional children and/or attributes MAY be 122 

added at the indicated extension points but MUST NOT contradict the semantics of the parent 123 

and/or owner, respectively. By default, if a receiver does not recognize an extension, the receiver 124 

SHOULD ignore the extension; exceptions to this processing rule, if any, are clearly indicated 125 

below. 126 

¶ XML namespace prefixes (see Table 1) are used to indicate the namespace of the element being 127 

defined. 128 

 129 

Elements and Attributes defined by this specification are referred to in the text of this document using 130 
XPath 1.0 expressions. Extensibility points are referred to using an extended version of this syntax: 131 

¶ An element extensibility point is referred to using {any} in place of the element name. This 132 
indicates that any element name can be used, from any namespace other than the namespace of 133 
this specification. 134 

¶ An attribute extensibility point is referred to using @{any} in place of the attribute name. This 135 
indicates that any attribute name can be used, from any namespace other than the namespace of 136 
this specification. 137 

 138 

In this document reference is made to the wsu:Id  attribute and the wsu:Created  and wsu:Expires  139 

elements in a utility schema (http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-140 

http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
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1.0.xsd). The wsu:Id  attribute and the wsu:Created and wsu:Expires  elements were added to the 141 

utility schema with the intent that other specifications requiring such an ID type attribute or timestamp 142 

element could reference it (as is done here). 143 

 144 

1.6 Normative References 145 

[RFC2119] S. Bradner, "Key words for use in RFCs to Indicate Requirement Levels", 146 
RFC 2119, Harvard University, March 1997. 147 

http://www.ietf.org/rfc/rfc2119.txt 148 

[RFC2246] IETF Standard, "The TLS Protocol", January 1999. 149 

http://www.ietf.org/rfc/rfc2246.txt 150 

[SOAP] W3C Note, "SOAP: Simple Object Access Protocol 1.1", 08 May 2000. 151 

http://www.w3.org/TR/2000/NOTE-SOAP-20000508/ 152 

[SOAP12]  W3C Recommendation, "SOAP 1.2 Part 1: Messaging Framework", 24 153 
June 2003. 154 

http://www.w3.org/TR/2003/REC-soap12-part1-20030624/ 155 

[URI] T. Berners-Lee, R. Fielding, L. Masinter, "Uniform Resource Identifiers 156 
(URI): Generic Syntax", RFC 3986, MIT/LCS, Day Software, Adobe 157 
Systems, January 2005. 158 

http://www.ietf.org/rfc/rfc3986.txt 159 

[WS-Addressing] W3C Recommendation, "Web Services Addressing (WS-Addressing)", 9 160 
May 2006. 161 

http://www.w3.org/TR/2006/REC-ws-addr-core-20060509 162 

[WS-Policy] W3C Member Submission, "Web Services Policy 1.2 - Framework", 25 163 
April 2006. 164 
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[WS-PolicyAttachment] W3C Member Submission, "Web Services Policy 1.2 - Attachment", 25 166 
April 2006. 167 

http://www.w3.org/Submission/2006/SUBM-WS-PolicyAttachment-168 
20060425/ 169 

[WS-Security] OASIS Standard, "OASIS Web Services Security: SOAP Message Security 170 
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 http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-172 
security-1.0.pdf 173 

OASIS Standard, "OASIS Web Services Security: SOAP Message Security 174 
1.1 (WS-Security 2004)", February 2006. 175 

http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-176 
spec-os-SOAPMessageSecurity.pdf 177 

[XML-C14N] W3C Recommendation, "Canonical XML Version 1.0", 15 March 2001. 178 

http://www.w3.org/TR/2001/REC-xml-c14n-20010315 179 

[XML-Encrypt] W3C Recommendation, "XML Encryption Syntax and Processing", 10 180 
December 2002. 181 

http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/ 182 

[XML-Schema1] W3C Recommendation, "XML Schema Part 1: Structures Second Edition", 183 
28 October 2004. 184 
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[XML-Schema2]  W3C Recommendation, "XML Schema Part 2: Datatypes Second Edition", 186 
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2 Web Services Trust Model 205 

The Web service security model defined in WS-Trust is based on a process in which a Web service can 206 

require that an incoming message prove a set of claims (e.g., name, key, permission, capability, etc.).  If a 207 

message arrives without having the required proof of claims, the service SHOULD ignore or reject the 208 

message.  A service can indicate its required claims and related information in its policy as described by 209 

[WS-Policy] and [WS-PolicyAttachment] specifications. 210 

 211 

Authentication of requests is based on a combination of optional network and transport-provided security 212 

and information (claims) proven in the message.  Requestors can authenticate recipients using network 213 

and transport-provided security, claims proven in messages, and encryption of the request using a key 214 

known to the recipient. 215 

 216 

One way to demonstrate authorized use of a security token is to include a digital signature using the 217 

associated secret key (from a proof-of-possession token).  This allows a requestor to prove a required set 218 

of claims by associating security tokens (e.g., PKIX, X.509 certificates) with the messages. 219 

¶ If the requestor does not have the necessary token(s) to prove required claims to a service, it can 220 

contact appropriate authorities (as indicated in the service's policy) and request the needed tokens 221 

with the proper claims.  These "authorities", which we refer to as security token services, may in turn 222 

require their own set of claims for authenticating and authorizing the request for security tokens.  223 

Security token services form the basis of trust by issuing a range of security tokens that can be used 224 

to broker trust relationships between different trust domains. 225 

¶ This specification also defines a general mechanism for multi-message exchanges during token 226 

acquisition.  One example use of this is a challenge-response protocol that is also defined in this 227 

specification. This is used by a Web service for additional challenges to a requestor to ensure 228 

message freshness and verification of authorized use of a security token. 229 

 230 

This model is illustrated in the figure below, showing that any requestor may also be a service, and that 231 

the Security Token Service is a Web service (that is, it may express policy and require security tokens). 232 

 233 

 234 

This general security model ï claims, policies, and security tokens ï subsumes and supports several 235 

more specific models such as identity-based authorization, access control lists, and capabilities-based 236 

authorization.  It allows use of existing technologies such as X.509 public-key certificates, XML-based 237 
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tokens, Kerberos shared-secret tickets, and even password digests.  The general model in combination 238 

with the [WS-Security] and [WS-Policy] primitives is sufficient to construct higher-level key exchange, 239 

authentication, policy-based access control, auditing, and complex trust relationships. 240 

 241 

In the figure above the arrows represent possible communication paths; the requestor may obtain a token 242 

from the security token service, or it may have been obtained indirectly.  The requestor then 243 

demonstrates authorized use of the token to the Web service.  The Web service either trusts the issuing 244 

security token service or may request a token service to validate the token (or the Web service may 245 

validate the token itself). 246 

 247 

In summary, the Web service has a policy applied to it, receives a message from a requestor that possibly 248 

includes security tokens, and may have some protection applied to it using [WS-Security] mechanisms.  249 

The following key steps are performed by the trust engine of a Web service (note that the order of 250 

processing is non-normative): 251 

1. Verify that the claims in the token are sufficient to comply with the policy and that the message 252 

conforms to the policy. 253 

2. Verify that the attributes of the claimant are proven by the signatures. In brokered trust models, 254 

the signature may not verify the identity of the claimant ï it may verify the identity of the 255 

intermediary, who may simply assert the identity of the claimant. The claims are either proven or 256 

not based on policy. 257 

3. Verify that the issuers of the security tokens (including all related and issuing security token) are 258 

trusted to issue the claims they have made. The trust engine may need to externally verify or 259 

broker tokens (that is, send tokens to a security token service in order to exchange them for other 260 

security tokens that it can use directly in its evaluation). 261 

 262 

If these conditions are met, and the requestor is authorized to perform the operation, then the service can 263 

process the service request. 264 

In this specification we define how security tokens are requested and obtained from security token 265 

services and how these services may broker trust and trust policies so that services can perform step 3. 266 

Network and transport protection mechanisms such as IPsec or TLS/SSL [RFC2246] can be used in 267 

conjunction with this specification to support different security requirements and scenarios.  If available, 268 

requestors should consider using a network or transport security mechanism to authenticate the service 269 

when requesting, validating, or renewing security tokens, as an added level of security. 270 

 271 

The [WS-Federation] specification builds on this specification to define mechanisms for brokering and 272 

federating trust, identity, and claims.  Examples are provided in [WS-Federation] illustrating different trust 273 

scenarios and usage patterns. 274 

2.1 Models for Trust Brokering and Assessment 275 

This section outlines different models for obtaining tokens and brokering trust.  These methods depend 276 

on whether the token issuance is based on explicit requests (token acquisition) or if it is external to a 277 

message flow (out-of-band and trust management). 278 

2.2 Token Acquisition 279 

As part of a message flow, a request may be made of a security token service to exchange a security 280 

token (or some proof) of one form for another.  The exchange request can be made either by a requestor 281 
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or by another party on the requestor's behalf.  If the security token service trusts the provided security 282 

token (for example, because it trusts the issuing authority of the provided security token), and the request 283 

can prove possession of that security token, then the exchange is processed by the security token 284 

service. 285 

 286 

The previous paragraph illustrates an example of token acquisition in a direct trust relationship. In the 287 

case of a delegated request (one in which another party provides the request on behalf of the requestor 288 

rather than the requestor presenting it themselves), the security token service generating the new token 289 

may not need to trust the authority that issued the original token provided by the original requestor since it 290 

does trust the security token service that is engaging in the exchange for a new security token. The basis 291 

of the trust is the relationship between the two security token services. 292 

2.3 Out-of-Band Token Acquisition 293 

The previous section illustrated acquisition of tokens.  That is, a specific request is made and the token is 294 

obtained.  Another model involves out-of-band acquisition of tokens.  For example, the token may be sent 295 

from an authority to a party without the token having been explicitly requested or the token may have 296 

been obtained as part of a third-party or legacy protocol.  In any of these cases the token is not received 297 

in response to a direct SOAP request. 298 

2.4 Trust Bootstrap 299 

An administrator or other trusted authority may designate that all tokens of a certain type are trusted (e.g. 300 

all Kerberos tokens from a specific realm or all X.509 tokens from a specific CA).  The security token 301 

service maintains this as a trust axiom and can communicate this to trust engines to make their own trust 302 

decisions (or revoke it later), or the security token service may provide this function as a service to 303 

trusting services. 304 

There are several different mechanisms that can be used to bootstrap trust for a service.  These 305 

mechanisms are non-normative and are not required in any way.  That is, services are free to bootstrap 306 

trust and establish trust among a domain of services or extend this trust to other domains using any 307 

mechanism. 308 

 309 

Fixed trust roots ï The simplest mechanism is where the recipient has a fixed set of trust relationships.  310 

It will then evaluate all requests to determine if they contain security tokens from one of the trusted roots. 311 

 312 

Trust hierarchies ï Building on the trust roots mechanism, a service may choose to allow hierarchies of 313 

trust so long as the trust chain eventually leads to one of the known trust roots.  In some cases the 314 

recipient may require the sender to provide the full hierarchy.  In other cases, the recipient may be able to 315 

dynamically fetch the tokens for the hierarchy from a token store. 316 

 317 

Authentication service ï Another approach is to use an authentication service.  This can essentially be 318 

thought of as a fixed trust root where the recipient only trusts the authentication service.  Consequently, 319 

the recipient forwards tokens to the authentication service, which replies with an authoritative statement 320 

(perhaps a separate token or a signed document) attesting to the authentication. 321 
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3 Security Token Service Framework 322 

This section defines the general framework used by security token services for token issuance. 323 

 324 

A requestor sends a request, and if the policy permits and the recipient's requirements are met, then the 325 

requestor receives a security token response.  This process uses the <wst:Request SecurityToken> 326 

and <wst:Request SecurityTokenResponse>  elements respectively.  These elements are passed as 327 

the payload to specific WSDL ports (described in section 1.4) that are implemented by security token 328 

services. 329 

 330 

This framework does not define specific actions; each binding defines its own actions. 331 

When requesting and returning security tokens additional parameters can be included in requests, or 332 

provided in responses to indicate server-determined (or used) values.  If a requestor specifies a specific 333 

value that isn't supported by the recipient, then the recipient MAY fault with a wst:Inv alidRequest  (or 334 

a more specific fault code), or they MAY return a token with their chosen parameters that the requestor 335 

may then choose to discard because it doesn't meet their needs. 336 

 337 

The requesting and returning of security tokens can be used for a variety of purposes.  Bindings define 338 

how this framework is used for specific usage patterns.  Other specifications may define specific bindings 339 

and profiles of this mechanism for additional purposes.   340 

In general, it is RECOMMENDED that sources of requests be authenticated; however, in some cases an 341 

anonymous request may be appropriate.  Requestors MAY make anonymous requests and it is up to the 342 

recipient's policy to determine if such requests are acceptable.  If not a fault SHOULD be generated (but 343 

is not required to be returned for denial-of-service reasons). 344 

 345 

The [WS-Security] specification defines and illustrates time references in terms of the dateTime type 346 

defined in XML Schema.  It is RECOMMENDED that all time references use this type.  It is further 347 

RECOMMENDED that all references be in UTC time.  Requestors and receivers SHOULD NOT rely on 348 

other applications supporting time resolution finer than milliseconds. Implementations MUST NOT 349 

generate time instants that specify leap seconds.  Also, any required clock synchronization is outside the 350 

scope of this document.   351 

 352 

The following sections describe the basic structure of token request and response elements identifying 353 

the general mechanisms and most common sub-elements.  Specific bindings extend these elements with 354 

binding-specific sub-elements.  That is, sections 3.1 and 3.2 should be viewed as patterns or templates 355 

on which specific bindings build. 356 

3.1 Requesting a Security Token 357 

The <wst:RequestSecurityToken>  element (RST) is used to request a security token (for any 358 

purpose).  This element SHOULD be signed by the requestor, using tokens contained/referenced in the 359 

request that are relevant to the request.  If using a signed request, the requestor MUST prove any 360 

required claims to the satisfaction of the security token service. 361 

If a parameter is specified in a request that the recipient doesn't understand, the recipient SHOULD fault. 362 

The syntax for this element is as follows: 363 
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    <wst:RequestSecurityToken Context="..."  xmlns:wst= "..." > 364 
        <wst:TokenT ype >...</wst:TokenType>  365 
        <wst:RequestType>...</wst:RequestType>  366 
        <wst:SecondaryParameters>...</wst:SecondaryParameters>  367 
        ...  368 
    </wst:RequestSecurityToken > 369 

The following describes the attributes and elements listed in the schema overview above: 370 

/wst:RequestSecurityToken 371 

This is a request to have a security token issued. 372 

/wst:RequestSecurityToken/@Context 373 

This optional URI specifies an identifier/context for this request.  All subsequent RSTR elements 374 
relating to this request MUST carry this attribute.  This, for example, allows the request and 375 
subsequent responses to be correlated.  Note that no ordering semantics are provided; that is left 376 
to the application/transport. 377 

/wst:RequestSecurityToken/wst:TokenType 378 

This optional element describes the type of security token requested, specified as a URI.  That is, 379 

the type of token that will be returned in the <wst:Request SecurityTokenResponse>  380 

message.  Token type URIs are typically defined in token profiles such as those in the OASIS 381 
WSS TC. 382 

/wst:RequestSecurityToken/wst:RequestType 383 

The mandatory RequestType  element is used to indicate, using a URI, the class of function that 384 

is being requested.  The allowed values are defined by specific bindings and profiles of WS-Trust.  385 
Frequently this URI corresponds to the [WS-Addressing] Action URI provided in the message 386 
header as described in the binding/profile; however, specific bindings can use the Action URI to 387 
provide more details on the semantic processing while this parameter specifies the general class 388 
of operation (e.g., token issuance).  This parameter is required. 389 

/wst:RequestSecurityToken/wst:SecondaryParameters 390 

If specified, this optional element contains zero or more valid RST parameters (except 391 

wst:SecondaryParameter s ) for which the requestor is not the originator. 392 

The STS processes parameters that are direct children of the <wst:RequestSecurityToken > 393 

element.  If a parameter is not specified as a direct child, the STS MAY look for the parameter 394 

within the <wst:SecondaryParameters > element (if present).  The STS MAY filter secondary 395 

parameters if it doesn't trust them or feels they are inappropriate or introduce risk (or based on its 396 
own policy). 397 

/wst:RequestSecurityToken/{any} 398 

This is an extensibility mechanism to allow additional elements to be added.  This allows 399 
requestors to include any elements that the service can use to process the token request.  As 400 
well, this allows bindings to define binding-specific extensions.  If an element is found that is not 401 
understood, the recipient SHOULD fault. 402 

/wst:RequestSecurityToken/@{any} 403 

This is an extensibility mechanism to allow additional attributes, based on schemas, to be added.  404 
If an attribute is found that is not understood, the recipient SHOULD fault. 405 

3.2 Returning a Security Token 406 

The <wst:RequestSecurityTokenResponse>  element (RSTR) is used to return a security token or 407 

response to a security token request. The <wst:RequestSecurityTokenResponseCollection>  408 

element (RSTRC) MUST be used to return a security token or response to a security token request on the 409 

final response. 410 




