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comment on or otherwise explain it or assist in its implementation may be prepared, copied, published, 
and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice 
and this section are included on all such copies and derivative works. However, this document itself may 
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Committee (in which case the rules applicable to copyrights, as set forth in the OASIS IPR Policy, must 
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This document and the information contained herein is provided on an "AS IS" basis and OASIS 
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY 
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY 
OWNERSHIP RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A 
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such patent claims in a manner consistent with the IPR Mode of the OASIS Technical Committee that 
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OASIS invites any party to contact the OASIS TC Administrator if it is aware of a claim of ownership of 
any patent claims that would necessarily be infringed by implementations of this specification by a patent 
holder that is not willing to provide a license to such patent claims in a manner consistent with the IPR 
Mode of the OASIS Technical Committee that produced this specification. OASIS may include such 
claims on its website, but disclaims any obligation to do so. 

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that 
might be claimed to pertain to the implementation or use of the technology described in this document or 
the extent to which any license under such rights might or might not be available; neither does it 
represent that it has made any effort to identify any such rights. Information on OASIS' procedures with 
respect to rights in any document or deliverable produced by an OASIS Technical Committee can be 
found on the OASIS website. Copies of claims of rights made available for publication and any 
assurances of licenses to be made available, or the result of an attempt made to obtain a general license 
or permission for the use of such proprietary rights by implementers or users of this OASIS Committee 
Specification or OASIS Standard, can be obtained from the OASIS TC Administrator. OASIS makes no 
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1 Introduction 1 

WS-Policy defines a framework for allowing web services to express their constraints and requirements. 2 

Such constraints and requirements are expressed as policy assertions. This document defines a set of 3 

security policy assertions for use with the [WS-Policy] framework with respect to security features 4 

provided in WSS: SOAP Message Security [WSS10, WSS11], [WS-Trust] and [WS-SecureConversation]. 5 

This document takes the approach of defining a base set of assertions that describe how messages are 6 

to be secured. Flexibility with respect to token types, cryptographic algorithms and mechanisms used, 7 

including using transport level security is part of the design and allows for evolution over time. The intent 8 

is to provide enough information for compatibility and interoperability to be determined by web service 9 

participants along with all information necessary to actually enable a participant to engage in a secure 10  

exchange of messages. 11  

 12  

Sections 11, 12 and all examples and all Appendices are non-normative.  13  

1.1 Example 14  

Table 1 shows an "Effective Policy" example, including binding assertions and associated property 15  

assertions, token assertions and integrity and confidentiality assertions. This example has a scope of 16  

[Endpoint Policy Subject], but for brevity the attachment mechanism is not shown. 17  

Table 1: Example security policy. 18  

(01)  <wsp:Policy  xmlns:wsp="..." xmlns:sp="..." > 19  

(02)    <sp:SymmetricBinding>  20  

(03)      <wsp:Policy>  21  

(04)        <sp:ProtectionToken>  22  

(05)          <wsp:Policy>  23  

(06)            <sp: Kerberos  sp:IncludeToken=".../IncludeToken/Once" />  24  

(07)              <wsp:Policy>  25  

(08)                <sp:WSSKerberosV5ApR eqToken 11/>  26  

(09)              <wsp:Policy>  27  

(10)            </sp: Kerberos > 28  

(11)          </wsp:Policy>  29  

(12)        </sp:ProtectionToken>  30  

(13)        <sp:SignBeforeEncrypting />  31  

(14)        <sp:EncryptSignature />  32  

(15)      </wsp:Policy>  33  

(16)    </sp:SymmetricBinding>  34  

(17)    <sp:SignedParts>  35  

(18)      <sp:Body/>  36  

(19)      <sp:Header  37  
       Namespace="http://schemas.xmlsoap.org/ws/2004/08/addressing"  38  
    />  39  

(20)    </sp:SignedParts>  40  

(21)    <sp:EncryptedParts>  41  

(22)      <sp:Body/>  42  

(23)    </sp:EncryptedParts>  43  
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(24)  </wsp:Policy>  44  

 45  

Line 1 in Table 1 indicates that this is a policy statement and that all assertions contained by the 46  

wsp:Policy element are required to be satisfied. Line 2 indicates the kind of security binding in force. Line 47  

3 indicates a nested wsp:Policy  element which contains assertions that qualify the behavior of the 48  

SymmetricBinding assertion. Line 4 indicates a ProtectionToken assertion. Line 5 indicates a nested 49  

wsp:Policy  element which contains assertions indicating the type of token to be used for the 50  

ProtectionToken. Lines 6 to 10 indicate that a Kerberos V5 APREQ token is to be used by both parties in 51  

a message exchange for protection. Line 13 indicates that signatures are generated over plaintext rather 52  

than ciphertext. Line 14 indicates that the signature over the signed messages parts is required to be 53  

encrypted. Lines 17-20 indicate which message parts are to be covered by the primary signature; in this 54  

case the soap:Body element, indicated by Line 18 and any SOAP headers in the WS-Addressing 55  

namespace, indicated by line 19. Lines 21-23 indicate which message parts are to be encrypted; in this 56  

case just the soap:Body element, indicated by Line 22. 57  

1.2  Namespaces 58  

The XML namespace URI that MUST be used by implementations of this specification is:  59  

http://docs.oasis - open.org/ws - sx/ws - securitypolicy/200512  60  

 61  

Table 2 lists XML namespaces that are used in this specification. The choice of any namespace prefix is 62  
arbitrary and not semantically significant. 63  

Table 2: Prefixes and XML Namespaces used in this specification. 64  

Prefix Namespace Specification(s) 

S http://schemas.xmlsoap.org/soap/envelope/ [SOAP] 

S12 http://www.w3.org/2003/05/soap-envelope [SOAP12] 

ds http://www.w3.org/2000/09/xmldsig# [XML-Signature]  

enc http://www.w3.org/2001/04/xmlenc# [XML-Encrypt]  

wsu http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-

wssecurity-utility-1.0.xsd 

[WSS10] 

wsse http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-

wssecurity-secext-1.0.xsd 

[WSS10] 

wsse11 http://docs.oasis-open.org/wss/oasis-wss-wsecurity-secext-

1.1.xsd  

[WSS11] 

wsp http://schemas.xmlsoap.org/ws/2004/09/policy [WS-Policy], [WS-

PolicyAttachment] 

xsd http://www.w3.org/2001/XMLSchema [XML-Schema1], [XML-

Schema2] 

wst http://docs.oasis-open.org/ws-sx/ws-trust/200512 [WS-Trust] 

wsc http://docs.oasis-open.org/ws-sx/ws-

secureconversation/200512 

[WS-SecureConversation] 

wsa http://www.w3.org/2005/08/addressing   [WS-Addressing] 

http://www.w3.org/2003/05/soap-envelope
http://docs.oasis-open.org/wss/oasis-wss-wsecurity-secext-1.1.xsd
http://docs.oasis-open.org/wss/oasis-wss-wsecurity-secext-1.1.xsd
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sp http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200512 This specification 

1.3  Schema Files 65  

A normative copy of the XML Schema [XML-Schema1, XML-Schema2] description for this specification 66  
can be retrieved from the following address: 67  

http://docs.oasis - open.org/ws - sx/ws - securit ypolicy/200512 / ws-securitypolicy-1.2.xsd 68  

1.4 Terminology 69  

Policy - A collection of policy alternatives. 70  

Policy Alternative - A collection of policy assertions. 71  

Policy Assertion - An individual requirement, capability, other property, or a behavior. 72  

Initiator - The role sending the initial message in a message exchange. 73  

Recipient - The targeted role to process the initial message in a message exchange. 74  

Security Binding - A set of properties that together provide enough information to secure a given 75  

message exchange. 76  

Security Binding Property - A particular aspect of securing an exchange of messages. 77  

Security Binding Assertion - A policy assertion that identifies the type of security binding being used to 78  

secure an exchange of messages. 79  

Security Binding Property Assertion - A policy assertion that specifies a particular value for a particular 80  

aspect of securing an exchange of message. 81  

Assertion Parameter - An element of variability within a policy assertion. 82  

Token Assertion -Describes a token requirement. Token assertions defined within a security binding are 83  

used to satisfy protection requirements. 84  

Supporting Token - A token used to provide additional claims. 85  

1.4.1 Notational Conventions 86  

The key words ñMUSTò, ñMUST NOTò, ñREQUIREDò, ñSHALLò, ñSHALL NOTò, ñSHOULDò, ñSHOULD 87  
NOTò, ñRECOMMENDEDò, ñMAYò, and ñOPTIONALò in this document are to be interpreted as described 88  
in. 89  

This specification uses the following syntax to define outlines for assertions:  90  

 The syntax appears as an XML instance, but values in italics indicate data types instead of literal 91  
values. 92  

 Characters are appended to elements and attributes to indicate cardinality: 93  

o "?" (0 or 1) 94  

o "*" (0 or more) 95  

o "+" (1 or more) 96  

 The character "|" is used to indicate a choice between alternatives. 97  

 The characters "(" and ")" are used to indicate that contained items are to be treated as a group 98  
with respect to cardinality or choice. 99  

 The characters "[" and "]" are used to call out references and property names. 100  

 Ellipses (i.e., "...") indicate points of extensibility. Additional children and/or attributes MAY be 101  
added at the indicated extension points but MUST NOT contradict the semantics of the parent 102  
and/or owner, respectively. By default, if a receiver does not recognize an extension, the receiver 103  

http://www.oasis-open.org/apps/org/workgroup/ws-sx/download.php/20162/ws-securitypolicy-1.2.xsd
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SHOULD ignore the extension; exceptions to this processing rule, if any, are clearly indicated 104  
below. 105  

 XML namespace prefixes (see Table 2) are used to indicate the namespace of the element being 106  
defined. 107  

 108  

Elements and Attributes defined by this specification are referred to in the text of this document using 109  
XPath 1.0 expressions. Extensibility points are referred to using an extended version of this syntax: 110  

 An element extensibility point is referred to using {any} in place of the element name. This 111  
indicates that any element name can be used, from any namespace other than the namespace of 112  
this specification. 113  

 An attribute extensibility point is referred to using @{any} in place of the attribute name. This 114  
indicates that any attribute name can be used, from any namespace other than the namespace of 115  
this specification. 116  

Extensibility points in the exemplar may not be described in the corresponding text. 117  

In this document reference is made to the wsu:Id  attribute and the wsu:Created  and wsu:Expires  118  

elements in a utility schema (http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-119  

1.0.xsd). The wsu:Id  attribute and the wsu:Created and wsu:Expires  elements were added to the 120  

utility schema with the intent that other specifications requiring such an ID type attribute or timestamp 121  

element could reference it (as is done here). 122  

 123  

WS-SecurityPolicy is designed to work with the general Web Services framework including WSDL service 124  

descriptions, UDDI businessServices and bindingTemplates and SOAP message structure and message 125  

processing model, and WS-SecurityPolicy should be applicable to any version of SOAP. The current 126  

SOAP 1.2 namespace URI is used herein to provide detailed examples, but there is no intention to limit 127  

the applicability of this specification to a single version of SOAP. 128  

1.5 Normative References 129  

[RFC2119]  S. Bradner, "Key words for use in RFCs to Indicate Requirement 130  
Levels", RFC 2119, Harvard University, March 1997. 131  

http://www.ietf.org/rfc/rfc2119.txt  132  

 133  

[SOAP]  W3C Note, "SOAP: Simple Object Access Protocol 1.1", 08 May 2000. 134  

http://www.w3.org/TR/2000/NOTE-SOAP-20000508/ 135  

 136  

[SOAP12]  W3C Recommendation, "SOAP 1.2 Part 1: Messaging Framework", 24 137  
June 2003. 138  

http://www.w3.org/TR/2003/REC-soap12-part1-20030624/ 139  

 140  

[SOAPNorm]  W3C Working Group Note, "SOAP Version 1.2 Message 141  
Normalizationò, 8 October 2003. 142  

http://www.w3.org/TR/2003/NOTE-soap12-n11n-20031008/ 143  

 144  

[URI]  T. Berners-Lee, R. Fielding, L. Masinter, "Uniform Resource Identifiers 145  
(URI): Generic Syntax", RFC 3986, MIT/LCS, Day Software, Adobe 146  
Systems, January 2005. 147  

http://www.ietf.org/rfc/rfc3986.txt 148  

 149  

http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
http://www.ietf.org/rfc/rfc2119.txt
http://www.w3.org/TR/2000/NOTE-SOAP-20000508/
http://www.w3.org/TR/2003/REC-soap12-part1-20030624/
http://www.w3.org/TR/2003/NOTE-soap12-n11n-20031008/
http://www.ietf.org/rfc/rfc3986.txt
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[RFC2068]  IETF Standard, "Hypertext Transfer Protocol -- HTTP/1.1" January 150  
1997 151  

http://www.ietf.org/rfc/rfc2068.txt  152  

 153  

[RFC2246]  IETF Standard, "The TLS Protocol", January 1999. 154  

http://www.ietf.org/rfc/rfc2246.txt  155  

 156  

[WS-Addressing] W3C Recommendation, "Web Services Addressing (WS-Addressing)", 157  
9 May 2006. 158  

http://www.w3.org/TR/2006/REC-ws-addr-core-20060509 159  

 160  

[WS-Policy] W3C Member Submission "Web Services Policy 1.2 - Framework", 25 161  
April 2006. 162  

http://www.w3.org/Submission/2006/SUBM-WS-Policy-20060425/  163  

 164  

[WS-PolicyAttachment] W3C Member Submission "Web Services Policy 1.2 - Attachment", 25 165  
April 2006. 166  

http://www.w3.org/Submission/2006/SUBM-WS-PolicyAttachment-167  
20060425/  168  

 169  

[WS-Trust] OASIS Committee Draft, "WS-Trust 1.3", September 2006 170  

http://docs.oasis-open.org/ws-sx/ws-trust/200512 171  
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2 Security Policy Model 254  

This specification defines policy assertions for the security properties for Web services. These assertions 255  

are primarily designed to represent the security characteristics defined in the WSS: SOAP Message 256  

Security [WSS10] [WSS11], [WS-Trust] and [WS-SecureConversation] specifications, but they can also 257  

be used for describing security requirements at a more general or transport-independent level.  258  

 259  

The primary goal of this specification is to define an initial set of patterns or sets of assertions that 260  

represent common ways to describe how messages are secured on a communication path.  The intent is 261  

to allow flexibility in terms of the tokens, cryptography, and mechanisms used, including leveraging 262  

transport security, but to be specific enough to ensure interoperability based on assertion matching. 263  

 264  

It is a goal of the security policy model to leverage the WS-Policy frameworkôs intersection algorithm for 265  

selecting policy alternatives and the attachment mechanism for associating policy assertions with web 266  

service artifacts.  Consequently, wherever possible, the security policy assertions do not use parameters 267  

or attributes. This enables first-level, QName based assertion matching without security domain-specific 268  

knowledge to be done at the framework level. The first level matching is intended to provide a narrowed 269  

set of policy alternatives that are shared by the two parties attempting to establish a secure 270  

communication path. 271  

 272  

In general, assertions defined in this specification allow additional attributes, based on schemas, to be 273  

added on to the assertion element as an extensibility mechanism but the WS-Policy framework will not 274  

match based on these attributes. Attributes specified on the assertion element that are not defined in this 275  

specification or in WS-Policy are to be treated as informational properties. 276  

2.1 Security Assertion Model 277  

The goal to provide richer semantics for combinations of security constraints and requirements and 278  

enable first-level QName matching, is enabled by the assertions defined in this specification being 279  

separated into simple patterns: what parts of a message are being secured (Protection Assertions), 280  

general aspects or pre-conditions of the security (Conditional Assertions), the security mechanism 281  

(Security Binding Assertions) that is used to provide the security, the token types and usage patterns 282  

(Supporting Token Assertions) used to provide additional claims, and token referencing and trust options 283  

(WSS and Trust Assertions). 284  

 285  

To indicate the scope of protection, assertions identify message parts that are to be protected in a 286  

specific way, such as integrity or confidentiality protection, and are referred to as protection assertions. 287  

 288  

The general aspects of security includes the relationships between or characteristics of the environment 289  

in which security is being applied, such as the tokens being used, which are for integrity or confidentiality 290  

protection and which are supporting, the applicable algorithms to use, etc. 291  

 292  

The security binding assertion is a logical grouping which defines how the general aspects are used to 293  

protect the indicated parts.  For example, that an asymmetric token is used with a digital signature to 294  

provide integrity protection, and that parts are encrypted with a symmetric key which is then encrypted 295  



ws-securitypolicy-1.2-spec-cd-01  4 December 2006 
Copyright © OASIS Open 2006. All Rights Reserved.  Page 14 of 102  

using the public key of the recipient.  At its simplest form, the security binding restricts what can be placed 296  

in the wsse:Security  header and the associated processing rules. 297  

 298  

The intent of representing characteristics as assertions is so that QName matching will be sufficient to 299  

find common alternatives and so that many aspects of security can be factored out and re-used.  For 300  

example, it may be common that the mechanism is constant for an endpoint, but that the parts protected 301  

vary by message action. 302  

2.2  Nested Policy Assertions 303  

Assertions may be used to further qualify a specific aspect of another assertion. For example, an 304  

assertion describing the set of algorithms to use may qualify the specific behavior of a security binding.  305  

2.3  Security Binding Abstraction 306  

As previously indicated, individual assertions are designed to be used in multiple combinations. The 307  

binding represents common usage patterns for security mechanisms.  These Security Binding assertions 308  

are used to determine how the security is performed and what to expect in the wsse:Security  header. 309  

Bindings are described textually and enforced programmatically.  This specification defines several 310  

bindings but others can be defined and agreed to for interoperability if participating parties support it. 311  

 312  

A binding defines the following security characteristics: 313  

 The minimum set of tokens that will be used and how they are bound to messages. Note that 314  

services might accept messages containing more tokens than those specified in policy. 315  

 Any necessary key transport mechanisms 316  

 Any required message elements (e.g. timestamps) in the wsse:Security  header. 317  

 The content and ordering of elements in the wsse:Security  header. Elements not specified in 318  

the binding are not allowed. 319  

 Various parameters, including those describing the algorithms to be used for canonicalization, 320  

signing and encryption. 321  

 322  

Together the above pieces of information, along with the assertions describing conditions and scope, 323  

provide enough information to secure messages between an initiator and a recipient. A policy consumer 324  

has enough information to construct messages that conform to the service's policy and to process 325  

messages returned by the service. Note that a service may choose to reject messages despite them 326  

conforming to its policy, for example because a client certificate has been revoked. Note also that a 327  

service may choose to accept messages that do not conform to its policy. 328  

 329  

The following list identifies the bindings defined in this specification.  The bindings are identified primarily 330  

by the style of encryption used to protect the message exchange. A later section of this document 331  

provides details on the assertions for these bindings. 332  

 TransportBinding (Section 7.3) 333  

 SymmetricBinding (Section 7.4) 334  

 AsymmetricBinding (Section 7.5) 335  
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3 Policy Considerations 336  

The following sections discuss details of WS-Policy and WS-PolicyAttachment relevant to this 337  

specification. 338  

3.1  Nested Policy 339  

This specification makes extensive use of nested policy assertions as described in the Policy Assertion 340  

Nesting section of WS-Policy. 341  

 342  

3.2 Policy Subjects 343  

WS-PolicyAttachment defines various attachment points for policy. This section defines properties that 344  

are referenced later in this document describing the recommended or required attachment points for 345  

various assertions. In addition, Appendix A groups the various assertions according to policy subject. 346  

Note: This specification does not define any assertions that have a scope of [Service Policy Subject]. 347  

[Message Policy Subject] 348  

This property identifies a Message Policy Subject [WS-PolicyAttachment]. WS-PolicyAttachment defines 349  

seven WSDL [WSDL 1.1] policy attachment points with Message Policy Subject: 350  

 351  

wsdl:message 352  

A policy expression containing one or more assertions with Message Policy Subject MUST NOT 353  
be attached to a wsdl:message. 354  

wsdl:portType/wsdl:operation/wsdl:input, ./wsdl:output, or ./wsdl:fault 355  

A policy expression containing one or more assertions with Message Policy Subject MUST NOT 356  
be attached to a descendant of wsdl:portType. 357  

wsdl:binding/wsdl:operation/wsdl:input, ./wsdl:output, or ./wsdl:fault 358  

A policy expression containing one or more of the assertions with Message Policy Subject MUST 359  
be attached to a descendant of wsdl:binding. 360  

[Operation Policy Subject] 361  

A token assertion with Operation Policy Subject indicates usage of the token on a per-operation basis: 362  

wsdl:portType/wsdl:operation 363  

A policy expression containing one or more token assertions MUST NOT be attached to a 364  
wsdl:portType/wsdl:operation. 365  

wsdl:binding/wsdl:operation 366  

A policy expression containing one or more token assertions MUST be attached to a 367  
wsdl:binding/wsdl:operation. 368  

  369  

 370  

[Endpoint Policy Subject] 371  

A token assertion instance with Endpoint Policy Subject indicates usage of the token for the entire set of 372  

messages described for the endpoint: 373  

wsdl:portType 374  

http://www.w3.org/Submission/WS-Policy/#Policy_Assertion_Nesting
http://www.w3.org/Submission/WS-Policy/#Policy_Assertion_Nesting
http://www.w3.org/Submission/WS-Policy/#Policy_Assertion_Nesting
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A policy expression containing one or more assertions with Endpoint Policy Subject MUST NOT 375  
be attached to a wsdl:portType. 376  

wsdl:binding 377  

A policy expression containing one or more of the assertions with Endpoint Policy Subject 378  
SHOULD be attached to a wsdl:binding. 379  

wsdl:port 380  

A policy expression containing one or more of the assertions with Endpoint Policy Subject MAY 381  
be attached to a wsdl:port 382  
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4 Protection Assertions 383  

The following assertions are used to identify what is being protected and the level of protection provided. 384  

These assertions SHOULD apply to [Message Policy Subject]. These assertions MAY apply to [Endpoint 385  

Policy Subject] or [Operation Policy Subject]. Where they apply to [Operation Policy Subject] they apply to 386  

all messages of that operation. Where they apply to [Endpoint Policy Subject] they apply to all operations 387  

of that endpoint. 388  

Note that when assertions defined in this section are present in a policy, the order of those assertions in 389  

that policy has no effect on the order of signature and encryption operations (see Section 6.3). 390  

4.1 Integrity Assertions 391  

Two mechanisms are defined for specifying the set of message parts to integrity protect. One uses 392  

QNames to specify either message headers or the message body while the other uses XPath 393  

expressions to identify any part of the message. 394  

4.1.1 SignedParts Assertion 395  

The SignedParts assertion is used to specify the parts of the message outside of security headers that 396  

require integrity protection. This assertion can be satisfied using WSS: SOAP Message Security 397  

mechanisms or by mechanisms out of scope of SOAP message security, for example by sending the 398  

message over a secure transport protocol like HTTPS.  The binding details the exact mechanism by 399  

which the protection is provided. 400  

 401  

There MAY be multiple SignedParts assertions present. Multiple SignedParts assertions present within a 402  

policy alternative are equivalent to a single SignedParts assertion containing the union of all specified 403  

message parts. Note that this assertion does not require that a given part appear in a message, just that if 404  

such a part appears, it requires integrity protection. 405  

Syntax 406  

<sp:SignedParts xmlns:sp="..." ... >  407  
  <sp:Body />?  408  
  <sp:Header Name=" xs:NCName"? Namespace=" xs:anyURI " ... />*  409  
  ...  410  
</sp:SignedParts>  411  

 412  

The following describes the attributes and elements listed in the schema outlined above: 413  

/sp:SignedParts 414  

This assertion specifies the parts of the message that need integrity protection. If no child 415  

elements are specified, all message headers targeted at the UltimateReceiver role [SOAP12] or 416  

actor [SOAP11] and the body of the message MUST be integrity protected. 417  

/sp:SignedParts/sp:Body 418  

Presence of this optional empty element indicates that the entire body, that is the soap:Body 419  

element, it's attributes and content, of the message needs to be integrity protected. 420  

/sp:SignedParts/sp:Header 421  

Presence of this optional element indicates a specific SOAP header, it's attributes and content (or 422  

set of such headers) needs to be protected. There may be multiple sp:Header elements within a 423  

single sp:SignedParts element. If multiple SOAP headers with the same local name but different 424  
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namespace names are to be integrity protected multiple sp:Header elements are needed, either 425  

as part of a single sp:SignedParts assertion or as part of separate sp:SignedParts assertions. 426  

This element only applies to SOAP header elements targeted to the same actor/role as the 427  

Security header impacted by the policy. If it is necessary to specify a requirement to sign specific 428  

SOAP Header elements targeted to a different actor/role, that may be accomplished using the 429  

sp:SignedElements assertion. 430  

/sp:SignedParts/sp:Header/@Name 431  

This optional attribute indicates the local name of the SOAP header to be integrity protected. If 432  

this attribute is not specified, all SOAP headers whose namespace matches the Namespace 433  

attribute are to be protected. 434  

/sp:SignedParts/sp:Header/@Namespace 435  

This required attribute indicates the namespace of the SOAP header(s) to be integrity protected. 436  

4.1.2 SignedElements Assertion 437  

The SignedElements assertion is used to specify arbitrary elements in the message that require integrity 438  

protection. This assertion can be satisfied using WSS: SOAP Message Security mechanisms or by 439  

mechanisms out of scope of SOAP message security, for example by sending the message over a 440  

secure transport protocol like HTTPS.  The binding details the exact mechanism by which the protection 441  

is provided. 442  

 443  

There MAY be multiple SignedElements assertions present. Multiple SignedElements assertions present 444  

within a policy alternative are equivalent to a single SignedElements assertion containing the union of all 445  

specified XPath expressions. 446  

Syntax 447  

<sp:SignedElements XPathVersion=" xs:anyU RI "? xmlns:sp="..." ... >  448  
  <sp:XPath> xs:string </sp:X Path>+  449  
  ...  450  
</sp:SignedElements>  451  

The following describes the attributes and elements listed in the schema outlined above: 452  

/sp:SignedElements 453  

This assertion specifies the parts of the message that need integrity protection. 454  

/sp:SignedElements/@XPathVersion 455  

This optional attribute contains a URI which indicates the version of XPath to use. If no attribute is 456  

provided, then XPath 1.0 is assumed. 457  

/sp:SignedElements/sp:XPath 458  

This element contains a string specifying an XPath expression that identifies the nodes to be 459  

integrity protected. The XPath expression is evaluated against the S:Envelope element node of 460  

the message. Multiple instances of this element may appear within this assertion and should be 461  

treated as separate references in a signature when message security is used. 462  

4.2 Confidentiality Assertions 463  

Two mechanisms are defined for specifying the set of message parts to confidentiality protect. One uses 464  

QNames to specify either message headers or the message body while the other uses XPath 465  

expressions to identify any part of the message. 466  




