
ws-secureconversation-1.3-errata-ed-03   30 April 2008 

Copyright © OASIS Open 2008. All Rights Reserved. Page 1 of 12 

 

WS-SecureConversation 1.3 Errata 

Committee Draft 

30 April 2008 

Specification URIs: 
This Version: 

http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512/ws-secureconversation-1.3-errata-cd-01.doc 
http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512/ws-secureconversation-1.3-errata-cd-01.pdf 
http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512/ws-secureconversation-1.3-errata-cd-01.html  

Previous Version: 

N/A 

Latest Approved Version: 

N/A 

Technical Committee: 

OASIS WS-TX TC 

Chair(s): 
Kelvin Lawrence, IBM 
Chris Kaler, Microsoft 

Editor(s): 
Anthony Nadalin, IBM 
Marc Goodner, Microsoft 
Abbie Barbir, Nortel 

Related work: 

This specification errata is related to WS-SecureConversation v1.3.  

Abstract: 
This document lists errata for WS-SecureConversation 1.3 OASIS Standard [WS-
SecureConversation] produced by the WS-SX Technical Committee. The standard was approved 
by the OASIS membership on 1 March 2007. 

Status: 
This document was last revised or approved by the WS-SX TC on the above date. The level of 
approval is also listed above. Check the “Latest Approved Version” location noted above for 
possible later revisions of this document. 

Technical Committee members should send comments on this specification to the Technical 
Committee’s email list. Others should send comments to the Technical Committee by using the 
“Send A Comment” button on the Technical Committee’s web page at www.oasis-
open.org/committees/ws-sx . 

For information on whether any patents have been disclosed that may be essential to implementing 
this specification, and any offers of patent licensing terms, please refer to the Intellectual Property 
Rights section of the Technical Committee web page (www.oasis-open.org/committees/ws-
sx/ipr.php). 

The non-normative errata page for this specification is located at www.oasis-
open.org/committees/ws-sx. 

http://docs.oasis-open.org/ws-tx/wstx-wsat-1.1-spec-cs-03.pdf
http://docs.oasis-open.org/ws-tx/wstx-wsat-1.1-spec-cs-03.pdf
http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512/ws-secureconversation-1.3-errata-cd-01.doc
http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512/ws-secureconversation-1.3-errata-cd-01.pdf
http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512/ws-secureconversation-1.3-errata-cd-01.html
http://www.oasis-open.org/committees/ws-sx
http://www.oasis-open.org/committees/ws-sx
http://www.oasis-open.org/committees/ws-sx/ipr.php
http://www.oasis-open.org/committees/ws-sx/ipr.php
http://www.oasis-open.org/committees/ws-sx
http://www.oasis-open.org/committees/ws-sx


ws-secureconversation-1.3-errata-ed-03   30 April 2008 

Copyright © OASIS Open 2008. All Rights Reserved. Page 2 of 12 

Notices 

Copyright © OASIS Open 2008. All Rights Reserved.  

All capitalized terms in the following text have the meanings assigned to them in the OASIS Intellectual 
Property Rights Policy (the "OASIS IPR Policy"). The full Policy may be found at the OASIS website. 

This document and translations of it may be copied and furnished to others, and derivative works that 
comment on or otherwise explain it or assist in its implementation may be prepared, copied, published, and 
distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and 
this section are included on all such copies and derivative works. However, this document itself may not be 
modified in any way, including by removing the copyright notice or references to OASIS, except as needed 
for the purpose of developing any document or deliverable produced by an OASIS Technical Committee (in 
which case the rules applicable to copyrights, as set forth in the OASIS IPR Policy, must be followed) or as 
required to translate it into languages other than English.  

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors or 
assigns.  

This document and the information contained herein is provided on an "AS IS" basis and OASIS 
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY 
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY OWNERSHIP 
RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR 
PURPOSE.  

OASIS requests that any OASIS Party or any other party that believes it has patent claims that would 
necessarily be infringed by implementations of this OASIS Committee Specification or OASIS Standard, to 
notify OASIS TC Administrator and provide an indication of its willingness to grant patent licenses to such 
patent claims in a manner consistent with the IPR Mode of the OASIS Technical Committee that produced 
this specification. 

OASIS invites any party to contact the OASIS TC Administrator if it is aware of a claim of ownership of any 
patent claims that would necessarily be infringed by implementations of this specification by a patent holder 
that is not willing to provide a license to such patent claims in a manner consistent with the IPR Mode of the 
OASIS Technical Committee that produced this specification. OASIS may include such claims on its 
website, but disclaims any obligation to do so. 

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that might 
be claimed to pertain to the implementation or use of the technology described in this document or the 
extent to which any license under such rights might or might not be available; neither does it represent that 
it has made any effort to identify any such rights. Information on OASIS' procedures with respect to rights in 
any document or deliverable produced by an OASIS Technical Committee can be found on the OASIS 
website. Copies of claims of rights made available for publication and any assurances of licenses to be 
made available, or the result of an attempt made to obtain a general license or permission for the use of 
such proprietary rights by implementers or users of this OASIS Committee Specification or OASIS 
Standard, can be obtained from the OASIS TC Administrator. OASIS makes no representation that any 
information or list of intellectual property rights will at any time be complete, or that any claims in such list 
are, in fact, Essential Claims. 
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1 Issues Addressed 1 

The following issues related to WS-SecurityConversation 1.3 as recorded in the [WS-SX Issues] have 2 
been addressed in this document. 3 

Issue Description 

ER003 Clarification of policy usage for derived keys in SC 

ER015 Change key to crucial in SC 

ER013 Review normative RFC 2119 language in WS-SecureConversation 

ER017 Conflict Nonce reuse description in the current WS-SC 1.3  

i150 Add conformance statements to new versions of Trust/SC/SP  

i152 Update policy references to 1.5 for SC, Trust and SP 

 4 

http://docs.oasis-open.org/ws-sx/issues/Issues.xml#ER003
http://docs.oasis-open.org/ws-sx/issues/Issues.xml#ER015
http://docs.oasis-open.org/ws-sx/issues/Issues.xml#ER013
http://docs.oasis-open.org/ws-sx/issues/Issues.xml#ER017
http://docs.oasis-open.org/ws-sx/issues/Issues.xml#i150
http://docs.oasis-open.org/ws-sx/issues/Issues.xml#i152
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2 Typographical/Editorial Errors 5 

2.1 Normative language capitalization changes 6 

The following changes do not affect the normative meaning of the text, they are only to properly capitalize 7 
2119 terms. The changes listed below document the changes as they appear in the text. There were 8 
many instances of the terms OPTIONAL and REQUIRED in the schema exemplar descriptions that 9 
appeared un-capitalized that are not captured below but that have also been addressed. All other 2119 10 
terms that remain un-capitalized are used in their English sense. 11 

 12 

Line 236  13 

If a token provides multiple keys then specific bindings and profiles MUST describe how to reference the 14 
separate keys 15 

 16 

Line 356  17 

In order for the security token service to process this request it MUST have prior knowledge for which 18 
Web Service the requestor needs a token 19 

 20 

Line 612 21 

the requestor is REQUIRED to re-authenticate the original claims in every renewal request  22 

 23 

Line 757 24 

Using a common secret, parties MAY define different key derivations to use. 25 

 26 

Line 758 27 

In order to keep the keys fresh (prevent providing too much data for analysis), subsequent derivations 28 
MAY be used 29 

 30 

Line 784  31 

The nonce seed is REQUIRED 32 

 33 

Line 802 34 

When a new key is required, a new <wsc:DerivedKeyToken> MAY be passed referencing the previously 35 
generated key 36 

 37 

Line 843 38 

then a fault such as wsc:UnknownDerivationSource SHOULD be raised. 39 

 40 

2.2 Section 1 41 

Removed lines 17 – 19 (to new section 1.8) 42 
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Compliant services are NOT REQUIRED to implement everything defined in this specification.  However, 43 

if a service implements an aspect of the specification, it MUST comply with the requirements specified 44 

(e.g. related "MUST" statements). 45 

 46 

2.3 Section 1.6 47 

Line150 changed 48 

[WS-Trust] OASIS Committee Draft, “WS-Trust 1.3”, September 2006 49 

 http://docs.oasis-open.org/ws-sx/ws-trust/200512  50 

to 51 

[WS-Trust] OASIS Standard, “WS-Trust 1.3”, 2007 52 

 http://docs.oasis-open.org/ws-sx/ws-trust/200512  53 

 54 

2.4 Section 1.7 55 

Line 168 changed 56 

[WS-Policy]  W3C Member Submission, "Web Services Policy 1.2 - Framework", 25 April 57 
2006. 58 

http://www.w3.org/Submission/2006/SUBM-WS-Policy-20060425/  59 

[WS-PolicyAttachment] W3C Member Submission, "Web Services Policy 1.2 - Attachment" , 25 60 
April 2006. 61 

http://www.w3.org/Submission/2006/SUBM-WS-PolicyAttachment-20060425/ 62 

To 63 

[WS-SecurityPolicy] OASIS Standard, “WS-SecurityPolicy 1.2”, 2007 64 

 http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702    65 

2.5 Section 2 Secure Context Token (SCT) 66 

Line 230 changed 67 

The behavior is specified by the services policy [WS-Policy] [WS-PolicyAttachment] 68 

to 69 

The behavior is specified by the services policy [WS-SecurityPolicy]  70 

2.6 Section 4 Amending Contexts 71 

Line 537 changed 72 

the message body and key headers using the key associated with the security context 73 

to 74 

the message body and crucial headers using the key associated with the security context 75 

2.7 Section 5 Renewing Contexts 76 

Line 617 changed 77 

over the signature that signs message body and key headers 78 

to 79 

over the signature that signs message body and crucial headers 80 

http://docs.oasis-open.org/ws-sx/ws-trust/200512
http://docs.oasis-open.org/ws-sx/ws-trust/200512
http://www.w3.org/Submission/2006/SUBM-WS-Policy-20060425
http://www.w3.org/Submission/2006/SUBM-WS-PolicyAttachment-20060425/
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702
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2.8 Section 6 Canceling Contexts 81 

Line 696 changed 82 

body and key headers using the key associated with the security context 83 

to 84 

body and crucial headers using the key associated with the security context 85 

2.9 Section 7 Deriving Keys 86 

Lines 780-781 changed 87 

If either isn't specified in the policy, 88 

to 89 

If additional information is not specified as explicit elements, 90 

2.10 Section 7.1 Syntax 91 

Line 892 changed 92 

If additional information is not specified (such as explicit elements or policy), 93 

to 94 

If additional information is not specified as explicit elements, 95 

2.11 Section 8 Associating a Security Context 96 

Line 1064 changed 97 

...signature over body and key headers using #sct1... 98 

to 99 

...signature over body and crucial headers using #sct1... 100 

Line 1070 changed  101 

...signature over body and key headers using #sct2... 102 

to 103 

...signature over body and crucial headers using #sct2... 104 

 105 
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3 Normative Errors 106 

3.1 Section 7.1 Syntax 107 

There are not any cryptographic reasons that the nonce should be reused, this was an editorial mistake in 108 
the normative language used. 109 

Line 890 changed 110 

the same nonce SHOULD be used for all subsequent derivations 111 

to 112 

the same nonce SHOULD NOT be used for all subsequent derivations 113 
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4 References 114 

[WS-SX Issues]  WS-SX TC Issues List 115 

   http://docs.oasis-open.org/ws-sx/issues/Issues.xml  116 

[WS-SecureConversation] OASIS Standard, “WS-SecureConversation 1.3", July 2007 117 

http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512   118 

http://docs.oasis-open.org/ws-sx/issues/Issues.xml
http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512
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