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Abstract:
This document contains examples of how to set up WS-SecurityPolicy [WSSP] policies for a
variety of common token types that are described in WS-Security 1.0 [WSS10] and WS-Security
1.1 [WSS11] token profiles [WSSTC]. Particular attention is focused on the different “security
bindings” (defined in [WSSP]) within the example policies. Actual messages that have been
documented in WS-Security TC [WSSTC]and other WS-Security-based Interops
[WSSINTEROPS, WSSXINTEROPS, OTHERINTEROPS] that conform to some of the example
policies are referenced when appropriate.
The purpose of this document is to give examples of how policies may be defined for several
existing use cases that have been part of the WS-Security Interops that have been conducted
(see References section for Interop documents [INTEROPS]). In addition, some example use
cases have been included which show some variations from the WS-Security Interop use cases
in order to demonstrate how different options and security bindings impact the structure of the
policies.

ws-sp-usecases-examples-cd-01.doc 4 June 2009
Copyright © OASIS® 1993-2009. All Rights Reserved. Page 1 of 115


http://docs.oasis-open.org/ws-sx/security-policy/examples/ws-sp-usecases-examples-cd-01.doc
http://docs.oasis-open.org/ws-sx/security-policy/examples/ws-sp-usecases-examples-cd-01.pdf
http://docs.oasis-open.org/ws-sx/security-policy/examples/ws-sp-usecases-examples-cd-01.html
http://www.oasis-open.org/committees/document.php?document_id=31033&wg_abbrev=ws-sx
http://docs.oasis-open.org/ws-sx/security-policy/examples/ws-sp-usecases-examples.doc
http://docs.oasis-open.org/ws-sx/security-policy/examples/ws-sp-usecases-examples.pdf
http://docs.oasis-open.org/ws-sx/security-policy/examples/ws-sp-usecases-examples.html
http://www.oasis-open.org/committees/ws-sx/

Status:
This document was last revised or approved by the WS-SX TC on the above date. The level of
approval is also listed above. Check the “Latest Version” or “Latest Approved Version” location
noted above for possible later revisions of this document.

Technical Committee members should send comments on this specification to the Technical
Committee’s email list. Others should send comments to the Technical Committee by using the
“Send A Comment” button on the Technical Committee’s web page at http://www.oasis-
open.org/committees/ws-sx/.

For information on whether any patents have been disclosed that may be essential to
implementing this specification, and any offers of patent licensing terms, please refer to the
Intellectual Property Rights section of the Technical Committee web page (http://www.oasis-
open.org/committees/ws-sx/ipr.php.

The non-normative errata page for this specification is located at http://www.oasis-
open.org/committees/ws-sx/.

ws-sp-usecases-examples-cd-01.doc 4 June 2009
Copyright © OASIS® 1993-2009. All Rights Reserved. Page 2 of 115


http://www.oasis-open.org/committees/ws-sx/
http://www.oasis-open.org/committees/ws-sx/
http://www.oasis-open.org/committees/ws-sx/ipr.php
http://www.oasis-open.org/committees/ws-sx/ipr.php
http://www.oasis-open.org/committees/ws-sx/
http://www.oasis-open.org/committees/ws-sx/

Notices

Copyright © OASIS® 1993-2009. All Rights Reserved.

All capitalized terms in the following text have the meanings assigned to them in the OASIS Intellectual
Property Rights Policy (the "OASIS IPR Policy"). The full Policy may be found at the OASIS website.

This document and translations of it may be copied and furnished to others, and derivative works that
comment on or otherwise explain it or assist in its implementation may be prepared, copied, published,
and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice
and this section are included on all such copies and derivative works. However, this document itself may
not be modified in any way, including by removing the copyright notice or references to OASIS, except as
needed for the purpose of developing any document or deliverable produced by an OASIS Technical
Committee (in which case the rules applicable to copyrights, as set forth in the OASIS IPR Policy, must
be followed) or as required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors
or assigns.

This document and the information contained herein is provided on an "AS IS" basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY
OWNERSHIP RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.

OASIS requests that any OASIS Party or any other party that believes it has patent claims that would
necessarily be infringed by implementations of this OASIS Committee Specification or OASIS Standard,
to notify OASIS TC Administrator and provide an indication of its willingness to grant patent licenses to
such patent claims in a manner consistent with the IPR Mode of the OASIS Technical Committee that
produced this specification.

OASIS invites any party to contact the OASIS TC Administrator if it is aware of a claim of ownership of
any patent claims that would necessarily be infringed by implementations of this specification by a patent
holder that is not willing to provide a license to such patent claims in a manner consistent with the IPR
Mode of the OASIS Technical Committee that produced this specification. OASIS may include such
claims on its website, but disclaims any obligation to do so.

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that
might be claimed to pertain to the implementation or use of the technology described in this document or
the extent to which any license under such rights might or might not be available; neither does it
represent that it has made any effort to identify any such rights. Information on OASIS' procedures with
respect to rights in any document or deliverable produced by an OASIS Technical Committee can be
found on the OASIS website. Copies of claims of rights made available for publication and any
assurances of licenses to be made available, or the result of an attempt made to obtain a general license
or permission for the use of such proprietary rights by implementers or users of this OASIS Committee
Specification or OASIS Standard, can be obtained from the OASIS TC Administrator. OASIS makes no
representation that any information or list of intellectual property rights will at any time be complete, or
that any claims in such list are, in fact, Essential Claims.

The names "OASIS", [insert specific trademarked names and abbreviations here] are trademarks of
OASIS, the owner and developer of this specification, and should be used only to refer to the organization
and its official outputs. OASIS welcomes reference to, and implementation and use of, specifications,
while reserving the right to enforce its marks against misleading uses. Please see http://www.oasis-
open.org/who/trademark.php for above guidance.

ws-sp-usecases-examples-cd-01.doc 4 June 2009
Copyright © OASIS® 1993-2009. All Rights Reserved. Page 3 of 115


http://www.oasis-open.org/who/trademark.php
http://www.oasis-open.org/who/trademark.php

Table of Contents

1 T a1 o To [UTd o] o 1P PUTUPUPRPUPR 6
A =Tq Tl aTo] FoTo V=Yg o B @] o [od =T o (=P PP U P UUPPUPPTPURT 6
I R Yo (o] £ ST TTUTPRR T 7
I 2 o T (o1 =T o £ T PP R U PPPPPPTTPTTR 10
O 0 O =Y () o L= PSSP 10

I =T 0T T ] oo YU PRUPRRR 11
1.3 NOIMALIVE RETEIENCES ...ttt ettt e e e sttt e e e s et b bn et e e e s anneaeeaeas 11
1.4 NON-NOIMALIVE REFEIENCES ....eeiiiiiiiiiiiii et s et e e s st e e e e s neeeeas 12
1.5 SPECITICALIONS. ..ottt e ettt e e e e bbbt e e e e e e e e e s bbb e e e e aeeae s 12
1.6 INterops and SAMPIE MESSATES ....uuuuuurieriieiiiiiieiteeeeeee et e ettt iasass s errerrreetaeaaaaaaeaeaeeaaasanannnnnnns 12
2 o= = 14 o OSSP 13
2.0 USEBINAMETOKEN ...eeieiiieiieeie e e e e ettt ettt et e e e eaaeaeaeaaeeaaeaaaaannsnstesteetansseeenneeeaeaeaaaeeeeeens 13
2.1.1 UsernameToken — N0 SECUTitY DINAING .......ooouriiiiieiiiiiiiiie e 13
2.1.1.1 UsernameToken with plain teXt PASSWOIT ............uuiiai et e e e e e e e e e e e eeeeeeeees 13
2.1.1.2 UsernameToKen WItNOUL PASSWOIT ......c..eeuuiuuutuuiiiiaae e e e e e e e et ettt tetb bbb a e e e e e e e e e e e aaeeeeeeeenes 14
2.1.1.3 UsernameToken with timestamp, nonce and password hash .........cccccccoiiiiiiiii e 15
2.1.2 Use of SSL TransSport BINAING ........cooiiiiiiiiiiiiiiiieiiieie ettt e e e e e e e e e e e e s e e s s eebeeeeeeeeees 16
2.1.2.1 UsernameToken as SUPPOIING TOKEN ..........uuuiiiuiiiiieei e e e e e s e e e e e e e e e e e e e eeaeaeeanes 16
2.1.3 (WSS 1.0) UsernameToken with Mutual X.509v3 Authentication, Sign, Encrypt ..........cc........ 18
2.1.3.1 (WSS 1.0) Encrypted UsernameToken With X.500V3.........coiiiiiiiiiiiiiieeeeiriiiiiec e 21
2.1.4 (WSS 1.1), User Name with Certificates, Sign, ENCrypt .........eeeeiiiiiiiiiiiieeeeiieeeee e 24
2.2 X.509 Token Authentication SCeNario ASSEIIONS .........vvviiieeeeeeeiie e cee e e e e e e e aeeeee s 28
2.2.1 (WSS1.0) X.509 Certificates, Sign, ENCIYPL ......ooooiiiiiie e 28
2.2.2 (WSS1.0) Mutual Authentication with X.509 Certificates, Sign, ENCrypt.........ccccceeevvniiieeeeennne 31
2.2.2.1 (WSS1.0) Mutual Authentication, X.509 Certificates, Symmetric Encryption ...............cccooeiiieiinennis 34
2.2.3 (WSS1.1) Anonymous with X.509 Certificate, Sign, ENCrypt.........ooooiiiiiiiiiiiiiiieiiieeeeee 38
2.2.4 (WSS1.1) Mutual Authentication with X.509 Certificates, Sign, ENcrypt...........ccccouvvveviiieeeenen. 41
2.3 SAML Token Authentication SCEeNArio ASSEITIONS. ......ccuiiiiiiiiiiiai e e e 47
2.3.1 WSS 1.0 SAML TOKEN SCENAIIOS. .. .cciiiiiiiiiiiiiiittte ettt ettt et e e e e e e e e e e e e e e e e e e s e s s bn bbbt eeeeeeeeeees 48
2.3.1.1 (WSS1.0) SAMLL.1 ASSEItiON (BEAIEI) ...eevvivieiriiiiiiiiasiee s e e e e e e e ettt ettt e s s e e e e aeaaaaaaaeeaaaeennes 48
2.3.1.2 (WSS1.0) SAML1.1 Assertion (Sender VouChes) OVer SSL...........covvviiiiviiiiiiiiiiiiiiiieeeeeeeeeeeeeeiaeeennns 50
2.3.1.3 (WSS1.0) SAMLL.1 AsSertion (HK) OVEI SSL...uuuuuuiiiiiiiiiieeeeeeieiee et s s e e e e e e e e e aaaeeeaaennnes 52
2.3.1.4 (WSS1.0) SAML1.1 Sender Vouches with X.509 Certificates, Sign, Optional Encrypt..................... 53
2.3.1.5 (WSS1.0) SAML1.1 Holder of Key, Sign, Optional ENCrYPL..........ceeeiiiieiiiiiiiiiiiiiiiieeee e 59
2.3. 2 WSS 1.1 SAML TOKEN SCENAIIOS. ...cciieiiiiieeiiiiteiieeteeaieeeeeeeeeeaeaaaeaeaaeaaesaasaaaaaaaannnnreneensneeeeeeeeees 64
2.3.2.1 (WSSL1.1) SAML 2.0 BEAIEI ... . eieeiiiiieeie ettt e e e e e e e e e e e e e e e e et ee ettt bbbt b s e e e e e e eaaeaaeaaaaeeeeeeneees 64
2.3.2.2 (WSS1.1) SAML2.0 Sender VOUCNES OVEN SSL ......uiiiiiiiieeeeeeii e e e eeeenes 68
2.3.2.3 (WSS1.1) SAML2.0 HOK OVEF SSL ...cciiiiiiiiiiiiiiteiiiee ettt e e e e e e e e e e e e e eeeeeeenes 70
2.3.2.4 (WSS1.1) SAML1.1/2.0 Sender Vouches with X.509 Certificate, Sign, Encrypt.............ccoeeiiviinennns 74
2.3.2.5 (WSS1.1) SAML1.1/2.0 Holder of Key, Sign, ENCIYPL.....cccooiiiiiiiiiieeeeeee s e e eaaenanns 79

2.4 Secure CONVErSatioN SCENEAIOS .....ocuvuiiieeeiiiiiiiee e e e sttt e e e e s sttt e e e e s st b e e e e e s s sabbeeeeeesabbaeeaeeesannreees 104
2.4.1 (WSS 1.0) Secure Conversation bootstrapped by Mutual Authentication with X.509 Certificates
....................................................................................................................................................... 104
ws-sp-usecases-examples-cd-01.doc 4 June 2009

Copyright © OASIS® 1993-2009. All Rights Reserved. Page 4 of 115



3 (@40 ] 01 (0] g 147=1 (o1 =TT PP 113

A, ACKNOWIEAGEIMENTS .....eiiiiieiiiiiiiie ettt e e sttt e e e s e bbb e e e e e e e e s bt e e e e e e anbbbeeeeeeannnreeas 114
B.  REVISION HISTOTY ...eiiiiiiiiiiiiiii ettt e e e e s bbbt e e e e s bbb et e e e e s s aabbe e e e e e s aanbbneeeaeeane 115
ws-sp-usecases-examples-cd-01.doc 4 June 2009

Copyright © OASIS® 1993-2009. All Rights Reserved. Page 5 of 115



© coOo~N OOk~ wWN

(=Y
o

e
N -

B
A W

PR
~N o o

18

19
20
21

22
23
24

25
26
27
28

29
30
31

32
33
34
35
36
37

38
39
40

41
42
43

44
45
46

1 Introduction

This document describes several WS-SecurityPolicy [WS-SECURITYPOLICY] examples. An example
typically consists of the security aspects of a high-level Web Service use-case with several variable
components. Many of the examples are based on existing use cases that have been conducted during
WS-Security Interops [WSS-INTEROPS]. In those examples a reference is included to identify the
specific use case in the specific interop document that is being demonstrated.

In the policy examples below, the “wsp” prefix refers to the elements defined in the WS-Policy
namespace:

xmins:wsp="http://www.w3.org/ns/ws-policy/”
the “sp” prefix refers to elements defined in the WS-SecurityPolicy (WS-SP) namespace:

xmins:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702"
the “t” prefix refers to elements defined in the WS-Trust namespace:

xmins:t=" http://docs.oasis-open.org/ws-sx/ws-trust/200512”

Where uses cases are based on existing scenarios, those scenarios are referenced at the
beginning of the use case section. The explicit documents describing the scenarios are
identified by links in [Section 3.2].

1.1 Terminology and Concepts

This section (1.1.*) describes the logical “actors” that participate in the examples. In addition, there is a
discussion on general concepts that describes how the logical actors typically relate to the physical
message exchanges that take place.

This section also provides a security reference model designed to provide context for the examples in
terms of a conceptual framework within which the actors interact, which is intended to help readers
understand the trust relationships implicit in the message exchanges shown in the examples.

In these examples there are always three important conceptual entities to recognize that exist on the
initiating side of a transaction, where the transaction is being requested by sending an electronic
message that contains the details of the what is being requested and by whom (the “entities” become
“actors” as the discussion moves from the conceptual to the specific). These three entities are:

e The entity requesting the transaction (for example, if the transaction is about an application for a
home mortgage loan, then the entity requesting the transaction is the prospective homeowner
who will be liable to make the payments on the loan if it is approved).

e The entity approving the transaction to be requested. This entity is generally known as an
“identity provider”, or an “authority”, and the purpose of this approving entity is to guarantee to a
recipient entity that the requesting entity is making a legitimate request (continuing the above
example, the authorizing entity in this case would be the organization that helps the prospective
homeowner properly fill out the application, possibly a loan officer at the bank, saying that the
loan application is approved for further processing).

e The entity initiating the actual electonic transaction message (in the above example, this entity is
simply the technical software used to securely transmit the mortgage application request to a
recipient entity that will handle the processing of the mortgage application).

WS-SecurityPolicy is primarily concerned with the technical software used between the initiating entity
and the recipient entity, whom are respectively officially referred to as the Initiator and the Recipient in the
WS-SecurityPolicy 1.2 specification (WS-SP) (see section 1.4 of that document).

Therefore, the purpose of this section is to give a larger real world context to understanding the examples
and how to relate the technical details of WS-SecurityPolicy to the actual logical actors involved in the
transactions governed by the technology.
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The reason for providing this context is to help interested readers understand that while the technology
may be securing the integrity and confidentiality of the messages, there are additional questions about
transactions such as who is liable for any commitments resulting from the transaction and how those
commitments are technically bound within the message exchanges.

The purpose here is not to provide unequivocable answers to all questions regarding liability of
transactions, but to give a sense of how the structuring of a request message ties the participating entities
to the transaction. Depending on how the WS-SecurityPolicy technology is used, these “ties” can be
relatively stronger or weaker. Depending on the nature of the transactions supported by a particular Web
Application, the system managers of the Web Services Application being protected using WS-
SecurityPolicy techniques, may be interested in a conceptual framework for understanding which WS-SP
techniques are more or less appropriate for their needs.

These introductory sections are intended to provide this type of conceptual framework for understanding
how the examples in this document may be interpreted in the above context of the three entities on the
initiating side of the transaction. A complementary model is also provided for the recipient side of the
transaction, but since the recipient is generally concerned with validating the request, which is primarily a
back office function, less emphasis is focused on the options in that environment except as they might
relate back to the initiator side of the transaction.

1.1.1 Actors

The following diagram shows the actors and the relationships that may be typically involved in a network
security scenario:

————————————— )
| Ws-sp |
| Examples '
: e
' - .
Requestor | Initiator ' [g i :RQCIplent N Relying
» [ 1 (+ WSDL »| Party
| P lpolicy)
< e : <
7'y A i T A A
! |
A 4 A 4 A 4 A 4
Issuing Validating
Authority Authority
(STS or other authority) (STS or other authority)
Figure 1.

The diagram is intended to show the possible interactions that may occur between actors in any given
scenario, although, in general, depending on the policy specified by the recipient, only a subset of the
possible interactions will actually occur in a given scenario. Note that the Issuing and Validating
Authorities, may, in general be either a WS-Trust Security Token Service (STS) or other authority.

First, a brief narrative will describe the diagram, then the actors will be defined in more detail.

In a typical example interaction, a Requestor wants to issue a Web Service request to a Web Service that
is hosted by the “Recipient” web site on behalf of a RelyingParty, who is actually the business entity
responsible for making the service available and with whom any business arrangements with the
Requestor are made. One may think of this as an end to end interaction between a Requestor and a
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RelyingParty, with technical resources being provided by the Initiator on the Requestor side and the
Recipient on the RelyingParty side.

Technically, what occurs is that the Requestor hands the request to the Initiator, which in turn issues a
guery to the Recipient and is returned the WSDL [WSDL] describing the Web Service, which generally
includes WS-SP policy Assertions [WS-POLICY, WS-POLICYATTACHMENT] that describe the security
policies supported by the Recipient for this Web Service (Note: it is not necessary that the information in
the Assertions be obtained this way. It may also be stored locally based on out of band agreements
between the Requestor and RelyingParty). This interaction is shown by the upper pair of arrows between
the Initiator and the Recipient.

Upon receipt of the WS-SP policy assertions, the Initiator then interacts with the Requestor and the
Issuing Authority, as needed in order to meet the requirements specified by the WS-SP. Generally, what
is required here is that credentials and tokens are obtained from the Requestor and Issuing Authority and
assembled as required in a new WS-Security request message that is to be issued to the Recipient.

(For example, if a UsernameToken is required by the Recipient, one possibility is that the Initiator will
guery the Requestor for Username and Password and create the appropriate token to include in the
Request.

Other possibilities exist as well, but WS-SP only governs what the final message must contain. How it
gets constructed and how the pieces are assembled are specific to the system environment that is
being used.

In general, the examples in this document will explain the interactions that might occur to meet the
policy requirements, but the actual sequences and specifics will be determined by the setup of the
systems involved.)

Finally, after assembling the necessary tokens, the Initiator (or Requestor/Initiator) may sign and encrypt
the message as required by the WS-SP policy and send it to the Recipient.
Similar to the Requestor side, on the Recipient side, the details of how the Recipient processes the
message and uses a Validating Authority to validate the tokens and what basis the RelyingParty uses to
accept or reject the request is system specific. However, in a general sense, the 3 actors identified on the
Recipient side will be involved to accept and process a request.
(For example, the Recipient may decrypt an encrypted UsernameToken containing a clear text
password and username and pass it to the Validating Authority for validation and authentication,
then the Recipient may pass the Request to the RelyingParty, which may in turn issue a request
for authorization to the Validating Authority.
These details are beyond the scope of WS-SP and the examples in this document, however, knowing that
this is the context in which WS-SP operates can be useful to understanding the motivation and
usefulness of different examples.)
The following list is a reference to identify the logical actors in Figure 1. (In general, these actors may
physically be implemented such that more than one actor is included in the physical entity, such as a
Security Token Service (STS) [WS-TRUST] that implements both an IssuingAuthority and a
ValidatingAuthority. Similarly, in a scenario where a user is at a security-enabled work station, the work
station may combine a Requestor and Initiator in a single physical entity.)

e Requestor: the person or entity requesting the service and who will be supplying credentials
issued by the IssuingAuthority and will be validated by a ValidatingAuthority. The Requestor is the
logical entity that supplies the credentials that ultimately get passed to the Recipient that will be
trusted by the RelyingParty if they are validated by the ValidatingAuthority. (Note: the logistics of
supplying the trusted credential is distinct from the logistics of packaging up the credentials within
a WS-Security header in a SOAP message and transmitting that message to the Recipient. The
latter logistics are covered by the Initiator, described below. The Requestor and Initiator may be
combined into a single physical entity and this is a common occurrence, however they do not
have to be and it is also a common occurrence that they are separate physical entities. The latter
case is typified by the Requestor being a user at a browser that may be promped for credentials
by the Initiator on a server using HTTP to challenge the Requestor for a username and
password.)
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IssuingAuthority: a Security Token Service (STS), which is an organization or entity that
typically issues authentication credentials for Requestors. Examples include X509 Certificate
Authority, Saml Token Authority, Kerberos Token Authority. (For user passwords, the
IssuingAuthority may be thought of as the entity the user contacts for password services, such as
changing password, setting reminder phrases, etc.)

Initiator: the system or entity that sends the message(s) to the Recipient requesting use of the
service on behalf of the Requestor. Typically, the Initiator will first contact the Recipient on behalf
of the Requestor and obtain the WS-SP policy and determine what tokens from what kind of
IssuingAuthority (X509, SAML, Kerberos, etc) that the Requestor will require to access the
service and possibly assist the Requestor to obtain those credentials. In addition, based on the
WS-SP policy, the Initiator determines how to format the WS-Security headers of the messages
being sent and how to use the security binding required by the policy.

Recipient: the system or entity or organization that provides a web service for use and is the
supplier of the WS-SP policy that is contained in each example and is the recipient of messages
sent by Initiators. The Recipient manages all the processing of the request message. It may rely
on the services of a ValidatingAuthority to validate the credentials contained in the message.
When the Recipient has completed the WS-SP directed processing of the message it will
generally be delivered to the RelyingParty which continues processing of the message based on
the assurances that the Recipient has established by verifying the message is in compliance with
the WS-SP policies that are attached to the service description.

ValidatingAuthority: the organization or entity that typically validates Requestor credentials for
Relying Parties, and, in general, maintains those credentials in an ongoing reliable manner.
Typically, the Recipient will request the ValidatingAuthority to validate the credentials before
delivering the Request to the RelyingParty for further processing.

RelyingParty: the organization or entity that relies on the security tokens contained in the
messages sent by the Initiator as a basis for providing the service. For this document, the
RelyingParty may simply be considered to be the entity that continues processing the message
after the Recipient has completed all the processing required by the WS-SP policies attached to
the service description.

Of these actors, the Requestor and Initiator can generally being regarded as “client-side” or “requestor-
side” actors. The Recipient and RelyingParty (or combined “RelyingParty/Recipient”) can be regarded
as “server-side” actors.

Note 1: In addition to the above labelling of the actors, there is also the notion of
“Sender”. Generally, the “Sender’” may be thought of as a Requestor/Initiator that is
independently collecting information from a user (who could be modeled as a separate
benign actor to the left of the Requestor in the figure 1.1 from whom the Requestor
gathers information that would be included in the message) and is submitting requests on
behalf of that user. Generally, the trust of the Recipient is on the Sender, and it is up to
the Sender to do whatever is necessary for the Sender to trust the user. Examples of this
configuration will be described in the SAML Sender Vouches sections later in this
document.

Note 2: The person or entity actually making the request is the "Requestor"”, however,
there are 2 common use cases: 1. the Requestor is a user at a browser and the request
is intercepted by a web service that can do WS-Security and this web service is the
"Initiator" which actually handles the message protection and passes the Requestor’s
credentials (typically collected via http(s) challenge by the Initiator to the Requestor for
username/password) to the Recipient. 2. the Requestor is at a web-service client enabled
workstation, where the Requestor person making the request is also in charge of the web
service client that is initiating the request, in which case the combined entity may be
referred to as a "Requestor/Initator".
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1.1.2 Concepts

Physical message exchanges are between the Initiator and Recipient. For the purposes of this document
the Initiator and Recipient may be considered to be the physical systems that exchange the messages.
The Initiator and Recipient use the keys that are involved in the WS-SP security binding that protects the
messages.

As described in the previous section, the Requestor is the logical entity that gathers the credentials to be
used in the request and the Initiator is the logical entity that inserts the credentials into the request
message and does all the rest of the message construction in accordance with the WS-SP policy. The
Requestor may generally be thought of as being either a separate physical entity from the Initiator, or as
part of a combined physical entity with the Initiator. An example of the latter combined case would be a
user at a client workstation equipped with signing and encryption capabilities, where the combined entity
may be referred to as a “Requestor/Initiator”.

Similarly, the IssuingAuthority should generally be thought of as a separate physical entity from the
Initiator. However, in some cases, such as SAML sender-vouches, the IssuingAuthority and the Initiator
may be the same entity.

In some other cases, such as the case where user passwords are involved, the ValidatingAuthority
system entity may also comprise the Recipient and the Relying Party, since passwords are typically
checked locally for validity.

The focus of WS-SP is the notion that policy assertions are attached to the Initiator and/or Recipient,
however, the concepts in those policies generally require understanding specifically the relation of the
parties involved (i.e. Requestor/Initiator, RelyingParty/Recipient). This is because the Requestor in
general does not know in advance what policies each Web Service provider requires and it is necessary
for practical purposes to have a front end Initiator resolve the policy and coordinate whatever actions are
required to exchange the Requestor tokens for the tokens required by the service. This token exchange
may be done using WS-Trust [WS-TRUST] to prepare the necessary requests and process responses
from an STS IssuingAuthority. Examples of these WS-Trust token exchanges may be found in [WSSX-
INTEROP].

Typically both the Requestor/Initiator and Recipient/RelyingParty will have relations with the
IssuingAuthority/ValidatingAuthority and often establish contact with those Authorities using WS-Trust for
the purpose of obtaining and validating tokens used in their Web Service interactions. The policies for
using the Authority may also be represented using WS-SP, but they are typically no different from the
policies shown in the examples in this document. The policies in this document may be used for any kind
of request, whether it be a request to a service provider for general content or operations or a request to
an Authority for authentication tokens.

In each example the relations between these actors and how the request message is prepared will be
described, because, in general, the policy requirements will imply these relationships. Generally, each of
the 3 client side actors, the Requestor, the Initiator, and the IssuingAuthority will contribute to the
preparation of the request message, which is the primary focus of this document. For validation of the
message, the Recipient, the RelyingParty, and the ValidatingAuthority are generally involved, but for this
document the focus is simply that the Recipient provides the WS-SP policy that dictates the preparation
of the request message.

1.1.2.1 X509 Certificates

The specifics of whom is trusted for X509 certificates depends on the specific organization’s PKI (Public
Key Infrastructure) setup. For this document, we shall assume the Subject of the X509 certificate
identifies the actor, which may be the IssuingAuthority, or the Initiator, or the Requestor, depending on
the example. We shall also assume that the issuer of the X509 certificates is a general Certificate
Authority not directly involved in any authorization of the web service transactions, but is relied on for the
validity of the X509 certificate in a manner out of scope of the scenarios covered. In addition, this
document does not explicitly address the case of X509 certificates issued by the IssuingAuthority actor.
Such use cases are generally implicitly covered if one assumes that such relations are automatically
covered by the specifics of the organization PKI setups.
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However, the IssuingAuthority may issue tokens, such as SAML holder-of-key that contain X509
certificates. In these cases, the basis of trust is that the X509 Certificate of the IssuingAuthority was used
to protect the X509 certificate of the Requestor which is contained in the signed SAML holder-of-key
token. l.e. any “chaining” of tokens is done by referencing those tokens within signed XML structures and
not by issuing actual X509 certificates

1.2 Terminology

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD
NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described
in [RFC2119].

1.3 Normative References

[RFC2119] S. Bradner, Key words for use in RFCs to Indicate Requirement Levels,
http://www.ietf.org/rfc/rfc2119.txt, IETF RFC 2119, March 1997.

[WSS10-SOAPMSG] http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-
security-1.0.pdf

[WSS11-SOAPMSG] http://www.0asis-open.org/committees/download.php/16790/wss-v1.1-spec-0s-
SOAPMessageSecurity.pdf

[WSS10-USERNAME] http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-
profile-1.0.pdf

[WSS11-USERNAME] http://www.oasis-open.org/committees/download.php/16782/wss-v1.1-spec-
os-UsernameTokenProfile.pdf

[WSS10-X509-PROFILE] http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-x509-token-
profile-1.0.pdf

[WSS11-X509-PROFILE] http://www.0asis-open.org/committees/download.php/16785/wss-v1.1-
spec-0s-x509TokenProfile.pdf

[WSS10-SAML11-PROFILE] http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.0.pdf

[WSS11-SAML1120-PROFILE] http://www.0asis-open.org/committees/download.php/16768/wss-
v1.1-218-spec-0s-SAMLTokenProfile.pdf

[WSS11-LIBERTY-SAML20-PROFILE]
http://www.projectliberty.org/liberty/content/download/894/6258/file/liberty -idwsf-
security-mechanisms-saml-profile-v2.0.pdf

[WSS-TC-ALL-TOKEN-PROFILES]
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wss

[WS-SECURITYPOLICY] http://www.oasis-open.org/specs/index.php#wssecpolvl.2

[WS-SECURECONVERSATION] http://docs.oasis-open.org/ws-sx/ws-
secureconversation/200512/ws-secureconversation-1.3-0s.pdf

[WS-TRUST] http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-trust-1.3-0s.pdf
[WS-POLICY] http://www.w3.0rg/TR/ws-policy
[WS-POLICYATTACHMENT] http://www.w3.0rg/TR/ws-policy-attach
[WSDL] http://www.w3.org/TR/wsdl
[SSL] http://www.ietf.org/rfc/rfc2246.txt
[SAML11-CORE] http://www.oasis-open.org/committees/download.php/3406/oasis-sstc-saml-core-
1.1.pdf
[SAML20-CORE] http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-o0s.pdf
[XML-DSIG] http://www.w3.org/TR/xmldsig-core/
[XML-ENCR] http://imww.w3.0org/TR/xmlenc-core/
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