OASIS 9

SOAP-over-UDP Version 1.1

Committee Draft 01
27 January 2009

Specification URIs:

This Version:
http://docs.oasis-open.org/ws-dd/soapoverudp/1.1/cd-01/wsdd-soapoverudp-1.1-spec-cd-01.html
http://docs.oasis-open.org/ws-dd/soapoverudp/1.1/cd-01/wsdd-soapoverudp-1.1-spec-cd-01.docx
(Authoritative Format)
http://docs.oasis-open.org/ws-dd/soapoverudp/1.1/cd-01/wsdd-soapoverudp-1.1-spec-cd-01.pdf

Previous Version:
N/A

Latest Version:
http://docs.oasis-open.org/ws-dd/soapoverudp/1.1/wsdd-soapoverudp-1.1-spec.htmi
http://docs.oasis-open.org/ws-dd/soapoverudp/1.1/wsdd-soapoverudp-1.1-spec.docx
http://docs.oasis-open.org/ws-dd/soapoverudp/1.1/wsdd-soapoverudp-1.1-spec.pdf

Technical Committee:

OASIS Web Services Discovery and Web Services Devices Profile (WS-DD) TC
Chair(s):

Toby Nixon, Microsoft Corporation

Alain Regnier, Ricoh Company Limited
Editor(s):

Ram Jeyaraman, Microsoft Corporation

Declared XML Namespace(s):
None.

Abstract:
This specification defines a binding for SOAP envelopes to use datagrams.

Status:
This document was last revised or approved by the WS-DD TC on the above date. The level of
approval is also listed above. Check the “Latest Version” or “Latest Approved Version” location
noted above for possible later revisions of this document.

Technical Committee members should send comments on this specification to the Technical
Committee’s email list. Others should send comments to the Technical Committee by using the
“Send A Comment” button on the Technical Committee’s web page at http://www.oasis-
open.org/committees/ws-dd/.

For information on whether any patents have been disclosed that may be essential to
implementing this specification, and any offers of patent licensing terms, please refer to the
Intellectual Property Rights section of the Technical Committee web page (http://www.oasis-
open.org/committees/ws-dd/ipr.php.

The non-normative errata page for this specification is located at http://www.oasis-
open.org/committees/ws-dd/.

wsdd-soapoverudp-1.1-spec-cd-01 27 January 2009
Copyright © OASIS® 2009. All Rights Reserved. Page 1 of 19


http://docs.oasis-open.org/ws-dd/soapoverudp/1.1/cd-01/wsdd-soapoverudp-1.1-spec-cd-01.html
http://docs.oasis-open.org/ws-dd/soapoverudp/1.1/cd-01/wsdd-soapoverudp-1.1-spec-cd-01.docx
http://docs.oasis-open.org/ws-dd/soapoverudp/1.1/cd-01/wsdd-soapoverudp-1.1-spec-cd-01.pdf
http://docs.oasis-open.org/ws-dd/soapoverudp/1.1/wsdd-soapoverudp-1.1-spec.html
http://docs.oasis-open.org/ws-dd/soapoverudp/1.1/wsdd-soapoverudp-1.1-spec.docx
http://docs.oasis-open.org/ws-dd/soapoverudp/1.1/wsdd-soapoverudp-1.1-spec.pdf
http://www.oasis-open.org/committees/ws-dd
http://www.oasis-open.org/committees/ws-dd/
http://www.oasis-open.org/committees/ws-dd/
http://www.oasis-open.org/committees/ws-dd/ipr.php
http://www.oasis-open.org/committees/ws-dd/ipr.php
http://www.oasis-open.org/committees/ws-dd/
http://www.oasis-open.org/committees/ws-dd/

Notices

Copyright © OASIS® 2009. All Rights Reserved.

All capitalized terms in the following text have the meanings assigned to them in the OASIS Intellectual
Property Rights Policy (the "OASIS IPR Policy"). The full Policy may be found at the OASIS website.

This document and translations of it may be copied and furnished to others, and derivative works that
comment on or otherwise explain it or assist in its implementation may be prepared, copied, published,
and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice
and this section are included on all such copies and derivative works. However, this document itself may
not be modified in any way, including by removing the copyright notice or references to OASIS, except as
needed for the purpose of developing any document or deliverable produced by an OASIS Technical
Committee (in which case the rules applicable to copyrights, as set forth in the OASIS IPR Policy, must
be followed) or as required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors
or assigns.

This document and the information contained herein is provided on an "AS IS" basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY
OWNERSHIP RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.

OASIS requests that any OASIS Party or any other party that believes it has patent claims that would
necessarily be infringed by implementations of this OASIS Committee Specification or OASIS Standard,
to notify OASIS TC Administrator and provide an indication of its willingness to grant patent licenses to
such patent claims in a manner consistent with the IPR Mode of the OASIS Technical Committee that
produced this specification.

OASIS invites any party to contact the OASIS TC Administrator if it is aware of a claim of ownership of
any patent claims that would necessarily be infringed by implementations of this specification by a patent
holder that is not willing to provide a license to such patent claims in a manner consistent with the IPR
Mode of the OASIS Technical Committee that produced this specification. OASIS may include such
claims on its website, but disclaims any obligation to do so.

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that
might be claimed to pertain to the implementation or use of the technology described in this document or
the extent to which any license under such rights might or might not be available; neither does it
represent that it has made any effort to identify any such rights. Information on OASIS' procedures with
respect to rights in any document or deliverable produced by an OASIS Technical Committee can be
found on the OASIS website. Copies of claims of rights made available for publication and any
assurances of licenses to be made available, or the result of an attempt made to obtain a general license
or permission for the use of such proprietary rights by implementers or users of this OASIS Committee
Specification or OASIS Standard, can be obtained from the OASIS TC Administrator. OASIS makes no
representation that any information or list of intellectual property rights will at any time be complete, or
that any claims in such list are, in fact, Essential Claims.

The name "OASIS" is trademarks of OASIS, the owner and developer of this specification, and should be
used only to refer to the organization and its official outputs. OASIS welcomes reference to, and
implementation and use of, specifications, while reserving the right to enforce its marks against
misleading uses. Please see http://www.oasis-open.org/who/trademark.php for above guidance.

wsdd-soapoverudp-1.1-spec-cd-01 27 January 2009
Copyright © OASIS® 2009. All Rights Reserved. Page 2 of 19


http://www.oasis-open.org/who/trademark.php

Table of Contents

1 T Lo o [1 o 1o T o PP RRRRTT 4
I = =T U =T g 1T € SRR 4
1.2 NOtatioNAl CONVENTIONS ......eiiiiiiiiiitiee ettt e e e e ettt et e e e e s s s be et e aeeesaaanbeeeeeaeeesaannbeeaeeaaeesaansnreees 4
JC R =T 10110 To] oo | P OO P TP RP P PPPPPON 5
1.4 XML NAIMESPACES ...eevvriuiieieeetieiittias e e et eeeatti e e e aetees bt e e e teeetat e eeaeetastaa s aeeeteestssateeetaeeestannaaeeessenns 5
1.5 Relationship to Web Service SPeCifiCations ...........cuiieiiiiiieiiiiie et 5
1.6 NOIMALIVE REFEIENCES ... .viiieiiiiiie ettt ettt e e e st e e e et e e e e anbe e e e e s nbbeeeeenbeeeeennees 5

2 UDP PACKET ...ttt ettt oottt e e e e a4 et be e et e ae e e s e ntebeeeeaaeeesannbbbeeeaaeeeeaannbareeeeaaeeeaann 7
2.1 SOUrCE AJAreSS AN POIT......cciiiiiiii ittt e e e s bt e e sbb e e s anba e e e s anbbeeeesbbeeeeannbeeeeans 7
A B L= = W O o1 = £ 7

3 MESSAGE PAIIEIMIS. ... .ueiiiiiiiiiiiitiieter ettt b bbb e e e b et e s b e e e be e e e s e b e e b e b a e rnr e n e e eres 8
B TR R @ T [T - | PP PTPT 8

3.1.1 ONE-WAY EXAMPIE ... 8
B P Lo (U= B ST [0 LT SRR 8
3.2.1 ANoNymMOouUS [reply @NAPOINT]......cooiiiiiiiiiii it 8
3.2.2 REQUESTE EXAMPIE ...ttt ettt e e a e e nb e e anee 9
3.2.3 RESPONSE EXAMPIE .. ——————— 9
G TR T Y11 o= 1] PRSPPI 10
3.4 REITANSIMISSION ....teeitiiee ittt e e ettt e e e ekttt e e e e s e s e e bbbttt e e e e s e s s bbb e et e e e e e aaanbnbeeeeeeeeesannbnbneeeeaeeaannes 10

4 LSS Vo L= = g ot [T o T [P PP PU PP PPPPPON 11

5 L] IS od 1= o = 2 PSP SPREPPR 12
LR SV 0] = GO PSP RTPPPTPRIN 12
LS 1= g TSR 12

6 SECUNLY CONSIAEIALIONS ... 13

7 L] 010 0. - o L= 0SSR 14

A. Appendix (hon-normative) — Example retransmission algorithm ..............ccccvvvvvvivininiiiniiininiiinn, 15

B. Appendix (non-normative) — Example duplicate detection mechanisms.............cccccvvvvvvininininininnnnn. 16

C.  ACKNOWIEAGEMENLS ..ottt ettt e e e st e e e e a b et e e e e et et e e e aabe e e e e anbe e e e e anbe e e e e anbeeeeanees 17

[ TR B LNV 1= (o T TN 11 o) Y75 S 19

wsdd-soapoverudp-1.1-spec-cd-01 27 January 2009

Copyright © OASIS® 2009. All Rights Reserved. Page 3 of 19



o~No ok wW DN P

10

11
12

13
14

15
16
17

18

19
20
21

22
23
24
25
26
27
28
29

30
31

32
33
34
35

36
37

38
39

40

1 Introduction

Many application protocol patterns match the semantics of the User Datagram Protocol (UDP) [RFC 768]

Some do not require the delivery guarantees of TCP while others make use of multicast transmission. In
order to allow Web services to support these patterns, we need a way to map SOAP envelopes to user
datagrams. This support is essential for services using WS-Discovery, where the use of multicast and
need for low connection overhead makes UDP a natural choice. It is anticipated that other protocols will
have similar requirements. This specification defines a binding of SOAP to user datagrams, including
message patterns, addressing requirements, and security considerations.

1.1 Requirements

This specification intends to meet the following requirements:

e Support a one-way message-exchange pattern (MEP) where a SOAP envelope is carried in a user
datagram.

e Support a request-response message-exchange pattern (MEP) where SOAP envelopes are carried in
user datagrams.

e Support multicast transmission of SOAP envelopes carried in user datagrams.
Support both SOAP 1.1 [SOAP 1.1] and SOAP 1.2 [SOAP 1.2 Part 1]
Envelopes.

1.2 Notational Conventions

The key words "MUST"”, "MUST NOT”, "REQUIRED”, "SHALL”, "SHALL NOT"”, “SHOULD",
“SHOULD NOT”, "RECOMMENDED”, *"MAY”, and “"OPTIONAL" in this document are to be
interpreted as described in [RFC 2119]

This specification uses the following syntax to define normative outlines for messages:
The syntax appears as an XML instance, but values in italics indicate data types instead of literal values.
Characters are appended to elements and attributes to indicate cardinality:
e "M({orl)
e """ (0 ormore)
e "+"(1 ormore)
e The character "|" is used to indicate a choice between alternatives.

e The characters "[" and "]" are used to indicate that contained items are to be treated as a group with
respect to cardinality or choice.

e Ellipses (i.e., "...") indicate points of extensibility. Additional children and/or attributes MAY be added
at the indicated extension points but MUST NOT contradict the semantics of the parent and/or owner,
respectively. If a receiver does not recognize an extension, the receiver SHOULD ignore the
extension.

o XML namespace prefixes (see Table 13) are used to indicate the namespace of the element being
defined.

Elsewhere in this specification, the characters "[" and "]" are used to call out references and property
names. This specification uses the [action] and Fault properties [WS-Addressing]

to define faults.
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1.3 Terminology
Receiver
The endpoint terminating a SOAP/UDP datagram

Sender
The endpoint originating a SOAP/UDP datagram
SOAP/UDP datagram
A user datagram containing a SOAP envelope in the data octets

User datagram
A User Datagram Protocol (UDP) packet

1.4 XML Namespaces

The following lists XML namespaces that are used in this specification. The choice of any namespace
prefix is arbitrary and not semantically significant.

Table 1: Prefix and XML Namespaces used in this specification.

Prefix | XML Namespace Specification(s)
s (Either SOAP 1.1 or 1.2) (Either SOAP 1.1
or1.2)

sll http://schemas.xmlsoap.org/soap/envelope/ [SOAP 1.1]

sl2 http://www.w3.0rg/2003/05/soap-envelope [SOAP 1.2]

a http://schemas.xmlsoap.org/ws/2004/08/addressing [WS-Addressing]
wsse http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss- | [WS-Security]

wssecurity-secext-1.0.xsd

1.5 Relationship to Web Service Specifications

This specification provides a binding appropriate for:
e SOAP 1.1 [SOAP 1.1]
SOAP 1.2 [SOAP 1.2 Part 1]

Messages conforming to either SOAP specification can use this binding. This specification relies on WS-
Addressing [WS-Addressing]

1.6 Normative References
[RFC 768]
J. Postel, "User Datagram Protocol," RFC 768, August 1980.

[RFC 2119]

S. Bradner, "Key words for use in RFCs to Indicate Requirement Levels,” RFC 2119, March
1997.

[RFC 2365]
D. Meyer, "Administratively Scoped IP Multicast," RFC 2365, July 1998.

[RFC 2396]
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T. Berners-Lee, et al, "Uniform Resource Identifiers (URI): Generic Syntax," RFC 2396, August

1998.

[SOAP 1.1]
D. Box, et al, "Simple Object Access Protocol (SOAP) 1.1," May 2000.

[SOAP 1.2 Part 1]
M. Gudgin, et al, "SOAP Version 1.2 Part 1: Messaging Framework," June 2003.

[WS-Addressing]
D. Box, et al, "Web Services Addressing (WS-Addressing)," August 2004.

[WS-Security]
A. Nadalin, et al, "Web Services Security: SOAP Message Security V1.0," March 2004.

[XML 1.0]

T. Bray, et al, "Extensible Markup Language (XML) 1.0 (Second Edition)," October 2000.
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2 UDP Packet

Except as noted explicitly below, this specification does not constrain RFC 768 [RFC 768]

2.1 Source Address and Port

For security reasons, the source address MUST be supplied at the UDP packet level and MUST be the
IPv4 or IPv6 address of the sender; the receiver SHOULD reject SOAP/UDP datagrams that have
inappropriate values for the source address.

A source port MAY be specified. If a source port is not specified then the source port is assumed to be
the default port for the SOAP-over-UDP protocol.

2.2 Data Octets

The data octets MUST contain a SOAP envelope [SOAP 1.1][SOAP 1.2 Part 1]

The SOAP envelope MUST fit within a single datagram, that is it MUST be small enough that the overall
datagram is less than 65,536 (2°16) octets.

The SOAP envelope MUST use the mechanisms defined in WS-Addressing [WS-Addressing]
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3 Message Patterns

This specification supports the following message patterns:
e Unicast one-way

e Multicast one-way

e Unicast request, unicast response

e Multicast request, unicast response

as detailed in the rest of this section.

3.1 One-way

This specification uses the constructs in WS-Addressing for one-way messages. The one-way message
is sent in a user datagram.

3.1.1 One-way Example

(001) <S:Envelope xmlns:S="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing" >

(002) <S:Header>

(003) <wsa:To>http://fabrikam.com/Server</wsa:To>

(004) <wsa:Action>http://fabrikam.com/Probe</wsa:Action>

(005) <wsa:Messageld>

urn:uuid:1da72f1a-5546-493c-934c-a9e3577e206a

</wsa:Messageld>

(006) </S:Header>

(007) <S:Body>

(008) ...

(009) </S:Body>

(010) </S:Envelope>

This example shows a one-way SOAP message. Lines 001-002 are standard SOAP elements. Lines 003-
005 specify various WS-Addressing headers. Note that despite the fact that the [destination] for the
message is specified using a URI that uses the http scheme, the message is still transmitted over UDP.
Lines 006-010 show standard SOAP elements.

3.2 Request-response

This specification uses the constructs in WS-Addressing for request and response messages. The
request message is sent in one user datagram, response messages are sent in separate user datagrams.

3.2.1 Anonymous [reply endpoint]

WS-Addressing defines a URI, "http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous",
that can appear in the [address] property of an endpoint reference. If the [reply endpoint] property of a
SOAP message transmitted over UDP has an [address] property with this value, the UDP source
address (and source port) is considered to be the address to which reply messages should be sent.

The implied value of the [reply endpoint] property for SOAP messages transmitted over UDP is an

endpoint reference with an [address] property whose value is
"http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous".
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3.2.2 Request Example

(001) <S:Envelope xmlIns:S=http://www.w3.0rg/2003/05/soap-envelope
xmins:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing" >
(002) <S:Header>
(003) <wsa:To>http://fabrikam.com/Server</wsa:To>
(004) <wsa:Action>http://fabrikam.com/Probe</wsa:Action>
(005) <wsa:Messageld>
urn:uuid:9ceadal6-2403-4404-a8cc-60799acd9dlc
</wsa:Messageld>
(006) <wsa:ReplyTo>
<wsa:Address>
http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous
</wsa:Address>
</wsa:ReplyTo>
(007) </S:Header>
(008) <S:Body>
(009) ...
(010) </S:Body>
(011) </S:Envelope>

This example shows a request SOAP message. Lines 001-002 are standard SOAP elements. Lines 003-
005 specify various WS-Addressing headers. Note that despite the fact that the [destination] for the
message is specified using a URI that uses the http scheme, the message is still transmitted over UDP.
Line 6 shows a [reply endpoint] header specifying the anonymous URI (see section 4.2.1). Lines 007-
011 show standard SOAP elements.

3.2.3 Response Example

(001) <S:Envelope xmins:S="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing" >
(002) <S:Header>
(003) <wsa:To>
http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous
</wsa:To>
(004) <wsa:Action>http://fabrikam.com/ProbeMatch</wsa:Action>
(005) <wsa:Messageld>
urn:uuid:5a6edl11la-7a80-409a-82bf-43c4c5092911
</wsa:Messageld>
(006) <wsa:RelatesTo>
urn:uuid:9ceadal6-2403-4404-a8cc-60799acd9dlc
</wsa:RelatesTo>
(007) </S:Header>
(008) <S:Body>
(009) ...
(010) </S:Body>
(011) </S:Envelope>

This example shows a response SOAP message. Lines 001-002 are standard SOAP elements. Lines
003-005 specify various WS-Addressing headers. Note that the [destination] for the message is
specified as the anonymous URI. Line 006 shows a [relationship] header indicating that this message is
a reply to the example message in Section 4.2.2. Lines 007-011 show standard SOAP elements.
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183 3.3 Multicast

184  The message patterns defined above can be used with unicast or multicast transmission of UDP
185 datagrams with the following restriction: The response in a request-response message pattern MUST
186 NOT be multicast.

187 Note that in the case of a multicast request, unicast response MEP, the sender of the request might
188 receive multiple responses.

189 Multicast SOAP/UDP datagrams SHOULD be scoped to ensure they are not forwarded beyond the
190 boundaries of the administrative system. This MAY be done with either TTL or administrative scopes
191 [RFC 2365]

192 depending on what is implemented in the network. If TTL is used it is RECOMMENDED that the TTL
193  value be set to 1.

194  The destination IP address of a multicast message MUST be a multicast group.

195 3.4 Retransmission

196 To avoid repeated packet collisions, implementation retransmission SHOULD observe good practices
197 such as using exponential back-off algorithms and spreading. An implementation MAY use the algorithm
198 defined in Appendix A. If a message is to be retransmitted it MUST have a [message id] property. For
199 each transmission of such a message, the value of the [message id] property MUST be the same.
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4 Message Encoding

The algorithm defined in Appendix F of XML 1.0 [XML 1.0] should be used to determine whether a
message is encoded as XML. If use of said algorithm does not result in an XML serialization, the

encoding is undefined.
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5 URI Scheme

This section defines a URI scheme for UDP endpoints. The scheme allows hostname and port to be
specified. Resolving such a URI provides the information needed to send messages to a UDP endpoint
per the protocol defined in this document.

5.1 Syntax

The syntax of the URI scheme is as follows:

soap.udp: // <host> [ : <port>] [/ <rel_path>] [ ? <query> ]

The syntax and interpretation of the host, port, rel_path and query portions is as defined in RFC 2396
[RFC 2396]

5.2 Semantics

The semantics of resolving a soap.udp URI are as follows:

1. Use the port portion as the port number, if specified, otherwise use the default port as the port
number.

Resolve the host portion to an IP address.

Using the message protocol defined in this document, send a message to the IP address determined
in step 2 using the port number determined in step 1.
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6 Security Considerations

It is recommended that all messages be secured using the mechanisms described in [WS-Security]
to prevent tampering or falsification.

All critical headers, such as those described in [WS-Addressing]

, and the message body, need to be included in signatures to bind all parts of the message together.

Recipients should verify that the sender has the right to speak for the specified source or response
location (if one is provided).

Messages should be accepted and processed only from trusted sources (either directly trusted or
indirectly trusted via third parties).

The UDP packet size introduces a challenge for secure messages due to its limited size. For this reason
it is recommended that security tokens not be passed but referenced using the Key Identifier mechanisms
described in [WS-Security]
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232 [ Conformance

235  Animplementation is not conformant with this specification if it fails to satisfy one or more of the MUST or
236 REQUIRED level requirements defined herein.
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A. Appendix (non-normative) — Example
retransmission algorithm

Constants referenced within the algorithm are defined in Table 1 (for unicast messages) and Table 2 (for
unreliable multicast messages).

Retry and back-off algorithm.

Wait T milliseconds;

goto 4

© © N A~ WD PR

Done.

Table 1: Protocol Retry and back-off constants for unicast messages

Transmit; * UDP_REPEAT--;
If * UDP_REPEAT <=0 goto Step 9;
Generate a random number T in [UDP_MIN_DELAY .. UDP_MAX_DELAY];

Transmit; * UDP_REPEAT--;
If * UDP_REPEAT <= 0 goto Step 9;
T=T*2;if T>UDP_UPPER_DELAY then T = UDP_UPPER_DELAY;

Constant / Message Value
UNICAST_UDP_REPEAT | 2
UDP_MIN_DELAY 50
UDP_MAX_DELAY 250
UDP_UPPER_DELAY 500

Table 2: Protocol Retry and back-off constants for unreliable multicast messages

Constant / Message

Value

MULTICAST_UDP_REPEAT | 4

UDP_MIN_DELAY 50
UDP_MAX_DELAY 250
UDP_UPPER_DELAY 500
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2sa - B. Appendix (non-normative) — Example duplicate
255 detection mechanisms

256  Areceiver keeps a list of the last n messages received along with their [message id] properties [WS-
257  Addressing]

258 1. .When a new (non-duplicate) message arrives, the oldest message is removed from the list.

259  Arreceiver tracks all messages received in the last x milliseconds along with their [message id] property
260 [WS-Addressing]

261 2. . Messages received more than x milliseconds ago are removed from the list.

262 For both approaches any message arriving with a [message id] property identical to one of those the
263 receiver has in its list is a duplicate. Messages with unique values for the [message id] property are not
264 duplicates.

265  The timestamp specified in the Security header block [WS-Security]
266 MAY be used to limit the duration for which [message id] properties need to be remembered.
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