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1 Introduction

This document defines a Document Signature Profile, as called for in section 6 of [ECF 3.0].  The purpose of the Application-Specific Document Signature Profile is to support signature provided by an application such as Adobe PDF or Microsoft Word.
As with all Document Signature Profiles, the purpose of this profile is to define an allowable XML syntax for the content of the SignatureType structure, as defined in the urn:oasis:names:tc:legalxml-courtfiling:schema:xsd:DocumentType-3.0 namespace.
1.1 Terminology

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC 2119].

The XML Namespace prefix xsd, whenever it appears in this document, represents the http://www.w3.org/2001/XMLSchema namespace.
1.2 Normative References

[RFC 2119]

S. Bradner, Key words for use in RFCs to Indicate Requirement Levels, http://www.ietf.org/rfc/rfc2119.txt, IETF RFC 2119, March 1997.
[ECF 3.0]

LegalXML Electronic Court Filing 3.0, http://www.oasis-open.org/apps/org/workgroup/legalxml-courtfiling/

, OASIS, 2005.
2 Profile Design

This section describes the design of the Application-Specific Document Signature Profile and identifies how it satisfies the requirements of a document signature profile listed in Section 6 of the [ECF 3.0] specification.

2.1 Document Signature Profile Identifier

The identifier for this Document Signature Profile is identical to the identifier for its namespace, namely:

urn:oasis:names:tc:legalxml-courtfiling:schema:xsd:ApplicationSignature-1.0
2.2 Satisfaction of Document Signature Profile Requirements

The Application-Specific Signature Profile satisfies the requirements of Document Signature Profiles as defined in section 6 of [ECF 3.0], as follows:

1. Signer name assertion – The signer’s name is provided in the required SignerName element.  The SignerName must match the signer’s name in the application-specific signature.
2. Signed date assertion – The date of signing of the document is provided in the required SignedDate element.  The SignedDate element must match the date of signing in the application-specific signature.
3. Multiple signatures – Multiple signatures are provided for by the unbounded upper limit on the Signature element within the SignaturesType structure.
Depending on the application the Application-Specific Document Signature Profile MAY satisfy the optional non-functional requirements defined in section 9 of [ECF 3.0] as follows:

1. Signer and date non-repudiation – Some application-specific signatures support non-repudiation of the signer and signing date through inclusion of a digital signature in the document created using the signer’s private key.  Because the sender is the only one with access to the private key and the date is included in the signature, receivers can be reasonably assured of the signer and signing date.
2. Document integrity – Some application-specific signatures support document integrity through inclusion of a digital signature in the document created.  Because the, signing date and document hash are included in the signature and the entire signature is computed using the sender’s private key, the receiver can easily compare the hashes to verify that the document has not been altered since it left the control of the sender on the specified date.
3. Document signature auditing – The Signatures element can be extracted from the CoreFilingMessage and persisted for later retrieval and examination.

3 Schema
To be valid according to this profile, a CoreFilingMessage (as defined in [ECF 3.0]) MUST contain the element Signatures, as defined in the following schema, in place of the xsd:any wildcard appearing in the SignatureType type definition in the urn:oasis:names:tc:legalxml-courtfiling:schema:xsd:DocumentType-3.0 namespace.
<xsd:schema 

xmlns:xsd="http://www.w3.org/2001/XMLSchema"

xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

xmlns:appsig="urn:oasis:names:tc:legalxml-courtfiling:schema:xsd:ApplicationSignature-1.0"

targetNamespace="urn:oasis:names:tc:legalxml-courtfiling:schema:xsd:ApplicationSignature-1.0"

elementFormDefault="qualified" attributeFormDefault="unqualified">


<xsd:element name="Signatures" type="appsig:SignaturesType"/>


<xsd:element name="Signature" type="appsig:SignatureType"/>


<xsd:element name="SignerName" type="xsd:string"/>


<xsd:element name="SignedDate" type="xsd:date"/>


<xsd:complexType name="SignaturesType">



<xsd:sequence>




<xsd:element ref="appsig:Signature" maxOccurs="unbounded"/>



</xsd:sequence>


</xsd:complexType>


<xsd:complexType name="SignatureType">



<xsd:sequence>




<xsd:element ref="appsig:SignerName"/>




<xsd:element ref="appsig:SignedDate"/>



</xsd:sequence>


</xsd:complexType>

</xsd:schema>
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Appendix C. (Informative) Example Instance

This non-normative section provides an example of the syntax of this Document Signature Profile.  Note that the following is for illustrative purposes only, and due to annotations included in the sample, it is not well-formed XML.  Also, the actual signature will be stored within the document in an application-specific manner.
<CoreFilingMessage

xmlns="urn:oasis:names:specification:legalxml-courtfiling:schema:xsd:CoreFilingMessage-3.0"
xmlns:appsig="urn:oasis:names:tc:legalxml-courtfiling:schema:xsd:ApplicationSignature-1.0"

xmlns:document="urn:oasis:names:tc:legalxml-courtfiling:schema:xsd:DocumentType-3.0">

... (content removed for brevity)

<FilingLeadDocument>

    ... (content removed for brevity)

    <document:ExtendedDocumentDescriptiveMetadata>

        ... (content removed for brevity)

        <document:DocumentSignature>

            <document:SignatureProfileIdentifier>

urn:oasis:names:tc:legalxml-courtfiling:schema:xsd:ApplicationSignature-1.0

            </document:SignatureProfileIdentifier>

            <document:Signature>

                <appsig:Signatures>

                    <appsig:Signature>

                        <appsig:SignerName>jsmith</appsig:SignerName>

                        <appsig:SignedDate>2005-11-07</appsig:SignedDate >

                    </appsig:Signature>

                    <appsig:Signature>

                        <appsig:SignerName>ksmith</appsig:SignerName>

                        <appsig:SignedDate>2005-11-06</appsig:SignedDate >

                    </appsig:Signature>

                </appsig:Signatures>

            </document:Signature>

        </document:DocumentSignature>

    </document:ExtendedDocumentDescriptiveMetadata>

</FilingLeadDocument>

</CoreFilingMessage>
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