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respect to rights in any document or deliverable produced by an OASIS Technical Committee can be
found on the OASIS website. Copies of claims of rights made available for publication and any
assurances of licenses to be made available, or the result of an attempt made to obtain a general license
or permission for the use of such proprietary rights by implementers or users of this OASIS Committee
Specification or OASIS Standard, can be obtained from the OASIS TC Administrator. OASIS makes no
representation that any information or list of intellectual property rights will at any time be complete, or
that any claims in such list are, in fact, Essential Claims.
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implementation and use of, specifications, while reserving the right to enforce its marks against
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11 ntroducti on

This document is intended as a specification of the protocol used for the communication between clients
and servers to perform certain management operations on objects stored and maintained by a key
management system. These objects are referred to as Managed Objects in this specification. They
include symmetric and asymmetric cryptographic keys, digital certificates, and templates used to simplify
the creation of objects and control their use. Managed Objects are managed with operations that include
the ability to generate cryptographic keys, register objects with the key management system, obtain
objects from the system, destroy objects from the system, and search for objects maintained by the
system. Managed Objects also have associated attributes, which are named values stored by the key
management system and are obtained from the system via operations. Certain attributes are added,
modified, or deleted by operations.

The protocol specified in this document includes several certificate-related functions for which there are a
number of existing protocols i namely Validate (e.g., SCVP or XKMS), Certify (e.g., CMP [RFC4210],
CMC [RFC5272][RFC6402], SCEP) and Re-certify (e.g., CMP [RFC4210], CMC [RFC5272][RFC6402],
SCEP). The protocol does not attempt to define a comprehensive certificate management protocol, such
as would be needed for a certification authority. However, it does include functions that are needed to

allow a key server to provide a proxy for certificate management functions.

In addition to the normative definitions for managed objects, operations and attributes, this specification
also includes normative definitions for the following aspects of the protocol:

A The expected behavior of the server and client as a result of operations,
A Message contents and formats,

A Message encoding (including enumerations), and

A Error handling.

This specification is complemented by several other documents. The KMIP Usage Guide[KMIP-UG]
provides illustrative information on using the protocol. The KMIP Profiles Specification [KMIP -Prof]
provides a selected set of base level conformance profiles and authentication suites; additional KMIP
Profiles define specific sets of KMIP functionality for conformance purposes. The KMIP Test Specification
[KMIP-TC] provides samples of protocol messages corresponding to a set of defined test cases.

This specification defines the KMIP protocol version major 1 and minor 2 (see 6.1).

1.0 IPR Policy

This specification is provided under the RF on RAND Terms Mode of the OASIS IPR Policy, the mode
chosen when the Technical Committee was established.

For information on whether any patents have been disclosed that may be essential to implementing this
specification, and any offers of patent licensing terms, please refer to the Intellectual Property Rights

section

1.1 Terminology

of

t h ehttps:@Onver.casiedpen pra/committees/kmip/ipr.php).

The key MWTgiMESTINOTG IREQUIREDQG iSHALLG AISHALL NOTg iSHOULDG iSHOULD

NOTd RECOMMENDEDQG fMAYQ and FOPTIONALG i n t his document are t
in [RFC2119].
For acronyms used in this document, see Appendix E. For definitions not found in this document, see
[SP800-57-1].
Term Definition
Archive To place information not accessed frequently into long-term storage.
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Term Definition

Asymmetric key pair A public key and its corresponding private key; a key pair is used with a

(key pair) public key algorithm.

Authentication A process that establishes the origin of information, or determines an
entityés identity.

Authentication code A cryptographic checksum based on a security function.

Authorization Access privilegesthatar e gr anted to an entity
sanction to perform a security function or activity.

Certificate length The length (in bytes) of an X.509 public key certificate.

Certification authority The entity in a Public Key Infrastructure (PKI) that is responsible for
issuing certificates, and exacting compliance to a PKI policy.

Ciphertext Data in its encrypted form.

Compromise The unauthorized disclosure, modification, substitution or use of sensitive
data (e.g., keying material and other security-related information).

Confidentiality The property that sensitive information is not disclosed to unauthorized
entities.

Cryptographic A well-defined computational procedure that takes variable inputs,

algorithm including a cryptographic key and produces an output.

Cryptographic key A parameter used in conjunction with a cryptographic algorithm that

(key) determines its operation in such a way that an entity with knowledge of

the key can reproduce or reverse the operation, while an entity without
knowledge of the key cannot. Examples include:

1. The transformation of plaintext data into ciphertext data,
2. The transformation of ciphertext data into plaintext data,
3. The computation of a digital signature from data,

4. The verification of a digital signature,

5. The computation of an authentication code from data, and

6. The verification of an authentication code from data and a received
authentication code.

Decryption The process of changing ciphertext into plaintext using a cryptographic
algorithm and key.

Digest (or hash) The result of applying a hashing algorithm to information.

Digital signature The result of a cryptographic transformation of data that, when properly

(signature) implemented with supporting infrastructure and policy, provides the
services of:

1. origin authentication
2. data integrity, and
3. signer non-repudiation.

Digital Signature A cryptographic algorithm used for digital signature.
Algorithm
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Term

Definition

Encryption

The process of changing plaintext into ciphertext using a cryptographic
algorithm and key.

Hashing algorithm (or
hash algorithm, hash
function)

An algorithm that maps a bit string of arbitrary length to a fixed length bit
string. Approved hashing algorithms satisfy the following properties:

1. (One-way) It is computationally infeasible to find any input that
maps to any pre-specified output, and

2. (Collision resistant) It is computationally infeasible to find any two
distinct inputs that map to the same output.

Integrity

The property that sensitive data has not been modified or deleted in an
unauthorized and undetected manner.

Key derivation
(derivation)

A function in the lifecycle of keying material; the process by which one or
more keys are derived from:

1) Either a shared secret from a key agreement computation or a pre-
shared cryptographic key, and

2) Other information.

Key management

The activities involving the handling of cryptographic keys and other
related security parameters (e.g., IVs and passwords) during the entire
life cycle of the keys, including their generation, storage, establishment,
entry and output, and destruction.

Key wrapping A method of encrypting and/or MACing/signing keys.
(wrapping)
Message A cryptographic checksum on data that uses a symmetric key to detect

Authentication Code
(MAC)

both accidental and intentional modifications of data.

PGP Key

A RFC 4880-compliant container of cryptographic keys and associated
metadata. Usually text-based (in PGP-parlance, ASCIl-armored).

Private key

A cryptographic key used with a public key cryptographic algorithm that is
uniquely associated with an entity and is not made public. The private key
is associated with a public key. Depending on the algorithm, the private
key MAY be used to:

1. Compute the corresponding public key,

2. Compute a digital signature that can be verified by the corresponding
public key,

3. Decrypt data that was encrypted by the corresponding public key, or

4. Compute a piece of common shared data, together with other
information.

Profile

A specification of objects, attributes, operations, message elements and
authentication methods to be used in specific contexts of key
management server and client interactions (see [KMIP -Prof] ).
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Term Definition

Public key A cryptographic key used with a public key cryptographic algorithm that is
uniquely associated with an entity and that MAY be made public. The
public key is associated with a private key. The public key MAY be known
by anyone and, depending on the algorithm, MAY be used to:

1. Verify a digital signature that is signed by the corresponding private
key,

2. Encrypt data that can be decrypted by the corresponding private key,
or

3. Compute a piece of shared data.

Public key certificate A set of data that uniquely identifies an entity, contains the entity's public
(certificate) key and possibly other information, and is digitally signed by a trusted
party, thereby binding the public key to the entity.

Public key A cryptographic algorithm that uses two related keys, a public key and a
cryptographic private key. The two keys have the property that determining the private
algorithm key from the public key is computationally infeasible.

Public Key A framework that is established to issue, maintain and revoke public key
Infrastructure certificates.

Recover To retrieve information that was archived to long-term storage.

Split Key A process by which a cryptographic key is split into n multiple key

components, individually providing no knowledge of the original key,
which can be subsequently combined to recreate the original
cryptographic key. If knowledge of k (where k is less than or equal to n)
components is necessary to construct the original key, then knowledge of
any k-1 key components provides no information about the original key
other than, possibly, its length.

Symmetric key A single cryptographic key that is used with a secret (symmetric) key
algorithm.

Symmetric key A cryptographic algorithm that uses the same secret (symmetric) key for

algorithm an operation and its inverse (e.g., encryption and decryption).

X.509 certificate The ISO/ITU-T X.509 standard defined two types of certificates i the

X.509 public key certificate, and the X.509 attribute certificate. Most
commonly (including this document), an X.509 certificate refers to the
X.509 public key certificate.

X.509 public key The public key for a user (or device) and a name for the user (or device),
certificate together with some other information, rendered un-forgeable by the digital
signature of the certification authority that issued the certificate, encoded
in the format defined in the ISO/ITU-T X.509 standard.

Table 1: Terminology

1.2 Normative References

[CHACHA] D. J. Bernstein. ChaCha, a variant of Salsa20. https://cr.yp.to/chacha/chacha-
20080128.pdf

[ECC-Brainpool]  ECC Brainpool Standard Curves and Curve Generation v. 1.0.19.10.2005,
http://www.ecc-brainpool.org/download/Domain-parameters.pdf.
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Encryption and Authentication Procedures, IETF RFC 1421, February 1993,
http://www.ietf.org/rfc/rfc1421.txt.
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http://www.ietf.org/rfc/rfc1424.txt.

[RFC2104] H. Krawczyk, M. Bellare, R. Canetti, HMAC: Keyed-Hashing for Message
Authentication, IETF RFC 2104, February 1997,
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http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-108.pdf.
International Telecommunication Union (ITU)i T, X.509: Information technology
T Open systems interconnection i The Directory: Public-key and attribute
certificate frameworks, November 2008,
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Judith Furlong. Latest version: http://docs.oasis-open.org/kmip/ug/v1.4/kmip-ug-
v1.4.html.

[KMIP-TC] Key Management Interoperability Protocol Test Cases Version 1.4. Edited by Tim
Hudson and Mark Joseph. Latest version: http://docs.oasis-
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2 Obj ect s

The following subsections describe the objects that are passed between the clients and servers of the key
management system. Some of these object types, called Base Objects, are used only in the protocol
itself, and are not considered Managed Objects. Key management systems MAY choose to support a
subset of the Managed Objects. The object descriptions refer to the primitive data types of which they are
composed. These primitive data types are (see Section 9.1.1.4):

1 Integer
Long Integer
Big Integer

Enumeration i choices from a predefined list of values

1

1

1

1 Boolean
Text String i string of characters representing human-readable text
1 Byte String i sequence of unencoded byte values

1 Date-Time i date and time, with a granularity of one second

1 Interval i a length of time expressed in seconds

Structures are composed of ordered lists of primitive data types or sub-structures.

2.1 Base Objects

These objects are used within the messages of the protocol, but are not objects managed by the key
management system. They are components of Managed Objects.

2.1.1 Attribute

An Attribute object is a structure (see Table 2) used for sending and receiving Managed Object attributes.
The Attribute Name is a text-string that is used to identify the attribute. The Attribute Index is an index
number assigned by the key management server. The Attribute Index is used to identify the particular
instance. Attribute Indices SHALL start with 0. The Attribute Index of an attribute SHALL NOT change
when other instances are added or deleted. Single-instance Attributes (attributes which an object MAY
only have at most one instance thereof) SHALL have an Attribute Index of 0. The Attribute Value is either
a primitive data type or structured object, depending on the attribute.

When an Attribute structure is used to specify or return a particular instance of an Attribute and the
Attribute Index is not specified it SHALL be assumed to be 0.

Obj ect Encoding REQUI RED
Attribute Structure
Attribute Text StrinYes
Attribute I nteger No
Attribute Varies, deYes, except f
on attribuoperation (5s)d
Sectd on

Table 2: Attribute Object Structure
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2.1.2 Credential

A Credential is a structure (see Table 3) used for client identification purposes and is nhot managed by the
key management system (e.g., user id/password pairs, Kerberos tokens, etc.). It MAY be used for
authentication purposes as indicated in [KMIP-Prof] .

Obj ect Encoding REQUI RED
Credenti al Structure
Credenti al Enumer ati aYes
9.1.3.2.1
Credenti al Varies bas|Yes
Credenti al

Table 3: Credential Object Structure

If the Credential Type in the Credential is Username and Password, then Credential Value is a structure
as shown in Table 4. The Username field identifies the client, and the Password field is a secret that
authenticates the client.

Obj ect Encoding REQUI RED
Credential ValStructure

User name Text StrinYes

Password Text StrinNo

Table 4: Credential Value Structure for the Username and Password Credential

If the Credential Type in the Credential is Device, then Credential Value is a structure as shown in Table
5. One or a combination of the Device Serial Number, Network Identifier, Machine Identifier, and Media
Identifier SHALL be unique. Server implementations MAY enforce policies on uniqueness for individual
fields. A shared secret or password MAY also be used to authenticate the client. The client SHALL
provide at least one field.

Obj ect Encoding REQUI RED
Credential ValStructure

Device Ser Text StrinNo

Number

Password Text StrinNo

Device 1 de Text StrinNo

Net wor k 1| d Text StrinNo

Machine 1d TeXdtt ring N o

Medi a ildaren Text StrinNo

Table 5: Credential Value Structure for the Device Credential

If the Credential Type in the Credential is Attestation, then Credential Value is a structure as shown in
Table 6. The Nonce Value is obtained from the key management server in a Nonce Object. The
Attestation Credential Object can contain a measurement from the client or an assertion from a third party
if the server is not capable or willing to verify the attestation data from the client. Neither type of
attestation data (Attestation Measurement or Attestation Assertion) is necessary to allow the server to
accept either. However, the client SHALL provide attestation data in either the Attestation Measurement
or Attestation Assertion fields.
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Obj ect Encodg REQUI RED
Credenti al ValStructure

Nonce Structure,Yes
2.1.14

Attestatiog Enumer ati gYes
9.1.3.2.36

Attestatig Byte StrinNo

Measur emen

Atdgteati on Byt e gStrinNo

Table 6: Credential Value Structure for the Attestation Credential

2.1.3 Key Block

A Key Block object is a structure (see Table 7) used to encapsulate all of the information that is closely
associated with a cryptographic key. It contains a Key Value of one of the following Key Format Types:

1
1

il

Raw i This is a key that contains only cryptographic key material, encoded as a string of bytes.

Opaque i This is an encoded key for which the encoding is unknown to the key management
system. It is encoded as a string of bytes.

PKCS1 1 This is an encoded private key, expressed as a DER-encoded ASN.1 PKCS#1 object.

PKCS8 1 This is an encoded private key, expressed as a DER-encoded ASN.1 PKCS#8 object,
supporting both the RSAPrivateKey syntax and EncryptedPrivateKey.

X.509 1 This is an encoded object, expressed as a DER-encoded ASN.1 X.509 object.
ECPrivateKey i This is an ASN.1 encoded elliptic curve private key.

Several Transparent Key types i These are algorithm-specific structures containing defined
values for the various key types, as defined in Section 2.1.7.

Extensions i These are vendor-specific extensions to allow for proprietary or legacy key formats.

The Key Block MAY contain the Key Compression Type, which indicates the format of the elliptic curve
public key. By default, the public key is uncompressed.

The Key Block also has the Cryptographic Algorithm and the Cryptographic Length of the key contained
in the Key Value field. Some example values are:

1
1

il

RSA keys are typically 1024, 2048 or 3072 bits in length.

3DES keys are typically from 112 to 192 bits (depending upon key length and the presence of
parity bits).

AES keys are 128, 192 or 256 bits in length.

The Key Block SHALL contain a Key Wrapping Data structure if the key in the Key Value field is wrapped
(i.e., encrypted, or MACed/signed, or both).
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Obj ect Encoding REQUI RED
Key Bl ock Structure
Key For mat Enumer ati gYes
9.1.3.2.3
Key Compm € Enumer ati aNo
Type 9.1.3.2.2
Key Val ue Byte StrinNo
wrapped Ke
Structure:
pl aintext
se2. 1.4
Cryptograp Enumer ati dYes. MAY be of
Al gorithm 9.1.3.2.13this informat
from the Key
not apply to
(see S2c3ioOn
Opaque Object
Sectad.on.8 1 f pi
the Cryptogra
SHALL al so be
Cryptograp Il nteger Yes. MAY be o
Length this informat
from tVel Key
not apply to
(see S2c3ioOn
Opaque Otlejeect
Sectad.on.8 1 f pi
the Cryptogra
SHALL al so be
Key Wrappi Struct u2r.el,[No. SHALL onl
i f ehei & wrap

Table 7: Key Block Object Structure

2.1.4 Key Value

The Key Value is used only inside a Key Block and is either a Byte String or a structure (see Table 8):

1 The Key Value structure contains the key material, either as a byte string or as a Transparent Key
structure (see Section 2.1.7), and OPTIONAL attribute information that is associated and
encapsulated with the key material. This attribute information differs from the attributes
associated with Managed Objects, and is obtained via the Get Attributes operation, only by the
fact that it is encapsulated with (and possibly wrapped with) the key material itself.

1 The Key Value Byte String is either the wrapped TTLV-encoded (see Section 9.1) Key Value
structure, or the wrapped un-encoded value of the Byte String Key Material field.
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Obj ect Encoding REQUI RED

Key Val ue Structure
Key Mater:i Byte StrinYes
Opaque, P K
PKCS8,

ECPrivat ek
Extensi on
Format typ
Sturct ur e: 1
Transparen
Extension
Format Typ

Attribute Attribute [No. MAY be re
Sectd.oln. 1

Table 8: Key Value Object Structure

2.1.5 Key Wrapping Data

The Key Block MAY also supply OPTIONAL information about a cryptographic key wrapping mechanism
used to wrap the Key Value. This consists of a Key Wrapping Data structure (see Table 9). It is only used
inside a Key Block.

This structure contains fields for:
1 A Wrapping Method, which indicates the method used to wrap the Key Value.

1 Encryption Key Information, which contains the Unique Identifier (see 3.1) value of the encryption
key and associated cryptographic parameters.

1 MAC/Signature Key Information, which contains the Unique Identifier value of the MAC/signature
key and associated cryptographic parameters.

1 A MAC/Signature, which contains a MAC or signature of the Key Value.
1 AnIV/Counter/Nonce, if REQUIRED by the wrapping method.

1 An Encoding Option, specifying the encoding of the Key Material within the Key Value structure of
the Key Block that has been wrapped. If No Encoding is specified, then the Key Value structure
SHALL NOT contain any attributes.

If wrapping is used, then the whole Key Value structure is wrapped unless otherwise specified by the
Wrapping Method. The algorithms used for wrapping are given by the Cryptographic Algorithm attributes
of the encryption key and/or MAC/signature key; the block-cipher mode, padding method, and hashing
algorithm used for wrapping are given by the Cryptographic Parameters in the Encryption Key Information
and/or MAC/Signature Key Information, or, if not present, from the Cryptographic Parameters attribute of
the respective key(s). Either the Encryption Key Information or the MAC/Signature Key Information (or
both) in the Key Wrapping Data structure SHALL be specified.

The following wrapping methods are currently defined:

1 Encrypt only (i.e., encryption using a symmetric key or public key, or authenticated encryption
algorithms that use a single key).

1 MAC/sign only (i.e., either MACing the Key Value with a symmetric key, or signing the Key Value
with a private key).

1 Encrypt then MAC/sign.
1 MAC/sign then encrypt.
1 TR-31.
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1 Extensions.
The following encoding options are currently defined:

1 No Encoding (i.e., the wrapped un-encoded value of the Byte String Key Material field in the Key
Value structure).

1 TTLV Encoding (i.e., the wrapped TTLV-encoded Key Value structure).

Obgct Encoding REQUI RED
Key Wrapping Structure
Wr apping N Enumer ati gYes
9.1.3.2.4
Encryption Structur e, No. Correspon
I nformatia that was wused
Key Val ue.
MAC/ Siugreat Structur e, NoCorresponds
I nformatiag symmetric key
the Key Value
key used to s
Val ue
MAC/ Signat Byte StrinNo
I V/ Counter Byte StrinNo
Encoding ( Enumer ati gNo. Speci fies
9.1.3.2.320f the Key Va
I f not presen
Key Value str
be TTLV encod

Table 9: Key Wrapping Data Object Structure

The structures of the Encryption Key Information (see Table 10) and the MAC/Signature Key Information
(see Table 11) are as follows:

Obj ect Encoding REQUI RED
Encryption Ke|Structure
Unique | de Text steBi dYes
Cryptograp Struct u3r.e6|No

Paramet er s

Table 10: Encryption Key Information Object Structure
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Par amet

er s

Obj ect Encoding REQUI RED
MAC/ Signature|Structure
I nfroati on
Unique 1| de Text stBidYedt SHALL be
Unique | dentii
Symmetric Key
MA C, or of th
(or its corre
Key) wused to
Crypgraphi Sturct ur 8, 6¢No

Table 11: MAC/Signature Key Information Object Structure

2.1.6 Key Wrapping Specification

This is a separate structure (see Table 12) that is defined for operations that provide the option to return
wrapped keys. The Key Wrapping Specification SHALL be included inside the operation request if clients
request the server to return a wrapped key. If Cryptographic Parameters are specified in the Encryption
Key Information and/or the MAC/Signature Key Information of the Key Wrapping Specification, then the
server SHALL verify that they match one of the instances of the Cryptographic Parameters attribute of the

corresponding key. If Cryptographic Parameters are omitted, then the server SHALL use the

Cryptographic Parameters attribute with the lowest Attribute Index of the corresponding key. If the
corresponding key does not have any Cryptographic Parameters attribute, or if no match is found, then an

error is returned.

This structure contains:

1 A Wrapping Method that indicates the method used to wrap the Key Value.

1 Encryption Key Information with the Unique Identifier value of the encryption key and associated
cryptographic parameters.

1 MAC/Signature Key Information with the Unique Identifier value of the MAC/signature key and
associated cryptographic parameters.

1 Zero or more Attribute Names to indicate the attributes to be wrapped with the key material.

1 An Encoding Option, specifying the encoding of the Key Value before wrapping. If No Encoding is
specified, then the Key Value SHALL NOT contain any attributes

kmip-spec-v1.4-errata0l-os-redlined
Standards Track Work Product

Copyright © OASIS Open 2019. All Rights Reserved.

18 July 2019
Page 25 of 242



Obj ect Encoding REQUI RED
Key Wrapping Structure
Wrapping N Enumer ati gYes
9.1.3.2.4
Engption K Structuzr.el,, No, SHALL be
I nformatiag MAC/ Signature
I nformation i
MAC/ Signat Structur.el, No, SHALL be
I nformatia Encryptyi omfKe
is omitted
Attribute Text StrinNo, MAY be re
Encoding ( Enumer ati dNo. I f Encodi
9.1.3.2.32present, the
Val ue SHALL b
encoded.

Table 12: Key Wrapping Specification Object Structure

2.1.7 Transparent Key Structures

Transparent Key structures describe the necessary parameters to obtain the key material. They are used
in the Key Value structure. The mapping to the parameters specified in other standards is shown in Table

13.
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Object

Description

Mapping

P For DSA and DH, the (large) prime field order. | p in [FIPS186-4], [X9.42],
[SP800-56A]
For RSA, a prime factor of the modulus. p in [PKCS#1], [FIPS186-4]
Q For DSA and DH, the (small) prime g in [FIPS186-4], [X9.42],
multiplicative subgroup order. [SP800-56A]
For RSA, a prime factor of the modulus. g in [PKCS#1], [FIPS186-4]
G The generator of the subgroup of order Q. g in [FIPS186-4], [X9.42],
[SP800-56A]
X DSA or DH private key. X in [FIPS186-4]
X, Xu, Xv INn [X9.42], [SP800-
56A] for static private keys
r, ru fv in [X9.42], [SP800-56A]
for ephemeral private keys
Y DSA or DH public key. y in [FIPS186-4]
Y, Yu, Yv in [X9.42], [SP800-
56A] for static public keys
t, tu, tv in [X9.42], [SP800-56A]
for ephemeral public keys
J DH cofactor integer, where P = JQ + 1. jin[X9.42]
Modulus RSA modulus PQ, where P and Q are distinct | nin [PKCS#1], [FIPS186-4]

primes.

Private Exponent

RSA private exponent.

d in [PKCS#1], [FIPS186-4]

Public Exponent

RSA public exponent.

e in [PKCS#1], [FIPS186-4]

Prime Exponent P

RSA private exponent for the prime factor P in
the CRT format, i.e., Private Exponent (mod

(P-1)).

dP in [PKCS#1], [FIPS186-4]

Prime Exponent Q

RSA private exponent for the prime factor Q in
the CRT format, i.e., Private Exponent (mod

(Q-1)).

dQ in [PKCS#1], [FIPS186-4]

CRT Coefficient

The (first) CRT coefficient, i.e., Q* mod P.

ginv in [PKCS#1], [FIPS186-4]

Recommended NIST Recommended Curves (e.g., P-192). See Appendix D of [FIPS186-

Curve 4]

D Elliptic curve private key. d; de,u,de,v (ephemeral private
keys); dsu,dsv (static private
keys) in [X9.62], [FIPS186-4]

Q String Elliptic curve public key. Q; Qe,u,Qev (ephemeral public

keys); Qs,u,Qs,v (static public
keys) in [X9.62], [FIPS186-4]

Table 13: Parameter mapping.

2.1.7.1 Transparent Symmetric Key

If the Key Format Type in the Key Block is Transparent Symmetric Key, then Key Material is a structure
as shown in Table 14.

Obj ect Encoding REQUI RED
Key Material |Structure
Key Byte StriYes

Table 14: Key Material Object Structure for Transparent Symmetric Keys

2.1.7.2 Transparent DSA Private Key

If the Key Format Type in the Key Block is Transparent DSA Private Key, then Key Material is a structure
as shown in Table 15.
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Object Encoding REQUI RED
Key Material |Structure

P Big I ntedYes

Q Big IntedYs

G Big I ntedYes

X Big I ntedYes

Table 15: Key Material Object Structure for Transparent DSA Private Keys

2.1.7.3 Transparent DSA Public Key

If the Key Format Type in the Key Block is Transparent DSA Public Key, then Key Material is a structure
as shown in Table 16.

Object Encoding REQUI RED
Key Material |Structure

P Big I ntedYes
Q Big I ntedYes
G Big I ntedYes
Y Big I ntedYes

Table 16: Key Material Object Structure for Transparent DSA Public Keys

2.1.7.4 Transparent RSA Private Key

If the Key Format Type in the Key Block is Transparent RSA Private Key, then Key Material is a structure
as shown in Table 17.

Object Encoding REQUI RED
Key Material |[Struectur
Modul us Big I ntedYes
Private H Big I ntedgNo
Public EX Big I ntedgNo
P Big I ntedgNo
Q Big I ntedgNo
Pri me Exg Big I ntedgNo
Pri me Exp Bilgnt eger|No
CRT Coeff Big I ntedgNo

Table 17: Key Material Object Structure for Transparent RSA Private Keys
One of the following SHALL be present (refer to [PKCS#1]):

1 Private Exponent,

1 P and Q (the first two prime factors of Modulus), or

1 Prime Exponent P and Prime Exponent Q.
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2.1.7.5 Transparent RSA Public Key

If the Key Format Type in the Key Block is Transparent RSA Public Key, then Key Material is a structure
as shown in Table 18.

Object Encoding REQUI RED
Key Material |Structure

Modul us Big I ntedYes

Public EX Bilgnt eger|Yes

Table 18: Key Material Object Structure for Transparent RSA Public Keys

2.1.7.6 Transparent DH Private Key

If the Key Format Type in the Key Block is Transparent DH Private Key, then Key Material is a structure
as shown in Table 19.

Object Encoding REQUI RED
Key Material |Structure

P Big I ntedYes

Q Big I ntedgNo

G Big I ntedYes

J Big I ntedgNo

X Big I ntedYes

Table 19: Key Material Object Structure for Transparent DH Private Keys

2.1.7.7 Transparent DH Public Key

If the Key Format Type in the Key Block is Transparent DH Public Key, then Key Material is a structure as
shown in Table 20.

Object Encoding REQUI RED
Key Material |Stctwuur e

P Big I ntedYes

Q Big I ntedgNo

G Big I ntedYes

J Big I ntedgNo

Y Big I ntedYes

Table 20: Key Material Object Structure for Transparent DH Public Keys

2.1.7.8 Transparent ECDSA Private Key

The Transparent ECDSA Private Key structure is deprecated as of version 1.3 of this specification and
MAY be removed from subsequent versions of the specification. The Transparent EC Private Key
structure SHOULD be used as a replacement.

If the Key Format Type in the Key Block is Transparent ECDSA Private Key, then Key Material is a
structure as shown in Table 21.
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Object Encoding REQUI RED
Key Material |Structure

Recommend Enumer at ijYes
Curve 9.1. 3. 2. 85
D Big I ntedYes

Table 21: Key Material Object Structure for Transparent ECDSA Private Keys

2.1.7.9 Transparent ECDSA Public Key

The Transparent ECDSA Public Key structure is deprecated as of version 1.3 of this specification and
MAY be removed from subsequent versions of the specification. The Transparent EC Public Key structure
SHOULD be used as a replacement.

If the Key Format Type in the Key Block is Transparent ECDSA Public Key, then Key Material is a
structure as shown in Table 22.

Object Encoding REQUI RED
Key Material |Structure

Recommend Enumer atijYes

Curve 9.1.3.2.85

Q String Byte StriYes

Table 22: Key Material Object Structure for Transparent ECDSA Public Keys

2.1.7.10 Transpar ent ECDH Private Key

The Transparent ECDH Private Key structure is deprecated as of version 1.3 of this specification and
MAY be removed from subsequent versions of the specification. The Transparent EC Private Key
structure SHOULD be used as a replacement.

If the Key Format Type in the Key Block is Transparent ECDH Private Key, then Key Material is a
structure as shown in Table 23.

Obj ect Encoding REQUI RED
Key Material |Structure

Recommend Enumer atijYes

Curve 9.1.3.2.85

D Big I ntedYes

Table 23: Key Material Object Structure for Transparent ECDH Private Keys

2.1.7.11 Transparent ECDH Public Key

The Transparent ECDH Public Key structure is deprecated as of version 1.3 of this specification and MAY
be removed from subsequent versions of the specification. The Transparent EC Public Key structure
SHOULD be used as a replacement.

If the Key Format Type in the Key Block is Transparent ECDH Public Key, then Key Material is a structure
as shown in Table 24.

kmip-spec-v1.4-errata0l-os-redlined 18 July 2019
Standards Track Work Product Copyright © OASIS Open 2019. All Rights Reserved. Page 30 of 242



Object Encoding REQUI RED
Key Material |Structure

Recommend Enumer atilYes
Curve 9.1.3.2.5
Q String Byte StrilYes

Table 24: Key Material Object Structure for Transparent ECDH Public Keys

2.1.7.12 Transparent ECMQV Private Key

The Transparent ECMQV Private Key structure is deprecated as of version 1.3 of this specification and
MAY be removed from subsequent versions of the specification. The Transparent EC Private Key
structure SHOULD be used as a replacement.

If the Key Format Type in the Key Block is Transparent ECMQV Private Key, then Key Material is a
structure as shown in Table 25.

Object Encoding REQUI RED
KeWMateri al Structure

Recommend Enumer atijYes

Curve 9.1.3.2.85

D Big I ntedYes

Table 25: Key Material Object Structure for Transparent ECMQV Private Keys

2.1.7.13 Transparent EC MQV Public Key

The Transparent ECMQV Public Key structure is deprecated as of version 1.3 of this specification and
MAY be removed from subsequent versions of the specification. The Transparent EC Public Key structure
SHOULD be used as a replacement.

If the Key Format Type in the Key Block is Transparent ECMQV Public Key, then Key Material is a
structure as shown in Table 26.

Obj ect Encoding REQUI RED
Key Material |Structure

Recommend Enumer atijYes

Curve 9.1.3.2.85

Q String Byte StriYes

Table 26: Key Material Object Structure for Transparent ECMQV Public Keys

2.1.7.14 Transparent EC Private Key

If the Key Format Type in the Key Block is Transparent EC Private Key, then Key Material is a structure
as shown in Table 27.

Obj ect Encoding REQUI RED
Key Material|Structure
Recommend Enumer atijYes
Curve 9.1.3.2. 5
D Big I ntedYes
Table 27: Key Material Object Structure for Transparent EC Private Keys
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2.1.7.15 Transparent EC Public Key

If the Key Format Type in the Key Block is Transparent EC Public Key, then Key Material is a structure as
shown in Table 28.

Object Encoding REQUI RED
Key Material |Stuctur e

Recommend Enumer atijYes

Curve 9.1.3.2.85

Q String Byte StriYes

Table 28: Key Material Object Structure for Transparent EC Public Keys

2.1.8 Template -Attribute Structures

The Template Managed Object is deprecated as of version 1.3 of this specification and MAY be removed
from subsequent versions of the specification. Individual Attributes SHOULD be used in operations which
currently support use of a Name within a Template-Attribute to reference a Template.

These structures are used in various operations to provide the desired attribute values and/or template
names in the request and to return the actual attribute values in the response.

The Template-Attribute, Common Template-Attribute, Private Key Template-Attribute, and Public Key
Template-Attribute structures are defined identically as follows:

Object Encoding REQUI RED

Temp lAattter i but e, Structure
Common Tempt @ait
Private Key Te
Attribut e,

Publ i c KeeyAtTerm

Na me Struct u3r.elNo, MAY be r e

(deprecated)

Attribute Attribut eNo, MAY beed r e
see. 1.1

Table 29: Template-Attribute Object Structure

Name is the Name attribute of the Template object defined in Section 2.2.6.

2.1.9 Extension Information

An Extension Information object is a structure (see Table 30) describing Objects with Item Tag values in
the Extensions range. The Extension Name is a Text String that is used to name the Object (first column
of Table 288). The Extension Tag is the Item Tag Value of the Object (see Table 288). The Extension
Type is the Item Type Value of the Object (see Table 286).

Object Encoding REQUI RED
Extension I nfolStructure
Extension | Text Stri|Yes
Extension ] I nteger N o
Extension ] I nteger N o

Table 30: Extension Information Structure
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2.1.10 Data

The Data object is used in requests and responses in cryptographic operations that pass data between
the client and the server.

Object Encoding
Data Byte String

Table 31: Data Structure

2.1.11 Data Length

The Data Length is used in requests in cryptographic operations to indicate the amount of data expected
in a response.

Object Encoding

Data Length Integer

Table 32: Data Length Structure

2.1.12 Signature Dat a

The Signature Data is used in requests and responses in cryptographic operations that pass signature
data between the client and the server.

Obj ect Encoding

Signature Data Byte String

Table 33: Signature Data Structure

2.1.13 MAC Data

The MAC Data is used in requests and responses in cryptographic operations that pass MAC data
between the client and the server.

Object Encoding
MAC Data Byte String

Table 34: MAC Data Structure

2.1.14 Nonce

A Nonce object is a structure (see Table 35) used by the server to send a random value to the client. The
Nonce Identifier is assigned by the server and used to identify the Nonce object. The Nonce Value
consists of the random data created by the server.

Obj ect Encodi ng REQUI RED
Nonce Structure

Nonce | D Byte StrinYes

Nonce Val u Byte StrinYes

Table 35: Nonce Structure

2.1.15 Correlation Value

The Correlation Value is used in requests and responses in cryptographic operations that support multi-
part (streaming) operations. This is generated by the server and returned in the first response to an
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operation that is being performed across multiple requests. Note: the server decides which operations are
supported for multi-part usage. A server-generated correlation value SHALL be specified in any
subsequent cryptographic operations that pertain to the original operation.

Object Encoding

Correlation Value Byte String

Table 36: Correlation Value Structure

2.1.16 Init Ind icator

The Init Indicator is used in requests in cryptographic operations that support multi-part (streaming)
operations. This is provided in the first request with a value of True to an operation that is being
performed across multiple requests.

Object Encodi ng

Init Indicator Boolean

Table 37: Init Indicator Structure

2.1.17 Final Indicator

The Final Indicator is used in requests in cryptographic operations that support multi-part (streaming)
operations. This is provided in the final (last) request with a value of True to an operation that is being
performed across multiple requests.

Obj ect Encoding
Final Indicator Boolean
Table 38: Final Indicator Structure
kmip-spec-v1.4-errata0l-os-redlined 18 July 2019

Standards Track Work Product Copyright © OASIS Open 2019. All Rights Reserved. Page 34 of 242



2.1.18 RNG Parameters

The RNG Parameters base object is a structure that contains a mandatory RNG Algorithm and a set of
OPTIONAL fields that describe a Random Number Generator. Specific fields pertain only to certain types
of RNGs.

The RNG Algorithm SHALL be specified and if the algorithm implemented is unknown or the
implementation does not want to provide the specific details of the RNG Algorithm then the Unspecified
enumeration SHALL be used.

If the cryptographic building blocks used within the RNG are known they MAY be specified in combination
of the remaining fields within the RNG Parameters structure.

Obj ect Encoding REQUI RED
RNG Parameter |Structure
RNG Al gori Enumer ati gYes
9.1.3.2.37
Cryptograp Enumer ati dNo
Al gorithm 9.1.3.2.13
Cryptogranp Iheger N o
Length
Hashing Al Enumer ati aNo
9.1.3.2.16
DRBG Al gor Enumer ati aNo
9.1.3.2.38
Recommende Enumer ati aNo
Curve 9.1.3.2.5
FIPS186 Va Enumer ati gNo
9.1.3.2.39
Prediction Bool ean N o
Resi stance

Table 39: RNG Parameters Structure

2.1.19 Profile Information

The Profile Information base object is a structure that contains details of the supported profiles. Specific
fields MAY pertain only to certain types of profiles.

Obj ect Encoding REQUI RED
Profile Infor|Structure
Profile N84 Enumer ati gYes
9.1.3.2. 42
Server URI Text StrinNo
Server Por Il nteger N o

Table 40: Profile Information Structure
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2.1.20 Validation Information

The Validation Information base object is a structure that contains details of a formal validation. Specific
fields MAY pertain only to certain types of validations.

repeated)

Obj ect Encoding REQUI RED

Validati dénhohniStructure

Val idati on Enumer ati gYes

Type 9.1.3.2.4¢

Val idati on Text StrinNo

Country

Val i dati on Text StrinNo

URI

Val i dati on I nteger Yes

Maj or

Val i dati on Il nteger N o

Mi nor

Val i dati on Enumer at iOgYes

Val i dati on Il nteger Yes

Val i dati on Text StrinNo

|l denti fier

Val i dati on Text StrinNo

URI

Val i dati on Text StrinNo

URI

Val i daftfii ¢ Text StrinNo

Table 41: Validation Information Structure

The Validation Authority along with the Validation Version Major, Validation Type and Validation Level
SHALL be provided to uniquely identify a validation for a given validation authority. If the Validation
Certificate URI is not provided the server SHOULD include a Validation Vendor URI from which
information related to the validation is available.

The Validation Authority Country is the two letter ISO country code.

2.1.21 Capability Information

The Capability Information base object is a structure that contains details of the supported capabilities.
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Obj ect Encoding REQUI RED
Capability I nijStructure

Streaming Bool ean N o

Capability

Asynchrongd Bool ean N o

Capha | ity

Attestatidg Bool ean No

Capability

Batldimdo Bool ean N o

Capability

Batch @ont Bool ean N o

Capability

Unwrap Mod Enumer ati aNo
9.1.3.2.4373

Destroy Ac Enumer ati aNo
9.1.3.2. 414

Shredding Enumer ati dNo
9.1.3.2.48F5

RNG Mode Enumer ati aNo
9.1.3.2.486

Table 42: Capability Information Structure

2.1.22 Authenticated Encry ption Additional Data

The Authenticated Encryption Additional Data object is used in authenticated encryption and decryption
operations that require the optional additional data to be provided by the client.

Obj ect Encoding REQUI RED

Aut henti caiten |[Byte String N o
Additional Da

Table 43 Authenticated Encryption Additional Data

2.1.23 Authenticated Encryption Tag

The Authenticated Encryption Tag object is used to validate the integrity of the data encrypted and
decrypted in Authenticated Encryption modes. It is an output from the encryption process and an input to
the decryption process. See [SP800-38D].

Obj ect Encodi ng REQUI RED

Aut henticated|Byte String No
Tag

Table 44 Authenticated Encryption Tag

2.2 Managed Objects

Managed Objects are objects that are the subjects of key management operations, which are described
in Sections 4 and 5. Managed Cryptographic Objects are the subset of Managed Objects that contain

cryptographic material-{e-g--certificates,keys,and-secret-data).
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2.2.1 Certificate

A Managed Cryptographic Object that is a digital certificate. It is a DER-encoded X.509 public key
certificate. The PGP certificate type is deprecated as of version 1.2 of this specification and MAY be
removed from subsequent versions of the specification. The PGP Key object (see section 2.2.9) SHOULD
be used instead.

Obj ect Encoding REQUI RED
Certificate Structure
Certificat Enumer ati gYes
9.1.3.2.6
Certificat Byte StrinYes

Table 45: Certificate Object Structure

2.2.2 Symmetric Key
A Managed Cryptographic Object that is a symmetric key.

Obj ect Encoding REQUI RED

Symmetric Key|Structure

Key Bl ock Struct uzr.elYes

Table 46: Symmetric Key Object Structure

2.2.3 Public Key

A Managed Cryptographic Object that is the public portion of an asymmetric key pair. This is only a public
key, not a certificate.

Obj ect Encoding REQUI RED
Public Key Structure
Key Bl ock Struct uzr.el|Yes

Table 47: Public Key Object Structure

2.2.4 Private Ke y

A Managed Cryptographic Object that is the private portion of an asymmetric key pair.

Obj ect Encodi ng REQUI RED
Private Key Structure
Key Bl ock Struct uzr.el|Yes

Table 48: Private Key Object Structure

2.2.5 Split Key

A Managed Cryptographic Object that is a Split Key. A split key is a secret, usually a symmetric key or a
private key that has been split into a number of parts, each of which MAY then be distributed to several
key holders, for additional security. The Split Key Parts field indicates the total number of parts, and the
Split Key Threshold field indicates the minimum number of parts needed to reconstruct the entire key.
The Key Part Identifier indicates which key part is contained in the cryptographic object, and SHALL be at
least 1 and SHALL be less than or equal to Split Key Parts.
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Obj ect Encoding REQUI RED
Split Key Structure

Split Key Il nteger Ye s

Key Part | I nteger Yes

Split Key Il nteger Yes

Split Key Enumer ati dYes

9.1.3.2.38

Prime Fiel Big I nteggNo, REQUI RED
Key Method is
Sharing Pri me

Key Bl ock Struct ur.el|Yes

Table 49: Split Key Object Structure

There are three Split Key Methods for secret sharing: the first one is based on XOR, and the other two
are based on polynomial secret sharing, according to [w1979].

Let L be the minimum number of bits needed to represent all values of the secret.

1 When the Split Key Method is XOR, then the Key Material in the Key Value of the Key Block is of
length L bits. The number of split keys is Split Key Parts (identical to Split Key Threshold), and
the secret is reconstructed by XORing all of the parts.

1 When the Split Key Method is Polynomial Sharing Prime Field, then secret sharing is performed
in the field GF(Prime Field Size), represented as integers, where Prime Field Size is a prime
bigger than 2-.

1 When the Split Key Method is Polynomial Sharing GF(216), then secret sharing is performed in
the field GF(216). The Key Material in the Key Value of the Key Block is a bit string of length L,
and when L is bigger than 216, then secret sharing is applied piecewise in pieces of 16 bits each.
The Key Material in the Key Value of the Key Block is the concatenation of the corresponding
shares of all pieces of the secret.

Secret sharing is performed in the field GF(21%), which is represented as an algebraic extension of
GF(28):

GF(21%) & 8&s[f/(y2y+m), where mis defined later.

An element of this field then consists of a linear combination uy + v, where u and v are elements
of the smaller field GF(28).

The representation of field elements and the notation in this section rely on [FIPS197], Sections 3
and 4. The field GF(28) is as described in [FIPS197],

GF(28) & OFEE2)+x3{x+1).

An element of GF(28) is represented as a byte. Addition and subtraction in GF(28) is performed as
a bit-wise XOR of the bytes. Multiplication and inversion are more complex (see [FIPS197]
Section 4.1 and 4.2 for details).

An element of GF(21) is represented as a pair of bytes (u, v). The element m is given by
m = X5+x4+x3+X,
which is represented by the byte 0x3A (or {3A} in notation according to [FIPS197]).

Addition and subtraction in GF(26) both correspond to simply XORing the bytes. The product of
two elements ry + s and uy + v is given by

(ry +s) (uy +v) = ((r + s)(u +v) +sv)y + (ru + svm).

kmip-spec-v1.4-errata0l-os-redlined 18 July 2019
Standards Track Work Product Copyright © OASIS Open 2019. All Rights Reserved. Page 39 of 242



The inverse of an element uy + v is given by

(uy + v)1 =udly + (u +v)d?l, where d=(u+v)v+mu?

2.2.6 Template

The Template Managed Object is deprecated as of version 1.3 of this specification and MAY be removed
from subsequent versions of the specification. Individual Attributes SHOULD be used in operations which
currently support use of a Template.

A Template is a named Managed Object containing the client-settable attributes of a Managed
Cryptographic Object. A Template is used to specify the attributes of a new Managed Cryptographic
Object in various operations. Attributes associated with a Managed Object MAY also be specified in the
Template-Attribute structures in the operations in Section 4.

Attributes specified in a Template apply to any object created that reference the Template by name using
the Name object in any of the Template-Attribute structures in Section 2.1.7.14.

The name of a Template (as it is for any Managed Object) is specified as an Attribute in the Template-
Attribute structure in the Register operation where the Attribute Name is "Name" and the Attribute Value is
the name of the Template Managed Object.

Object Encoding REQUI RED
Templ at e Structure

Attribute Attribute |[Yes. MAY be r ¢
2.1.1

Table 50: Template Object Structure

2.2.7 Secret Data

A Managed Cryptographic Object containing a shared secret value that is not a key or certificate (e.g., a
password). The Key Block of the Secret Data object contains a Key Value of the Secret Data Type. The
Key Value MAY be wrapped.

Obj ect Encoding REQUI RED
Secret Data Structure
Secret Dat Enumer ati gYes
9.1.3.2.9
Key Bl ock Struct uzr.el|Yes

Table 51: Secret Data Object Structure

2.2.8 Opague Object

A Managed Object that the key management server is possibly not able to interpret. The context
information for this object MAY be stored and retrieved using Custom Attributes.

An Opague Object MAY be a Managed Cryptographic Object depending on the client context of usage
and as such is treated in the same manner as a Managed Cryptographic Object for handling of attributes.
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Obj ect Encoding REQUI RED
Opaque Object|Structure

Opaque Dat Enumer ati gYes
9.1.3.2.10
Opaque Dat Byte StrinYes

Table 52: Opaque Object Structure

2.2.9 PGP Key

A Managed Cryptographic Object that is a text-based representation of a PGP key. The Key Block field,
indicated below, will contain the ASCII-armored export of a PGP key in the format as specified in RFC
4880. It MAY contain only a public key block, or both a public and private key block. Two different
versions of PGP keys, version 3 and version 4, MAY be stored in this Managed Cryptographic Object.

KMIP implementers SHOULD treat the Key Block field as an opaque blob. PGP-aware KMIP clients
SHOULD take on the responsibility of decomposing the Key Block into other Managed Cryptographic
Objects (Public Keys, Private Keys, etc.).

Obj ect Encoding REQUI RED
PGP Key Structure

PGP Key Ve Il nteger Yes

Key Bl ock Struct uzr.elYes

Table 53: PGP Key Object Structure
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SAttri but es

The following subsections describe the attributes that are associated with Managed Objects. Attributes
that an object MAY have multiple instances of are referred to as multi-instance attributes. All instances of
an attribute SHOULD have a different value. Similarly, attributes which an object SHALL only have at
most one instance of are referred to as single-instance attributes. Attributes are able to be obtained by a
client from the server using the Get Attribute operation. Some attributes are able to be set by the Add
Attribute operation or updated by the Modify Attribute operation, and some are able to be deleted by the
Delete Attribute operation if they no longer apply to the Managed Object. Read-only attributes are
attributes that SHALL NOT be modified by either server or client, and that SHALL NOT be deleted by a
client.

When attributes are returned by the server (e.g., via a Get Attributes operation), the attribute value
returned MAY differ for different clients (e.g., the Cryptographic Usage Mask value MAY be different for
different clients, depending on the policy of the server).

The first table in each subsection contains the attribute name in the first row. This name is the canonical
name used when managing attributes using the Get Attributes, Get Attribute List, Add Attribute, Modify
Attribute, and Delete Attribute operations.

A server SHALL NOT delete attributes without receiving a request from a client until the object is
destroyed. After an object is destroyed, the server MAY retain all, some or none of the object attributes,
depending on the object type and server policy.

The second table in each subsection lists certain attribute characteristics (e. g . , AiSHALL al ways ha
v a | uTalie)54 below explains the meaning of each characteristic that MAY appear in those tables. The
server policy MAY further restrict these attribute characteristics.
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SHALL al ways HAllandged Obj e
of the Object
this attribut g
al ways have tf
once the obj ec¢
created or r ecg(
until the obj¢
destroyed
Initially set Who i s er mi tt
sehetval ue of
(i f the attriltk
been set, or i
values have bg
Modi fi able by|ls the server
change an exi g
the attribute
receiving a rg
client?
Modilfe aby cl i gls the client
an existing i
attribute val
been set?
Del etbayblcel i ent/l s the client
instance of tf
Multiple instdAre multiple |
attriebruntiet tped?
When implicitlWhich operati(
cause this att
even if the at
specified in
request itselHf
Applies to Objwhich Managed
MAY have this

Table 54: Attribute Rules

3.1 Unique Identifier

The Unique Identifier is generated by the key management system to uniquely identify a Managed Object.
It is only REQUIRED to be unique within the identifier space managed by a single key management
system, however this identifier SHOULD be globally unique in order to allow for a key management
domain export of such objects. This attribute SHALL be assigned by the key management system at
creation or registration time, and then SHALL NOT be changed or deleted before the object is destroyed.

Obj ect Encoding

Uni gudeenti fier |Text String

Table 55: Unique Identifier Attribute
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SHALL al ways HYes
Initially set |Server
Modi fiable by |[No
Modi fiable by |[No
Del etbayblcel i ent|No

Multiple instégNo

When implicitlCreate, Creat ¢
Regi ster, Deri
Recert i-K gy ,-kRiRye
Key Pair

Applies to ObjAll Objects

Table 56: Unique Identifier Attribute Rules

3.2 Name

The Name attribute is a structure (see Table 57) used to identify and locate an object. This attribute is
assigned by the client, and the Name Value is intended to be in a form that humans are able to interpret.
The key management system MAY specify rules by which the client creates valid names. Clients are
informed of such rules by a mechanism that is not specified by this standard. Names SHALL be unique
within a given key management domain, but are NOT REQUIRED to be globally unique.

Obj ect Encoding REQUI RED
Name Structure
Name Val ue Text StringlYes
Name Type Enumer ati onYes
9.1.3.2.11

Table 57: Name Attribute Structure

SHALL al ways [HKNo
lintially set BClient
Modi fi able by |Yes
Modi fi able by |Yes
Del etbayblcel i ent|Yes

Mul tiple instaYes

When i mplicitlRekey,-k&ke Key
Recertify

Applies to ObjAlI'l Objects

Table 58: Name Attribute Rules

3.3 Object Type

The Object Type of a Managed Object (e.g., public key, private key, symmetric key, etc.) SHALL be set
by the server when the object is created or registered and then SHALL NOT be changed or deleted
before the object is destroyed.
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Object Encoding

Object Type Enumer at 9ond, 3s

Table 59: Object Type Attribute

SHALL al ways HYes
Initially set |Server
Modi fi skelreeelby No
Modi fi abrite by [No
Del etable by ¢No

Mul tiple instggNo

When implicitlCreate, Creat ¢
Register, Der i
Recert i-K gy RReey
Key Pair

Applies to ODbjAll Objects

Table 60: Object Type Attribute Rules

3.4 Cryptographic Algorithm

The Cryptographic Algorithm of an object. The Cryptographic Algorithm of a Certificate object identifies
the algorithm for the public key contained within the Certificate. The digital signature algorithm used to
sign the Certificate is identified in the Digital Signature Algorithm attribute defined in Section 3.16. This
attribute SHALL be set by the server when the object is created or registered and then SHALL NOT be
changed or deleted before the object is destroyed.

Object Encoding

Cryptographic /Enumer atiQ9od, 3s

Table 61: Cryptographic Algorithm Attribute

SHALL al ways HYes
Initially set |Server
Modi fi abl e by |No
Modi fi abl e by |No
Del etabl e by dNo

Mul tiple instégNo

When implicitlCertify, Creat
PairceRei fy, R
Derive -Key,ReaRyg
Key Pair

Applies to ObjKeys,fiCeateées,

Table 62: Cryptographic Algorithm Attribute Rules

3.5 Cryptographic Length
For keys, Cryptographic Length is the length in bits of the clear-text cryptographic key material of the
Managed Cryptographic Object. For certificates, Cryptographic Length is the length in bits of the public
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key contained within the Certificate. This attribute SHALL be set by the server when the object is created
or registered, and then SHALL NOT be changed or deleted before the object is destroyed.

Object Encoding

Cryptographic |l nteger

Table 63: Cryptographic Length Attribute

SHALL al ways IfYes
Initially set |Server
Modi fi able by |No
Modi fi able by |No
Del etable by dNo

Mulltd pi nspearnncie No

When implicitlCertify, Creat
PairceRei fy, R
Derive -Key,ReaRyg
Key Pair

Applies to ObjKeys, Certifi¢

Table 64: Cryptographic Length Attribute Rules

3.6 Cryptographic Parameters

The Cryptographic Parameters attribute is a structure (see Table 65) that contains a set of OPTIONAL
fields that describe certain cryptographic parameters to be used when performing cryptographic
operations using the object. Specific fields MAY pertain only to certain types of Managed Cryptographic
Objects. The Cryptographic Parameters attribute of a Certificate object identifies the cryptographic
parameters of the public key contained within the Certificate.

The Cryptographic Algorithm is also used to specify the parameters for cryptographic operations. For
operations involving digital signatures, either the Digital Signature Algorithm can be specified or the
Cryptographic Algorithm and Hashing Algorithm combination can be specified.

Random IV can be used to request that the KMIP server generate an appropriate IV for a cryptographic
operation that uses an IV. The generated Random 1V is returned in the response to the cryptographic
operation.

IV Length is the length of the Initialization Vector in bits. This parameter SHALL be provided when the
specified Block Cipher Mode supports variable 1V lengths such as CTR or GCM.

Tag Length is the length of the authentication tag in bytes. This parameter SHALL be provided when the
Block Cipher Mode is GCM or CCM.

The IV used with counter modes of operation (e.g., CTR and GCM) cannot repeat for a given
cryptographic key. To prevent an IV/key reuse, the IV is often constructed of three parts: a fixed field, an
invocation field, and a counter as described in [SP800-38A] and [SP800-38D]. The Fixed Field Length is
the length of the fixed field portion of the IV in bits. The Invocation Field Length is the length of the
invocation field portion of the IV in bits. The Counter Length is the length of the counter portion of the IV in
bits.

Initial Counter Value is the starting counter value for CTR mode (for [RFC3686] it is 1).
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Obj ect Encoding REQUI RED
Crypgtaphic Par¢Structure

Bl ock Ciphe Enumer ati onNo

9.1.3.2.14

Paddi ng Met Enumer ati onNo

9.1.3.2.15

Hashing Alg Enumer ati onNo

9.1.3.2.16
Key Role Ty Enumer ati onNo
9.1.3.2.17

Digital Sig Enumer ati onNo

Al gorithm 9.1.3.2.7

Cryptograph Enumer ati onNo

Al gorithm 9.1.3.2.13

Random |V Bool ean N o

I'V Length Il nteger No unl eks CBIpd e
supports varia

Tag Length Il nteger No unl esGi pBileorc
is GCM

Fixed Field Il nteger N o

Il nvocati on Il nteger N o

Length

Counter Len Il nteger N o

I nitial Cou I nteger N o

Salt Length Il nteger No miftted, def
bl ock size of |
Generator Hash

Mask Gener a EnumerationNo (i f omitted

9.1.3.2.49 [MGF1).

Mask Gener a EnumerationNo. (if omitte

Hashing Alg 9.1.3.2.16 (1) .

P Source Byte StringNo (if omitted
emptyshytag fo
input P in OAE

Trailer Fie Il nteger No (i f omitted
standathgtener a
PSS piandgd)

Table 65: Cryptographic Parameters Attribute Structure
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SHALL al ways IHlNo
Initially set |Client
Modi fiable by |[No
Modi fi able by |Yes
Del etabl e by «Yes

Mul tiple instaYes

Wheinmplicitly |Rekey Rey Ke,y
Recertify

Applies to ObjKeys, Certifi(

Table 66: Cryptographic Parameters Attribute Rules

Key Role Type definitions match those defined in ANSI X9 TR-31 [X9 TR-31] and are defined in Table
67:

B DK Base Derivation Key (ANSI X9. 2
CVK Card Verification Key (CVV/sig
DEK Data Encryption Eegrypgenenal O
MKAC EMW/ chip card Master Key: Appl

MK S MC EMV/ chip card Master Key: Secu
MK S Ml EMV/ chip card Master Key: Secu
MKDAC EMV/ chip card Mastlentkiegat iDan a
MK DN EMV/ chrd Master Key: Dynamic N
MK CP EMV/ chip card Master Key: Card
MKOTH EMV/ chip card Master Key: Othe
K E K Key Encryption or Wrapping Key

MAC166( SO16609 MAC Al gorithm 1
MAC97917l SO9749 MAC Al gorithm 1
MAC97917l SO979 MACgArithm 2

MAC97917l SO9749 MAC Al gorithm 3 (Note ¢t}
X9.19 Retail MAC)

MAC97917l SO9749 MAC Al gorithm 4

MAC9797l SO9719 MAC Al gorithm 5

ZPK PI'N Bl ock Encryption Key

PVKI BM|PI N Verification Key, I BM 36214
PVKPVV PI'N Verification Key, VISA PVYV
PVKOTH|PI' N Verification Key, Other Al

Table 67: Key Role Types

Accredited Standards Committee X9, Inc. - Financial Industry Standards (www.x9.0rg) contributed to
Table 67. Key role names and descriptions are derived from material in the Accredited Standards
Committee X9, Inc.'s Technical Report "TR-31 2010 Interoperable Secure Key Exchange Key Block
Specification for Symmetric Algorithms" and used with the permission of Accredited Standards Committee

kmip-spec-v1.4-errata0l-os-redlined 18 July 2019
Standards Track Work Product Copyright © OASIS Open 2019. All Rights Reserved. Page 48 of 242



X9, Inc. in an effort to improve interoperability between X9 standards and OASIS KMIP. The complete
ANSI X9 TR-31 is available at www.x9.0rg.

3.7 Cryptographic Domain Parameters

The Cryptographic Domain Parameters attribute is a structure (see Table 68) that contains a set of
OPTIONAL fields that MAY need to be specified in the Create Key Pair Request Payload. Specific fields
MAY only pertain to certain types of Managed Cryptographic Objects.

The domain parameter Qlength correponds to the bit length of parameter Q (refer to [SEC2] and [SP800-
56A]). Qlength applies to algorithms such as DSA and DH. The bit length of parameter P (refer to [SEC2]
and [SP800-56A]) is specified separately by setting the Cryptographic Length attribute.

Recommended Curve is applicable to elliptic curve algorithms such as ECDSA, ECDH, and ECMQV.

Obj ect Encoding Required
Cryptographic IStructure Yes
Par ameters
Ql engt h Il nteger N o
Recommended Enumer ati onNo

9.1.3.2.5

Table 68: Cryptographic Domain Parameters Attribute Structure

Shall al ways I[No

Initially set |Client
Modi fi able by |No
Modi fi ablienby [No
Del etable by (No

Mul tiple instgNo

When implicitlRekey Rey Key

Applies to ObjAsymmetric Key

Table 69: Cryptographic Domain Parameters Attribute Rules

3.8 Certificate Type

The Certificate Type attribute is a type of certificate (e.g., X.509). The PGP certificate type is deprecated
as of version 1.2 of this specification and MAY be removed from subsequent versions of the specification.

The Certificate Type value SHALL be set by the server when the certificate is created or registered and
then SHALL NOT be changed or deleted before the object is destroyed.

Obj ect Encoding

Certificate TyfEnumeratiQ9oni, 3s

Table 70: Certificate Type Attribute
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SHALL al ways HYes
Initially set |Server
Modi fiable by |[No
Modi fiable by |[No
Del etbayblcel i ent|No
Multiple instégNo

Wheinmplicitly

Regi ster, c@arnt

Applies to

obj

Certificates

Table 71: Certificate Type Attribute Rules

3.9 Certificate Length

The Certificate Length attribute is the length in bytes of the Certificate object. The Certificate Length
SHALL be set by the server when the object is created or registered, and then SHALL NOT be changed
or deleted before the object is destroyed.

Object Encoding
Certificate Leijlnteger
Table 72: Certificate Length Attribute
SHALL al ways HYes
Initially set |Server
Modi fiable by |[No
Modi fiable by |[No
Del etable by (No
Mul ti pl e piemsnti gNo
When implicitlRegister, c@art
Applies to ObjCeirticates

Table 73: Certificate Length Attribute Rules

3.10 X.509 Certificate Identifier

The X.509 Certificate Identifier attribute is a structure (see Table 74) used to provide the identification of
an X.509 public key certificate. The X.509 Certificate Identifier contains the Issuer Distinguished Name
(i.e., from the Issuer field of the X.509 certificate) and the Certificate Serial Number (i.e., from the Serial
Number field of the X.509 certificate). The X.509 Certificate Identifier SHALL be set by the server when
the X.509 certificate is created or registered and then SHALL NOT be changed or deleted before the

object is destroyed.

Obj ect Encoding REQUI RED
X.509 Certifici(Structure
| ssuergubissht Byte StringYes
Name
Certificate Byte StringYes
Number

Table 74: X.509 Certificate Identifier Attribute Structure
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SHALL al ways HYes

Initially set |Server

Modi fiable by |[No

Modi fiablte by [No

Del etable by ¢No

Mul tiimpdteances [No

When implicitlRegister, c@ant
Applies to ObjX.509 Certifig

Table 75: X.509 Certificate Identifier Attribute Rules

3.11 X.509 Certificate S ubject

The X.509 Certificate Subject attribute is a structure (see Table 76) used to identify the subject of a X.509
certificate. The X.509 Certificate Subject contains the Subject Distinguished Name (i.e., from the Subject
field of the X.509 certificate). It MAY include one or more alternative names (e.g., email address, IP
address, DNS name) for the subject of the X.509 certificate (i.e., from the Subject Alternative Name
extension within the X.509 certificate). The X.509 Certificate Subject SHALL be set by the server based
on the information it extracts from the X.509 certificate that is created (as a result of a Certify or a Re-
certify operation) or registered (as part of a Register operation) and SHALL NOT be changed or deleted

before the object is destroyed.

If the Subject Alternative Name extension is included in the X.509 certificate and is marked critical within
the X.509 certificate itself, then an X.509 certificate MAY be issued with the subject field left blank.

Therefore an empty string is an acceptable value for the Subject Distinguished Name.

Obj ect Encoding REQUI RED
X.509 CertificiStructure
Subject Dis Byte StringYedut MAY be t
Name string
Subject Alt Byte StringYed,f the Subje
Name Distingui§hed
empty string.
Table 76: X.509 Certificate Subject Attribute Structure
SHALL al ways HYes
Initially set |Server
Modi fiable by |[No
Modi fi abl e by |No
Del etable by ¢No
Mul tiple inst@aNo
When implicitlRegister, c@arnt
Applies to ObjX.509 Certific¢
Table 77: X.509 Certificate Subject Attribute Rules
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3.12 X.509 Certificate Issuer

The X.509 Certificate Issuer attribute is a structure (see Table 82) used to identify the issuer of a X.509
certificate, containing the Issuer Distinguished Name (i.e., from the Issuer field of the X.509 certificate). It
MAY include one or more alternative names (e.g., email address, IP address, DNS name) for the issuer of
the certificate (i.e., from the Issuer Alternative Name extension within the X.509 certificate). The server
SHALL set these values based on the information it extracts from a X.509 certificate that is created as a
result of a Certify or a Re-certify operation or is sent as part of a Register operation. These values SHALL
NOT be changed or deleted before the object is destroyed.

Obj ect Encoding REQUI RED
X.5009i fCecate | §Structure
| ssuer Di st Byte StringYes
Name
| ssuer Al te Byte StringNo, MAY be rep¢
Name

Table 78: X.509 Certificate Issuer Attribute Structure

SHALL al ways HYes
Initially set |Sever
Modi fi able by |No
Modi fi able by |No
Del etable by dNo

Mul tiple instgNo

When implicitlRegisterRec@eartt
Applies to ObjX.509 Certifiq

Table 79: X.509 Certificate Issuer Attribute Rules

3.13 Certificate Identifier

This attribute is deprecated as of version 1.1 of this specification and MAY be removed from subsequent
versions of this specification. The X.509 Certificate Identifier attribute (see Section 3.10) SHOULD be
used instead.

The Certificate Identifier attribute is a structure (see Table 80) used to provide the identification of a
certificate. For X.509 certificates, it contains the Issuer Distinguished Name (i.e., from the Issuer field of
the certificate) and the Certificate Serial Number (i.e., from the Serial Number field of the certificate). For
PGP certificates, the Issuer contains the OpenPGP Key ID of the key issuing the signature (the signature
that represents the certificate). The Certificate Identifier SHALL be set by the server when the certificate is
created or registered and then SHALL NOT be changed or deleted before the object is destroyed.

Obj ect Encoding REQUI RED
Certificate |l d¢(Structure
|l ssuer Text StringVYes
Seri al Numb Text StringYes (for X.5009
(for PGP certil
do not contain

Table 80: Certificate Identifier Attribute Structure
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SHALL al ways HYes

Initially set |Sewer
Modi fiable by |[No
Modi fiable by |[No
Del etable by ¢No

Multiple instégNo

When implicitlRegister, c@ant

Applies to ObjCertificates

Table 81: Certificate Identifier Attribute Rules

3.14 Certificate Subject

This attribute is deprecated as of version 1.1 of this specification and MAY be removed from subsequent
versions of this specification. The X.509 Certificate Subject attribute (see Section 3.11) SHOULD be used
instead.

The Certificate Subject attribute is a structure (see Table 82) used to identify the subject of a certificate.
For X.509 certificates, it contains the Subject Distinguished Name (i.e., from the Subject field of the
certificate). It MAY include one or more alternative names (e.g., email address, IP address, DNS name)
for the subject of the certificate (i.e., from the Subject Alternative Name extension within the certificate).
For PGP certificates, the Certificate Subject Distinguished Name contains the content of the first User ID
packet in the PGP certificate (that is, the first User ID packet after the Public-Key packet in the
transferable public key that forms the PGP certificate). These values SHALL be set by the server based
on the information it extracts from the certificate that is created (as a result of a Certify or a Re-certify
operation) or registered (as part of a Register operation) and SHALL NOT be changed or deleted before
the object is destroyed.

If the Subject Alternative Name extension is included in the certificate and is marked CRITICAL (i.e.,
within the certificate itself), then it is possible to issue an X.509 certificate where the subject field is left
blank. Therefore an empty string is an acceptable value for the Certificate Subject Distinguished Name.

Obj ect Encoding REQUI RED
Certificate SulStructure
Certificate Text StringYes, but MAY be¢g
Di stingui sh string
Certificate Text StringNo, MAY be repg¢
Al ternative

Table 82: Certificate Subject Attribute Structure

SHALL al waysal kYes
Initially set |Server
Modi fi able by |No
Modi fi able by |No
Del etabl e by dNo

Mul tiple instégNo

When i mpelti citlRegister, c@ertt

Applies to ObjCertificates

Table 83: Certificate Subject Attribute Rules
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3.15 Certificate Issuer

This attribute is deprecated as of version 1.1 of this specification and MAY be removed from subsequent
versions of this specification. The X.509 Certificate Issuer attribute (see Section 3.12) SHOULD be used
instead.

The Certificate Issuer attribute is a structure (see Table 85) used to identify the issuer of a certificate,
containing the Issuer Distinguished Name (i.e., from the Issuer field of the certificate). It MAY include one
or more alternative names (e.g., email address, IP address, DNS name) for the issuer of the certificate
(i.e., from the Issuer Alternative Name extension within the certificate). The server SHALL set these
values based on the information it extracts from a certificate that is created as a result of a Certify or a
Re-certify operation or is sent as part of a Register operation. These values SHALL NOT be changed or
deleted before the object is destroyed.

Obj ect Encoding REQUI RED
Certificate | s¢Structure
Certificate Text StringlYes
Di stingui sh
Certificate Text StringNo, MAY be r epg¢q
Al ternative

Table 84: Certificate Issuer Attribute Structure

SHALL al ways HYes

Initially set |Server
Modi fi able by |No
Modi fiabl e by |No
Del etable by (¢No

Mul tiple instgNo

When implicitlRegister, R@ert

Applies to ObjCertificates

Table 85: Certificate Issuer Attribute Rules

3.16 Digital Signature Algorithm

The Digital Signature Algorithm attribute identifies the digital signature algorithm associated with a
digitally signed object (e.qg., Certificate). This attribute SHALL be set by the server when the object is
created or registered and then SHALL NOT be changed or deleted before the object is destroyed.

Object Encoding

Digital SignatiEnumer steigond, 3.

Table 86: Digital Signature Algorithm Attribute
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SHALL al ways HYes

Initially set |Server
Modi fiable by |[No
Modi fiable by |[No
Del etable by ¢No

Mul thptances fYes for PGP ke
X. 509 certifiocg

When implicitlCertitgrtReéy,

Applies to ObjCertificates,

Table 87: Digital Signature Algorithm Attribute Rules

3.17 Digest

The Digest attribute is a structure (see Table 88) that contains the digest value of the key or secret data
(i.e., digest of the Key Material), certificate (i.e., digest of the Certificate Value), or opaque object (i.e.,
digest of the Opaque Data Value). If the Key Material is a Byte String, then the Digest Value SHALL be
calculated on this Byte String. If the Key Material is a structure, then the Digest Value SHALL be
calculated on the TTLV-encoded (see Section 9.1) Key Material structure. The Key Format Type field in
the Digest attribute indicates the format of the Managed Object from which the Digest Value was
calculated. Multiple digests MAY be calculated using different algorithms listed in Section 9.1.3.2.16
and/or key format types listed in Section 9.1.3.2.3. If this attribute exists, then it SHALL have a mandatory
attribute instance computed with the SHA-256 hashing algorithm. For objects registered by a client, the
server SHALL compute the digest of the mandatory attribute instance using the Key Format Type of the
registered object. In all other cases, the server MAY use any Key Format Type when computing the
digest of the mandatory attribute instance, provided it is able to serve the object to clients in that same
format. The digest(s) are static and SHALL be set by the server when the object is created or registered,
provided that the server has access to the Key Material or the Digest Value (possibly obtained via out-of-
band mechanisms).

Obj ect Encoding REQUI RED
Di gest Structure
Hashing Alg Enumer ationYes
9.1.3.2.16
Digest Valu Byte StringYes, i f the sert
the Digest Val |
Materi al (for

dat a)Certthief i cat
certificates)

Data Value (for
objects).

Key For mat Enumer ati onYes, i f the Mar
9.1.3.2.3 kegyr secret.dat
Table 88: Digest Attribute Structure
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SHALL al ways HYes, if the se¢
to the Digest
Key Materi al
secret dat a),
Value (for cer
Opaque Datoar Ve
opaque object g

Initially set |Server
Modi fiable by |No
Modi fiable by |No
Del etable by dNo

Mul tiple instaYes

When implicitlCreate, Creat ¢
Regi ster, Oerrti
Recert i-Kegy RReey
Key Pair

Applies to ObjAI I Cryptografy
Opaque Object g

Table 89: Digest Attribute Rules

3.18 Operation Policy Name

The Operation Policy Name Attribute is deprecated as of version 1.3 of this specification and MAY be
removed from subsequent versions of the specification.

An operation policy controls what entities MAY perform which key management operations on the object.

The content of the Operation Policy Name attribute is the name of a policy object known to the key
management system and, therefore, is server dependent. The named policy objects are created and

managed using mechanisms outside the scope of the protocol. The policies determine what entities MAY
perform specified operations on the object, and whichof t he obj ect éds attributes
deleted. The Operation Policy Name attribute SHOULD be set when operations that result in a new

Managed Object on the server are executed. It is set either explicitly or via some default set by the server,
which then applies the named policy to all subsequent operations on the object.

Object Encoding

Operation Poli(Text String

Table 90: Operation Policy Name Attribute
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SHALL al ways IHlNo
Initially set Server or Cl i g
Modi fi able by |Yes
Modi fiable by |[No
Del etable by ¢No

Multiple instégNo

When implicitlCreate, Creat ¢
Regi st erKeyDe rC
Recert i-K gy RReey
Key Pair

Applies to ObjAll ©Objec

Table 91: Operation Policy Name Attribute Rules

3.18.1 Operations outside of operation policy control

Some of the operations SHOULD be allowed for any client at any time, without respect to operation
policy. These operations are:

Create

Create Key Pair
Register

Certify
Re-certify
Validate

Query

Cancel

Poll

= =4 =4 =4 4 -4 -4 -4 -

3.18.2 Default Operation Policy

A key management system implementation MAY implement a named operation policy, which is used for
objects when the Operation Policy attribute is not specified by the Client in operations that result in a new
Managed Object on the server, or in a template specified in these operations. This policy is named
default. It specifies the following rules for operations on objects created or registered with this policy,
depending on the object type.

3.18.2.1 Default Operation Policy for Secret Objects

This policy applies to Symmetric Keys, Private Keys, Split Keys, Secret Data, and Opaque Objects.

The Default Operation Policy for Template Objects is deprecated as of version 1.3 of this specification
and MAY be removed from subsequent versions of the specification.
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Def adedr ati on Policy for §
Operation Policy
Rek ey Al'l owed to owne
Rekey Key Pair Al'l owed to owne
Derive Key Al'l owed to owne
Locate Al'l owed to owne
Check Al'l owed to owne
Ge't Al'l owed to owne
GeAttributes Al'l owed to owne
Get Attribute LAIl owed to owne
Add Attribute Al'l owed to owne
Modi fy Attribut/Al'l owed to owne
Del etieb WAtt & r Al'l owed to owne
Obtain Lease Al l owed to owne
Get Ushbecati onAll owed to owne
Activate Al l owed to owne
Revoke Al l owed to owne
Destroy Al'l owed to owne
Archi ve Al'l owed to owne
Recover Al l owed rt ®mndwne

Table 92: Default Operation Policy for Secret Objects

3.18.2.2 Default Operation Policy for Certificates and Public Key Objects

This policy applies to Certificates and Public Keys.

The Default Operation Policy for Template Objects is deprecated as of version 1.3 of this specification
and MAY be removed from subsequent versions of the specification.
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Def ault Operation Policy for
Obj ect s
Operati on Policy
Locate All owed to all
Check All owed to all
Get Al owed to alll
Get Attributes |[Allowed to all
Get Attribute LAIl owed to all
Add Attribute Al'l owed to owne
Modi fy Attri but/All owed to owne
Del ete Attri but/All owed to owne
Obtain Lease Al'l owed to all
Activate Al'l owed to owne
Revoke Al'l owed to owne
Destroy Al l owed ool pwne
Archi ve Al'l owed to owne
Recover Al'l owed to owne

Table 93: Default Operation Policy for Certificates and Public Key Objects

3.18.2.3 Default Operation Policy for Tem plate Objects

The Default Operation Policy for Template Objects is deprecated as of version 1.3 of this specification
and MAY be removed from subsequent versions of the specification.

The operation policy specified as an attribute in the Register operation for a template object is the
operation policy used for objects created using that template, and is not the policy used to control
operations on the template itself. There is no mechanism to specify a policy used to control operations on
template objects, so the default policy for template objects is always used for templates created by clients
using the Register operation to create template objects.

Def ault Operation Policy for
Operati on Policy
Locate Al'l owed to owne
Get Al'l owed to owne
Get Attributes |[All owed to owne
Get Attribute LAl Il owed to owne
Add Attribute Al l owed to owne
Modi fy Attri but/All owed to ownhne
Del ete Attri but/All owed to ownhe
Destroy Al'l owed to owne
Angperation reflAll owed to owne
Templ ate wusing

Attribute

Table 94: Default Operation Policy for Private Template Objects
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In addition to private template objects (which are controlled by the above policy, and which MAY be
created by clients or the server), publicly known and usable templates MAY be created and managed by
the server, with a default policy different from private template objects.

Def ault Operation Policy for
Operation Policy
Locate Al'l owed to all
Ge't Al'l owed to all

Get Attributes |All owed to all
Get Attribute LAIIl owed to all

Add Attribute Di sall owed to a
Modi fy AttributDisallowed to a
Del ete AttributDisallowed to a
Destroy Disall owed to a
Anyper ation ref|All owed to alll

Templ ate wusing
Attribute

Table 95: Default Operation Policy for Public Template Objects

3.19 Cryptographic Usage Mask

The Cryptographic Usage Mask attribute defines the cryptographic usage of a key. This is a bit mask that
indicates to the client which cryptographic functions MAY be performed using the key, and which ones
SHALL NOT be performed.

Sign

Verify

Encrypt

Decrypt

Wrap Key

Unwrap Key

Export

MAC Generate

MAC Verify

Derive Key

Content Commitment
Key Agreement
Certificate Sign

CRL Sign

Generate Cryptogram
Validate Cryptogram
Translate Encrypt
Translate Decrypt
Translate Wrap
Translate Unwrap

E R . I R R R R R

This list takes into consideration values that MAY appear in the Key Usage extension in an X.509
certificate. However, the list does not consider the additional usages that MAY appear in the Extended
Key Usage extension.

X.509 Key Usage values SHALL be mapped to Cryptographic Usage Mask values in the following
manner:
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X.509 Key Usagehtia dsymteo grrass

X.509 Key UsageCryptographic U
Val ue

digital Signatur|{Sign or Verify

content Commi t mgContent Commi t n
(Non Repudiatio

keyEncipherment/Wrap Key or Unw
dat aEnci pher menEncrypt or Decr
keyAgr ¢emen Key Agreement
keyCert Sign Certificate Sig
cRLSign CRL Sign
encipher Only Encrypt

deci pher Onl y Decrypt

Table 96: X.509 Key Usage to Cryptographic Usage Mask Mapping

Obj ect Encoding

Cryptographic I nteger

Table 97: Cryptographic Usage Mask Attribute

SHALL al ways HYes
Initially set Server or Cl i g
Modi fi able by |Yes
Modi fi abl e by |No
Del etbayblcel i ent|No

Mul tiple instgNo

When implicitlCeat e, Create
Register, Der i
Recert i-K gy RReey
Key Pair

Applies to ObjAlIl Cryptogr aj
Templ at es

Table 98: Cryptographic Usage Mask Attribute Rules

3.20 Lease Time

The Lease Time attribute defines a time interval for a Managed Cryptographic Object beyond which the
client SHALL NOT use the object without obtaining another lease. This attribute always holds the initial
length of time allowed for a lease, and not the actual remaining time. Once its lease expires, the client is
only able to renew the lease by calling Obtain Lease. A server SHALL store in this attribute the maximum
Lease Time it is able to serve and a client obtains the lease time (with Obtain Lease) that is less than or
equal to the maximum Lease Time. This attribute is read-only for clients. It SHALL be modified by the
server only.
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Object Encoding

Lease Ti me I nterval

Table 99: Lease Time Attribute

SHALL al ways |[No
Initially set|Sever
Modi fi abl e bylYes
Modi fi abl e bylNo
Del etable by [No

Mul tiple inst|No

When i mplicit/ CreaGreeate Key P
Derive Key;ceQetrit
Rekey Rey Key Pa

Applies to ObAlry@tographic (

Table 100: Lease Time Attribute Rules

3.21 Usage Limits

The Usage Limits attribute is a mechanism for limiting the usage of a Managed Cryptographic Object. It
only applies to Managed Cryptographic Objects that are able to be used for applying cryptographic
protection and it SHALL only reflect their usage for applying that protection (e.g., encryption, signing,
etc.). This attribute does not necessarily exist for all Managed Cryptographic Objects, since some objects
are able to be used without limit for cryptographically protecting data, depending on client/server policies.
Usage for processing cryptographically protected data (e.g., decryption, verification, etc.) is not limited.
The Usage Limits attribute has the three following fields:

1 Usage Limits Total i the total number of Usage Limits Units allowed to be protected. This is the
total value for the entire life of the object and SHALL NOT be changed once the object begins to
be used for applying cryptographic protection.

1 Usage Limits Count i the currently remaining number of Usage Limits Units allowed to be
protected by the object.

1 Usage Limits Unit 7 The type of quantity for which this structure specifies a usage limit (e.g., byte,
object).

When the attribute is initially set (usually during object creation or registration), the Usage Limits Count is
set to the Usage Limits Total value allowed for the useful life of the object, and are decremented when the
object is used. The server SHALL ignore the Usage Limits Count value if the attribute is specified in an
operation that creates a new object. Changes made via the Modify Attribute operation reflect corrections
to the Usage Limits Total value, but they SHALL NOT be changed once the Usage Limits Count value
has changed by a Get Usage Allocation operation. The Usage Limits Count value SHALL NOT be set or
modified by the client via the Add Attribute or Modify Attribute operations.

Obj ect Encoding REQUI RED
Usage Limits Structure

Usage Li mi Long I ntedYes

Usasge Li mit Long I ntedYes

Usage Li mi Enumer ati dYes

9.1.3.2.31

Table 101: Usage Limits Attribute Structure
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SHALL al ways |No

onl vy)

Initially set|Server (Tot auni tQo uonrt ,Clainednt

Modi fi abl e bylYes

Modi fi able byYes (Tot al

and/ or
has not been

Uni t
performed)

only

performed

Del etable by |Yes, as IGeng Usage Al

|l ocatio

Mul tiple inst|No

When i mplicit|Create, Create
key Key Geati rUsage

Key

Al l

Pai rk,e yRRB
ocati on

Applies to ObKeys, Templ ates

Table 102: Usage Limits Attribute Rules

3.22 State

This attribute is an indication of the State of an object as known to the key management server. The State
SHALL NOT be changed by using the Modify Attribute operation on this attribute. The State SHALL only
be changed by the server as a part of other operations or other server processes. An object SHALL be in
one of the following states at any given time. (Note: These states correspond to those described in

[SP800-57-1]).

1 Pre-Active: The object exists and SHALL NOT  Figure 1: Cryptographic Object States and Transitions

be used for any cryptographic purpose.

f Active: The object SHALL be transitioned to the
Active state prior to being used for any cryptographic
purpose. The object SHALL only be used for all
cryptographic purposes that are allowed by its
Cryptographic Usage Mask attribute. If a Process
Start Date (see 3.25) attribute is set, then the object
SHALL NOT be used for cryptographic purposes prior
to the Process Start Date. If a Protect Stop Date (see
3.26) attribute is set, then the object SHALL NOT be
used for cryptographic purposes after the Process
Stop Date.

1 Deactivated: The object SHALL NOT be used for
applying cryptographic protection (e.g., encryption,
signing, wrapping, MACing, deriving) . The object
SHALL only be used for cryptographic purposes
permitted by the Cryptographic Usage Mask attribute.
The object SHOULD only be used to process
cryptographically-protected information (e.g.,
decryption, signature verification, unwrapping, MAC
verification under extraordinary circumstances and
when special permission is granted.

Pre-Active

Active

Deactivated

Destroyed

10

Compromised

Destroyed
Compromised

1 Compromised: The object SHALL NOT be used for applying cryptographic protection (e.g.,
encryption, signing, wrapping, MACing, deriving). The object SHOULD only be used to process
cryptographically-protected information (e.g., decryption, signature verification, unwrapping, MAC
verification in a client that is trusted to use managed objects that have been compromised. The
object SHALL only be used for cryptographic purposes permitted by the Cryptographic Usage

Mask attribute.
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1
1

Destroyed: The object SHALL NOT be used for any cryptographic purpose.

Destroyed Compromised: The object SHALL NOT be used for any cryptographic purpose;
however its compromised status SHOULD be retained for audit or security purposes.

State transitions occur as follows:

1.

10.

The transition from a non-existent key to the Pre-Active state is caused by the creation of the
object. When an object is created or registered, it automatically goes from non-existent to Pre-
Active. If, however, the operation that creates or registers the object contains an Activation Date
that has already occurred, then the state immediately transitions from Pre-Active to Active. In this
case, the server SHALL set the Activation Date attribute to the value specified in the request, or
fail the request attempting to create or register the object, depending on server policy. If the
operation contains an Activation Date attribute that is in the future, or contains no Activation Date,
then the Cryptographic Object is initialized in the key management system in the Pre-Active state.

The transition from Pre-Active to Destroyed is caused by a client issuing a Destroy operation. The
server destroys the object when (and if) server policy dictates.

The transition from Pre-Active to Compromised is caused by a client issuing a Revoke operation
with a Revocation Reason of Compromised.

The transition from Pre-Active to Active SHALL occur in one of three ways:
1 The Activation Date is reached,

1 A client successfully issues a Modify Attribute operation, modifying the Activation Date to a
date in the past, or the current date, or

1 Aclient issues an Activate operation on the object. The server SHALL set the Activation
Date to the time the Activate operation is received.

The transition from Active to Compromised is caused by a client issuing a Revoke operation with
a Revocation Reason of Compromised.

The transition from Active to Deactivated SHALL occur in one of three ways:
1 The object's Deactivation Date is reached,
1 Aclientissues a Revoke operation, with a Revocation Reason other than Compromised, or

1 The client successfully issues a Modify Attribute operation, modifying the Deactivation Date
to a date in the past, or the current date.

The transition from Deactivated to Destroyed is caused by a client issuing a Destroy operation, or
by a server, both in accordance with server policy. The server destroys the object when (and if)
server policy dictates.

The transition from Deactivated to Compromised is caused by a client issuing a Revoke operation
with a Revocation Reason of Compromised.

The transition from Compromised to Destroyed Compromised is caused by a client issuing a
Destroy operation, or by a server, both in accordance with server policy. The server destroys the
object when (and if) server policy dictates.

The transition from Destroyed to Destroyed Compromised is caused by a client issuing a Revoke
operation with a Revocation Reason of Compromised.

Only the transitions described above are permitted.

Object Encodi ng
St at e Enumer asteigod, 3.
Table 103: State Attribute
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SHALL al ways VHYes
Initially set |Server
Modi fiable by | Yes

Modi fiable by No, but onl
response to ocer
(see above)

Del etabl e by dNo

Mul tiple instédNo

When implicitlCreate, Create
Regi ster, Deri v
Revoke, Destr-oy
certi-Kegy,-kRdee Ke

Appl i@kj] d ot TyAlChyptogOhaedt s
Table 104: State Attribute Rules

3.23 Initial Date

The Initial Date attribute contains the date and time when the Managed Object was first created or
registered at the server. This time corresponds to state transition 1 (see Section 3.22). This attribute
SHALL be set by the server when the object is created or registered, and then SHALL NOT be changed
or deleted before the object is destroyed. This attribute is also set for non-cryptographic objects (e.qg.,
templates) when they are first registered with the server.

Object Encoding

I nitial Dat e DatTe me

Table 105: Initial Date Attribute

SHALL al ways VHhYes
Initially set Server
Modi fiable by |No
Modi f iyabkclle elnt |[No
Del etabl e by dNo

Mul tiple instaNo

When implicitlCreate, CPea&iat e

Register, Deri v
Recert i-Kegy,-kRiee K
Pair

Applies to ODbjAI I Objects

Table 106: Initial Date Attribute Rules

3.24 Activation Date

The Activation Date attribute contains the date and time when the Managed Cryptographic Object MAY
begin to be used. This time corresponds to state transition 4 (see Section 3.22). The object SHALL NOT
be used for any cryptographic purpose before the Activation Date has been reached. Once the state
transition from Pre-Active has occurred, then this attribute SHALL NOT be changed or deleted before the
object is destroyed.
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Object

Encodg

Act i v

ation Dat

(DatTe me

Table 107: Activation Date Attribute

SHALL al ways [INo

Initially set Server or Clien

Modi fiable by |Yes, only -wbilie
state

Modi fiable by |Yes, onl Pr-wbii e
state

Del etabl e by dNo

Mul tiple instédNo

When implicitlCreate, Create
Register, Deri v
CertitgrtREgyY,-R
key Key Pair

Applies to ObjAICryptographic
Templsat e

Table 108: Activation Date Attribute Rules

3.25 Process Start Dat

e

The Process Start Date attribute is the date and time when a Managed Symmetric Key Object MAY begin
to be used to process cryptographically protected information (e.g., decryption or unwrapping), depending
on the value of its Cryptographic Usage Mask attribute. The object SHALL NOT be used for these
cryptographic purposes before the Process Start Date has been reached. This value MAY be equal to or
later than, but SHALL NOT precede, the Activation Date. Once the Process Start Date has occurred, then
this attribute SHALL NOT be changed or deleted before the object is destroyed.

Obj ect

Encoding

Proce

ss Start

IDa tTe me

Table 109: Process Start Date Attribute
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SHALL al ways [INo

Initially set |Server or Clien

Modi fiable by|Yes, only -wbilie
Active state an
Process Start D
not reached.

Modi fiable by |Yes, only -Wtiivlee
Active state an
Process Start D
not reached.

Del etabl e by dNo

Mul tiple instagNo

When implicitlCreate, Registe
Rek ey

Applies to ObjSymmetric Keys,
symmeitc keys, Tg¢

Table 110: Process Start Date Attribute Rules

3.26 Protect Stop Date

The Protect Stop Date attribute is the date and time after which a Managed Symmetric Key Object
SHALL NOT be used for applying cryptographic protection (e.g., encryption or wrapping), depending on
the value of its Cryptographic Usage Mask attribute. This value MAY be equal to or earlier than, but
SHALL NOT be later than the Deactivation Date. Once the Protect Stop Date has occurred, then this
attribute SHALL NOT be changed or deleted before the object is destroyed.

Obj ect Encoding
Protect Stop DiDatTéd me
Table 111: Protect Stop Date Attribute

SHALL al ways HKNo

Initially set |Server or Clien

Modi fi adbrl werby |Yes, only -wbilioe
Active state an
Protect Stop Da
reached.

Modi fiable by |Yes, only -wbfiflie
Active state an
Protect Stop Da
reached.

Del etablng by «No

Mul tiple instégNo

When implicitlCreate, Registe
Rek ey

Appl i@l dot Ty Symmetric Keys,
symmetric keys,

Table 112: Protect Stop Date Attribute Rules
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3.27 Deactiva tion Date

The Deactivation Date attribute is the date and time when the Managed Cryptographic Object SHALL
NOT be used for any purpose, except for decryption, signature verification, or unwrapping, but only under
extraordinary circumstances and only when special permission is granted. This time corresponds to state
transition 6 (see Section 3.22). This attribute SHALL NOT be changed or deleted before the object is
destroyed, unless the object is in the Pre-Active or Active state.

Obj ect

Encoding

Deactivati on

DiDatTe me

Table 113: Deactivation Date Attribute

SHALL al ways IHKNo

Initially set Server or Clien

Modi fiable by |Yes, only -wbilie
Active state

Modi fibhbyabd¢lei entlYes, onl Pr-abii e
Active state

Del etabl e by (No

Mul tiple instaNo

When implicitlCreate, Create
Register, Deri v
Certi-tgrtREgY,-R
key Key Pair

Applies tosObjAICryptographic

Templ at es

Table 114: Deactivation Date Attribute Rules

3.28 Destroy Date

The Destroy Date attribute is the date and time when the Managed Object was destroyed. This time
corresponds to state transitions 2, 7, or 9 (see Section 3.22). This value is set by the server when the
object is destroyed due to the reception of a Destroy operation, or due to server policy or out-of-band

administrative action.

Obj ect

Encoding

Destroy

Dat e

Da t-Bi me

Table 115: Destroy Date Attribute
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SHALL al ways [INo
Initially set |Server
Modi fiable by |No
Modi fiable by |No
Del etbayb Icel i ent No

Mul tiple instagNo

When i mplicitlDesyro

Applies to ObjAI I Cryptograph
Opaque Objects

Table 116: Destroy Date Attribute Rules

3.29 Compromise Occurrence Date

The Compromise Occurrence Date attribute is the date and time when the Managed Cryptographic
Object was first believed to be compromised. If it is not possible to estimate when the compromise
occurred, then this value SHOULD be set to the Initial Date for the object.

Object Encoding

Compromi se Occi(DatTeé me

Table 117: Compromise Occurrence Date Attribute

SHALL al ways UHNo
Initially set |Server
Modi fi able by | No
Modi fi able by | No
Del etable by (No

Mul tiple instéiNo

When implicitl|Revoke

Applies tosObjAIll Cryptographic OKL

Table 118: Compromise Occurrence Date Attribute Rules

3.30 Compromise Date

The Compromise Date attribute contains the date and time when the Managed Cryptographic Object
entered into the compromised state. This time corresponds to state transitions 3, 5, 8, or 10 (see Section
3.22). This time indicates when the key management system was made aware of the compromise, not
necessarily when the compromise occurred. This attribute is set by the server when it receives a Revoke
operation with a Revocation Reason of Compromised code, or due to server policy or out-of-band
administrative action.

Object Encodi ng

Compromi se Dat (DatTe me

Table 119: Compromise Date Attribute
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SHALL al ways

hNo

Initially set

Server

Modi fiabl e

by

N o

Modi fiabl e

by

N o

Del et abl e

by

(No

Mul tiple inst

éNo

When implicit

IRevoke

Applies to Ob

jAl'l CrypObgeapsj cOp

Table 120: Compromise Date Attribute Rules

3.31 Revocation Reason

The Revocation Reason attribute is a structure (see Table 121) used to indicate why the Managed

Cryptographic Objectwasr ev ok ed (

e.g., Meamprecvibosedoo

is only set by the server as a part of the Revoke Operation.

|l onger

The Revocation Message is an OPTIONAL field that is used exclusively for audit trail/logging purposes

and MAYcont ai n addi ti onal

information about

why

t he

AiMachine decommi ssionedodo) .
Obj ect Encoding REQUI RED
Revocation ReasStructure
Revocation Enumer ationYes
Code 9.1.3.2.19
Revocation Text StringNo
Table 121: Revocation Reason Attribute Structure
SHALL al ways IINo
Initially set |[Server
Modi fi alkelreeebby (Yes
Modi fiable by |No
Del etabl e by «No
Mul t i pl es ipnesrtmNoO
When implicitlRevoke
Applies to ObjAI I Cryptographic Ob

Table 122: Revocation Reason Attribute Rules

3.32 Archive Date

The Archive Date attribute is the date and time when the Managed Object was placed in archival storage.
This value is set by the server as a part of the Archive operation. The server SHALL delete this attribute

whenever a Recover operation is performed.

Obj ect

Encoding

Archi ve Dat

e DatTe me

Table 123: Archive Date Attribute
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SHALL al ways [INo
Initially set |Server
Modi fiable by |No

Modi fiable by |No

Del etbayb Icel i ent No

Mul tiple instagNo

When implicitlArchive
Applies to ODbjAIl cGbsj e

Table 124: Archive Date Attribute Rules

3.33 Object Group

An object MAY be part of a group of objects. An object MAY belong to more than one group of objects. To

assign an object to a group of objects, the object group name SHOULDbe set i nt
is a reserved Text String for Object Group.
Object Encoding
Object Group Text String
Table 125: Object Group Attribute
SHALL al ways [INo
Initially set |Client or Server
Modilfé alby ser vYes
Modi fi able by |Yes
Del etable by (Yes
Mul tiple instaYes
When implicitlCreate, Create Key Pai
Certi-tgrt R Regy RRey Key
Applies to ObjAIl I Objects

Table 126: Object Group Attribute Rules

3.34 Fresh

o this

The Fresh attribute is a Boolean attribute that indicates that the object has not yet been served to a client.
The Fresh attribute SHALL be set to True when a new object is created on the server. The server SHALL
change the attribute value to False as soon as the object has been served to a client.

Obj ec

t

Encodi

ng

Fresh

Bool ean

Table 127: Fresh Attribute
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SHALL al ways INo

Initially set |Clienteor Serv

Modi fi able by |Yes

Modi fiable by |No

Del etable by «No

Multiple instaéaNo

When implicitlCreate, Create Key Pai
Certitgrt REgy ,-kRiRye Ke,y
Rekey Key Pair

Appliesctto TOlpjAI Il Cryptographic Obj €

Table 128: Fresh Attribute Rules

3.35 Link

The Link attribute is a structure (see Table 129) used to create a link from one Managed Cryptographic
Object to another, closely related target Managed Cryptographic Object. The link has a type, and the
allowed types differ, depending on the Object Type of the Managed Cryptographic Object, as listed
below. The Linked Object Identifier identifies the target Managed Cryptographic Object by its Unique
Identifier. The link contains information about the association between the Managed Cryptographic
Objects (e.g., the private key corresponding to a public key; the parent certificate for a certificate in a
chain; or for a derived symmetric key, the base key from which it was derived).

Possible values of Link Type in accordance with the Object Type of the Managed Cryptographic Object

are:

kmip-spec-v1.4-errata0l-os-redlined
Standards Track Work Product

Private Key Link: For a Public Key object: the private key corresponding to the public key.

Public Key Link: For a Private Key object: the public key corresponding to the private key. For a
Certificate object: the public key contained in the certificate.

Certificate Link: For Certificate objects: the parent certificate for a certificate in a certificate chain.
For Public Key objects: the corresponding certificate(s), containing the same public key.

Derivation Base Object Link: For a derived Symmetric Key or Secret Data object: the object(s)
from which the current symmetric key was derived.

Derived Key Link: the symmetric key(s) or Secret Data object(s) that were derived from the
current object.

Replacement Object Link: For a Symmetric Key, an Asymmetric Private Key, or an Asymmetric
Public Key object: the key that resulted from the re-key of the current key. For a Certificate object:
the certificate that resulted from the re-certify. Note that there SHALL be only one such
replacement object per Managed Object.

Replaced Object Link: For a Symmetric Key, an Asymmetric Private Key, or an Asymmetric
Public Key object: the key that was re-keyed to obtain the current key. For a Certificate object: the
certificate that was re-certified to obtain the current certificate.

Parent Link: For all object types: the owner, container or other parent object corresponding to the
object.

Child Link: For all object types: the subordinate, derived or other child object corresponding to the
object.

Previous Link: For all object types: the previous object to this object.

Next Link: For all object types: the next object to this object.
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The Link attribute SHOULD be present for private keys and public keys for which a certificate chain is
stored by the server, and for certificates in a certificate chain.

Note that it is possible for a Managed Object to have multiple instances of the Link attribute (e.g., a
Private Key has links to the associated certificate, as well as the associated public key; a Certificate
object has links to both the public key and to the certificate of the certification authority (CA) that signed
the certificate).

It is also possible that a Managed Object does not have links to associated cryptographic objects. This
MAY occur in cases where the associated key material is not available to the server or client (e.g., the
registration of a CA Signer certificate with a server, where the corresponding private key is held in a
different manner).

Obj ect Encoding REQUI RED
Link Structure

Link Type Enumer ati9ond, 3s@e¢Yes

Linked Ob Text String Yes

Il dent i f3i. g

Table 129: Link Attribute Structure

SHALL al ways [HNo

Initially set Client or Server
Modi fi able by |Yes
Modi fi abl e by |Yes
Del etable by «Yes

Mul tiple insteéeYes

When implicitlCreat deaKey Derive -Key
certi-Kgy RRey Key Pair

Applies to ODbjAICr ypt ogQhbajpehcitcs

Table 130: Link Attribute Structure Rules

3.36 Application Specific Information

The Application Specific Information attribute is a structure (see Table 131) used to store data specific to
the application(s) using the Managed Object. It consists of the following fields: an Application Namespace
and Application Data specific to that application namespace.

Clients MAY request to set (i.e., using any of the operations that result in new Managed Obiject(s) on the
server or adding/modifying the attribute of an existing Managed Object) an instance of this attribute with a
particular Application Namespace while omitting Application Data. In that case, if the server supports this
namespace (as indicated by the Query operation in Section 4.25), then it SHALL return a suitable
Application Data value. If the server does not support this namespace, then an error SHALL be returned.

Obj ect Encoding REQUI RED

Application Sp¢(Structure
I nformation

Application NalText String Yes

Application DaiText String N o

Table 131: Application Specific Information Attribute
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SHALL al ways UHNo

Initially set |ClieBerwoer (only if
Data is omitted, in
Modi fiable by|Yes (only if the Ap
omitted ntn tdeuedt ke

Modi fi able by |Yes
Del etabl e by «Yes

Mul tiple instéYes

When liinepi t 1y s/Rekey Rey Key {Painitrif
Applies to ODbjAlIl Objects

Table 132: Application Specific Information Attribute Rules

3.37 Contact Information

The Contact Information attribute is OPTIONAL, and its content is used for contact purposes only. It is not
used for policy enforcement. The attribute is set by the client or the server.

Object Encodi ng

Contact manifon Text String

Table 133: Contact Information Attribute

SHALL al ways [HNo
Initially set |Client or Ser
Modi fi abl e by |Yes
Modi fi abl e by |Yes
Del etabl e by «Yes

Mul tiple insddégNo

Wheinmpl icitly |Create, Creat ¢
Register, Deri
Recert i-K gy JRReey
Key Pair

Applies to ObjAII Objects

Table 134: Contact Information Attribute Rules

3.38 Last Change Date

The Last Change Date attribute contains the date and time of the last change of the specified object.

Obj ect Encoding

Last Change DaiDatTd me

Table 135: Last Change Date Attribute
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SHALL al ways UHYes

Initially set |Server

Modi fiable by |Yes

Modi fiable by |No

Del etabl e by «No

Mul tiple instgNo

When implicitlCreate, Create Key Pa
Key, Activat e, Revoke
Recover, @Qerttiikgy HReey
Key PaAdd Attribute,
Del ete Attribute, Get

Applies to ObjAll Objects

Table 136: Last Change Date Attribute Rules

3.39 Custom Attribute

A Custom Attribute is a client- or server-defined attribute intended for vendor-specific purposes. It is
created by the client and not interpreted by the server, or is created by the server and MAY be interpreted
by the client. All custom attributes created by the client SHALL adhere to a naming scheme, where the
name of the attribute SHALL have a prefix of 'x-". All custom attributes created by the key management
server SHALL adhere to a naming scheme where the name of the attribute SHALL have a prefix of 'y-'.
The server SHALL NOT accept a client-created or modified attribute, where the name of the attribute has

a prefo6 x

DH e Qustan Attripyieds not able to identify the particular attribute; hence such an

attribute SHALL only appear in an Attribute Structure with its name as defined in Section 2.1.1.

Obj ect Encoding
Custom Attri butAny data type The name of th
structur e, t helSHALL startomi!
SHALL IN®Odl ude s
structures
Table 137 Custom Attribute
SHALL al ways [HNo
Initially set Client or Ser
Modi fi able by |Yes, focreated
attributes
Modi fiable by |Yes, f ecrr ecaltieedn
attributes
Del etabl e by (Yes, f ecrr ecaltieedn
athhuties
Mul tiple insteYes
When implicitlCreate, Creat ¢
Regi ster, Deri
Activat e, Re v (
Cetri f w,erRe-Kgy,
Rekey Key Pair
Applies to ObjAlI'l Objects

Table 138: Custom Attribute Rules
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3.40 Alternative Name

The Alternative Name attribute is used to identify and locate the object. This attribute is assigned by the
client, and the Alternative Name Value is intended to be in a form that humans are able to interpret. The
key management system MAY specify rules by which the client creates valid alternative names. Clients
are informed of such rules by a mechanism that is not specified by this standard. Alternative Names MAY
NOT be unique within a given key management domain.

Objce Encoding REQUI RED
Al ternative NalStructure

Al ternative Text StringVYes

Val ue

Al ternative Enumer ati onYes

9.1.3.2. 34
Table 139: Alternative Name Attribute Structure

SHALwagls have|No
Initially set |Client
Modi fiable by |Yes (Only if no va
Modi fi able by Yes
Del et abl e by (Yes
Mul tiple instgYes
Applies to ObjAI I Obj ects

Table 140: Alternative Name Attribute Rules

3.41 Key Value Present

Key Value Present is an OPTIONAL attribute of the managed object created by the server. It SHALL NOT
be specified by the client in a Register request. Key Value Present SHALL be created by the server if the
Key Value is absent from the Key Block in a Register request. The value of Key Value Present SHALL
NOT be modified by either the client or the server. Key Value Present attribute MAY be used as a part of
the Locate operation. This attribute does not apply to Templates, Certificates, Public Keys or Opaque

Objects.

Obj ect

Encodi

ng

REQUER

Key Val

ue

P Bool ean

N o

Table 141: Key Value Present Attribute
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SHALL al ways IHlNo

Initially set |Server

Modi fiablre by [No

Modi fiable by |[No

Del etable by ¢No

Mul tipl e piemsnti §No

When implicitlDuring Regi st g

Applies to ObjSymmetric Key,
Split Key, Sec¢

Table 142: Key Value Present Attribute Rules

3.42 Key Value Location

Key Value Location is an OPTIONAL attribute of a managed object. It MAY be specified by the client
when the Key Value is omitted from the Key Block in a Register request. Key Value Location is used to
indicate the location of the Key Value absent from the object being registered. This attribute does not

apply to Templates, Certificates, P

ublic Keys or Opaque Objects.

Obj ect Encoding REQUI RED
Key Value LocatStructure
Key Value L Text StringlYes
Val ue
Key Value L Enumer ati onYes
Type 9.1.3.2.35
Table 143: Key Value Location Attribute
SHALL al ways [HKNo
Initially set Client
Modi fiable by |[No
Modi fi able by |Yes
Del etabl e by «Yes
Mul tiple insteYes
When i mplicitlINever
Applies to ObjSymmetric Key,
Split Key, Sed

Table 144: Key Value Location Attribute Rules

3.43 Original Creation Date

The Original Creation Date attribute contains the date and time the object was originally created, which
can be different from when the object is registered with a key management server.

It is OPTIONAL for an object being registered by a client. The Original Creation Date MAY be set by the
client during a Register operation. If no Original Creation Date attribute was set by the client during a
Register operation, it MAY do so at a later time through an Add Attribute operation for that object.
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It is mandatory for an object created on the server as a result of a Create, Create Key Pair, Derive Key,
Re-key, or Re-key Key Pair operation. In such cases the Original Creation Date SHALL be set by the
server and SHALL be the same as the Initial Date attribute.

In all cases, once the Original Creation Date is set, it SHALL NOT be deleted or updated.

Object Encoding

Original CreatiDatTeé me

Table 145: Original Creation Date Attribute

SHALaU ways hav|No

I nitially set |[Cleihnt or Server (when obj
Server)

Modi fiable by No
Modi fiable by |No
Del etabl e by (No

Mul tiple instaNo

When implicitlCreate, Cred®dtei key-KRyi-r H
key Key Pair

Appl i esct oTYOmgAl I Objects

Table 146: Original Creation Date Attribute Rules

3.44 Random Number Generator

The Random Number Generator attribute contains the details of the random number generator used
during the creation of the managed cryptographic object.

Itis OPTIONAL for a managed cryptographic object being registered by a client. The Random Number
Generator MAY be set by the client during a Register operation. If no Random Number Generator
attribute was set by the client during a Register operation, it MAY do so at a later time through an Add
Attribute operation for that object.

It is mandatory for an object created on the server as a result of a Create, Create Key Pair, Derive Key,
Re-key, or Re-key Key Pair operation. In such cases the Random Number Generator SHALL be set by
the server depending on which random number generator was used. If the specific details of the random
number generator are unknown then the RNG Algorithm within the RNG Parameters structure SHALL be
set to Unspecified.

If one or more Random Number Generator attribute values are provided in the template attributes (either
directly or via reference to templates which contain Random Number Generator attribute values) in a
Create, Create Key Pair, Derive Key, Re-key, or Re-key Key Pair operation then the server SHALL use a
random number generator that matches one of the Random Number Generator attributes. If the server
does not support or is otherwise unable to use a matching random number generator then it SHALL fail
the request.

The Random Number Generator attribute SHALL NOT be copied from the original object in a Re-key or
Re-key Key Pair operation.

In all cases, once the Random Number Generator attribute is set, it SHALL NOT be deleted or updated.

Obj ect Encodi ng
Random Number GRNG Parametenl}

Table 147: Random Number Generator Attribute
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SHALL al ways [INo

Initially set |Client (when the object
andegiesed) or Server (wh
by Server)

Modi fiable by |No

Modi fiable by |No

Del etabl e by dNo

Mul tiple instédNo

When implicitlCreate, Create Key-kRyi-k &y
Key Pair

Appl i ebsj etcat Oy Al | Cryptographic Object

Table 148: Random Number Generator Attribute Rules

3.45 PKCS#12 Friendly Name

The PKCS#12 Friendly Name attribute is OPTIONAL. If supplied on a Register Private Key with Key
Format Type PKCS#12, it informs the server of the alias/friendly name (see [RFC7292]) under which the
private key and its associated certificate chain SHALL be found in the Key Material. If no such
alias/friendly name is supplied, the server SHALL record the alias/friendly name (if any) it finds for the first
Private Key in the Key Material.

When a Get with Key Format Type PKCS#12 is issued, this attribute informs the server what alias/friendly
name the server SHALL use when encoding the response. If this attribute is absent for the object on

which the Get is issued, the server SHOULD ®&#12 an al
Friendly Name is defined in ASN.1 with an EQUALITY MATCHING RULE of caselgnoreMatch, clients
and servers SHOULD utilize a lowercase text string.
Obj ect Encoding
PKCS#HRr2i endl y NText String

Table 149: PKCS#12 Friendly Name Attribute

SHALL al ways [HKNo

Initially set |Client or Ser

Modi fi abl e by |No

Modi fiabl e by |Yes

Del et abll iee bty Yes

Mul tiple instégNo

Applies to ObjManaged Crypt ¢

Obj ects

Table 150: Friendly Name Attribute Rules
3.46 Description
The Description attribute is OPTIONAL, and its content is used for informational purposes only. It is not
used for policy enforcement. The attribute is set by the client or the server.
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Obj ect Encoding

Description Text String
Table 151: Description Attribute

SHALL al ways IHNo
Initially set Client or Ser
Modi fi able by |Yes
Modi fi able by |Yes
Del etabl e by «Yes
Mul tiple instggNo
Applies to ObjAIdObj ect s

Table 152: Description Attribute Rules

3.47 Comment

The Comment attribute is OPTIONAL, and its content is used for informational purposes only. It is not

used for policy enforcement. The attribute is set by the client or the server.

Object Encoding

Description Text String
Table 153: Comment Attribute

SHALL al ways [HNo
Initially set |Client or Ser
Modi fi abl e by |Yes
Modi fi able by |Yes
Del etabl e by «Yes
Mul tiple instégNo
Applies to ODbjAll Objects

Table 154: Comment Rules

3.48 Sensitive

If True then the server SHALL prevent the object value being retrieved (via the Get operation) unless it is
wrapped by another key. The server SHALL set the value to False if the value is not provided by the
client.

Object

Sensitive

Encodi ng

Bool ean

Table 155: Sensitive Attribute
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SHALL al ways HYes
Initially set Client or Ser
Modi fi able by |Yes
Modi fi able by |Yes
Del etable by ¢No
Multiple instégNo

Whenplmcitly sWhen object ig
registered

Applies to ObjAlI'l Objects

Table 156: Sensitive Attribute Rules

3.49 Always Sensitive

The server SHALL set the value toTrue if the Sensitive attribute has always been True and the value to
False if the Sensitive attribute has ever been set to False.

Object Encoding

Sensitive Bool ean

Table 157: Always Sensitive Attribute

SHALL al ways HYes

Initially set |Server
Modi fi abl e by |Yes
Modi fiable by |[No
Del etabl e by dNo

Mul tiple instégNo

Whenmpl icitly |[When Sensitiveé
setclanged

Applies to ObjAI I Objects

Table 158: Always Sensitive Attribute Rules

3.50 Extr actable

If False then the server SHALL prevent the object value being retrieved (via the Get operation). The
server SHALL set the value to True if the value is not provided by the client.

Obj ect Encoding
Extractabl e Bool ean
Table 159: Extractable Attribute
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SHALL al ways HYes

Initially set Client or Ser
Modi fi able by |Yes
Modi fi able by |Yes

Del etable by ¢No

Multiple instégNo

When implicitlWhen object ig

r e geirsetd

Applies to ObjAlI'l Objects

Table 160: Extractable Attribute Rules

3.51 Never Extractable

The server SHALL set the value to True if the Extractable attribute has always been False, and set the
value to False if the Extractable attribute has ever been set to True.

Obj ect Encoding
Never ExtractalBool ean
Table 161: Never Extractable Attribute

SHALL al ways IfYes

Initially set Server

Modi fi abl e by |Yes

Modi fi abl e by |No

Del etable by (No

Mul tiimpdteances [No

When implicitlWheNevERtract g
attribute is
setchanged

Applies to ODbjAll Objects

Table 162: Never Extractable Attribute Rules
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4 Cl i tedter veprr@ti ons

The following subsections describe the operations that MAY be requested by a key management client.
Not all clients have to be capable of issuing all operation requests; however any client that issues a
specific request SHALL be capable of understanding the response to the request. All Object Management
operations are issued in requests from clients to servers, and results obtained in responses from servers
to clients. Multiple operations MAY be combined within a batch, resulting in a single request/response
message pair.

A number of the operations whose descriptions follow are affected by a mechanism referred to as the 1D
Placeholder.

The key management server SHALL implement a temporary variable called the ID Placeholder. This
value consists of a single Unique Identifier. It is a variable stored inside the server that is only valid and
preserved during the execution of a batch of operations. Once the batch of operations has been
completed, the ID Placeholder value SHALL be discarded and/or invalidated by the server, so that
subsequent requests do not find this previous ID Placeholder available.

The ID Placeholder is obtained from the Unique Identifier returned in response to the Create, Create Pair,
Reqister, Derive Key, Re-key, Re-key Key Pair, Certify, Re-Certify, Locate, and Recover operations. If
any of these operations successfully completes and returns a Unique Identifier, then the server SHALL
copy this Unique Identifier into the ID Placeholder variable, where it is held until the completion of the
operations remaining in the batched request or until a subsequent operation in the batch causes the ID
Placeholder to be replaced. If the Batch Error Continuation Option is set to Stop and the Batch Order
Option is set to true, then subsequent operations in the batched request MAY make use of the ID
Placeholder by omitting the Unique Identifier field from the request payloads for these operations.

Requests MAY contain attribute values to be assigned to the object. This information is specified with a
Template-Attribute (see Section 2.1.8) that contains zero or more template names and zero or more
individual attributes. If more than one template name is specified, and there is a conflict between the
single-instance attributes in the templates, then the value in the last of the conflicting templates takes
precedence. If there is a conflict between the single-instance attributes in the request and the single-
instance attributes in a specified template, then the attribute values in the request take precedence. For
multi-instance attributes, the union of attribute values is used when the attributes are specified more than
once.

The Template Managed Object is deprecated as of version 1.3 of this specification and MAY be removed
from subsequent versions of the specification. Individual Attributes SHOULD be used in operations which
currently support use of a Name within a Template-Attribute to reference a Template.

Responses MAY contain attribute values that were not specified in the request, but have been implicitly
set by the server. This information is specified with a Template-Attribute that contains one or more
individual attributes.

For any operations that operate on Managed Obijects already stored on the server, any archived object
SHALL first be made available by a Recover operation (see Section 4.23) before they MAY be specified
(i.e., as on-line objects).

Multi-part cryptographic operations (operations where a stream of data is provided across multiple
requests from a client to a server) are optionally supported by those cryptographic operations that include
the Correlation Value (see section 2.1.15), Init Indicator (see section 2.1.16) and Final Indicator (see
section 2.1.17) request parameters.

For multi-part cryptographic operations the following sequence is performed
1. On the first request
a. Provide an Init Indicator with a value of True
b. Provide any other required parameters
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c. Preserve the Correlation Value returned in the response for use in subsequent requests
d. Use the Data output (if any) from the response
2. On subsequent requests
a. Provide the Correlation Value from the response to the first request
b. Provide any other required parameters
c. Use the next block of Data output (if any) from the response
3. On the final request
a. Provide the Correlation Value from the response to the first request
b. Provide a Final Indicator with a value of True
c. Use the final block of Data output (if any) from the response

Single-part cryptographic operations (operations where a single input is provided and a single response
returned) the following sequence is performed:

1. On each request

a. Do not provide an Init Indicator, Final Indicator or Correlation Value or provide an Init
indicator and Final Indicator but no Correlation Value.

b. Provide any other required parameters
c. Use the Data output from the response

Data is always required in cryptographic operations except when either Init Indicator or Final Indicator is
true.

4.1 Create

This operation requests the server to generate a new symmetric key as a Managed Cryptographic Object.
This operation is not used to create a Template object (see Register operation, Section 4.3).

The request contains information about the type of object being created, and some of the attributes to be
assigned to the object (e.g., Cryptographic Algorithm, Cryptographic Length, etc.). This information MAY
be specified by the names of Template objects that already exist.

The response contains the Unique Identifier of the created object. The server SHALL copy the Unique
Identifier returned by this operation into the ID Placeholder variable.

Reqguest Payl oad
Object REQUI R Description

Obj expge,T3s 8e Yes Determines the typ
created.

Te mp lAattter i b 2t 4, 8s gYes Specifies desired
associated with th
templ at eisndindi/ du al
Thé@emplMatneaged Obj €
deprecated as of v
speci fication and
from subsequent ve
specification. Il nd
SHOULD be used in
currently s uNgne tw
aTemplAattter t bef er en g
Templ at e

Table 163: Create Request Payload
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Response Payl oad

Object REQUI R Description
Object Type&, see |Yes Type of object cre
Uni quei flideBh,tlsee Yes The Unique I dentif

created object.
Temp lAattter i b2t 4, 8s eNo An OPTI ONAL Iist o

with values t hati ew

the request, but h

set by the key man
Th&emplIMatneaged Obj €
deprecated as of v
p eciofni cantdi MAY be
rom subsequent ve
pecification. I nd
HOWL be used in of
currently support
aTemp lAattter t but ef er e
Templ at e

s
f

s
S

Table 164: Create Response Payload

Table 165 indicates which attributes SHALL be included in the Create request using the Template-
Attribute object.

Attribute REQUI RED
Cryptographic3Ald4gor |Yes

Cryptographic Uss.alg%|Yes

Table 165: Create Attribute Requirements

4.2 Create Key Pair

This operation requests the server to generate a new public/private key pair and register the two
corresponding new Managed Cryptographic Objects.

The request contains attributes to be assigned to the objects (e.g., Cryptographic Algorithm,
Cryptographic Length, etc.). Attributes and Template Names MAY be specified for both keys at the same
time by specifying a Common Template-Attribute object in the request. Attributes not common to both
keys (e.g., Name, Cryptographic Usage Mask) MAY be specified using the Private Key Template-Attribute
and Public Key Template-Attribute objects in the request, which take precedence over the Common
Template-Attribute object.

The Template Managed Obiject is deprecated as of version 1.3 of this specification and MAY be removed
from subsequent versions of the specification. Individual Attributes SHOULD be used in operations which
currently support use of a Name within a Template-Attribute to reference a Template.

For the Private Key, the server SHALL create a Link attribute of Link Type Public Key pointing to the
Public Key. For the Public Key, the server SHALL create a Link attribute of Link Type Private Key pointing
to the Private Key. The response contains the Unique Identifiers of both created objects. The ID
Placeholder value SHALL be set to the Unique Identifier of the Private Key.
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Request Payload

Obj ect REQUI R Description
Common TeMpt maitkrut ¢No Speciésiesed attrib
2.1.8 templ ates and/ or a
attributes to be a
new object that ap
Private and Public
Thé&empgldanaged Obj €
deprecated as of v
specification and
from subsequent ve
specification. I nd
SHOULD be used in
currently support
aTemp l-Aattter tob uted er e
Templ at e

Private KeAtiTempuiNo Specifies templ ate

2.1.8 be associ amedv wibfj ke
apply to the Priva
of precedence appl
Thé&empl|IMatneaged Obj €
deprecated as of v
speci ficat i orne naonvde (
from subsequent ve
specification. I nd
SHOULD hsed in ope
currently support
aTemp l-Aattter t but ef er e
Templ at e

Publ i c KeyAtTtermpbluatiNo Specifies templ ate

2.1.8 be associated with
apply to the Publi
of precedence appl
Thé&empl|IMatneaged Obj €
deprecated as of v
speci fi caAY obne \araatm
from subsequent ve
specification. I nd
SHOULD be used in
currently support
aTemp lAattter t but ef er e
Templ at e

Table 166: Create Key Pair Request Payload

For multi-instance attributes, the union of the values found in the templates and attributes of the

Common, Private, and Public Key Template-Attribute SHALL be used. For single-instance attributes, the

order of precedence is as follows:

1. attributes specified explicitly in the Private and Public Key Template-Attribute, then

attributes specified via templates in the Private and Public Key Template-Attribute, then

2
3. attributes specified explicitly in the Common Template-Attribute, then
4

attributes specified via templates in the Common Template-Attribute.
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If there are multiple templates in the Common, Private, or Public Key Template-Attribute, then the last
value of the single-instance attribute that conflicts takes precedence.

Response Payl oad
Objtec REQUI R Description
Private Key Uni Qu|Yes The Unique I dentif
created Private Ke
Public Key UniqllelYes The Unique I dentif
created Public Key
Private KeAttfTempuiNo An OPTI ONAL list o
2.1.8 Private Key Object
were not speeiquiesd
have been implicit
management server.
Th&emplIMatneaged Obj €
derpecated as of wve
specification and
from subsequent ve
specification. I nd
SHOULD be oypsadtiimnr
currently support
aTemp l-Aattter t but ef er €
Templ at e
Public KeyAtTtermpbluatiNo An OPTI ONAL 1list o
2.1.8 Publ i c Key OQbuyeesctt,
wer e notd sipnectihfei er ¢
have been implicit
management server.
Th&emplIMatneaged Obj €
deprecated as of v
specification and
from subsequent ve
speci fi cwitdwal. Atntd
SHOULDubed in oper
currently support
aTemp l-Aattter t but ef er e
Templ at e

Table 167: Create Key Pair Response Payload

Table 168 indicates which attributes SHALL be included in the Create Key pair request using Template-
Attribute objects, as well as which attributes SHALL have the same value for the Private and Public Key.
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At tri but ¢ REQUI RED SHALL <contain
value forvabeh
Publc Key
Cryptographi|Yes Yes
sed. 4
Cryptographi|No Yes
se@&. 5
Cryptographil|Yes N o
Mask,3sk@
Cryptographi|No Ye s
Par amet e3.s7
Cryptographi|No Yes
Par amet e3.s6

Table 168: Create Key Pair Attribute Requirements

Setting the same Cryptographic Length value for both private and public key does not imply that both
keys are of equal length. For RSA, Cryptographic Length corresponds to the bit length of the Modulus.
For DSA and DH algorithms, Cryptographic Length corresponds to the bit length of parameter P, and the
bit length of Q is set separately in the Cryptographic Domain Parameters attribute. For ECDSA, ECDH,
and ECMQYV algorithms, Cryptographic Length corresponds to the bit length of parameter Q.

4.3 Register

This operation requests the server to register a Managed Object that was created by the client or
obtained by the client through some other means, allowing the server to manage the object. The
arguments in the request are similar to those in the Create operation, but contain the object itself for

storage by the server.

The request contains information about the type of object being registered and attributes to be assigned
to the object (e.g., Cryptographic Algorithm, Cryptographic Length, etc.). This information SHALL be
specified by the use of a Template-Attribute object.

The response contains the Unique Identifier assigned by the server to the registered object. The server
SHALL copy the Unique Identifier returned by this operations into the ID Placeholder variable. The Initial
Date attribute of the object SHALL be set to the current time.
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Request

Payl oad

Object

REQUI R

Description

Object Type, see

Yes

Deter mi nes
registered.

the typ

Temp lAattter i b 2t 4, 8s e

Yes

Speci fies eddesiannad i
be associated with
templ ates an
ributes.

emp IMaatneaged Obj ¢
recated as of v
cification and
m subsequent ve
ci ficat ilotnt.r ilbnudt
U used in
rently support
aTemp lAattter t bef er en ¢
Templ at e

s i
tt
he&
ep
pe
ro
pe
HO
ur

oOmMmmw P oo Cc

Certificate, Symm|Yes The object ebeidng Th

Key, Public Key, ] and attributes MAY

Secret Data or Op

2.1.22

Table 169: Register Request Payload
Response Payl oad
Object REQUI R Description

Unique I dehtl fier|Yes The Unique I dentif
registered object.

Temp lAattter i b2t 4, 8s eNo An OPTI ONAL Iist o
with values that w
the request, nbputi ch
set by the key man
Thé@emplMatneaged Obj €
deprecated as of v
specification and
from subsequent ve
specification. I nd
SHOULD be used in
curtegnsupport use

aTemp lAattter t bef er en ¢
Templ at e

Table 170: Register Response Payload

If a Managed Cryptographic Object is registered, then the following attributes SHALL be included in the
Register request, either explicitly, or via specification of a template that contains the attribute.
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Attribut ¢ REQUI RED

s, bvAYomi tt

this info
capsul ated
ock. oboapp
cret Dat a.
e
n

Cryptographi
sed. 4

n Cryptog
gth bel ow
present .

s, bvAYomi tt
this info
capsul ated
| ock. Does

SectreDdtfa.pr e
then Cryptog
Alogr i t hm aboy
al so be pres

Cryptogrlagrg |
se&. 5

Certificate |Yes. Only ap
3.9 Certificates

Cryptogra
Mask,3sk@

Di gitatlurSe g
Al gor i td. 6

phi|Yes.

Yes, bvAAYomi tt
if this info
encapsul ated
Certificate
applies to C

n
S

Table 171: Register Attribute Requirements

4.4 Re-key

This request is used to generate a replacement key for an existing symmetric key. It is analogous to the
Create operation, except that attributes of the replacement key are copied from the existing key, with the
exception of the attributes listed in Random Number Generator 3.44.

As the replacement key takes over the name attribute of the existing key, Re-key SHOULD only be
performed once on a given key.

The server SHALL copy the Unique Identifier of the replacement key returned by this operation into the ID
Placeholder variable.

For the existing key, the server SHALL create a Link attribute of Link Type Replacement Object pointing
to the replacement key. For the replacement key, the server SHALL create a Link attribute of Link Type
Replaced Key pointing to the existing key.

An Offset MAY be used to indicate the difference between the Initialization Date and the Activation Date
of the replacement key. If no Offset is specified, the Activation Date, Process Start Date, Protect Stop
Date and Deactivation Date values are copied from the existing key. If Offset is set and dates exist for the
existing key, then the dates of the replacement key SHALL be set based on the dates of the existing key
as follows:
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b wtie tiimgE K

At tri bute
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Acti vat iAdn
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Bt 6f { set

Process
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Process
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Protect
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D¢

Deactivat DIvnATDPATe

Table 172: Computing New Dates from Offset during Re-key

Attributes requiring special handling when creating the replacement key are:

Attribut Acti on

| niDatad,3 .s23 |Set to the ¢

Destroy [Bat2é&/Not set

Compromi se O|Not set

Dat e,3.s52%

Compromi se D|Not set

3.30

Revocation R|Not set

3.31

Unique | dehtiNew value ge

Usage Liefi t2dThe Tot al vV a
fromexhsting
the Count va
existing key
Total wvalue.

Name, 3s@e Set to the n
existing key
attributes a
from the exi

State3. 32e Set based on
val ues, such
showdabh#&2

Di gest3,, 1ee |[Recomputed f
repl acement

Link,3.83&e Setptotiont to
key as the r

Last Change [Set to curre

3 .83

Random Numbe|Set to the r

Generat®r44snumber gener
for creating
managed obj e
copied from
object.

Table 173: Re-key Attribute Requirements
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Requésatyl oad
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N o

Determinesttihnhg &yn
Key bekeagede | f om
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server as the Unigq

Of f set
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di fference between
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N o

Specifies desired
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Table 174: Re-key Request Payload

Response

Payl oad

Obj ect

REQUI R

Description

Unique I dehtlifier

Yes

The Unique I dentif
created replacemen

Te mp lFAattter i b2t d, 8s e

N o

An OPTI ONAL 1| i st 0
with values that w
the request, puti ch

by the key man
emp |Maatneaged Obj €
recated as of v
ci hiamatdi MAY b
m

S
T
d
S e
f subsequent v
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n
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pecification. I
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aTemp lAattter t but ef er e
Templ at e

Table 175: Re-key Response Payload

4.5 Re-key Key Pair

This request is used to generate a replacement key pair for an existing public/private key pair. Itis

analogous to the Create Key Pair operation, except that attributes of the replacement key pair are copied
from the existing key pair, with the exception of the attributes listed in Random Number Generator 3.44

As the replacement of the key pair takes over the name attribute for the existing public/private key pair,

Re-key Key Pair SHOULD only be performed once on a given key pair.
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For both the existing public key and private key, the server SHALL create a Link attribute of Link Type
Replacement Key pointing to the replacement public and private key, respectively. For both the
replacement public and private key, the server SHALL create a Link attribute of Link Type Replaced Key
pointing to the existing public and private key, respectively.

The server SHALL copy the Private Key Unique Identifier of the replacement private key returned by this
operation into the ID Placeholder variable.

An Offset MAY be used to indicate the difference between the Initialization Date and the Activation Date
of the replacement key pair. If no Offset is specified, the Activation Date and Deactivation Date values are
copied from the existing key pair. If Offset is set and dates exist for the existing key pair, then the dates of
the replacement key pair SHALL be set based on the dates of the existing key pair as follows

Attribute in EBEXxI Attribute in Replac
I niti dlff Dat e Initi dl2) DALt e
Acti vat iAdin Dat e ( Acti vat iAdnh DRt 6f { set
DeactivatDmn Date |[Deactivat DIvADAT)e =

Table 176: Computing New Dates from Offset during Re-key Key Pair

Attributes for the replacement key pair that are not copied from the existing key pair and which are
handled in a specific way are:
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Attribut Acti on

Private Key |[New value generated

l dent i f3i.dr,

Public Key UNew value generated

|l dent i f3i.dr,

Name, 3s@e Set to the name(s) of the ex
name attributes ofi vealtkeggi at
removed.

Di gest3, 1sree |[Recomputed for both repl acenrm
from the new public and priy

Usage Li mRi.2d|The Tot al Byt es/ Botcawlpi @ ot
existing key pair, while the
are set to the Tot al Bytes/ T

State3. 32e Set based on attributes val
Tabl &6

I nitial 3D2t3e|Set to the current ti me

Destroy [Bat2ég/Not set

Compro@ceserr|Not set

Dat e,3.52%

Compromi seeD/Not set

3.30

Revocation R|Not set

3.31

Link,3.83é&e Set to point to the existing
replaced public/private keys

Last Chamrge s|]Set to current ti me

3.38

Random Numbe|Set to the random number gen

Generat®r44sinew managed object.omNogi malpi

Table 177: Re-key Key Pair Attribute Requirements
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Request Payload

Obj ect REQUI R Description
Private Key N o Determines the existing
Il denti f3i.dr r«eyedmitltfed, then the

substituted by the serv
Of fset N o An I nterval objdedft eirmadic
bet ween the I nitializat
Date of the replacement
Common Templ {No Specifies desired attri
Attri b2t d, 8s individual attributes t
and Public Key Objects.
Th&emplMatneaged Object i g
of version 1.3 ahdt MAY
removed from svelrssd puen (
specification. I ndi vidu
used i n operations whic
a Name wietntpil-pattteer t but ef e
Templ at e
Private Key No Specifies templates and
Attri bt d, 8s the Private Key Object.
applies.
The&emplMatneaged Object i g
of versionpdci3f iodattihors
removed feqguentubvser si on
specification. I ndi vidu
used i n operations whic
a Name wietntpil-fattteer t but ef e
Templ at e
Public Key T¢(No Specifies templates and
Attri b2t d, 8s the Public Key Object.
applies.
The&emplMatneaged Object i g
of version 1.3 of this
removed from subsequent
s peaitfiiom . I ndi vi dual At
used i n operations whic
a Name wietntpil-pattteer t bef er e
Templ at e

Table 178: Re-key Key Pair Request Payload

For multi-instance attributes, the union of the values found in the templates and attributes of the

Common, Private, and Public Key Template-Attribute is used. For single-instance attributes, the order of

precedence is as follows:

1. attributes specified explicitly in the Private and Public Key Template-Attribute, then

2. attributes specified via templates in the Private and Public Key Template-Attribute, then

3. attributes specified explicitly in the Common Template-Attribute, then

4. attributes specified via templates in the Common Template-Attribute.

If there are multiple templates in the Common, Private, or Public Key Template-Attribute, then the
subsequent value of the single-instance attribute takes precedence.
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Response Payl oad

Object REQUI R Description
Private Key Uni Qu|Yes The Unique I dentif
created replacemen

object.
Public Key Uni qlielYes The Unique I dentif
created replacemen
Prievakey TeAmplratbaiiNoO An OPTI ONAL list o
2.1.8 Private Key Object
were not specified
have been implicit

management server.
Th&emplIMatneaged Obj €
deprecated as of v
speci famatmMAY be r
from subsequent
specification. I
SHOULD be used i
currently suppor
aTemplAatthant ®@ r ef er e
Templ at e

Public KeyAtTtermpbluatiNo An OPTI ONAL 1list o
2.1.38 Public Key Object,
were not specified
have bmphichy ltyhe e
management server.
Th&emplIMatneaged Obj €
deprecated as of v
speci fication and

Ve
nd
n
t

from subsequent ve
specification. I nd
SHOULD be used in
curtley suppoftauba

aTemp l-Aattter t but ef er €
Templ at e

Table 179: Re-key Key Pair Response Payload

4.6 Derive Key

This request is used to derive a Symmetric Key or Secret Data object from keys or Secret Data objects
that are already known to the key management system. The request SHALL only apply to Managed
Cryptographic Obijects that have the Derive Key bit set in the Cryptographic Usage Mask attribute of the
specified Managed Object (i.e., are able to be used for key derivation). If the operation is issued for an
object that does not have this bit set, then the server SHALL return an error. For all derivation methods,
the client SHALL specify the desired length of the derived key or Secret Data object using the
Cryptographic Length attribute. If a key is created, then the client SHALL specify both its Cryptographic
Length and Cryptographic Algorithm. If the specified length exceeds the output of the derivation method,
then the server SHALL return an error. Clients MAY derive multiple keys and IVs by requesting the
creation of a Secret Data object and specifying a Cryptographic Length that is the total length of the
derived object. If the specified length exceeds the output of the derivation method, then the server SHALL
return an error.

The fields in the request specify the Unique Identifiers of the keys or Secret Data objects to be used for
derivation (e.g., some derivation methods MAY use multiple keys or Secret Data objects to derive the
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result), the method to be used to perform the derivation, and any parameters needed by the specified
method. The method is specified as an enumerated value. Currently defined derivation methods include:

PBKDF2 i This method is used to derive a symmetric key from a password or pass phrase. The

il
PBKDF2 method is published in [PK CS#5] and [RFC2898].

1 HASHT This method derives a key by computing a hash over the derivation key or the derivation
data.

1 HMAC T This method derives a key by computing an HMAC over the derivation data.

1 ENCRYPT i This method derives a key by encrypting the derivation data.

1 NIST800-108-C i This method derives a key by computing the KDF in Counter Mode as specified
in [SP800-108].

1 NIST800-108-F i This method derives a key by computing the KDF in Feedback Mode as
specified in [SP800-108].

1 NIST800-108-DPI i This method derives a key by computing the KDF in Double-Pipeline Iteration
Mode as specified in [SP800-108].

1 Extensions.

The server SHALL perform the derivation function, and then register the derived object as a new
Managed Obiject, returning the new Unique Identifier for the new object in the response. The server
SHALL copy the Unique Identifier returned by this operation into the ID Placeholder variable.

For the keys or Secret Data objects from which the key or Secret Data object is derived, the server
SHALL create a Link attribute of Link Type Derived Key pointing to the Symmetric Key or Secret Data
object derived as a result of this operation. For the Symmetric Key or Secret Data object derived as a
result of this operation, the server SHALL create a Link attribute of Link Type Derivation Base Object
pointing to the keys or Secret Data objects from which the key or Secret Data object is derived.

Reqguest Payl oad
Obj ect REQUI RE Description

Object T¥ype, |Yes Determines the type of o
Uni que | des3etlYes. MAYDetermines the object or
repeate(derive a new key. Note t

I D Pl acs8HALHDeNOT be wused

Unique I dentifier in thi

Derivation M|Yes An Enumeration object sp
9.1.3.2.21 usetdo derive the new key.
Derivation P|Yes A Structure object cont a
see below needed by the specified
Temp lAattter i but|Yes Specifies desired attrib
2.1.8 the new object using temn
attributes; the | ength a

be specified for the cre

Th&emplIMatneaged Object i s

version 1.3 of this spec

removed from subsequent

specification I ndividua

in operations which curr

wi t hTTenmpal-Aatther tt @0 e f er eTreang |. &

Table 180: Derive Key Request Payload
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Response Payl oad

Object REQUI R Description
Unique |, desriYes The Unique | dentdiefriiredofke
3.1 Secret Data object.

Te mp LAattter i bu/No An OPTI ONAL I ist of objec
2.1.8 were not specified in the

implicitly set by wvke. key
Th&emp|IMatneaged iObjckepr ecat
version 1.3 of this speci
from subsequent versions
I ndividual Attributes SHQ
which currently support wu
Temapt-At t ri but ef elreepn cae ea

Table 181: Derive Key Response Payload

The Derivation Parameters for all derivation methods consist of the following parameters, except
PBKDF2, which takes two additional parameters.

Obj ect Ercodi ng REQUI RED
Derivation Pa|Structure Yes.
Cryptogranp Structure (Yes, except f
Par amet e3.s derivation ke
I nitiali za Byte StrinNodepends on |
mode of opera
iassumed if n
Derivation Byte StrinYes, unl ess t
l dentifier of
object is pro

Table 182: Derivation Parameters Structure (Except PBKDF2)

Cryptographic Parameters identify the Pseudorandom Function (PRF) or the mode of operation of the
PRF (e.g., if a key is to be derived using the HASH derivation method, then clients are REQUIRED to
indicate the hash algorithm inside Cryptographic Parameters; similarly, if a key is to be derived using AES
in CBC mode, then clients are REQUIRED to indicate the Block Cipher Mode). The server SHALL verify
that the specified mode matches one of the instances of Cryptographic Parameters set for the
corresponding key. If Cryptographic Parameters are omitted, then the server SHALL select the
Cryptographic Parameters with the lowest Attribute Index for the specified key. If the corresponding key
does not have any Cryptographic Parameters attribute, or if no match is found, then an error is returned.

If a key is derived using HMAC, then the attributes of the derivation key provide enough information about
the PRF, and the Cryptographic Parameters are ignored.

Derivation Data is either the data to be encrypted, hashed, or HMACed. For the NIST SP 800-108
methods [SP800-108], Derivation Data is Label||{Ox00}||Context, where the all-zero byte is OPTIONAL.

Most derivation methods (e.g., Encrypt) REQUIRE a derivation key and the derivation data to be used.
The HASH derivation method REQUIRES either a derivation key or derivation data. Derivation data MAY
either be explicitly provided by the client with the Derivation Data field or implicitly provided by providing
the Unique Identifier of a Secret Data object. If both are provided, then an error SHALL be returned.

The PBKDF2 derivation method takes two additional parameters:

kmip-spec-v1.4-errata0l-os-redlined 18 July 2019
Standards Track Work Product Copyright © OASIS Open 2019. All Rights Reserved. Page 98 of 242



Obj ect Encoding REQUI RED

Derivation Pa|Sturctur e Yes.
Cryptograp StructuNo, depends on the PR
Par amet e3.s
I nitialdtza Byt e St|No,depends onthe PRF (if different than

those defined in [PKCS#5]) and mode of
operation: an empty 1V is assumed if not

provided.
Derivation Byte St|Yes, unl ess the Unidu
Data object is provid
Salt Byte St|Yes.
Il'teration Il nteger|Yes.

Table 183: PBKDF2 Derivation Parameters Structure

4.7 Certify

This request is used to generate a Certificate object for a public key. This request supports the
certification of a new public key, as well as the certification of a public key that has already been certified
(i.e., certificate update). Only a single certificate SHALL be requested at a time. Server support for this
operation is OPTIONAL. If the server does not support this operation, an error SHALL be returned.

The Certificate Request object MAY be omitted, in which case the public key for which a Certificate object
is generated SHALL be specified by its Unique Identifier only. If the Certificate Request Type and the
Certificate Request objects are omitted from the request, then the Certificate Type SHALL be specified
using the Template-Attribute object.

The Certificate Request is passed as a Byte String, which allows multiple certificate request types for
X.509 certificates (e.g., PKCS#10, PEM, etc.) to be submitted to the server.

The generated Certificate object whose Unique Identifier is returned MAY be obtained by the client via a
Get operation in the same batch, using the ID Placeholder mechanism.

For the public key, the server SHALL create a Link attribute of Link Type Certificate pointing to the
generated certificate. For the generated certificate, the server SHALL create a Link attribute of Link Type
Public Key pointing to the Public Key.

The server SHALL copy the Unique Identifier of the generated certificate returned by this operation into
the ID Placeholder variable.

If the information in the Certificate Request conflicts with the attributes specified in the Template-Attribute,
then the information in the Certificate Request takes precedence.
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Table 184: Certify Request Payload

Response Payl oad
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Table 185: Certify Response Payload

4.8 Re-certify

This request is used to renew an existing certificate for the same key pair. Only a single certificate SHALL
be renewed at a time. Server support for this operation is OPTIONAL. If the server does not support this
operation, an error SHALL be returned.

kmip-spec-v1.4-errata0l-os-redlined
Standards Track Work Product

Copyright © OASIS Open 2019. All Rights Reserved.

18 July 2019
Page 100 of 242



The Certificate Request object MAY be omitted, in which case the public key for which a Certificate object
is generated SHALL be specified by its Unique Identifier only. If the Certificate Request Type and the
Certificate Request objects are omitted and the Certificate Type is not specified using the Template-
Attribute object in the request, then the Certificate Type of the new certificate SHALL be the same as that
of the existing certificate.

The Certificate Request is passed as a Byte String, which allows multiple certificate request types for
X.509 certificates (e.g., PKCS#10, PEM, etc.) to be submitted to the server.

The server SHALL copy the Unique Identifier of the new certificate returned by this operation into the ID
Placeholder variable.

If the information in the Certificate Request field in the request conflicts with the attributes specified in the
Template-Attribute, then the information in the Certificate Request takes precedence.

As the new certificate takes over the name attribute of the existing certificate, Re-certify SHOULD only be
performed once on a given (existing) certificate.

For the existing certificate, the server SHALL create a Link attribute of Link Type Replacement pointing to
the new certificate. For the new certificate, the server SHALL create a Link attribute of Link Type
Replaced pointing to the existing certificate. For the public key, the server SHALL change the Link
attribute of Link Type Certificate to point to the new certificate.

An Offset MAY be used to indicate the difference between the Initialization Date and the Activation Date
of the new certificate. If no Offset is specified, the Activation Date and Deactivation Date values are
copied from the existing certificate. If Offset is set and dates exist for the existing certificate, then the
dates of the new certificate SHALL be set based on the dates of the existing certificate as follows:

Attribute in Exis Atitbut e in New Cer
Ini ti al JfDat e I niti dl) DdEt e

Acti vat iAcin Dat e ( Acti vat iAcenh BBt ©6f { set
DeactivatDmn Date |[Deactivat DIvADAT)e =

Table 186: Computing New Dates from Offset during Re-certify

Attributes that are not copied from the existing certificate and that are handled in a specific way for the
new certificate are:

At tribute Acti on

Il nitial 3D283e, Set to current ti me.
Destroy [[Bat2e, Not set .

Revocation Red&8Not set.

Unique | dexnhtd fI[New value generated.

Name, 3se@e Set to the nameg scerotfi ftih
name Batesi bre removed fr
certificate.

State3. 32e Set based on attributes
showmaibh &6

Di gest3,. 16ee Recomputed from the new

Link,3.3&e Set to point to the exis

replaced certificate.

Last Change3d3.DB3a§Set teontc utrirme.

Table 187: Re-certify Attribute Requirements
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Table 188: Re-certify Request Payload

Response Payl oad
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Table 189: Re-certify Response Payload

4.9 Locate

This operation requests that the server search for one or more Managed Objects, depending on the
attributes specified in the request. All attributes are allowed to be used. However, Attribute Index values
SHOULD NOT be specified in the request. Attribute Index values that are provided SHALL be ignored by
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the server. The request MAY contain a Maximum Items field, which specifies the maximum number of
objects to be returned. If the Maximum Items field is omitted, then the server MAY return all objects
matched, or MAY impose an internal maximum limit due to resource limitations.

The request MAY contain an Offset Items field, which specifies the number of objects to skip that satisfy
the identification criteria specified in the request. An Offset Items field of 0 is the same as omitting the
Offset Items field. If both Offset Items and Maximum Items are specified in the request, the server skips
Offset Items objects and returns up to Maximum Items objects.

If more than one object satisfies the identification criteria specified in the request, then the response MAY
contain Unique Identifiers for multiple Managed Objects. Returned objects SHALL match all of the
attributes in the request. If no objects match, then an empty response payload is returned. If no attribute
is specified in the request, any object SHALL be deemed to match the Locate request. The response
MAY include Located Items which is the count of all objects that satisfy the identification criteria.

The server returns a list of Unique Identifiers of the found objects, which then MAY be retrieved using the
Get operation. If the objects are archived, then the Recover and Get operations are REQUIRED to be
used to obtain those objects. If a single Unique Identifier is returned to the client, then the server SHALL
copy the Unique Identifier returned by this operation into the ID Placeholder variable. If the Locate
operation matches more than one object, and the Maximum Items value is omitted in the request, or is set
to a value larger than one, then the server SHALL empty the ID Placeholder, causing any subsequent
operations that are batched with the Locate, and which do not specify a Unique Identifier explicitly, to fail.
This ensures that these batched operations SHALL proceed only if a single object is returned by Locate.

Wild-cards or regular expressions (defined, e.g., in [ISO/IEC 9945-2]) MAY be supported by specific key
management system implementations for matching attribute fields when the field type is a Text String or a
Byte String.

The Date attributes in the Locate request (e.g., Initial Date, Activation Date, etc.) are used to specify a
time or a time range for the search. If a single instance of a given Date attribute is used in the request
(e.g., the Activation Date), then objects with the same Date attribute are considered to be matching
candidate objects. If two instances of the same Date attribute are used (i.e., with two different values
specifying a range), then objects for which the Date attribute is inside or at a limit of the range are
considered to be matching candidate objects. If a Date attribute is set to its largest possible value, then it
is equivalent to an undefined attribute. The KMIP Usage Guide [KMIP-UG] provides examples.

When the Cryptographic Usage Mask attribute is specified in the request, candidate objects are
compared against this field via an operation that consists of a logical AND of the requested mask with the
mask in the candidate object, and then a comparison of the resulting value with the requested mask. For
example, if the request contains a mask value of 10001100010000, and a candidate object mask contains
10000100010000, then the logical AND of the two masks is 10000100010000, which is compared against
the mask value in the request (10001100010000) and the match fails. This means that a matching
candidate object has all of the bits set in its mask that are set in the requested mask, but MAY have
additional bits set.

When the Usage Limits attribute is specified in the request, matching candidate objects SHALL have a
Usage Limits Count and Usage Limits Total equal to or larger than the values specified in the request.

When an attribute that is defined as a structure is specified, all of the structure fields are not REQUIRED
to be specified. For instance, for the Link attribute, if the Linked Object Identifier value is specified without
the Link Type value, then matching candidate objects have the Linked Object Identifier as specified,
irrespective of their Link Type.

When the Object Group attribute and the Object Group Member flag are specified in the request, and the

val ue specified for Object Group Member is 6Group Memb

be fresh objects (see 3.34) from the object group. If there are no more fresh objects in the group, the
server MAY choose to generate a new object on-the-fly, based on server policy. If the value specified for

ObjectGr oup Member is 6Group Member Defaulté, the
server policy.

The Storage Status Mask field (see Section 9.1.3.3.2) is used to indicate whether only on-line objects,
only archived objects, or both on-line and archived objects are to be searched. Note that the server MAY
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store attributes of archived objects in order to expedite Locate operations that search through archived
objects.
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Table 190: Locate Request Payload
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Table 191: Locate Response Payload

4.10 Check

This operation requests that the server check for the use of a Managed Object according to values
specified in the request. This operation SHOULD only be used when placed in a batched set of
operations, usually following a Locate, Create, Create Pair, Derive Key, Certify, Re-Certify, Re-key or Re-
key Key Pair operation, and followed by a Get operation.

If the server determines that the client is allowed to use the object according to the specified attributes,
then the server returns the Unique Identifier of the object.
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If the server determines that the client is not allowed to use the object according to the specified
attributes, then the server empties the ID Placeholder and does not return the Unique Identifier, and the
operation returns the set of attributes specified in the request that caused the server policy denial. The
only attributes returned are those that resulted in the server determining that the client is not allowed to
use the object, thus allowing the client to determine how to proceed.

In a batch containing a Check operation the Batch Order Option SHOULD be set to true. Only STOP or
UNDO Batch Error Continuation Option values SHOULD be used by the client in such a batch. Additional
attributes that MAY be specified in the request are limited to:

il

Usage Limits Count (see Section 3.21) i The request MAY contain the usage amount that the
client deems necessary to complete its needed function. This does not require that any
subsequent Get Usage Allocation operations request this amount. It only means that the client is
ensuring that the amount specified is available.

Cryptographic Usage Mask i This is used to specify the cryptographic operations for which the
client intends to use the object (see Section 3.19). This allows the server to determine if the policy
allows this client to perform these operations with the object. Note that this MAY be a different
value from the one specified in a Locate operation that precedes this operation. Locate, for
example, MAY specify a Cryptographic Usage Mask requesting a key that MAY be used for both
Encryption and Decryption, but the value in the Check operation MAY specify that the client is
only using the key for Encryption at this time.

Lease Time T This specifies a desired lease time (see Section 3.20). The client MAY use this to
determine if the server allows the client to use the object with the specified lease or longer.
Including this attribute in the Check operation does not actually cause the server to grant a lease,
but only indicates that the requested lease time value MAY be granted if requested by a
subsequent, batched Obtain Lease operation.

Note that these objects are not encoded in an Attribute structure as shown in Section 2.1.1
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Obj ect REQUI R Description
Unique | dehtdi fier|No Determines the obj
I f omitted, then t

val ue i s wuserd dsy tt

Unique I denti fier.

Usage Limits8.Qdun|No Specifies tUeagemb

Units to be protec
against server pol

Cryptographic Uss.alNo Smpcifies the Crypt
which the client i
object.

Lease Ti3ne20 see N o Specifies a Lease

Client is asking t
against server pol

Table 192: Check Request Payload
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Table 193: Check Response Payload

4.11 Get

This operation requests that the server returns the Managed Object specified by its Unique Identifier.

Only a single object is returned. The response contains the Unique Identifier of the object, along with the
object itself, which MAY be wrapped using a wrapping key as specified in the request.

The following key format capabilities SHALL be assumed by the client; restrictions apply when the client
requests the server to return an object in a particular format:

1 If aclient registered a key in a given format, the server SHALL be able to return the key during
the Get operation in the same format that was used when the key was registered.

1 Any other format conversion MAY be supported by the server.

If Key Format Type is specified to be PKCS#12 then the response payload SHALL be a PKCS#12

container as specified by [RFC7292]. The Unique Identifier SHALL be that of a private key to be included

in the response. The container SHALL be protected using the Secret Data object specified via the private

k e ySewet Data Link. The current certificate chain SHALL also be included as determined by using the

privat e keyds Public Key |link tanget hetlmeusomgeshmandipud!| p g
Certificate Link to get the base certificate, and then
certificate chain. Itis an error if there is more than one valid certificate chain.
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Table 194: Get Request Payload
Response Payload
Object REQUI R Description
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Table 195: Get Response Payload

4.12 Get Attributes

This operation requests one or more attributes associated with a Managed Object. The object is specified
by its Unique Identifier, and the attributes are specified by their name in the request. If a specified
attribute has multiple instances, then all instances are returned. If a specified attribute does not exist (i.e.,
has no value), then it SHALL NOT be present in the returned response. If no requested attributes exist,
then the response SHALL consist only of the Unique Identifier. If no attribute name is specified in the
request, all attributes SHALL be deemed to match the Get Attributes request. The same attribute name
SHALL NOT be present more than once in a request.

Regesé Payl oad
Obj ect REQUI R Description
Unique I dexhtlifier|No Determines the obj
are being requeste
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Table 196: Get Attributes Request Payload
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Response Payl oad
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Table 197: Get Attributes Response Payload

4.13 Get Attribute List

This operation requests a list of the attribute names associated with a Managed Object. The object is

specified by its Unique Identifier.

Reqguest Payl oad
Object REQUI R Descrnptio
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Table 198: Get Attribute List Request Payload

Response Payl oad
Object REQUI R Description
Unique | dehtdifier|Yes The Unique I dentif
Attribute2Ndméd, s|Yes, MiThe names of the a
repeat(associated with th

Table 199: Get Attribute List Response Payload

4.14 Add Attribute

This operation requests the server to add a new attribute instance to be associated with a Managed
Object and set its value. The request contains the Unique Identifier of the Managed Object to which the
attribute pertains, along with the attribute name and value. For single-instance attributes, this is how the
attribute value is created. For multi-instance attributes, this is how the first and subsequent values are
created. Existing attribute values SHALL only be changed by the Modify Attribute operation. Read-Only
attributes SHALL NOT be added using the Add Attribute operation. The Attribute Index SHALL NOT be
specified in the request. The response returns a new Attribute Index and the Attribute Index MAY be
omitted if the index of the added attribute instance is 0. Multiple Add Attribute requests MAY be included
in a single batched request to add multiple attributes.

Reqguest Payl oad
Object REQUI R Description
Unique | dehtdi fier|No The Unique I dentif
omitted, then the
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Il denti fier
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Table 200: Add Attribute Request Payload
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Response Payl oad

Object REQUI R Description
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Attri brR2td, lsee Yes The addeéeé assoichuat

the object.

Table 201: Add Attribute Response Payload

4.15 Modify Attribute

This operation requests the server to modify the value of an existing attribute instance associated with a
Managed Object. The request contains the Unique Identifier of the Managed Object whose attribute is to
be modified, the attribute name, the OPTIONAL Attribute Index, and the new value. If no Attribute Index is
specified in the request, then the Attribute Index SHALL be assumed to be 0. Only existing attributes
MAY be changed via this operation. New attributes SHALL only be added by the Add Attribute operation.
Only the specified instance of the attribute SHALL be modified. Specifying an Attribute Index for which
there exists no Attribute object SHALL result in an error. The response returns the modified Attribute (new
value) and the Attribute Index MAY be omitted if the index of the modified attribute instance is 0. Multiple
Modify Attribute requests MAY be included in a single batched request to modify multiple attributes.

Request Payl oad
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Unique I dehtdi fier|No The Unique I dentif
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Table 202: Modify Attribute Request Payload

Response Payl oad

Obj ect REQUI R Description
Unique I dehtli fier|Yes The Unique I dentif
Attri brR2td, lsee Yes The modified attri

the object with th

Table 203: Modify Attribute Response Payload

4.16 Delete Attribute

This operation requests the server to delete an attribute associated with a Managed Object. The request
contains the Unique Identifier of the Managed Object whose attribute is to be deleted, the attribute name,
and the OPTIONAL Attribute Index of the attribute. If no Attribute Index is specified in the request, then
the Attribute Index SHALL be assumed to be 0. Attributes that are always REQUIRED to have a value
SHALL never be deleted by this operation. Attempting to delete a non-existent attribute or specifying an
Attribute Index for which there exists no Attribute Value SHALL result in an error. The response returns
the deleted Attribute and the Attribute Index MAY be omitted if the index of the deleted attribute instance
is 0. Multiple Delete Attribute requests MAY be included in a single batched request to delete multiple
attributes.
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Table 204: Delete Attribute Request Payload
Response Payl oad
Object REQUI R Description
Unique | dehtdifier|Yes The Unique I dentif
Attrib2td, 1see Yes The deleted attrib
the object.

Table 205: Delete Attribute Response Payload

4.17 Obtain Lease

This operation requests the server to obtain a new Lease Time for a specified Managed Object. The
Lease Time is an interval value that determines when the client's internal cache of information about the
object expires and needs to be renewed. If the returned value of the lease time is zero, then the server is
indicating that no lease interval is effective, and the client MAY use the object without any lease time limit.
If a client's lease expires, then the client SHALL NOT use the associated cryptographic object until a new
lease is obtained. If the server determines that a new lease SHALL NOT be issued for the specified
cryptographic object, then the server SHALL respond to the Obtain Lease request with an error.

The response payload for the operation contains the current value of the Last Change Date attribute for
the object. This MAY be used by the client to determine if any of the attributes cached by the client need
to be refreshed, by comparing this time to the time when the attributes were previously obtained.

t hleD Pl acedalol geed sb
server Uasqukel dent

Request Payl oad
Object REQUI R Description
Unique I dehtdi fier|No Determines the obj
|l ease is being obt

Table 206: Obtain Lease Request Payload
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Response Payl oad
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Table 207: Obtain Lease Response Payload

4.18 Get Usage Allocation

This operation requests the server to obtain an allocation from the current Usage Limits value to allow the
client to use the Managed Cryptographic Object for applying cryptographic protection. The allocation only
applies to Managed Cryptographic Objects that are able to be used for applying protection (e.g.,
symmetric keys for encryption, private keys for signing, etc.) and is only valid if the Managed
Cryptographic Object has a Usage Limits attribute. Usage for processing cryptographically protected
information (e.g., decryption, verification, etc.) is not limited and is not able to be allocated. A Managed
Cryptographic Object that has a Usage Limits attribute SHALL NOT be used by a client for applying
cryptographic protection unless an allocation has been obtained using this operation. The operation
SHALL only be requested during the time that protection is enabled for these objects (i.e., after the
Activation Date and before the Protect Stop Date). If the operation is requested for an object that has no
Usage Limits attribute, or is not an object that MAY be used for applying cryptographic protection, then
the server SHALL return an error.

The field in the request specifies the number of units that the client needs to protect. If the requested
amount is not available or if the Managed Obiject is not able to be used for applying cryptographic
protection at this time, then the server SHALL return an error. The server SHALL assume that the entire
allocated amount is going to be consumed. Once the entire allocated amount has been consumed, the
client SHALL NOT continue to use the Managed Cryptographic Object for applying cryptographic
protection until a new allocation is obtained.

Reqguest Payl oad
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Table 208: Get Usage Allocation Request Payload

Response Payl oad
Object REQUI R Description
Unique |, dea3eted fier|Yes The Unique I dentif

Table 209: Get Usage Allocation Response Payload
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4.19 Activate

This operation requests the server to activate a Managed Cryptographic Object. The request SHALL NOT
specify a Template object. The operation SHALL only be performed on an object in the Pre-Active state
and has the effect of changing its state to Active, and setting its Activation Date to the current date and
time.

Reqguest Payl oad
Object REQUI R Description
Unique I dexhtlifier|No Determines the obj
lémitted, then the
value is used by t
Unique I dentifier.
Table 210: Activate Request Payload
Response Payl oad
Object REQUI R Description
Unique I dehtl fier|Yes The Unique I dentif

Table 211: Activate Response Payload

4.20 Revoke

This operation requests the server to revoke a Managed Cryptographic Object or an Opaque Object. The

request SHALL NOT specify a Template object. The request contains a reason for the revocation (e.g.,

Afkey compromi seo, fAcessation of operatia®sldQULEEC. ). Spe
enforced to perform this request (see [KMIP-UG]). Only the object owner or an authorized security officer

SHOULD be allowed to issue this request. The operation has one of two effects. If the revocation reason

is Akey compmdcChAi codnpt benhsebe object is placed into the
Date is set to the current date and time; and the Compromise Occurrence Date is set to the value (if

provided) in the Revoke request and if a value is not provided in the Revoke request then Compromise

Occurrence Date SHOULD be set to the Initial Date for the object. | f t he revocation reason
compromi sed0 nor ,ih€dbjedis plapged mtmo stelbe fideacti vatedodo state, &
Date is set to the current date and time.

Reqguest Payl oad

Obj ect REQUI R Description
Uni que | ckehtl fier|No Determines the obj
omi tted, then the
is used by the ser

l denti fier.
Revocation Bed&don|Yes Speci f ieass otnh & orr r ¢
Compromi se Occurr|No SHOULD be specifie
3.29 Revocation Reason

compr omiCsAe 'c 0 mp BaomT
SHALL NOT be speci
Revocation Reason

Table 212: Revoke Request Payload
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Response Payl oad
Object REQUI R Description
Unique | dehtdifier|Yes The Unique I dentif

Table 213: Revoke Response Payload

4.21 Destroy

This operation is used to indicate to the server that the key material for the specified Managed Object
SHALL be destroyed. The meta-data for the key material MAY be retained by the server (e.g., used to
ensure that an expired or revoked private signing key is no longer available). Special authentication and
authorization SHOULD be enforced to perform this request (see [KMIP-UG]). Only the object owner or an
authorized security officer SHOULD be allowed to issue this request. If the Unique Identifier specifies a
Template object, then the object itself, including all meta-data, SHALL be destroyed. Cryptographic
Objects MAY only be destroyed if they are in either Pre-Active or Deactivated state.

Request Payl oad
Object REQUI RE Description
Unique I dehtl fier|No Determines the obj
I f omitted, then t
value is used by t
Unique I dentifier.
Table 214: Destroy Request Payload
Response Payl oad
Object REQUI R Description
Unique | dehtdifier|Yes The Unique I dentif

Table 215: Destroy Response Payload

4.22 Archive

This operation is used to specify that a Managed Object MAY be archived. The actual time when the
object is archived, the location of the archive, or level of archive hierarchy is determined by the policies
within the key management system and is not specified by the client. The request contains the Unique
Identifier of the Managed Object. Special authentication and authorization SHOULD be enforced to
perform this request (see [KMIP-UG]). Only the object owner or an authorized security officer SHOULD
be allowed to issue this request. This request is only an indication from a client that, from its point of view,
the key management system MAY archive the object.

Request Payl oad

Ob jce REQUI R Description

Unique | dehtdi fier|No Determines the obj

I f omitted, then t

value is used by t

Unique I dentifier.

Table 216: Archive Request Payload

kmip-spec-v1.4-errata0l-os-redlined 18 July 2019

Standards Track Work Product Copyright © OASIS Open 2019. All Rights Reserved. Page 113 of 242



Response Payl oad
Object REQUER Description
Unique | dehtdifier|Yes The Unique I dentif

Table 217: Archive Response Payload

4.23 Recover

This operation is used to obtain access to a Managed Object that has been archived. This request MAY
need asynchronous polling to obtain the response due to delays caused by retrieving the object from the
archive. Once the response is received, the object is now on-line, and MAY be obtained (e.g., via a Get
operation). Special authentication and authorization SHOULD be enforced to perform this request (see
[KMIP-UG]).

Reqguesta®ayl o

Object REQUI R Description
Unique I dehtl fier|No Det er mihreesobj ect beg
recovered. I f omit

Pl acehol der value
server as the Unigq

Table 218: Recover Request Payload

Response Payl oad
Object REQUI R Description
Unique | dehtdifier|Yes The Unique I dentif

Table 219: Recover Response Payload

4.24 Validate

This operation requests the server to validate a certificate chain and return information on its validity. Only
a single certificate chain SHALL be included in each request. Support for this operation at the server is
OPTIONAL. If the server does not support this operation, an error SHALL be returned.

The request MAY contain a list of certificate objects, and/or a list of Unique Identifiers that identify
Managed Certificate objects. Together, the two lists compose a certificate chain to be validated. The
request MAY also contain a date for which all certificates in the certificate chain are REQUIRED to be
valid.

The method or policy by which validation is conducted is a decision of the server and is outside of the
scope of this protocol. Likewise, the order in which the supplied certificate chain is validated and the
specification of trust anchors used to terminate validation are also controlled by the server.
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Request Payl oad

Object REQUI R Description
Certifi2gakel see No, MAYOne or more Certif
repeat

Unique | denhtifier|No, MAYOne or more Unique
repeat(Certificate Object

Val idity Date N o A Daltiene object ingd
certificate chain
omi t,teche current d
SHALL be assumed.

Table 220: Validate Request Payload

Response Payl oad

Object REQUI R Description
Validity 19dicatd|Yes An Enumeration obj
whet her the certif

inval i d, or unknow

Table 221: Validate Response Payload

4.25 Query

This operation is used by the client to interrogate the server to determine its capabilities and/or protocol
mechanisms. The Query operation SHOULD be invocable by unauthenticated clients to interrogate server
features and functions. The Query Function field in the request SHALL contain one or more of the
following items:

1 Query Operations

Query Objects

Query Server Information
Query Application Namespaces
Query Extension List

Query Extension Map

Query Attestation Types

Query RNGs

Query Validations

Query Profiles

Query Capabilities

= =4 =4 =4 4 -4 -4 a4 -4 -5 -4

Query Client Registration Methods

The Operation fields in the response contain Operation enumerated values, which SHALL list all the
operations that the server supports. If the request contains a Query Operations value in the Query
Function field, then these fields SHALL be returned in the response.

The Object Type fields in the response contain Object Type enumerated values, which SHALL list all the
object types that the server supports. If the request contains a Query Objects value in the Query Function
field, then these fields SHALL be returned in the response.
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The Server Information field in the response is a structure containing vendor-specific fields and/or
substructures. If the request contains a Query Server Information value in the Query Function field, then
this field SHALL be returned in the response.

The Application Namespace fields in the response contain the namespaces that the server SHALL
generate values for if requested by the client (see Section 3.36). These fields SHALL only be returned in
the response if the request contains a Query Application Namespaces value in the Query Function field.

The Extension Information fields in the response contain the descriptions of Objects with Item Tag values
in the Extensions range that are supported by the server (see Section 2.1.9). If the request contains a
Query Extension List and/or Query Extension Map value in the Query Function field, then the Extensions
Information fields SHALL be returned in the response. If the Query Function field contains the Query
Extension Map value, then the Extension Tag and Extension Type fields SHALL be specified in the
Extension Information values. If both Query Extension List and Query Extension Map are specified in the
request, then only the response to Query Extension Map SHALL be returned and the Query Extension
List SHALL be ignored.

The Attestation Type fields in the response contain Attestation Type enumerated values, which SHALL
list all the attestation types that the server supports. If the request contains a Query Attestation Types
value in the Query Function field, then this field SHALL be returned in the response if the server supports
any Attestation Types.

The RNG Parameters fields in the response SHALL list all the Random Number Generators that the
server supports. If the request contains a Query RNGs value in the Query Function field, then this field
SHALL be returned in the response. If the server is unable to specify details of the RNG then it SHALL
return an RNG Parameters with the RNG Algorithm enumeration of Unspecified.

The Validation Information field in the response is a structure containing details of each formal validation
which the server asserts. If the request contains a Query Validations value, then zero or more Validation
Information fields SHALL be returned in the response. A server MAY elect to return no validation
information in the response.

A Profile Information field in the response is a structure containing details of the profiles that a server
supports including potentially how it supports that profile. If the request contains a Query Profiles value in
the Query Function field, then this field SHALL be returned in the response if the server supports any
Profiles.

The Capability Information fields in the response contain details of the capability of the server.

The Client Registration Method fields in the response contain Client Registration Method enumerated
values, which SHALL list all the client registration methods that the server supports. If the request
contains a Query Client Registration Methods value in the Query Function field, then this field SHALL be
returned in the response if the server supports any Client Registration Methods.

Note that the response payload is empty if there are no values to return.

Request Payl oad
Object REQUI R Description

Query Funa®t.ilamB, 2s|Yes, MiDet ersmitnhree i nf or ma
Repeat(queried.

Table 222: Query Request Payload
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Response Payl oad
Object REQUI R Description

Operati®nl. 3e2. 27|No, MAlSpecifies an Opera
repeat(supporytdcheb server.

Object Type, see |[No, MAISpecifies a Manage
repeati(is supported by th

Vendor I dentificalNo SHALL be returned
I nf or mateiguresited. T
| denattiifoinc SHALL be
that uniquely iden

Server I nformati o|/No Cont ai nss premidfoirc i
possibly be of int

Application Namad6é/No, MAISpeciafni Appl i cati on
repeat(supported by the s

Extension I nR2olm&No, MAIYSHALL be returned
repeati(Li st or Query Exte
requested and supp

At t estyapte,oms dle 3. 2 .No, MAlYSpeci fies an Attes
repeat(supported by the s

RNG ParameRens 18s | No, MAlYSpeci fies the RNG
repeat(t he esrerv

Profile I nf2.rimalt9 [No, MAISpeci f Pesftthate
repeat(supported by the s

Val idation | 2f dr @No, MAISpecifies thatvat e
repeat(supported by the s

Capablidnfidrymat2i.oln,2/No, MAlYSpeci fcapabhtiatti eag
repeat(supported by the s

Client Registraeeé No,AW bSpeciaf iCdd ent Regi s
9.1.3.2.47 repeati(thasupported by th

Table 223: Query Response Payload

4.26 Discover Versions

This operation is used by the client to determine a list of protocol versions that is supported by the server.
The request payload contains an OPTIONAL list of protocol versions that is supported by the client. The
protocol versions SHALL be ranked in decreasing order of preference.

The response payload contains a list of protocol versions that are supported by the server. The protocol
versions are ranked in decreasing order of preference. If the client provides the server with a list of
supported protocol versions in the request payload, the server SHALL return only the protocol versions
that are supported by both the client and server. The server SHOULD list all the protocol versions
supported by both client and server. If the protocol version specified in the request header is not specified
in the request payload and the server does not support any protocol version specified in the request
payload, the server SHALL return an empty list in the response payload. If no protocol versions are
specified in the request payload, the server SHOULD return all the protocol versions that are supported
by the server.
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Request Payl oad
Object REQUI R Description
Protocol Version, [No, MAYThe 1ist of protoc
Repeat(by the client orde
order of preferenc

Table 224: Discover Versions Request Payload

Response Payl oad
Object REQUI R Description
Protocol Version, [No, MAYThe 1ist of protoc
repeat(by the server orde

order ofnpeefe

Table 225: Discover Versions Response Payload

4.27 Cancel

This operation requests the server to cancel an outstanding asynchronous operation. The correlation
value (see Section 6.8) of the original operation SHALL be specified in the request. The server SHALL
respond with a Cancellation Result that contains one of the following values:

1
1
1
was able to cancel it.
1
able to cancel it.
1

asynchronous operations.

The response to this operation is not able to be asynchronous.

Canceled i The cancel operation succeeded in canceling the pending operation.
Unable To Cancel i The cancel operation is unable to cancel the pending operation.

Completed i The pending operation completed successfully before the cancellation operation
Failed i The pending operation completed with a failure before the cancellation operation was

Unavailable 1 The specified correlation value did not match any recently pending or completed

Request

Payl oad

Obj ect REQUI R Descroinpt i
Asynchronous Corr|Yes Specifies the requ
6. 8

Table 226: Cancel Request Payload
Response Payl oad

Object REQUI R Description
Asynchronous CorereYes Specified in the r
6. 8
Cancell atioBf. Re8u|Yes Enumer ation indica

cancell ation.
Table 227: Cancel Response Payload
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4.28 Poll

This operation is used to poll the server in order to obtain the status of an outstanding asynchronous
operation. The correlation value (see Section 6.8) of the original operation SHALL be specified in the
request. The response to this operation SHALL NOT be asynchronous.

Reqguest Payl oad
Obj ect REQUI R Description

Asynchronous Corr|Yes Speci fies the requ
6.8

Table 228: Poll Request Payload
The server SHALL reply with one of two responses:

If the operation has not completed, the response SHALL contain no payload and a Result Status of
Pending.

If the operation has completed, the response SHALL contain the appropriate payload for the operation.
This response SHALL be identical to the response that would have been sent if the operation had
completed synchronously.

4.29 Encrypt

This operation requests the server to perform an encryption operation on the provided data using a
Managed Cryptographic Object as the key for the encryption operation.

The request contains information about the cryptographic parameters (mode and padding method), the
data to be encrypted, and the IV/Counter/Nonce to use. The cryptographic parameters MAY be omitted
from the request as they can be specified as associated attributes of the Managed Cryptographic Object.
The IV/Counter/Nonce MAY also be omitted from the request if the cryptographic parameters indicate that
the server shall generate a Random IV on behalf of the client or the encryption algorithm does not need
an IV/Counter/Nonce. The server does not store or otherwise manage the 1VV/Counter/Nonce.

If the Managed Cryptographic Object referenced has a Usage Limits attribute then the server SHALL
obtain an allocation from the current Usage Limits value prior to performing the encryption operation. If
the allocation is unable to be obtained the operation SHALL return with a result status of Operation Failed
and result reason of Permission Denied.

The response contains the Unique Identifier of the Managed Cryptographic Object used as the key and
the result of the encryption operation.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.
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Request Payl oad
Object REQUI R Description

Unique Identifier, see 3.1 No The Unique Identifier of the Managed
Cryptographic Object that is the key to
use for the encryption operation. If
omitted, then the ID Placeholder value
SHALL be used by the server as the
Unique Identifier.

Cryptographic Parameters, see 3.6 |No The Cryptographic Parameters (Block
Cipher Mode, Padding Method,
RandomlV) corresponding to the
particular encryption method
requested. If omitted then the
Cryptographic Parameters associated
with the Managed Cryptographic
Object with the lowest Attribute Index
SHALL be used.

If there are no Cryptographic
Parameters associated with the
Managed Cryptographic Object and
the algorithm requires parameters then
the operation SHALL return with a
Result Status of Operation Failed.

Data Yes for The data to be encrypted (as a Byte
single-part. | String).
No for multi-
part.

IV/Counter/Nonce No The initialization vector, counter or

nonce to be used (where appropriate).

Correlation Value, see 2.1.15 No Specifies the existing stream or by-
parts cryptographic operation (as
returned from a previous call to this

operation).
Init Indicator, see 2.1.16 No Initial operation as Boolean
Final Indicator, see 2.1.17 No Final operation as Boolean
Authenticated Encryption Additional |No Any additional data to be authenticated
Data, see 2.1.22 via the Authenticated Encryption Tag.

If supplied in multi-part encryption, this
data MUST be supplied on the initial
Encrypt request

Table 229: Encrypt Request Payload
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Response Payl oad
Object REQUI R Description

Unique Identifier, see 3.1 Yes The Unique Identifier of the Managed
Cryptographic Object that was the key
used for the encryption operation.

Data Yes for The encrypted data (as a Byte String).
single-part.
No for multi-
part.

IV/Counter/Nonce No The value used if the Cryptographic

Parameters specified Random IV and
the IV/Counter/Nonce value was not
provided in the request and the
algorithm requires the provision of an
IVV/Counter/Nonce.

Correlation Value, see 2.1.15 No Specifies the stream or by-parts value
to be provided in subsequent calls to
this operation for performing
cryptographic operations.

Authenticated Encryption Tag, see No Specifies the tag that will be needed to
2.1.23 authenticate the decrypted data. Only
returned on completion of the
encryption of the last of the plaintext by
an authenticated encryption cipher.

Table 230: Encrypt Response Payload

4.30 Decrypt

This operation requests the server to perform a decryption operation on the provided data using a
Managed Cryptographic Object as the key for the decryption operation.

The request contains information about the cryptographic parameters (mode and padding method), the
data to be decrypted, and the IV/Counter/Nonce to use. The cryptographic parameters MAY be omitted
from the request as they can be specified as associated attributes of the Managed Cryptographic Object.
The initialization vector/counter/nonce MAY also be omitted from the request if the algorithm does not use
an IV/Counter/Nonce.

The response contains the Unique Identifier of the Managed Cryptographic Object used as the key and
the result of the decryption operation.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.
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Request Payl oad
Object REQUI R Description

Unique Identifier, see 3.1 No The Unique Identifier of the Managed
Cryptographic Object that is the key to
use for the decryption operation. If
omitted, then the ID Placeholder value
SHALL be used by the server as the
Unique Identifier.

Cryptographic Parameters, see 3.6 |No The Cryptographic Parameters (Block
Cipher Mode, Padding Method)
corresponding to the particular
decryption method requested. If
omitted then the Cryptographic
Parameters associated with the
Managed Cryptographic Object with
the lowest Attribute Index SHALL be
used.

If there are no Cryptographic
Parameters associated with the
Managed Cryptographic Object and
the algorithm requires parameters then
the operation SHALL return with a
Result Status of Operation Failed.

Data Yes for The data to be decrypted (as a Byte
single-part. | String).
No for multi-
part.

IV/Counter/Nonce No The initialization vector, counter or

nonce to be used (where appropriate).

Correlation Value, see 2.1.15 No Specifies the existing stream or by-
parts cryptographic operation (as
returned from a previous call to this

operation).
Init Indicator, see 2.1.16 No Initial operation as Boolean
Final Indicator, see 2.1.17 No Final operation as Boolean
Authenticated Encryption Additional |No Additional data to be authenticated via
Data, see 2.1.22 the Authenticated Encryption Tag. If

supplied in multi-part decryption, this
data MUST be supplied on the initial
Decrypt request

Authenticated Encryption Tag, see No Specifies the tag that will be needed to
2.1.23 authenticate the decrypted data. If
supplied in multi-part decryption, this
data MUST be supplied on the initial
Decrypt request

Table 231: Decrypt Request Payload

kmip-spec-v1.4-errata0l-os-redlined 18 July 2019
Standards Track Work Product Copyright © OASIS Open 2019. All Rights Reserved. Page 122 of 242



Response Payl oad
Object REQUI R Description

Unique Identifier, see 3.1 Yes The Unique Identifier of the Managed
Cryptographic Object that is the key
used for the decryption operation.

Data Yes for The decrypted data (as a Byte String).
single-part.
No for multi-
part.

Correlation Value, see 2.1.15 No Specifies the stream or by-parts value

to be provided in subsequent calls to
this operation for performing
cryptographic operations.

Table 232: Decrypt Response Payload

4.31 Sign

This operation requests the server to perform a signature operation on the provided data using a
Managed Cryptographic Object as the key for the signature operation.

The request contains information about the cryptographic parameters (digital signature algorithm or
cryptographic algorithm and hash algorithm) and the data to be signed. The cryptographic parameters
MAY be omitted from the request as they can be specified as associated attributes of the Managed
Cryptographic Obiject.

If the Managed Cryptographic Object referenced has a Usage Limits attribute then the server SHALL
obtain an allocation from the current Usage Limits value prior to performing the signing operation. If the
allocation is unable to be obtained the operation SHALL return with a result status of Operation Failed
and result reason of Permission Denied.

The response contains the Unique Identifier of the Managed Cryptographic Object used as the key and
the result of the signature operation.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.
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Request

Payl oad

Object REQUI R Description

Unique Identifier, see 3.1 No The Unique Identifier of the Managed
Cryptographic Object that is the key to
use for the signature operation. If
omitted, then the ID Placeholder value
SHALL be used by the server as the
Unique Identifier.

Cryptographic Parameters, see 3.6 |No The Cryptographic Parameters (Digital
Signature Algorithm or Cryptographic
Algorithm and Hashing Algorithm)
corresponding to the particular
signature generation method
requested. If omitted then the
Cryptographic Parameters associated
with the Managed Cryptographic
Object with the lowest Attribute Index
SHALL be used.

If there are no Cryptographic
Parameters associated with the
Managed Cryptographic Object and
the algorithm requires parameters then
the operation SHALL return with a
Result Status of Operation Failed.
Data Yes for The data to be signed (as a Byte

single-part, | String).

unless

Digested

Data is

supplied.. No

for multi-

part.

Digested Data No The digested data to be signed (as a
Byte String).

Correlation Value, see 2.1.15 No Specifies the existing stream or by-
parts cryptographic operation (as
returned from a previous call to this
operation).

Init Indicator, see 2.1.16 No Initial operation as Boolean

Final Indicator, see 2.1.17 No Final operation as Boolean

Table 233: Sign Request Payload
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Response Payl oad
Object REQUI R Description

Unique Identifier, see 3.1 Yes The Unique Identifier of the Managed
Cryptographic Object that is the key
used for the signature operation.

Signature Data Yes for The signed data (as a Byte String).
single-part.
No for multi-
part.

Correlation Value, see 2.1.15 No Specifies the stream or by-parts value

to be provided in subsequent calls to
this operation for performing
cryptographic operations.

Table 234: Sign Response Payload

4.32 Signature Verify

This operation requests the server to perform a signature verify operation on the provided data using a
Managed Cryptographic Object as the key for the signature verification operation.

The request contains information about the cryptographic parameters (digital signature algorithm or
cryptographic algorithm and hash algorithm) and the signature to be verified and MAY contain the data
that was passed to the signing operation (for those algorithms which need the original data to verify a
signature).

The cryptographic parameters MAY be omitted from the request as they can be specified as associated
attributes of the Managed Cryptographic Object.

The response contains the Unique Identifier of the Managed Cryptographic Object used as the key and
the OPTIONAL data recovered from the signature (for those signature algorithms where data recovery
from the signature is supported). The validity of the signature is indicated by the Validity Indicator field.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.
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Request

Payl oad

Object

REQUI R

Description

Unique Identifier, see 3.1

No

The Unique Identifier of the Managed
Cryptographic Object that is the key to
use for the signature verify operation. If
omitted, then the ID Placeholder value
SHALL be used by the server as the
Unique Identifier.

Cryptographic Parameters, see 3.6

No

The Cryptographic Parameters (Digital
Signature Algorithm or Cryptographic
Algorithm and Hashing Algorithm)
corresponding to the particular
signature verification method
requested. If omitted then the
Cryptographic Parameters associated
with the Managed Cryptographic
Object with the lowest Attribute Index
SHALL be used.

If there are no Cryptographic
Parameters associated with the
Managed Cryptographic Object and
the algorithm requires parameters then
the operation SHALL return with a
Result Status of Operation Failed.

Data

No

The data that was signed (as a Byte
String).

Digested Data

No

The digested data to be verified (as a
Byte String)

Signature Data

Yes for
single-part.
No for multi-
part.

The signature to be verified (as a Byte
String).

Correlation Value, see 2.1.15

No

Specifies the existing stream or by-
parts cryptographic operation (as
returned from a previous call to this
operation).

Init Indicator, see 2.1.16

No

Initial operation as Boolean

Final Indicator, see 2.1.17

No

Final operation as Boolean

Table 235: Signature Verify Request Payload
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Response

Payl oad

Object

REQUI R

Description

Unique Identifier, see 3.1

Yes

The Unique Identifier of the Managed
Cryptographic Object that is the key
used for the verification operation.

Validity Indicator, see 9.1.3.2.23

Yes

An Enumeration object indicating
whether the signature is valid, invalid,
or unknown.

Data

No

The OPTIONAL recovered data (as a
Byte String) for those signature
algorithms where data recovery from
the signature is supported.

Correlation Value, see 2.1.15

No

Specifies the stream or by-parts value
to be provided in subsequent calls to
this operation for performing
cryptographic operations.

Table 236: Signature Verify Response Payload

4.33 MAC

This operation requests the server to perform message authentication code (MAC) operation on the
provided data using a Managed Cryptographic Object as the key for the MAC operation.

The request contains information about the cryptographic parameters (cryptographic algorithm) and the
data to be MACed. The cryptographic parameters MAY be omitted from the request as they can be
specified as associated attributes of the Managed Cryptographic Object.

The response contains the Unique Identifier of the Managed Cryptographic Object used as the key and

the result of the MAC operation.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)

in the response header.
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Request

Payl oad

Object

REQUI R

Description

Unique Identifier, see 3.1

No

The Unique Identifier of the Managed
Cryptographic Object that is the key to
use for the MAC operation. If omitted,
then the ID Placeholder value SHALL
be used by the server as the Unique
Identifier.

Cryptographic Parameters, see 3.6

No

The Cryptographic Parameters
(Cryptographic Algorithm)
corresponding to the particular MAC
method requested. If omitted then the
Cryptographic Parameters associated
with the Managed Cryptographic
Object with the lowest Attribute Index
SHALL be used.

If there are no Cryptographic
Parameters associated with the
Managed Cryptographic Object and
the algorithm requires parameters then
the operation SHALL return with a
Result Status of Operation Failed.

Data

Yes for
single-part.
No for multi-
part.

The data to be MACed (as a Byte
String).

Correlation Value, see 2.1.15

No

Specifies the existing stream or by-
parts cryptographic operation (as
returned from a previous call to this
operation).

Init Indicator, see 2.1.16

No

Initial operation as Boolean

Final Indicator, see 2.1.17

No

Final operation as Boolean

Table 237: MAC Request Payload

Response

Payl oad

Obj ect

REQUI R

Description

Unique ldentifier, see 3.1

Yes

The Unique Identifier of the Managed
Cryptographic Object that is the key
used for the MAC operation.

MAC Data Yes for The data MACed (as a Byte String).
single-part.
No for multi-
part.

Correlation Value, see 2.1.15 No Specifies the stream or by-parts value

to be provided in subsequent calls to
this operation for performing
cryptographic operations.

Table 238: MAC Response Payload
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4.34 MAC Verify

This operation requests the server to perform message authentication code (MAC) verify operation on the
provided data using a Managed Cryptographic Object as the key for the MAC verify operation.

The request contains information about the cryptographic parameters (cryptographic algorithm) and the
data to be MAC verified and MAY contain the data that was passed to the MAC operation (for those
algorithms which need the original data to verify a MAC). The cryptographic parameters MAY be omitted
from the request as they can be specified as associated attributes of the Managed Cryptographic Object.

The response contains the Unique Identifier of the Managed Cryptographic Object used as the key and
the result of the MAC verify operation. The validity of the MAC is indicated by the Validity Indicator field.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.

Requésatyl oad
Object REQUI R Description

Unigue ldentifier, see 3.1 No The Unique Identifier of the Managed
Cryptographic Object that is the key to
use for the MAC verify operation. If
omitted, then the ID Placeholder value
SHALL be used by the server as the
Unique Identifier.

Cryptographic Parameters, see 3.6 |No The Cryptographic Parameters
(Cryptographic Algorithm)
corresponding to the particular MAC
method requested. If omitted then the
Cryptographic Parameters associated
with the Managed Cryptographic
Object with the lowest Attribute Index
SHALL be used.

If there are no Cryptographic
Parameters associated with the
Managed Cryptographic Object and
the algorithm requires parameters then
the operation SHALL return with a
Result Status of Operation Failed.

Data No The data that was MACed (as a Byte
String).
MAC Data Yes for The data to be MAC verified (as a Byte
single-part. | String).
No for multi-
part.
Correlation Value, see 2.1.15 No Specifies the existing stream or by-

parts cryptographic operation (as
returned from a previous call to this

operation).
Init Indicator, see 2.1.16 No Initial operation as Boolean
Final Indicator, see 2.1.17 No Final operation as Boolean
Table 239: MAC Verify Request Payload
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Response Payl oad
Object REQUI R Description

Unique Identifier, see 3.1 Yes The Unique Identifier of the Managed
Cryptographic Object that is the key
used for the verification operation.

Validity Indicator, see 9.1.3.2.23 Yes An Enumeration object indicating
whether the MAC is valid, invalid, or
unknown.

Correlation Value, see 2.1.15 No Specifies the stream or by-parts value

to be provided in subsequent calls to
this operation for performing
cryptographic operations.

Table 240: MAC Verify Response Payload

4.35 RNG Retrieve

This operation requests the server to return output from a Random Number Generator (RNG).
The request contains the quantity of output requested.
The response contains the RNG output.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.

Reqguest Payl oad

Obj ect REQUI R Description
Data Length Yes The amount of random number
generator output to be returned (in
bytes).

Table 241: RNG Retrieve Request Payload

Reponse Payl oad
Obj ect REQUI R Description

Data Yes The random number generator output.

Table 242: RNG Retrieve Response Payload

4.36 RNG Seed

This operation requests the server to seed a Random Number Generator.
The request contains the seeding material.
The response contains the amount of seed data used.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.

The server MAY elect to ignore the information provided by the client (i.e. not accept the seeding
material) and MAY indicate this to the client by returning zero as the value in the Data Length response. A
client SHALL NOT consider a response from a server which does not use the provided data as an error.
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Request Payl oad

Object REQUI R Description
Data Yes The data to be provided as a seed to
the random number generator.

Table 243: RNG Seed Request Payload

Response Payl oad
Object REQUI R Description

Data Length Yes The amount of seed data used (in
bytes).

Table 244: RNG Seed Response Payload

4.37 Hash

This operation requests the server to perform a hash operation on the data provided.

The request contains information about the cryptographic parameters (hash algorithm) and the data to be
hashed.

The response contains the result of the hash operation.

The success or failure of the operation is indicated by the Result Status (and if failure the Result Reason)
in the response header.

Request Payl oad
Objce REQUI R Description

Cryptographic Parameters, see 3.6 | Yes The Cryptographic Parameters
(Hashing Algorithm) corresponding to
the particular hash method requested.

Data Yes for The data to be hashed (as a Byte
single-part. | String).
No for multi-
part.

Correlation Value, see 2.1.15 No Specifies the existing stream or by-

parts cryptographic operation (as
returned from a previous call to this

operation).
Init Indicator, see 2.1.16 No Initial operation as Boolean
Final Indicator, see 2.1.17 No Final operation as Boolean
Table 245: Hash Request Payload
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Response Payl oad

Object REQUI R Description

Data Yes for The hashed data (as a Byte String).

single-part.
No for multi-
part.

Correlation Value, see 2.1.15 No Specifies the stream or by-parts value
to be provided in subsequent calls to
this operation for performing
cryptographic operations.

Table 246: Hash Response Payload

4.38 Create Split Key

This operation requests the server to generate a new split key and register all the splits as individual new
Managed Cryptographic Objects.

The request contains attributes to be assigned to the objects (e.g., Split Key Parts, Split Key Threshold,
Split Key Method, Cryptographic Algorithm, Cryptographic Length, etc.). The request MAY contain the
Unigue ldentifier of an existing cryptographic object that the client requests be split by the server. If the
attributes supplied in the request do not match those of the key supplied, the attributes of the key take
precedence.

The response contains the Unique Identifiers of all created objects. The ID Placeholder value SHALL be
set to the Unique Identifier of the split whose Key Part Identifier is 1.

Reqguest Payl oad

Object REQUI R Description
Object Type, see 3.3 Yes Determines the type of object to be
created.
Unigue ldentifier, see 3.1 No The Unique Identifier of the key to be
split (if applicable).
Split Key Parts Yes The total number of parts.
Split Key Threshold Yes The minimum number of parts needed
to reconstruct the entire key.
Split Key Method Yes
Prime Field Size No
Template-Attribute, see 2.1.8 Yes Specifies desired object attributes
using templates and/or individual
attributes.
Table 247: Create Split Key Request Payload
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Response

Payl oad

Object REQUI R Description
Unique Identifier, see 3.1 Yes, MAY be | The list of Unique Identifiers of the
repeated newly created objects.
Template-Attribute, see 2.1.8 No An OPTIONAL list of object attributes

with values that were not specified in
the request, but have been implicitly
set by the key management system.

Table 248: Create Split Key Response Payload

4.39 Join Split Key

This operation requests the server to combine a list of Split Keys into a single Managed Cryptographic

Object. The number of Unique Identifiers in the request SHALL be at least the value of the Split Key

Threshold defined in the Split Keys.

The request contains the Object Type of the Managed Cryptographic Object that the client requests the
Split Key Objects be combined to form. If the Object Type formed is Secret Data, the client MAY include

the Secret Data Type in the request.

The response contains the Unique Identifier of the object obtained by combining the Split Keys. The
server SHALL copy the Unique Identifier returned by this operation into the ID Placeholder variable.

Object

Request
REQUI R

Payl oad

Description

Object Type, see 3.3

Yes

Determines the type of object to be
created.

Unigue ldentifier, see 3.1

Yes, MAY be
repeated

Determines the Split Keys to be
combined to form the object returned
by the server. The minimum number of
identifiers is specified by the Split Key
Threshold field in each of the Split
Keys.

Secret Data Type

No

Determines which Secret Data type the
Split Keys form.

Template-Attribute, see 2.1.8

No

Specifies desired object attributes
using templates and/or individual
attributes.

Table 249: Join Split Key Request Payload

Response

Payl oad

Obj ect

REQUI R

Description

Unique Identifier, see 3.1

Yes

The Unique Identifier of the object
obtained by combining the Split Keys.

Template-Attribute, see 2.1.8

No

An OPTIONAL list of object attributes
with values that were not specified in
the request, but have been implicitly
set by the key management system.

Table 250: Join Split Key Response Payload
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4.40 Export

This operation requests that the server returns a Managed Object specified by its Unique Identifier,

together with its attributes.

The Key Format Type, Key Wrap Type, Key Compression Type and Key Wrapping Specification SHALL
have the same semantics as for the Get operation. If the Managed Object has been Destroyed then the
key material for the specified managed object SHALL not be returned in the response.

The server SHALL copy the Unique Identifier returned by this operations into the ID Placeholder variable.

Special authentication and authorization SHOULD be enforced to perform this request (see [KMIP-UG]).
Only the object owner or an authorized security officer SHOULD be allowed to issue this request.

Re qu ePsaty | oad
Object REQUI R Description
Unique Identifier, see 3.1 No Determines the object being
requested. If omitted, then the
IDPlaceholder value is used by the
server as the Unique Identifier.
Key Format Type, see 9.1.3.2.3 No Determines the key format type to be
returned.
Key Wrap Type, see 9.1.3.2.3 No Determines the Key Wrap Type of the
returned key value.
Key Compression Type, see No Determines the compression method
9.1.3.2.2 for elliptic curve public keys.
Key Wrapping Specification, see No Specifies keys and other information
2.1.6 for wrapping the returned object..

Table 251: Export Request Payload

Response

Payl oad

Object

REQUI R

Description

Object Type, see 3.3

Yes

Type of object

Key, Private Key, Public Key, Split
Key, Template, Secret Data, or
Opague Object, see 2.1.22

Unigue ldentifier, see 3.1 Yes The Unique Identifier of the object.

Attribute, see 2.1.1 Yes, is Al l of & Attebutesbj ect 6
repeated

Certificate, Symmetric Key, PGP Yes The object value being returned, in the

same manner as the Get operation.

Table 252: Export Response Payload

4.41 Import

This operation requests the server to Import a Managed Object specified by its Unique Identifier. The

request specifies the object being imported and all the attributes to be assigned to the object. The

attribute rules

for

each at

tribute for Al ni ti

all attributes MUST be set to the supplied values rather than any server generated values.

Special authentication and authorization SHOULD be enforced to perform this request (see [KMIP-UG]).

Only the object owner or an authorized security officer SHOULD be allowed to issue this request.

The response contains the Unique Identifier provided in the request or assigned by the server. The server

SHALL copy the Unique Identifier returned by this operations into the ID Placeholder variable.
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Request Payl oad

Object REQUI R Description

Unique Identifier, see 3.1 Yes The Unique Identifier of the object to
be imported

Replace Existing No A Boolean. If specified and true then

any existing object with the same
Unique Identifier SHALL be replaced
by this operation. If absent or false
then the operation SHALL fail if there is
an existing object with the same
Unique Identifier.

Key Wrap Type, see 9.1.3.2.48 No If Not Wrapped then the server SHALL
unwrap the object before storing it, and
return an error if the wrapping key is
not available. Otherwise the server
SHALL store the object as provided.

Attribute, see 2.1.1 Yes, is Al'l of the objectd
repeated

Certificate, Symmetric Key, PGP Yes The object value being imported, in the

Key, Private Key, Public Key, Split same manner as the Register

Key, Template, Secret Data, or operation.

Opaque Obiject, see 2.1.22

Table 253: Export Request Payload

Response Payl oad
Object REQUI R Description

Unique ldentifier, see 3.1 Yes The Unique Identifier of the object.

Table 254: Export Response Payload
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5 Ser vted® | i

ent Oper a

ti1 ons

Server-to-client operations are used by servers to send information or Managed Cryptographic Objects to
clients via means outside of the normal client-server request-response mechanism. These operations are
used to send Managed Cryptographic Objects directly to clients without a specific request from the client.

5.1 Notify

This operation is used to notify a client of events that resulted in changes to attributes of an object. This
operation is only ever sent by a server to a client via means outside of the normal client request/response
protocol, using information known to the server via unspecified configuration or administrative
mechanisms. It contains the Unique Identifier of the object to which the notification applies, and a list of
the attributes whose changed values have triggered the notification. The message uses the same format
as a Request message (see 7.1, Table 280), except that the Maximum Response Size, Asynchronous
Indicator, Batch Error Continuation Option, and Batch Order Option fields are not allowed. The client
SHALL send a response in the form of a Response Message (see 7.1, Table 281) containing no payload,
unless both the client and server have prior knowledge (obtained via out-of-band mechanisms) that the

client is not able to respond.

Message Payl oad
Object REQUI R Description
Unique | dehtdifier|Yes The Unique I dentif
Attri bB8te, see Yes, M/iThe attributes tha
repeati(includes at | east
attribute. I n case
del eted, the Attri
2.32.1n question SH
t he Attet rMabluue fi el ¢
Table 255: Notify Message Payload
5.2 Put
This operation is used to fipusho Managed

sent by a server to a client via means outside of the normal client request/response protocol, using
information known to the server via unspecified configuration or administrative mechanisms. It contains
the Unique Identifier of the object that is being sent, and the object itself. The message uses the same
format as a Request message (see 7.1, Table 280), except that the Maximum Response Size,
Asynchronous Indicator, Batch Error Continuation Option, and Batch Order Option fields are not allowed.
The client SHALL send a response in the form of a Response Message (see 7.1, Table 281) containing
no payload, unless both the client and server have prior knowledge (obtained via out-of-band
mechanisms) that the client is not able to respond.

The Put Functionf i el d i

ndi

cates whether

the object being

an object already known to the client (e.g., when pushing a certificate to replace one that is about to
expire, the Put Function field would be set to indicate replacement, and the Unique Identifier of the
expiring certificate would be placed in the Replaced Unique Identifier field). The Put Function SHALL

contain one of the following values:

1 New i which indicates that the object is not a replacement for another object.

1 Replace i which indicates that the object is a replacement for another object, and that the
Replaced Unique Identifier field is present and contains the identification of the replaced object. In
case the object with the Replaced Unique Identifier does not exist at the client, the client SHALL
interpret this as if the Put Function contained the value New.

kmip-spec-v1.4-errata0l-os-redlined
Standards Track Work Product

Copyright © OASIS Open 2019. All Rights Reserved.

18 July 2019
Page 136 of 242

Cryptographic

Apush:e



The Attribute field contains one or more attributes that the server is sending along with the object. The
server MAY include attributes with the object to specify how the object is to be used by the client. The
server MAY include a Lease Time attribute that grants a lease to the client.

If the Managed Obiject is a wrapped key, then the key wrapping specification SHALL be exchanged prior
to the transfer via out-of-band mechanisms.

Message Payl oad

Object REQUI R Description
Unique | detl fieYes The Unique Il denti
Put Func®idn3d. 2€eYes I ndicates functid
Repl aced Unique |[No Unique I dentifier
3.1 object. SHALL hiea t

FunciRempl| ace.
Certificateey,SynYes The object being
Private Key, Pub
Templ ate, Secret

Opaque Obj2edt 22s

Attri bB8te, see No, MAThe additbothalk #t
repeat|server wishes to
object.

Table 256: Put Message Payload

5.3 Query

This operation is used by the server to interrogate the client to determine its capabilities and/or protocol
mechanisms. The Query operation SHOULD be invocable by unauthenticated servers to interrogate client
features and functions. The Query Function field in the request SHALL contain one or more of the
following items:

1 Query Operations

Query Objects

Query Server Information
Query Extension List
Query Extension Map
Query Attestation Types
Query RNGs

Query Validations

Query Profiles

Query Capabilities

=A =4 =4 =4 =4 4 -4 -4 -8 -

Query Client Registration Methods

The Operation fields in the response contain Operation enumerated values, which SHALL list all the
operations that the client supports. If the request contains a Query Operations value in the Query
Function field, then these fields SHALL be returned in the response.

The Object Type fields in the response contain Object Type enumerated values, which SHALL list all the
object types that the client supports. If the request contains a Query Objects value in the Query Function
field, then these fields SHALL be returned in the response.
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The Server Information field in the response is a structure containing vendor-specific fields and/or
substructures. If the request contains a Query Server Information value in the Query Function field, then
this field SHALL be returned in the response.

The Extension Information fields in the response contain the descriptions of Objects with Item Tag values
in the Extensions range that are supported by the server (see Section 2.1.9). If the request contains a
Query Extension List and/or Query Extension Map value in the Query Function field, then the Extensions
Information fields SHALL be returned in the response. If the Query Function field contains the Query
Extension Map value, then the Extension Tag and Extension Type fields SHALL be specified in the
Extension Information values. If both Query Extension List and Query Extension Map are specified in the
request, then only the response to Query Extension Map SHALL be returned and the Query Extension
List SHALL be ignored.

The Attestation Type fields in the response contain Attestation Type enumerated values, which SHALL
list all the attestation types that the client supports. If the request contains a Query Attestation Types
value in the Query Function field, then this field SHALL be returned in the response if the server supports
any Attestation Types.

The RNG Parameters fields in the response SHALL list all the Random Number Generators that the client
supports. If the request contains a Query RNGs value in the Query Function field, then this field SHALL
be returned in the response. If the server is unable to specify details of the RNG then it SHALL return an
RNG Parameters with the RNG Algorithm enumeration of Unspecified.

The Validation Information field in the response is a structure containing details of each formal validation
which the client asserts. If the request contains a Query Validations value, then zero or more Validation
Information fields SHALL be returned in the response. A client MAY elect to return no validation
information in the response.

A Profile Information field in the response is a structure containing details of the profiles that a client
supports including potentially how it supports that profile. If the request contains a Query Profiles value in
the Query Function field, then this field SHALL be returned in the response if the client supports any
Profiles.

The Capability Information fields in the response contain details of the capability of the client.

The Client Registration Method fields in the response contain Client Registration Method enumerated
values, which SHALL list all the client registration methods that the client supports. If the request contains
a Query Client Registration Methods value in the Query Function field, then this field SHALL be returned
in the response if the server supports any Client Registration Methods.

Note that the response payload is empty if there are no values to return.

Request Payl oad
Obj ect REQUI R Description

Query Fund®tilamB, 2s|Yes, M/Det er mi nes the inf
Repeati(queri ed.

Table 257: Query Request Payload
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Response Payl oad
Object REQUI R Description

Operati@nl. 3e2. 27 | No, MAISpecifies an Opera
repeat(supported by the ¢

Object Type, see |[No, MAISpecifies a Manage
repeati(is supported by th

Vendor I dentificalNo SHALL be r et uSearewe
Inf ormation is requ
lenti fication SHAlL
that uniquelyenden

Server I nformati o|/No Cont ai nss premidfoirc i
response to the Qu

Extension Isef2olm&No, MAIYSHALL be returned
repeati(Li st or Query Exte
reqgueandcedsupported

Attestati on ITydp.e2 . No, MAISpecifies an Attes
repeati(support edl| ibggntt he

RNG Paramefens 18s|/No, MAlYSpei fies the RNG t
repeat (t heel i.ent

Profile I nf2.rimalt9 No, MAISpeci f Pe s ftt thaetse
repeati(support edl| ibggntt he

Validation | 2f dr @ NoMAY UKSpecifies the vali
repeati(support edl ibggntt he

Capablidfiadrymat2i.0ln.,2/[No, MAISpeciftcapabhthiatti eag
repeat(support edl ibggntt he

Client Registradeeée No, MAlYSpeciaf iCds ent Regi s
9.1.3.2.47 repeati(thasupport edl| ibggnt h

Table 258: Query Response Payload

5.4 Discover Versions

This operation is used by the server to determine a list of protocol versions that is supported by the client.
The request payload contains an OPTIONAL list of protocol versions that is supported by the server. The
protocol versions SHALL be ranked in decreasing order of preference.

The response payload contains a list of protocol versions that are supported by the client. The protocol
versions are ranked in decreasing order of preference. If the server provides the client with a list of
supported protocol versions in the request payload, the client SHALL return only the protocol versions
that are supported by both the client and server. The client SHOULD list all the protocol versions
supported by both client and server. If the protocol version specified in the request header is not specified
in the request payload and the client does not support any protocol version specified in the request
payload, the client SHALL return an empty list in the response payload. If no protocol versions are
specified in the request payload, the client SHOULD return all the protocol versions that are supported by
the client.
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Protocol Verkion, |No, MAYThe | ist of protoc
Repeat(by the server orde
order of preferenc

Table 259: Discover Versions Request Payload

Protocol Verksion, |No, MAlYThe | ist of protoc
repeat(byyhe client order
order of preferenc

Table 260: Discover Versions Response Payload
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