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1 [bookmark: _Toc17892679][bookmark: _Toc40262178]Introduction
The purpose of this document is to describe test cases to demonstrate the Key Management Interoperability Protocol (KMIP) [KMIP-SPEC]. The test cases illustrate that the concepts within the protocol are sound and how the protocol may be used when implementing KMIP in applications. These test cases are not intended to fully test an implementation of KMIP.
1.1 [bookmark: _Toc17892680][bookmark: _Toc40262179]References (non-normative)
[KMIP-SPEC]	Key Management Interoperability Protocol Specification Version 2.1. Edited by Tony Cox and Charles White. Latest version: https://docs.oasis-open.org/kmip/kmip-spec/v2.1/kmip-spec-v2.1.html.
[KMIP-PROFILES]	Key Management Interoperability Protocol Profiles Version 2.1. Edited by Tim Chevalier and Tim Hudson. Latest version: https://docs.oasis-open.org/kmip/kmip-profiles/v2.1/kmip-profiles-v2.1.html.
[XML]	Extensible Markup Language (XML) 1.0 (Fifth Edition), T. Bray, J. Paoli, M. Sperberg-McQueen, E. Maler, F. Yergeau, Editors, W3C Recommendation, November 26, 2008, http://www.w3.org/TR/2008/REC-xml-20081126/. Latest version available at http://www.w3.org/TR/xml/.
2 [bookmark: _Toc17892681][bookmark: _Toc40262180]KMIP Test Cases
The test cases define a number of request-response pairs for KMIP operations. Each test case is provided in the XML format specified in [KMIP-PROFILES] intended to be both human-readable and usable by automated tools.
Each test case has a unique label (the section name) with the protocol version as part of the identifier.
The test cases may depend on a specific configuration of a KMIP client and server being configured in a manner consistent with the test case assumptions.
Where possible, the flow of unique identifiers between tests, the date-time values, and other dynamic items are indicated using symbolic identifiers – in actual request and response messages these dynamic values will be filled in with valid values.
The test cases show one possible way to construct the messages, and the messages shown are not necessarily the only conformant constructions, as many items within KMIP are optional, and server behavior depends on the server's policy. Support for a test case is predicated on a server matching the test case assumptions and the behavior shown in the request-response pairs.
Symbolic identifiers are of the form $UPPERCASE_NAME followed by an optional unique index value. Wherever a symbolic identifier occurs in a test cases, the implementation must replace it with a reasonable appearing datum of the expected type. Time values can be specified in terms of an offset from the current time in seconds of the form $NOW or $NOW-n or $NOW+n.
2.1 [bookmark: _Toc40262181][bookmark: _Toc478054153][bookmark: _Toc533017125][bookmark: _Toc533022333][bookmark: _Toc535315521][bookmark: _Toc17892682]TC-ASYNC-1-21
Asynchronous test.

See test-cases/kmip-v2.1/TC-ASYNC-1-21.xml
2.2 [bookmark: _Toc40262182]TC-ASYNC-2-21
Asynchronous test.

See test-cases/kmip-v2.1/TC-ASYNC-2-21.xml
2.3 [bookmark: _Toc40262183]TC-ASYNC-3-21
Asynchronous test.

See test-cases/kmip-v2.1/TC-ASYNC-3-21.xml
2.4 [bookmark: _Toc40262184]TC-ASYNC-4-21
Asynchronous test.

See test-cases/kmip-v2.1/TC-ASYNC-4-21.xml
2.5 [bookmark: _Toc40262185]TC-ASYNC-5-21
Asynchronous test.

See test-cases/kmip-v2.1/TC-ASYNC-5-21.xml
2.6 [bookmark: _Toc40262186]TC-ASYNC-6-21
Asynchronous test.

See test-cases/kmip-v2.1/TC-ASYNC-6-21.xml
2.7 [bookmark: _Toc40262187]TC-ASYNC-7-21
Asynchronous test.

See test-cases/kmip-v2.1/TC-ASYNC-7-21.xml
2.8 [bookmark: _Toc40262188]TC-ASYNC-8-21
Asynchronous test.

See test-cases/kmip-v2.1/TC-ASYNC-8-21.xml
2.9 [bookmark: _Toc40262189]TC-ASYNC-9-21
Asynchronous test.

See test-cases/kmip-v2.1/TC-ASYNC-9-21.xml
2.10 [bookmark: _Toc40262190]TC-ASYNC-10-21
Asynchronous test.

See test-cases/kmip-v2.1/TC-ASYNC-10-21.xml

2.11 [bookmark: _Toc40262191]TC-CERTATTR-1-21
A client registers a certificate and the server creates the certificate attributes based on the subject and issuer distinguished name values. 

See test-cases/kmip-v2.1/TC-CERTATTR-1-21.xml

2.12 [bookmark: _Toc478054155][bookmark: _Toc533017127][bookmark: _Toc533022334][bookmark: _Toc535315522][bookmark: _Toc17892683][bookmark: _Toc40262192]TC-CREATE-SD-1-21
A client requests a server to create a secret data managed object. 
See test-cases/kmip-v2.1/TC-CREATE-SD-1-21.xml
2.13 [bookmark: _Toc478054156][bookmark: _Toc533017128][bookmark: _Toc533022335][bookmark: _Toc535315523][bookmark: _Toc17892684][bookmark: _Toc40262193][bookmark: _Toc440013389][bookmark: _Toc449973234]TC-CS-CORVAL-1-21
A client sets a client correlation value and the server also responds with a server correlation value.

See test-cases/kmip-v2.1/TC-CS-CORVAL-1-21.xml
2.14 [bookmark: _Toc478054161][bookmark: _Toc533017133][bookmark: _Toc533022336][bookmark: _Toc535315524][bookmark: _Toc17892685][bookmark: _Toc40262194]TC-DERIVEKEY-1-21
A client uses Derive Key with SHA_256.

See test-cases/kmip-v2.1/TC-DERIVEKEY-1-21.xml
2.15 [bookmark: _Toc478054166][bookmark: _Toc533017138][bookmark: _Toc533022337][bookmark: _Toc535315525][bookmark: _Toc17892686][bookmark: _Toc40262195]TC-DERIVEKEY-2-21
A client uses Derive Key with HMAC-SHA_256.

See test-cases/kmip-v2.1/TC-DERIVEKEY-2-21.xml
2.16 [bookmark: _Toc478054171][bookmark: _Toc533017143][bookmark: _Toc533022338][bookmark: _Toc535315526][bookmark: _Toc17892687][bookmark: _Toc40262196]TC-DERIVEKEY-3-21
A client uses Derive Key with PBKDF2.

See test-cases/kmip-v2.1/TC-DERIVEKEY-3-21.xml
2.17 [bookmark: _Toc478054176][bookmark: _Toc533017148][bookmark: _Toc533022339][bookmark: _Toc535315527][bookmark: _Toc17892688][bookmark: _Toc40262197]TC-DERIVEKEY-4-21
A client uses Derive Key with PBKDF2.

See test-cases/kmip-v2.1/TC-DERIVEKEY-4-21.xml
2.18 [bookmark: _Toc478054181][bookmark: _Toc533017153][bookmark: _Toc533022340][bookmark: _Toc535315528][bookmark: _Toc17892689][bookmark: _Toc40262198]TC-DERIVEKEY-5-21
A client uses Derive Key with PBKDF2 and SHA-256.

See test-cases/kmip-v2.1/TC-DERIVEKEY-5-21.xml
2.19 [bookmark: _Toc478054182][bookmark: _Toc533017154][bookmark: _Toc533022341][bookmark: _Toc535315529][bookmark: _Toc17892690][bookmark: _Toc40262199]TC-DERIVEKEY-6-21
A client uses Derive Key with ASYMMETRIC_KEY and ECDH.

See test-cases/kmip-v2.1/TC-DERIVEKEY-6-21.xml
2.20 [bookmark: _Toc40262200]TC-DIGESTS-1-21
Multiple digests.

See test-cases/kmip-v2.1/TC-DIGESTS-1-21.xml

2.21 [bookmark: _Toc533022342][bookmark: _Toc535315530][bookmark: _Toc17892691][bookmark: _Toc40262201]TC-DLOGIN-1-21
Delegated Login.

See test-cases/kmip-v2.1/TC-DLOGIN-1-21.xml
2.22 [bookmark: _Toc533022343][bookmark: _Toc535315531][bookmark: _Toc17892692][bookmark: _Toc40262202]TC-DLOGIN-2-21
Delegated Login.

See test-cases/kmip-v2.1/TC-DLOGIN-2-21.xml
2.23 [bookmark: _Toc40262203]TC-DLOGIN-3-21
Delegated Login.

See test-cases/kmip-v2.1/TC-DLOGIN-3-21.xml
2.24 [bookmark: _Toc40262204]TC-DLOGIN-4-21
Delegated Login.

See test-cases/kmip-v2.1/TC-DLOGIN-4-21.xml
2.25 [bookmark: _Toc40262205]TC-DLOGIN-5-21
Delegated Login.

See test-cases/kmip-v2.1/TC-DLOGIN-5-21.xml
2.26 [bookmark: _Toc40262206]TC-DLOGIN-6-21
Delegated Login.

See test-cases/kmip-v2.1/TC-DLOGIN-6-21.xml
2.27 [bookmark: _Toc40262207]TC-DLOGIN-7-21
Delegated Login.

See test-cases/kmip-v2.1/TC-DLOGIN-7-21.xml
2.28 [bookmark: _Toc40262208]TC-DLOGIN-8-21
Delegated Login.

See test-cases/kmip-v2.1/TC-DLOGIN-8-21.xml
2.29 [bookmark: _Toc40262209]TC-DLOGIN-9-21
Delegated Login.

See test-cases/kmip-v2.1/TC-DLOGIN-9-21.xml
2.30 [bookmark: _Toc40262210]TC-DLOGIN-10-21
Delegated Login.

See test-cases/kmip-v2.1/TC-DLOGIN-10-21.xml
2.31 [bookmark: _Toc40262211]TC-DLOGIN-11-21
Delegated Login.

See test-cases/kmip-v2.1/TC-DLOGIN-11-21.xml
2.32 [bookmark: _Toc40262212]TC-DLOGIN-12-21
Delegated Login.

See test-cases/kmip-v2.1/TC-DLOGIN-12-21.xml
2.33 [bookmark: _Toc40262213]TC-DLOGIN-13-21
Delegated Login.

See test-cases/kmip-v2.1/TC-DLOGIN-13-21.xml


2.34 [bookmark: _Toc478054183][bookmark: _Toc533017155][bookmark: _Toc533022344][bookmark: _Toc535315532][bookmark: _Toc17892693][bookmark: _Toc40262214]TC-ECC-1-21
A client registers an EC private key in ECPrivateKey format and an EC public key in X.509 format using the EC cryptographic algorithm.

See test-cases/kmip-v2.1/TC-ECC-1-21.xml
2.35 [bookmark: _Toc478054184][bookmark: _Toc533017156][bookmark: _Toc533022345][bookmark: _Toc535315533][bookmark: _Toc17892694][bookmark: _Toc40262215]TC-ECC-2-21
A client registers an EC private key in PKCS8 format and an EC public key in X.509 format using the EC cryptographic algorithm.

See test-cases/kmip-v2.1/TC-ECC-2-21.xml
2.36 [bookmark: _Toc478054185][bookmark: _Toc533017157][bookmark: _Toc533022346][bookmark: _Toc535315534][bookmark: _Toc17892695][bookmark: _Toc40262216]TC-ECC-3-21
A client registers an EC private key in ECPrivateKey format and an EC public key in X.509 format using the EC cryptographic algorithm.

See test-cases/kmip-v2.1/TC-ECC-3-21.xml
2.37 [bookmark: _Toc478054187][bookmark: _Toc533017159][bookmark: _Toc533022347][bookmark: _Toc535315535][bookmark: _Toc17892696][bookmark: _Toc40262217][bookmark: _Toc478054186][bookmark: _Toc533017158]TC-ECDSA-SIGN-1-21
A client registers an EC private key in ECPrivateKey format and an EC public key in X.509 format using the EC cryptographic algorithm and performs a Sign operation followed by a Signature Verify operation.

See test-cases/kmip-v2.1/TC-ECDSA-SIGN-1-21.xml
2.38 [bookmark: _Toc533022348][bookmark: _Toc535315536][bookmark: _Toc17892697][bookmark: _Toc40262218]TC-ECDSA-SIGN-DIGESTEDDATA 1-21
ECDSA Signing with the digested data provided by the client.

See test-cases/kmip-v2.1/TC-ECDSA-SIGN-DIGESTEDDATA-1-21.xml
2.39 [bookmark: _Toc533017231][bookmark: _Toc533022349][bookmark: _Toc535315537][bookmark: _Toc17892698][bookmark: _Toc40262219][bookmark: _Toc478054198][bookmark: _Toc533017170]TC-EXTRACTABLE-1-21
Show usage of Extractable and Never Extractable.

See test-cases/kmip-v2.1/TC-EXTRACTABLE-1-21.xml
2.40 [bookmark: _Toc533022350][bookmark: _Toc535315538][bookmark: _Toc17892699][bookmark: _Toc40262220]TC-I18N-1-21
Client provides a key name containing a Greek capital Alpha.
Note: the encoding in XML has to be correctly converted into the valid UTF-8 format.

See test-cases/kmip-v2.1/TC-I18N-1-21.xml
2.41 [bookmark: _Toc478054199][bookmark: _Toc533017171][bookmark: _Toc533022351][bookmark: _Toc535315539][bookmark: _Toc17892700][bookmark: _Toc40262221]TC-I18N-2-21
Client provides a key alternative name containing a Greek capital Alpha.
Note: the encoding in XML has to be correctly converted into the valid UTF-8 format.

See test-cases/kmip-v2.1/TC-I18N-2-21.xml
2.42 [bookmark: _Toc478054200][bookmark: _Toc533017172][bookmark: _Toc533022352][bookmark: _Toc535315540][bookmark: _Toc17892701][bookmark: _Toc40262222]TC-I18N-3-21
Client provides a customer attribute containing a Greek capital Alpha with the attribute value containing a Greek capital Omega.
Note: the encoding in XML has to be correctly converted into the valid UTF-8 format.

See test-cases/kmip-v2.1/TC-I18N-3-21.xml
2.43 [bookmark: _Toc533022353][bookmark: _Toc535315541][bookmark: _Toc17892702][bookmark: _Toc40262223][bookmark: _Toc478054201][bookmark: _Toc533017173]TC-IMPEXP-1-21
Import/Export.

See test-cases/kmip-v2.1/TC-IMPEXP-1-21.xml
2.44 [bookmark: _Toc533022354][bookmark: _Toc535315542][bookmark: _Toc17892703][bookmark: _Toc40262224]TC-IMPEXP-2-21
Import/Export.

See test-cases/kmip-v2.1/TC-IMPEXP-2-21.xml
2.45 [bookmark: _Toc533022355][bookmark: _Toc535315543][bookmark: _Toc17892704][bookmark: _Toc40262225]TC-IMPEXP-3-21
Import/Export.

See test-cases/kmip-v2.1/TC-IMPEXP-3-21.xml
2.46 [bookmark: _Toc40262226]TC-IMPEXP-4-21
Import/Export.

See test-cases/kmip-v2.1/TC-IMPEXP-4-21.xml
2.47 [bookmark: _Toc40262227]TC-IMPEXP-5-21
Import/Export.

See test-cases/kmip-v2.1/TC-IMPEXP-5-21.xml

2.48 [bookmark: _Toc533022356][bookmark: _Toc535315544][bookmark: _Toc17892705][bookmark: _Toc40262228]TC-LOGIN-1-21
Login.

See test-cases/kmip-v2.1/TC-LOGIN-1-21.xml
2.49 [bookmark: _Toc533022357][bookmark: _Toc535315545][bookmark: _Toc17892706][bookmark: _Toc40262229]TC-LOGIN-2-21
Login.

See test-cases/kmip-v2.1/TC-LOGIN-2-21.xml
2.50 [bookmark: _Toc533022358][bookmark: _Toc535315546][bookmark: _Toc17892707][bookmark: _Toc40262230]TC-LOGIN-3-21
Login.

See test-cases/kmip-v2.1/TC-LOGIN-3-21.xml
2.51 [bookmark: _Toc40262231][bookmark: _Toc533022359][bookmark: _Toc535315547][bookmark: _Toc17892708]TC-MD-1-21
Message digest testing.

See test-cases/kmip-v2.1/TC-MD-1-21.xml
2.52 [bookmark: _Toc40262232]TC-MD-2-21
Message digest testing.

See test-cases/kmip-v2.1/TC-MD-2-21.xml
2.53 [bookmark: _Toc40262233]TC-MD-3-21
Message digest testing.

See test-cases/kmip-v2.1/TC-MD-3-21.xml
2.54 [bookmark: _Toc40262234]TC-MD-4-21
Message digest testing.

See test-cases/kmip-v2.1/TC-MD-4-21.xml
2.55 [bookmark: _Toc40262235]TC-MD-5-21
Message digest testing.

See test-cases/kmip-v2.1/TC-MD-5-21.xml
2.56 [bookmark: _Toc40262236]TC-MD-6-21
Message digest testing.

See test-cases/kmip-v2.1/TC-MD-6-21.xml
2.57 [bookmark: _Toc40262237]TC-MD-21-21
Message digest testing.

See test-cases/kmip-v2.1/TC-MD-21-21.xml
2.58 [bookmark: _Toc40262238]TC-MD-22-21
Message digest testing.

See test-cases/kmip-v2.1/TC-MD-22-21.xml
2.59 [bookmark: _Toc40262239]TC-MD-23-21
Message digest testing.

See test-cases/kmip-v2.1/TC-MD-23-21.xml
2.60 [bookmark: _Toc40262240]TC-MD-24-21
Message digest testing.

See test-cases/kmip-v2.1/TC-MD-24-21.xml

2.61 [bookmark: _Toc40262241]TC-MDO-1-21
A client requests a meta-data-only object (no key material).

See test-cases/kmip-v2.1/TC-MDO-1-21.xml
2.62 [bookmark: _Toc478054202][bookmark: _Toc533017174][bookmark: _Toc533022360][bookmark: _Toc535315548][bookmark: _Toc17892709][bookmark: _Toc40262242]TC-MDO-2-21
A client requests a meta-data-only object (no key material) and an object with key material and performs a Locate operation that only returns the meta-data-only object.

See test-cases/kmip-v2.1/TC-MDO-2-21.xml
2.63 [bookmark: _Toc478054203][bookmark: _Toc533017175][bookmark: _Toc533022361][bookmark: _Toc535315549][bookmark: _Toc17892710][bookmark: _Toc40262243]TC-MDO-3-21
A client requests a meta-data-only object (no key material) using the URL format of the Key Value Location and performs Locate.

See test-cases/kmip-v2.1/TC-MDO-3-21.xml
2.64 [bookmark: _Toc478054206][bookmark: _Toc533017178][bookmark: _Toc533022362][bookmark: _Toc535315550][bookmark: _Toc17892711][bookmark: _Toc40262244]TC-OFFSET-1-21
A client requests that the server create a number of symmetric keys and then uses the Offset parameter in Locate to return various items.

See test-cases/kmip-v2.1/TC-OFFSET-1-21.xml
2.65 [bookmark: _Toc439997629][bookmark: _Toc440005490][bookmark: _Toc439997630][bookmark: _Toc440005491][bookmark: _Toc439998037][bookmark: _Toc440005898][bookmark: _Toc439998146][bookmark: _Toc440006007][bookmark: _Toc439998287][bookmark: _Toc440006148][bookmark: _Toc439998434][bookmark: _Toc440006295][bookmark: _Toc439998581][bookmark: _Toc440006442][bookmark: _Toc439998689][bookmark: _Toc440006550][bookmark: _Toc439998891][bookmark: _Toc440006752][bookmark: _Toc440013390][bookmark: _Toc449973235][bookmark: _Toc478054207][bookmark: _Toc533017179][bookmark: _Toc533022363][bookmark: _Toc535315551][bookmark: _Toc17892712][bookmark: _Toc40262245]TC-OFFSET-2-21
A client requests that the server create a number of symmetric keys and then uses the Offset parameter in Locate to return various items.

See test-cases/kmip-v2.1/TC-OFFSET-2-21.xml
2.66 [bookmark: _Toc439998893][bookmark: _Toc440006754][bookmark: _Toc439998894][bookmark: _Toc440006755][bookmark: _Toc439999341][bookmark: _Toc440007202][bookmark: _Toc439999440][bookmark: _Toc440007301][bookmark: _Toc439999571][bookmark: _Toc440007432][bookmark: _Toc439999708][bookmark: _Toc440007569][bookmark: _Toc439999845][bookmark: _Toc440007706][bookmark: _Toc439999943][bookmark: _Toc440007804][bookmark: _Toc440000145][bookmark: _Toc440008006][bookmark: _Toc440000147][bookmark: _Toc440008008][bookmark: _Toc440000148][bookmark: _Toc440008009][bookmark: _Toc440000149][bookmark: _Toc440008010][bookmark: _Toc440000231][bookmark: _Toc440008092][bookmark: _Toc440000305][bookmark: _Toc440008166][bookmark: _Toc440000307][bookmark: _Toc440008168][bookmark: _Toc440000308][bookmark: _Toc440008169][bookmark: _Toc440000390][bookmark: _Toc440008251][bookmark: _Toc440000464][bookmark: _Toc440008325][bookmark: _Toc440000466][bookmark: _Toc440008327][bookmark: _Toc440000467][bookmark: _Toc440008328][bookmark: _Toc440000549][bookmark: _Toc440008410][bookmark: _Toc440000629][bookmark: _Toc440008490][bookmark: _Toc440000713][bookmark: _Toc440008574][bookmark: _Toc440000715][bookmark: _Toc440008576][bookmark: _Toc440000716][bookmark: _Toc440008577][bookmark: _Toc440000717][bookmark: _Toc440008578][bookmark: _Toc440000799][bookmark: _Toc440008660][bookmark: _Toc440000879][bookmark: _Toc440008740][bookmark: _Toc440000946][bookmark: _Toc440008807][bookmark: _Toc478054213][bookmark: _Toc533017185][bookmark: _Toc533022364][bookmark: _Toc535315552][bookmark: _Toc17892713][bookmark: _Toc40262246][bookmark: _Toc440013396][bookmark: _Toc449973241]TC-PGP-1-21
Register a PGP public key block and private key block and add appropriate links between the managed objects.

See test-cases/kmip-v2.1/TC-PGP-1-21.xml
2.67 [bookmark: _Toc40262247]TC-PING-1-21
Ping operation.

See test-cases/kmip-v2.1/TC-PING-1-21.xml

2.68 [bookmark: _Toc478054214][bookmark: _Toc533017186][bookmark: _Toc533022365][bookmark: _Toc535315553][bookmark: _Toc17892714][bookmark: _Toc40262248]TC-PKCS12-1-21
Register objects and then perform a Get returning objects in PKCS#12 format.

See test-cases/kmip-v2.1/TC-PKCS-12-1-21.xml
2.69 [bookmark: _Toc478054215][bookmark: _Toc533017187][bookmark: _Toc533022366][bookmark: _Toc535315554][bookmark: _Toc17892715][bookmark: _Toc40262249]TC-PKCS12-2-21
Register objects in PKCS#12 format and then perform a Get returning the individual objects.

See test-cases/kmip-v2.1/TC-PKCS-12-2-21.xml
2.70 [bookmark: _Toc440001032][bookmark: _Toc440008893][bookmark: _Toc440001034][bookmark: _Toc440008895][bookmark: _Toc440001035][bookmark: _Toc440008896][bookmark: _Toc440001120][bookmark: _Toc440008981][bookmark: _Toc440001122][bookmark: _Toc440008983][bookmark: _Toc440001123][bookmark: _Toc440008984][bookmark: _Toc440001202][bookmark: _Toc440009063][bookmark: _Toc440001204][bookmark: _Toc440009065][bookmark: _Toc440001205][bookmark: _Toc440009066][bookmark: _Toc440001278][bookmark: _Toc440009139][bookmark: _Toc440001281][bookmark: _Toc440009142][bookmark: _Toc440001283][bookmark: _Toc440009144][bookmark: _Toc440001284][bookmark: _Toc440009145][bookmark: _Toc440001356][bookmark: _Toc440009217][bookmark: _Toc440001358][bookmark: _Toc440009219][bookmark: _Toc440001359][bookmark: _Toc440009220][bookmark: _Toc440001435][bookmark: _Toc440009296][bookmark: _Toc440001437][bookmark: _Toc440009298][bookmark: _Toc440001438][bookmark: _Toc440009299][bookmark: _Toc440001514][bookmark: _Toc440009375][bookmark: _Toc440001516][bookmark: _Toc440009377][bookmark: _Toc440001517][bookmark: _Toc440009378][bookmark: _Toc440001621][bookmark: _Toc440009482][bookmark: _Toc440001623][bookmark: _Toc440009484][bookmark: _Toc440001624][bookmark: _Toc440009485][bookmark: _Toc440001704][bookmark: _Toc440009565][bookmark: _Toc40262250][bookmark: _Toc478054239][bookmark: _Toc533017211][bookmark: _Toc533022367][bookmark: _Toc535315555][bookmark: _Toc17892716][bookmark: _Toc440013408][bookmark: _Toc449973253][bookmark: _Toc478054229][bookmark: _Toc533017201]TC-REENCRYPT-1-21
Re-encrypt.

See test-cases/kmip-v2.1/TC-REENCRYPT-1-21.xml
2.71 [bookmark: _Toc40262251]TC-REENCRYPT-2-21
Re-encrypt.

See test-cases/kmip-v2.1/TC-REENCRYPT-2-21.xml
2.72 [bookmark: _Toc40262252]TC-REENCRYPT-3-21
Re-encrypt.

See test-cases/kmip-v2.1/TC-REENCRYPT-3-21.xml
2.73 [bookmark: _Toc40262253]TC-REENCRYPT-4-21
Re-encrypt.

See test-cases/kmip-v2.1/TC-REENCRYPT-4-21.xml
2.74 [bookmark: _Toc40262254]TC-REENCRYPT-5-21
Re-encrypt.

See test-cases/kmip-v2.1/TC-REENCRYPT-5-21.xml
2.75 [bookmark: _Toc40262255]TC-REENCRYPT-6-21
Re-encrypt.

See test-cases/kmip-v2.1/TC-REENCRYPT-6-21.xml

2.76 [bookmark: _Toc40262256]TC-REKEY-1-21
Create a key and perform multiple rekey operations.

See test-cases/kmip-v2.1/TC-REKEY-1-21.xml
2.77 [bookmark: _Toc40262257]TC-REKEY-2-21
Create a key and perform multiple rekey operations.

See test-cases/kmip-v2.1/TC-REKEY-2-21.xml
2.78 [bookmark: _Toc40262258]TC-REKEY-3-21
Create a key and perform multiple rekey operations.

See test-cases/kmip-v2.1/TC-REKEY-3-21.xml
2.79 [bookmark: _Toc40262259]TC-REKEY-4-21
Create a key and perform multiple rekey operations.

See test-cases/kmip-v2.1/TC-REKEY-4-21.xml
2.80 [bookmark: _Toc40262260]TC-REKEY-5-21
Create a key and perform multiple rekey operations.

See test-cases/kmip-v2.1/TC-REKEY-5-21.xml
2.81 [bookmark: _Toc40262261]TC-REKEY-6-21
Create a key and perform multiple rekey operations.

See test-cases/kmip-v2.1/TC-REKEY-6-21.xml
2.82 [bookmark: _Toc40262262]TC-REKEY-7-21
Create a key and perform multiple rekey operations.

See test-cases/kmip-v2.1/TC-REKEY-7-21.xml
2.83 [bookmark: _Toc40262263]TC-REKEY-8-21
Create a key and perform multiple rekey operations.

See test-cases/kmip-v2.1/TC-REKEY-8-21.xml
2.84 [bookmark: _Toc40262264]TC-REKEY-9-21
Create a key and perform multiple rekey operations.

See test-cases/kmip-v2.1/TC-REKEY-9-21.xml
2.85 [bookmark: _Toc40262265]TC-REKEY-10-21
Create a key and perform multiple rekey operations.

See test-cases/kmip-v2.1/TC-REKEY-10-21.xml
2.86 [bookmark: _Toc40262266]TC-REKEY-11-21
Create a key and perform multiple rekey operations.

See test-cases/kmip-v2.1/TC-REKEY-11-21.xml
2.87 [bookmark: _Toc40262267]TC-REKEY-12-21
Create a key and perform multiple rekey operations.

See test-cases/kmip-v2.1/TC-REKEY-12-21.xml

2.88 [bookmark: _Toc440001706][bookmark: _Toc440009567][bookmark: _Toc440001707][bookmark: _Toc440009568][bookmark: _Toc440001828][bookmark: _Toc440009689][bookmark: _Toc440001830][bookmark: _Toc440009691][bookmark: _Toc440001831][bookmark: _Toc440009692][bookmark: _Toc440001925][bookmark: _Toc440009786][bookmark: _Toc440001927][bookmark: _Toc440009788][bookmark: _Toc440001928][bookmark: _Toc440009789][bookmark: _Toc440002001][bookmark: _Toc440009862][bookmark: _Toc440002003][bookmark: _Toc440009864][bookmark: _Toc440002004][bookmark: _Toc440009865][bookmark: _Toc440002256][bookmark: _Toc440010117][bookmark: _Toc440002258][bookmark: _Toc440010119][bookmark: _Toc440002259][bookmark: _Toc440010120][bookmark: _Toc440002349][bookmark: _Toc440010210][bookmark: _Toc440002351][bookmark: _Toc440010212][bookmark: _Toc440002352][bookmark: _Toc440010213][bookmark: _Toc440002418][bookmark: _Toc440010279][bookmark: _Toc440013414][bookmark: _Toc449973259][bookmark: _Toc478054240][bookmark: _Toc533017212][bookmark: _Toc533022368][bookmark: _Toc535315556][bookmark: _Toc17892717][bookmark: _Toc40262268]TC-RNG-ATTR-1-21
A client registers a symmetric key including details of the RNG that the client is claiming was used to generate the symmetric key.

See test-cases/kmip-v2.1/TC-RNG-ATTR-1-21.xml
2.89 [bookmark: _Toc440002420][bookmark: _Toc440010281][bookmark: _Toc440013415][bookmark: _Toc449973260][bookmark: _Toc478054241][bookmark: _Toc533017213][bookmark: _Toc533022369][bookmark: _Toc535315557][bookmark: _Toc17892718][bookmark: _Toc40262269]TC-RNG-ATTR-2-21
A client requests that the server create a symmetric key.  The server does and also includes the required details of the RNG that was used to generate the symmetric key.

See test-cases/kmip-v2.1/TC-RNG-ATTR-2-21.xml
2.90 [bookmark: _Toc478054242][bookmark: _Toc533017214][bookmark: _Toc533022370][bookmark: _Toc535315558][bookmark: _Toc17892719][bookmark: _Toc40262270]TC-RSA-SIGN-DIGESTEDDATA 1-21
RSA Signing with the digested data provided by the client.

See test-cases/kmip-v2.1/TC-RSA-SIGN-DIGESTEDDATA-1-21xml
2.91 [bookmark: _Toc440002422][bookmark: _Toc440010283][bookmark: _Toc533017230][bookmark: _Toc533022371][bookmark: _Toc535315559][bookmark: _Toc17892720][bookmark: _Toc40262271][bookmark: _Toc478054243][bookmark: _Toc533017215][bookmark: _Toc440013416][bookmark: _Toc449973261]TC-SENSITIVE-1-21
Show the usage of Sensitive and Always Sensitive.

See test-cases/kmip-v2.1/TC-SENSITIVE-1-21.xml
2.92 [bookmark: _Toc40262272]TC-SETTATTR-1-21
Show the usage of Set Attribute.

See test-cases/kmip-v2.1/TC-SETATTR-1-21.xml
2.93 [bookmark: _Toc40262273]TC-SETTATTR-2-21
Show the usage of Set Attribute.

See test-cases/kmip-v2.1/TC-SETATTR-2-21.xml
2.94 [bookmark: _Toc40262274]TC-SETTATTR-3-21
Show the usage of Set Attribute.

See test-cases/kmip-v2.1/TC-SETATTR-3-21.xml

2.95 [bookmark: _Toc533022372][bookmark: _Toc535315560][bookmark: _Toc17892721][bookmark: _Toc40262275]TC-SJ-1-21
Create a symmetric key, performing split and join operations in various combinations.

See test-cases/kmip-v2.1/TC-SJ-1-21.xml
2.96 [bookmark: _Toc478054244][bookmark: _Toc533017216][bookmark: _Toc533022373][bookmark: _Toc535315561][bookmark: _Toc17892722][bookmark: _Toc40262276]TC-SJ-2-21
Register a symmetric key, performing split and join operations in various combinations.

See test-cases/kmip-v2.1/TC-SJ-2-21.xml
2.97 [bookmark: _Toc478054245][bookmark: _Toc533017217][bookmark: _Toc533022374][bookmark: _Toc535315562][bookmark: _Toc17892723][bookmark: _Toc40262277]TC-SJ-3-21
Register split keys and perform join operations in various combinations.

See test-cases/kmip-v2.1/TC-SJ-2-21.xml
2.98 [bookmark: _Toc478054246][bookmark: _Toc533017218][bookmark: _Toc533022375][bookmark: _Toc535315563][bookmark: _Toc17892724][bookmark: _Toc40262278]TC-SJ-4-21
Create a symmetric key and perform split and join operations in various combinations using the XOR method. 

See test-cases/kmip-v2.1/TC-SJ-4-21.xml
2.99 [bookmark: _Toc478054247][bookmark: _Toc533017219][bookmark: _Toc533022379][bookmark: _Toc535315567][bookmark: _Toc17892728][bookmark: _Toc40262279]TC-STREAM-ENC-1-21
Create a symmetric key and perform encrypt with streaming.

See test-cases/kmip-v2.1/TC-STREAM-ENC-1-21.xml
2.100 [bookmark: _Toc478054248][bookmark: _Toc533017220][bookmark: _Toc533022380][bookmark: _Toc535315568][bookmark: _Toc17892729][bookmark: _Toc40262280]TC-STREAM-ENC-2-21
Register a symmetric key and perform encrypt and decrypt with streaming.

See test-cases/kmip-v2.1/TC-STREAM-ENC-2-21.xml
2.101 [bookmark: _Toc478054249][bookmark: _Toc533017221][bookmark: _Toc533022381][bookmark: _Toc535315569][bookmark: _Toc17892730][bookmark: _Toc40262281]TC-STREAM-ENCDEC-1-21
Register a symmetric key and perform encrypt with streaming.

See test-cases/kmip-v2.1/TC-STREAM-ENCDEC-1-21.xml
2.102 [bookmark: _Toc478054250][bookmark: _Toc533017222][bookmark: _Toc533022382][bookmark: _Toc535315570][bookmark: _Toc17892731][bookmark: _Toc40262282]TC-STREAM-HASH-1-21
Hash operation for data ‘abc’ in a single request followed immediately by a streaming equivalent for which the result must be identical.

Note: - test vector data from http://csrc.nist.gov/groups/ST/toolkit/documents/Examples/SHA_All.pdf 

See test-cases/kmip-v2.1/TC-STREAM-HASH-1-21.xml
2.103 [bookmark: _Toc440002424][bookmark: _Toc440010285][bookmark: _Toc440013417][bookmark: _Toc449973262][bookmark: _Toc478054251][bookmark: _Toc533017223][bookmark: _Toc533022383][bookmark: _Toc535315571][bookmark: _Toc17892732][bookmark: _Toc40262283]TC-STREAM-HASH-2-21
Hash operation for data ‘abc’ in a single request followed immediately by a streaming equivalent for which the result must be identical.

Note: - test vector data from http://csrc.nist.gov/groups/ST/toolkit/documents/Examples/SHA_All.pdf
 
See test-cases/kmip-v2.1/TC-STREAM-HASH-2-21.xml
2.104 [bookmark: _Toc440002426][bookmark: _Toc440010287][bookmark: _Toc440002429][bookmark: _Toc440010290][bookmark: _Toc440002430][bookmark: _Toc440010291][bookmark: _Toc440002506][bookmark: _Toc440010367][bookmark: _Toc440002583][bookmark: _Toc440010444][bookmark: _Toc440002661][bookmark: _Toc440010522][bookmark: _Toc440002739][bookmark: _Toc440010600][bookmark: _Toc440002820][bookmark: _Toc440010681][bookmark: _Toc440013418][bookmark: _Toc449973263][bookmark: _Toc478054252][bookmark: _Toc533017224][bookmark: _Toc533022384][bookmark: _Toc535315572][bookmark: _Toc17892733][bookmark: _Toc40262284]TC-STREAM-HASH-3-21
Hash operation for data ‘abc’ in a single request followed immediately by a streaming equivalent for which the result must be identical.

Note: - test vector data from http://csrc.nist.gov/groups/ST/toolkit/documents/Examples/SHA_All.pdf

See test-cases/kmip-v2.1/TC-STREAM-HASH-3-21.xml
2.105 [bookmark: _Toc40262285][bookmark: _Toc478054253][bookmark: _Toc533017225][bookmark: _Toc533022385][bookmark: _Toc535315573][bookmark: _Toc17892734]TC-STREAM-MAC-1-21
MAC with streaming.

See test-cases/kmip-v2.1/TC-STREAM-MAC-1-21.xml
2.106 [bookmark: _Toc40262286]TC-STREAM-SIGN-1-21
Sign with a known asymmetric key with streaming.

See test-cases/kmip-v2.1/TC-STREAM-SIGN-1-21.xml
2.107 [bookmark: _Toc478054254][bookmark: _Toc533017226][bookmark: _Toc533022386][bookmark: _Toc535315574][bookmark: _Toc17892735][bookmark: _Toc40262287]TC-STREAM-SIGNVFY-1-21
Sign and Signature Verify with a known asymmetric key with streaming.

See test-cases/kmip-v2.1/TC-STREAM-SIGNVFY-1-21.xml
2.108 [bookmark: _Toc478054255][bookmark: _Toc533017227][bookmark: _Toc533022387][bookmark: _Toc535315575][bookmark: _Toc17892736][bookmark: _Toc40262288]TC-WRAP-1-21
Show usage of Key Wrap Type as Registered.

See test-cases/kmip-v2.1/TC-WRAP-1-21.xml
2.109 [bookmark: _Toc478054256][bookmark: _Toc533017228][bookmark: _Toc533022388][bookmark: _Toc535315576][bookmark: _Toc17892737][bookmark: _Toc40262289]TC-WRAP-2-21
Show usage of Key Wrap Type as Not Wrapped.

See test-cases/kmip-v2.1/TC-WRAP-2-21.xml
2.110 [bookmark: _Toc478054257][bookmark: _Toc533017229][bookmark: _Toc533022389][bookmark: _Toc535315577][bookmark: _Toc17892738][bookmark: _Toc40262290]TC-WRAP-3-21
Show usage of returning wrapped key wrapped with a different wrapping key.

See test-cases/kmip-v2.1/TC-WRAP-3-21.xml
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