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1 Introduction
For normative definition of the elements of KMIP see the KMIP Specification [KMIP-SPEC] and the KMIP Profiles [KMIP-PROF]. 

Illustrative guidance for the implementation of KMIP clients and servers is provided in the KMIP Usage Guide [KMIP-UG].

Suite B [SuiteB] requires that key establishment and signature algorithms be based upon Elliptic Curve Cryptography and that the encryption algorithm be AES [FIPS197].  Suite B includes:
	Encryption


	Advanced Encryption Standard (AES) (key sizes of 128 and 256 bits)

	Digital Signature
	Elliptic Curve Digital Signature Algorithm (ECDSA) (using the curves with 256-bit and 384-bit prime moduli)

	Key Exchange
	Elliptic Curve Diffie-Hellman (ECDH), (using the curves with 256-bit and 384-bit prime moduli)

	Hashes
	SHA-256 and SHA-384


Suite B provides for two levels of cryptographic security, namely a 128-bit minimum level of security (minLOS_128) and a 192-bit minimum level of security (minLOS_192).  Each level defines a minimum strength that all cryptographic algorithms must provide. A KMIP product configured at a minimum level of security of 128 bits provides adequate protection for classified information up to the SECRET level. A KMIP product configured at a minimum level of security of 192 bits is required to protect classified information at the TOP SECRET level.

The Suite B non-signature primitives are divided into two columns as shown below.
	
	Column 1
	Column 2

	Encryption
	AES-128
	AES-256

	Key Agreement
	ECDH on P-256
	ECDH on P-384

	Hash for PRF/MAC
	SHA-256
	SHA-384


At the 128-bit minimum level of security, the non-signature primitives MUST either come exclusively from Column 1 or exclusively from Column 2.
At the 192-bit minimum level of security, the non-signature primitives MUST come exclusively from Column 2.
Digital signatures using ECDSA MUST be used for authentication. Following the direction of RFC 4754, ECDSA-256 represents an instantiation of the ECDSA algorithm using the P-256 curve and the SHA-256 hash function. ECDSA-384 represents an instantiation of the ECDSA algorithm using the P-384 curve and the SHA-384 hash function.     
If configured at a minimum level of security of 128 bits, a KMIP product MUST use either ECDSA-256 or ECDSA-384 for authentication. It is allowable for one party to authenticate with ECDSA-256 and the other party to authenticate with ECDSA-384. This flexibility will allow interoperability between a KMIP client and server that have different sizes of ECDSA authentication keys. KMIP products configured at a minimum level of security of 128 bits MUST be able to verify ECDSA-256 signatures and SHOULD be able to verify ECDSA-384 signatures. If configured at a minimum level of security of 192 bits, ECDSA-384 MUST be used by both the KMIP client and server for authentication. KMIP products configured at a minimum level of security of 192 bits MUST be able to verify ECDSA-384 signatures. 

KMIP products, at both minimum levels of security, MUST each use an X.509 certificate that complies with the "Suite B Certificate and Certificate Revocation List (CRL) Profile" [RFC5759] and that contains an elliptic curve public key with the key usage bit set for digital signature.
1.1 Terminology

The key words “MUST”, “SHALL”, “SHOULD”, and “MAY” in this document are to be interpreted as described in [RFC2119].
1.2 Normative References

[CNSSP-15]
N.S.A., “National Information Assurance Policy on the Use of Public Standards for the Secure Sharing of Information Among National Security Systems”, 1 October 2013, https://www.cnss.gov/Assets/pdf/CNSSP_No%2015_minorUpdate1_Oct12012.pdf.

[RFC2119]
Bradner, S., “Key words for use in RFCs to Indicate Requirement Levels”, BCP 14, RFC 2119, March 1997, http://www.ietf.org/rfc/rfc2119.txt.

[RFC4754]
D. Fu and J. Solinas, IKE and IKEv2 Authentication Using the Elliptic Curve Digital Signature Algorithm (ECDSA), IETF RFC 4754, Jan 2007, http://www.ietf.org/rfc/rfc4754.txt.

[RFC5246]
Dierks, T. and E. Rescorla, The Transport Layer Security (TLS) Protocol Version 1.2, IETF RFC 5246, August 2008, http://www.ietf.org/rfc/rfc5246.txt.
[RFC6460]
M. Salter and R. Housley, Suite B Profile for Transport Layer Security (TLS), IETF RFC 6460, January 2012, http://www.ietf.org/rfc/rfc6460.txt. 

[KMIP-SPEC]
One or more of [KMIP-SPEC-1_0], [KMIP-SPEC-1_1], [KMIP-SPEC-1_2]
[KMIP-SPEC-1_0]
Key Management Interoperability Protocol Specification Version 1.0,
http://docs.oasis-open.org/kmip/spec/v1.0/os/kmip-spec-1.0-os.doc, 
OASIS Standard, 1 October 2010.
[KMIP-SPEC-1_1]
Key Management Interoperability Protocol Specification Version 1.1,
http://docs.oasis-open.org/kmip/spec/v1.1/os/kmip-spec-v1.1-os.doc, 
OASIS Standard, 24 January 2013. 

[KMIP-SPEC-1_2]
Key Management Interoperability Protocol Specification Version 1.2,
URL, Candidate OASIS Standard 01, DD MMM YYYY. 

[KMIP-PROF]
One or more of [KMIP-PROF-1_0], [KMIP-PROF-1_1], [KMIP-PROF-1_2]
[KMIP-PROF-1_0]
Key Management Interoperability Protocol Usage Guide Version 1.0,  http://docs.oasis-open.org/kmip/profiles/v1.0/os/kmip-profiles-1.0-os.doc,
OASIS Standard, 1 October 2010.  
[KMIP-PROF-1_1]
Key Management Interoperability Protocol Usage Guide Version 1.1,
http://docs.oasis-open.org/kmip/profiles/v1.1/os/kmip-profiles-v1.1-os.doc,
OASIS Standard 01, 24 January 2013.
[KMIP-PROF-1_2]
Key Management Interoperability Protocol Usage Guide Version 1.2,
URL, Candidate OASIS Standard 01, DD MMM YYYY.
1.3 Non-Normative References

[KMIP-UG]
One or more of [KMIP-UG-1_0], [KMIP-UG-1_1], [KMIP-UG-1_2]
[KMIP-UG-1_0]
Key Management Interoperability Protocol Usage Guide Version 1.0, http://docs.oasis-open.org/kmip/ug/v1.1/kmip-ug-v1.1-cnd01.doc, 
Committee Note Draft, 1 December 2011.  
[KMIP-UG-1_1]
Key Management Interoperability Protocol Usage Guide Version 1.1, http://docs.oasis-open.org/kmip/ug/v1.1/kmip-ug-v1.1-cnd01.doc,
Committee Note Draft, 1 December 2011.  
[KMIP-UG-1_2]
Key Management Interoperability Protocol Usage Guide Version 1.2, 
URL, Committee Note Draft, DD MMM YYYY. 
[KMIP-TC-1_1]
Key Management Interoperability Protocol Test Cases Version 1.1, http://docs.oasis-open.org/kmip/testcases/v1.1/cn01/kmip-testcases-v1.1-cn01.doc, Committee Note 01, 27 July 2012.    

[KMIP-TC-1_2]
Key Management Interoperability Protocol Test Cases Version 1.2, 
URL, Committee Note Draft, DD MMM YYYY.  

[KMIP-UC]
Key Management Interoperability Protocol Use Cases Version 1.0, http://docs.oasis-open.org/kmip/usecases/v1.0/cs01/kmip-usecases-1.0-cs-01.doc, Committee Specification, 15 June 2010.  

[SuiteB]
Suite B Cryptography / Cryptographic Interoperability, http://www.nsa.gov/ia/programs/suiteb_cryptography/
2 Suite B minLOS_128 Profile
The Suite B minLOS_128 Profile describes a KMIP client interacting with a KMIP server as an information assurance product to provide a minimum level of security of 128 bits. (http://www.nsa.gov/ia/programs/suiteb_cryptography/)

2.1 Authentication Suite

Implementations conformant to this profile SHALL use TLS to negotiate a mutually-authenticated connection.

2.1.1 Protocols

Conformant KMIP clients and servers SHALL support:

· TLS v1.2 [RFC5246]
2.1.2 Cipher Suites

Conformant KMIP servers SHALL support the following cipher suites:

· TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

2.1.3 Client Authenticity

Conformant KMIP servers and clients SHALL handle client authenticity in accordance with section 3.2.3 of the TLS 1.2 Authentication Suite [KMIP-PROF].

2.1.4 Object Owner

Conformant KMIP servers and clients SHALL handle object owner in accordance with section 3.2.4 of the TLS 1.2 Authentication Suite [KMIP-PROF].

2.1.5 KMIP Port Number

Conformant KMIP servers and clients SHALL handle the KMIP port number in in accordance with section 3.2.5 of the TLS 1.2 Authentication Suite [KMIP-PROF].

2.2 Suite B minLOS_128

KMIP clients conformant to this profile under [KMIP-SPEC]:

1. SHALL conform to the Baseline Client conformance clauses in [KMIP-PROF] and [KMIP-SPEC]
2. SHALL restrict use of the enumerated types listed in item 6 of the server list below to the values noted against each item

3. MAY support any clause within [KMIP-SPEC] provided it does not conflict with any other clause within this section 2.2.

4. MAY support extensions outside the scope of this standard (e.g., vendor extensions, conformance clauses) that do not conflict with any KMIP or [CNSSP-15] requirements.

KMIP servers conformant to this profile under [KMIP-SPEC]:

1. SHALL conform to the Baseline Server profile in [KMIP-PROF] and [KMIP-SPEC] and

2. SHALL support the following Objects [KMIP-SPEC]
a. Certificate [KMIP-SPEC]
b. Symmetric Key [KMIP-SPEC]
c. Public Key [KMIP-SPEC]
d. Private Key [KMIP-SPEC]
3. SHALL support the following Attributes [KMIP-SPEC]
a. Cryptographic Algorithm [KMIP-SPEC] 

b. Cryptographic Length [KMIP-SPEC] value :

i. 128-bit (combined with AES)

ii. 256-bit (combined with SHA, ECDH or ECDSA)

4. MAY support the following Attributes [KMIP-SPEC]

a. Cryptographic Length [KMIP-SPEC] value :
i. 256-bit (combined with AES)
ii. 384-bit bit (combined with SHA, ECDH or ECDSA)

5. SHALL support the following Client-to-Server Operations [KMIP-SPEC]:

a. Create [KMIP-SPEC]
b. Create Key Pair [KMIP-SPEC]
c. Register [KMIP-SPEC]
d. Re-key [KMIP-SPEC]
e. Re-key Key Pair [KMIP-SPEC]
6. SHALL support the following Message Encoding [KMIP-SPEC]:

a. Recommended Curve Enumeration [KMIP-SPEC] value:

i. P-256 (SECP256R1)

b. Certificate Type Enumeration [KMIP-SPEC] value:

i. X.509

c. Cryptographic Algorithm Enumeration [KMIP-SPEC] value:

i. AES

ii. ECDSA

iii. ECDH

iv. HMAC-SHA256

d. Hashing Algorithm Enumeration [KMIP-SPEC]
i. SHA-256

e. Object Type Enumeration [KMIP-SPEC] value:

i. Certificate

ii. Symmetric Key

iii. Public Key

iv. Private Key

f. Key Format Type Enumeration [KMIP-SPEC] value:

i. Raw

ii. ECPrivateKey

iii. X.509

iv. Transparent ECDSA Private Key

v. Transparent ECDSA Public Key

vi. Transparent ECDH Private Key

vii. Transparent ECDH Public Key

g. Digital Signature Algorithm Enumeration [KMIP-SPEC] value:

i. ECDSA with SHA256 (on P-256)

7. MAY support the following Message Encoding [KMIP-SPEC]:

a. Recommended Curve [KMIP-SPEC] value:

i. P-384 (SECP384R1)

b. Cryptographic Algorithm Enumeration [KMIP-SPEC] value:

i. HMAC-SHA384

c. Hashing Algorithm Enumeration [KMIP-SPEC]
i. SHA-384

d. Digital Signature Algorithm Enumeration

i. ECDSA with SHA384 (on P-384)

8. SHALL support the Suite B minLOS_128 Test Cases returning results in accordance with the test cases.

9. MAY support any clause within [KMIP-SPEC] provided it does not conflict with any other clause within this section 2.2.

10. MAY support extensions outside the scope of this standard (e.g., vendor extensions, conformance clauses) that do not conflict with any KMIP or [CNSSP-15] requirements.

3 Suite B minLOS_128 Test Cases

3.1 Mandatory Test Cases 

This section documents the test cases that a client or server conformant to this profile SHALL support.

N/A

4 Suite B minLOS_192 Profile
The Suite B minLOS_192 Profile describes a KMIP client interacting with a KMIP server as an information assurance product to provide a minimum level of security of 192 bits. (http://www.nsa.gov/ia/programs/suiteb_cryptography/)

4.1 Authentication Suite

Implementations conformant to this profile SHALL use TLS to negotiate a mutually-authenticated connection.

4.1.1 Protocols

Conformant KMIP clients and servers SHALL support:

· TLS v1.2 [RFC5246]
4.1.2 Cipher Suites

Conformant KMIP servers SHALL support the following cipher suites:

· TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

4.1.3 Client Authenticity

Conformant KMIP servers and clients SHALL handle client authenticity in accordance with section 3.2.3 of the TLS 1.2 Authentication Suite [KMIP-PROF].

4.1.4 Object Owner

Conformant KMIP servers and clients SHALL handle object owner in accordance with section 3.2.4 of the TLS 1.2 Authentication Suite [KMIP-PROF].

4.1.5 KMIP Port Number

Conformant KMIP servers and clients SHALL handle the KMIP port number in in accordance with section 3.2.5 of the TLS 1.2 Authentication Suite [KMIP-PROF].

4.2 Suite B minLOS_192
KMIP clients conformant to this profile under [KMIP-SPEC]:

1. SHALL conform to the Baseline Client conformance clauses in [KMIP-PROF] and [KMIP-SPEC]
2. SHALL restrict use of the enumerated types listed in item 5 of the server list below to the values noted against each item

3. MAY support any clause within [KMIP-SPEC] provided it does not conflict with any other clause within this section 4.2.

4. MAY support extensions outside the scope of this standard (e.g., vendor extensions, conformance clauses) that do not conflict with any KMIP or [CNSSP-15] requirements.

KMIP servers conformant to this profile under [KMIP-SPEC]:

1. SHALL conform to the Baseline Server profile in [KMIP-PROF] and [KMIP-SPEC] and

2. SHALL support the following Objects [KMIP-SPEC]
a. Certificate [KMIP-SPEC]
b. Symmetric Key [KMIP-SPEC]
c. Public Key [KMIP-SPEC]
d. Private Key [KMIP-SPEC]
3. SHALL support the following Attributes [KMIP-SPEC]
a. Cryptographic Algorithm [KMIP-SPEC] 

b. Cryptographic Length [KMIP-SPEC] value:

i. 384-bit bit (combined with SHA, ECDH or ECDSA)

4. SHALL support the following Client-to-Server Operations [KMIP-SPEC]:

a. Create [KMIP-SPEC]
b. Create Key Pair [KMIP-SPEC]
c. Register [KMIP-SPEC]
d. Re-key [KMIP-SPEC]
e. Re-key Key Pair [KMIP-SPEC]
5. SHALL support the following Message Encoding [KMIP-SPEC]:

a. Recommended Curve Enumeration [KMIP-SPEC] value:

i. P-384 (SECP384R1)

b. Certificate Type Enumeration [KMIP-SPEC] value:

i. X.509

c. Cryptographic Algorithm Enumeration [KMIP-SPEC] value:

i. AES

ii. ECDSA

iii. ECDH

iv. HMAC-SHA384

d. Hashing Algorithm Enumeration [KMIP-SPEC]
i. SHA-384

e. Object Type Enumeration [KMIP-SPEC] value:

i. Certificate

ii. Symmetric Key

iii. Public Key

iv. Private Key

f. Key Format Type Enumeration [KMIP-SPEC] value:

i. Raw

ii. ECPrivateKey

iii. X.509

iv. Transparent ECDSA Private Key

v. Transparent ECDSA Public Key

vi. Transparent ECDH Private Key

vii. Transparent ECDH Public Key

g. Digital Signature Algorithm Enumeration [KMIP-SPEC] value:
i. ECDSA with SHA384 (on P-384)

6. SHALL support the Suite B minLOS_192 Test Cases returning results in accordance with the test cases.

7. MAY support any clause within [KMIP-SPEC] provided it does not conflict with any other clause within this section 4.2. 

8. MAY support extensions outside the scope of this standard (e.g., vendor extensions, conformance clauses) that do not conflict with any KMIP or [CNSSP-15] requirements.

5 Suite B minLOS_192 Test Cases

5.1 Mandatory Test Cases 

This section documents the test cases that a client or server conformant to this profile SHALL support.

N/A
6 Conformance
6.1 Suite B minLOS_128 Profile Conformance

KMIP client and server implementations conformant to this profile:

1. SHALL support the Authentication Suite conditions as specified in Section 2.1 of this profile.
2. SHALL support the conditions as specified in Section 2.2 of this profile.
6.2 Suite B minLOS_192 Profile Conformance

KMIP client and server implementations conformant to this profile:

1. SHALL support the Authentication Suite conditions as specified in Section 4.1 of this profile.
2. SHALL support the conditions as specified in Section 4.2 of this profile.
6.3 Permitted Test Case Variations

Whilst the test cases provided in this Profile define the allowed request and response content, some inherent variations MAY occur and are permitted within a successfully completed test case. 

Each test case MAY include allowed variations in the description of the test case in addition to the variations noted in this section.

Other variations not explicitly noted in this Profile SHALL be deemed non-conformant.

6.3.1 Variable Items

An implementation conformant to this Profile MAY vary the following values:

1. UniqueIdentifier 

2. PrivateKeyUniqueIdentifier

3. PublicKeyUniqueIdentifier

4. UniqueBatchItemIdentifier

5. AsynchronousCorrelationValue

6. TimeStamp

7. KeyValue / KeyMaterial including:

a. key material content returned for managed cryptographic objects which are generated by the server

b. wrapped versions of keys where the wrapping key is dynamic or the wrapping contains variable output for each wrap operation

8. For response containing the output of cryptographic operation in Data / SignatureData/ MACData / IVCounterNonce where:

a. the managed object is generated by the server; or

b. the operation inherently contains variable output 

9. For the following DateTime attributes where the value is not specified in the request as a fixed DateTime value:

a. ActivationDate

b. ArchiveDate

c. CompromiseDate

d. CompromiseOccurrenceDate

e. DeactivationDate

f. DestroyDate

g. InitialDate

h. LastChangeDate

i. ProtectStartDate

j. ProcessStopDate

k. ValidityDate

l. OriginalCreationDate

10. LinkedObjectIdentifier

11. DigestValue

a. For those managed cryptographic objects which are dynamically generated

12. KeyFormatType 

a. The key format type selected by the server when it creates managed objects

13. Digest

a. The HashingAlgorithm selected by the server when it calculates the digest for a managed object for which it has access to the key material

b. The Digest Value 

14. Extensions reported in Query for ExtensionList and ExtensionMap

15. Application Namespaces reported in Query

16. Object Types reported in Query other than those noted as required in this profile

17. Operation Types reported in Query other than those noted as required in this profile (or any referenced profile documents)

18. For TextString attribute values containing test identifiers:

a.  Additional vendor or application prefixes

19. Additional attributes beyond those noted in the response

An implementation conformant to this Profile MAY allow the following response variations:

1. Object Group values – May or may not return one or more Object Group values not included in the requests

2. y-CustomAttributes – May or may not include additional server-specific associated attributes not included in requests

3. Message Extensions – May or may not include additional (non-critical) vendor extensions

4. TemplateAttribute – May or may not be included in responses where the Template Attribute response is noted as optional in [KMIP-SPEC]

5. AttributeIndex – May or may not include Attribute Index value where the Attribute Index value is 0 for Protocol Versions 1.1 and above.

6. ResultMessage – May or may not be included in responses and the value (if included) may vary from the text contained within the test case.

7. The list of Protocol Versions returned in a DiscoverVersion response may include additional protocol versions if the request has not specified a list of client supported Protocol Versions.

8. VendorIdentification - The value (if included) may vary from the text contained within the test case.
6.3.2 Variable behavior

An implementation conformant to this Profile SHALL allow variation of the following behavior:

1. A test may omit the clean-up requests and responses (containing Revoke and/or Destroy) at the end of the test provided there is a separate mechanism to remove the created objects during testing.

2. A test may omit the test identifiers if the client is unable to include them in requests. This includes the following attributes:

a. Name; and

b. x-ID
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