OASIS 19

Election Markup Language (EML)
Specification Version 6.0

Committee Specification 01
19 August 2010

Specification URIs:

This Version:
http://docs.oasis-open.org/election/eml/v6.0/cs01/EML-Specification-v6.0-cs01.doc
http://docs.oasis-open.org/election/eml/v6.0/csO1/EML-Specification-v6.0-cs01.html
http://docs.oasis-open.org/election/eml/v6.0/csO1/EML-Specification-v6.0-cs01.pdf (Authoritative)

Previous Version:
http://docs.oasis-open.org/election/eml/v6.0/cd02/EML-Specification-v6.0-PR02.doc
http://docs.oasis-open.org/election/eml/v6.0/cd02/EML-Specification-v6.0-PR02.html
http://docs.oasis-open.org/election/eml/v6.0/cd02/EML-Specification-v6.0-PR02.pdf
(Authoritative)

Latest Version:
http://docs.oasis-open.org/election/eml/v6.0/EML-Specification-v6.0.doc
http://docs.oasis-open.org/election/eml/v6.0/EML-Specification-v6.0.html
http://docs.oasis-open.org/election/eml/v6.0/EML-Specification-v6.0.pdf

Technical Committee:
OASIS Election and Voter Services TC

Chair:
John Borras

Editors:
John Borras
David Webber

Related work:
This specification supercedes:
1 Election Markup Language (EML) v5.0
See also:

1 EML Data Dictionary
1 EML Schemas
1 EML Core Components

Declared XML Namespace:
urn:oasis:names:tc:evs:schema:eml

Abstract:
This document describes the background and purpose of the Election Markup Language, the
electoral processes from which it derives its structure and the security and audit mechanisms it is
designed to support. It also provides an explanation of the core schemas used throughout,
definitions of the simple and complex datatypes, plus the EML schemas themselves. It also

EML-Specification-v6.0-cs01 19 August 2010
Copyright © OASIS® 2008. All Rights Reserved. Page 1 of 68


http://docs.oasis-open.org/election/eml/v6.0/cs01/EML-Specification-v6.0-cs01.doc
http://docs.oasis-open.org/election/eml/v6.0/cs01/EML-Specification-v6.0-cs01.html
http://docs.oasis-open.org/election/eml/v6.0/cs01/EML-Specification-v6.0-cs01.pdf
http://docs.oasis-open.org/election/eml/v6.0/cd02/EML-Specification-v6.0-PR02.doc
http://docs.oasis-open.org/election/eml/v6.0/cd02/EML-Specification-v6.0-PR02.html
http://docs.oasis-open.org/election/eml/v6.0/cd02/EML-Specification-v6.0-PR02.pdf
http://docs.oasis-open.org/election/eml/v6.0/EML-Specification-v6.0.doc
http://docs.oasis-open.org/election/eml/v6.0/EML-Specification-v6.0.html
http://docs.oasis-open.org/election/eml/v6.0/cd01/EML-Specification-v6.0.pdf
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=election
http://docs.oasis-open.org/election/eml/v5.0/os/EML-v5.0-os.zip
http://docs.oasis-open.org/election/eml/v5.0/os/EML-Data-Dictionary-v5.0.html
http://docs.oasis-open.org/election/eml/v5.0/os/EML-Schemas-v5.0/

covers the conventions used in the specification and the use of nhamespaces, as well as the
guidance on the constraints, extendibility, and splitting of messages.

Status:
This document was last revised or approved by the Election and Voter Services Technical
Committee on the dates shown in Appendix C i Revision History. The level of approval is also
listed above. ChecktheAi Lat est Ver si ondo or fdcaidneced abdvefor oved Ver
possible later revisions of this document.
Technical Committee members should send comments on this specification to the Technical
Commi tteeds email |ist. Others should send comment s
AiSend A Commento button on t he Thtpdiww.Dasis | Commi tteef
open.org/committees/election/
For information on whether any patents have been disclosed that may be essential to
implementing this specification, and any offers of patent licensing terms, please refer to the
Intellectual Property Rights section of the Technical Committee web page (http://www.oasis-
open.org/committees/election/ipr.php
The non-normative errata page for this specification is located at http://www.oasis-
open.org/committees/election/.
EML-Specification-v6.0-cs01 19 August 2010

Copyright © OASIS® 2008. All Rights Reserved. Page 2 of 68


http://www.oasis-open.org/committees/election/
http://www.oasis-open.org/committees/election/
http://www.oasis-open.org/committees/election/ipr.php
http://www.oasis-open.org/committees/election/ipr.php
http://www.oasis-open.org/committees/election/
http://www.oasis-open.org/committees/election/

Notices

Copyright © OASIS® 2008-2010. All Rights Reserved.

All capitalized terms in the following text have the meanings assigned to them in the OASIS Intellectual
Property Rights Policy (the "OASIS IPR Policy"). The full Policy may be found at the OASIS website.

This document and translations of it may be copied and furnished to others, and derivative works that
comment on or otherwise explain it or assist in its implementation may be prepared, copied, published,
and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice
and this section are included on all such copies and derivative works. However, this document itself may
not be modified in any way, including by removing the copyright notice or references to OASIS, except as
needed for the purpose of developing any document or deliverable produced by an OASIS Technical
Committee (in which case the rules applicable to copyrights, as set forth in the OASIS IPR Policy, must
be followed) or as required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors
or assigns.

This document and the information contained herein is provided on an "AS IS" basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY
OWNERSHIP RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.

OASIS requests that any OASIS Party or any other party that believes it has patent claims that would
necessarily be infringed by implementations of this OASIS Committee Specification or OASIS Standard,
to notify OASIS TC Administrator and provide an indication of its willingness to grant patent licenses to
such patent claims in a manner consistent with the IPR Mode of the OASIS Technical Committee that
produced this specification.

OASIS invites any party to contact the OASIS TC Administrator if it is aware of a claim of ownership of
any patent claims that would necessarily be infringed by implementations of this specification by a patent
holder that is not willing to provide a license to such patent claims in a manner consistent with the IPR
Mode of the OASIS Technical Committee that produced this specification. OASIS may include such
claims on its website, but disclaims any obligation to do so.

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that
might be claimed to pertain to the implementation or use of the technology described in this document or
the extent to which any license under such rights might or might not be available; neither does it
represent that it has made any effort to identify any such rights. Information on OASIS' procedures with
respect to rights in any document or deliverable produced by an OASIS Technical Committee can be
found on the OASIS website. Copies of claims of rights made available for publication and any
assurances of licenses to be made available, or the result of an attempt made to obtain a general license
or permission for the use of such proprietary rights by implementers or users of this OASIS Committee
Specification or OASIS Standard, can be obtained from the OASIS TC Administrator. OASIS makes no
representation that any information or list of intellectual property rights will at any time be complete, or
that any claims in such list are, in fact, Essential Claims.

The name "OASIS" is a trademark of OASIS, the owner and developer of this specification, and should be
used only to refer to the organization and its official outputs. OASIS welcomes reference to, and
implementation and use of, specifications, while reserving the right to enforce its marks against
misleading uses. Please see http://www.oasis-open.org/who/trademark.php for above guidance.

EML-Specification-v6.0-cs01 19 August 2010
Copyright © OASIS® 2008. All Rights Reserved. Page 3 of 68


http://www.oasis-open.org/who/trademark.php

Table of Contents

1. EXECULIVE SUMIMAIY ...eiiiiiiiiiiiiiiieiee ettt e et e et e e e e e e e e e e e e e e oo e o aa bbb bbbt b e st et ettt e et e e aaeaaeaeaeaeaasaaaaaaaannnbnbbbnbennneees 6
1.1 OVEIrVIEW Of the DOCUMENT. .....uuiiiiiiiie ittt e e ettt et e e e et e e e e e aaaaaaaaaaeesaaaaaannns 7
1.2 L= 41T T 0T ) P PEEPEPPURRUR 7
1.3 NOIMALIVE REFEIENCES ...ttt e e et e e 7
1.4 NON-NOIMALIVE REFEIENCES ....ciiiiiiiiiiiiii et e s e e e e e neees 7

P22 |51 1o o 01 (T o APPSR 8
2.1. BUSINESS DFIVEIS .....eteeeiiee ittt ettt e ettt e e sttt e e e s ettt e e e s e n bbb et e e e s e e nnbbe e e e e e e ennbaeeeeeeennnees 8
2.2. TECRNICAI DIIVEIS ..ottt ettt e e e e sttt e e e e st b e e e e e s sbbba e e e e e e s anbbneeeaeeans 8
2.3. The E&VS COMMITIEE ... ..iii ittt e e e e e e e e e s e e s e e e e e e e e eaaeaeeaaeaeeeeesansanannnns 9
24, ChalleNgE AN SCOPE.....ceii ittt et e e e et e e e e s sbb bt e e e e s s snbbeeeeeeeaae 10
2.5. (Do Tt 04 aT=T o) =i T = AP OUPPP 11
2.6. VOtNG TEIMINOIOGY ..ttt ettt e et e e e s bbbt e e e e s aanbeeeeeas 12

3. High-LeVel EIECHON PrOCESS. .....cciiiiiiiei ettt e ettt e e e s atb e e e e e s abbbeeeeaeeaaes 14
3.1 L@ 11 111 PP PPRTPURPP PR 17
3.2. PrOCESS DESCHPONS ...ttt ettt ettt ettt e et e e e e e e e e e e e e e e s e s s e nanabbbbbabeseeeeeeees 17
3.3. DAata REQUIFEIMENTS ...ttt e e ettt ettt e et e e aeaaaeaaaaaeaasaaaannnnbanbbnbbseseeeeeeas 25

I To] 1 1= T 0 0 F= W @ U1 [T TP PPPPRPPPTP 28
4.1. SHIUCTUIE <.t r e e e e e e ettt e et b et s e e e e e et et e et s e e b r e e e e e eeeeeeeennnnnnnnnns 28
4.2 VY T To IR o] =1 - T 28
4.3. IS ittt ettt e et e e e bt —— e e e e e e Rt b a et te e e e R L Ee et e e e e e Rt bae e e e e e e nnrreeeeeeaannrees 28
4.4, (DTS 0] N o Y =TT Y= Uo (= 29
4.5, EML Message Validation ...........ccuvieiiieiiii i e e e e e e e e e e e e s e aneeeeees 32
4.6. I E2 L0 ST 0= (o PP PRRTR 32
4.7. EXEENSIOIITY ... 32
4.8. FYo [0 [1iTo] o F= U @0 g 1511 =1 1 £ OO 32
4.9. 1] 7= To = - SO 32
4.10.  SPIItiNG Of MESSAGES .....ciietieiiee ettt ettt e e e et et e e e e et b e e e e e e e snbbb e e e e e e e annnees 33
4.0, EITON MESSAGES ...reeeeeeeiiiiieiieeie e e e e ettt e et ettt ettt et e et e e e et e e e e e e e e et e eee e 33
T | IS 1o g 1= = LTRSS 33

LT S T =T 0 g = B B =T o o o] (o] o - TP PP UPTUPPTUPR 36
51 OVBIVIBW ...ttt et ettt e e e e e e e oo oo oo e oo oo e e bbb bbbt bbb bt e et e e e e e e et aeaaeaeaaeaaeeaaeaaaannnnnnn 36
5.2 EML COre COMPONENTS ....coeeiiiiiiieie e e ee ettt e e e e e e e et eeeesb s e e e e e aeeeeeessba b e e e e aeeeeeeeesnnnnnnnnns 38
5.3 MESSAJE SCREMAS ...t e e e e e e e et e e e e e e s e e e e e eeeeaeranraaas 38

LT O7o 1] (011 14 F=1 o (o3 - PP PP PP PPPT PP TP TP 49

N Y o] 1o 11T [=To [o =T 1 0 =T o £ PRSP 50

(2 T @1 01T g @0 0 £ o (=T = 110 - F SRR 51
L ST ot U2 51
B.2 Internet Voting SECUILY CONCEINS .. .uuuuiiiiiiiiieiieieeeeeeeese e st e s sss et aee e e e ereeeeaaaaaaeeeeasessassaaannnnenns 58
B.3 The TiMeStamP SCREIMA ........eiiiiiiiii et et e e e saneneeee s 62
B.4 W3C XML Digital SIGNALUIE.....cciiiiiiiiiiiie ettt ettt e e e b e e e s s abbb e e e e e e s aeneneeaeas 63

C. Processing using SChematron OF CAM ..........ooii ittt e e e e 65

EML-Specification-v6.0-cs01 19 August 2010

Copyright © OASIS® 2008. All Rights Reserved. Page 4 of 68



[ Y o o o 113 (o] Y USRS PRRR 67

EML-Specification-v6.0-cs01 19 August 2010
Copyright © OASIS® 2008. All Rights Reserved. Page 5 of 68



O~N OO0 hWN

©

ol
(N )

e
w N

e
(62N

ol
~N o

NNDNREE
Nk, OOOW

N N NN
o 00~ W

NN
o~

W W w w N
w N P O ©

w w
g b

BWWwww
O Vo ~NO

1. Executive Summary

OASIS, the XML interoperability consortium, formed the Election and Voter Services Technical
Committee in the spring of 2001 to develop standards for election and voter services information using

XML. The committeebs mission statement is, in part,
AfDevel op a standard for the structured intercWwhange
engage in any aspect of providing election or voter

The original objective in 2001 was to introduce a uniform and reliable way to allow systems involved in
the election process to interact. The overall focus today provides a rich standard that is:

1 Multinational: Our focus is to have standards that can be adopted globally.

1 Flexible: Effective across the different voting regimes (e.g. proportional representation or 'first past
the post'’) and voting channels (e.g. Internet, SMS, postal or traditional paper ballot).

1 Multilingual: Flexible enough to accommodate the various languages and dialects and vocabularies.
1 Adaptable: Resilient enough to support elections in both the private and public sectors.

1 Secure: Able to secure the relevant data and interfaces from any attempt at corruption, as
appropriate to the different requirements of varying election rules.

1 Technology agnostic: technologically stable and forward deployable with backward feature
compatibility

The primary deliverable of the committee is the Election Markup Language (EML). This is a set of data
and message definitions described as XML schemas along with a dictionary of core terms and structures
that enable predictable and consistent foundation mechanisms. The messages that form EML are
intended for transfer between systems. It is not intended that all aspects of an election system will have a
corresponding schema.

At present EML includes specifications for:

1 Candidate Nomination, Response to Nomination and Approved Candidate Lists
Referendum Options Nomination, Response to Nomination and Approved Options Lists
Voter Registration information, including eligible voter lists

= =4 =4

Various communications between voters and election officials, such as polling information, election
notices, district boundaries, polling places, facilities and services provided, eligibility, etc.

Ballot information (races, contests, issues, candidates, etc.)

Voter Authentication

Vote Casting and Vote Confirmation

Election counts, statistics and results

Audit information pertinent to some of the other defined data and interfaces

=A =4 =4 =4 4 A

EML is flexible enough to be used for elections and referendums that are primarily paper-based or
that are fully e-enabled.

This document and its accompanying set of schemas do not claim to satisfy the final requirements of any
and all registration or election systems. The specification represents our best current efforts, knowledge
and experience with election systems since 2001. It is incumbent on the users of this document to identify
any requirement gaps, mistakes, inconsistencies or missing data and to propose corrections or
enhancements to the OASIS Election and Voter Services Technical Committee.
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1.1 Overview of the Document

To help establish context for the specifics contained in the XML schemas that make up EML, the
committee also developed a generic end-to-end election process model. This model identifies the

significant components and processes common to many elections and election systems, and
how EML can be used to standardize the information exchanged between those components.

describes

Section 2 outlines the business and technical needs the committee is attempting to meet, the challenges
and scope of the effort, and introduces some of the key framing concepts and terminology used in the

remainder of the document.

Section 3 describes two complementary high-level process models of an election exercise, based on the
human and technical views of the processes involved. It is intended to identify all the generic steps

involved in the process and highlight all the areas where standardized data is to be exchange

d or

referenced. The discussions in this section presents details of how the messages and data formats
detailed in the EML specifications themselves can be used to achieve the goals of open interoperability

between system components. Also contained in this Section are high-level data models show
relationships of the data used in the election processes.

ing the

Section 4 provides an overview of the approach that has been taken to creating the XML schemas.

Section 5 provides descriptions of the core elements, data types and schemas developed to date.

Appendices provide information on internet voting security concerns; use of the EML defined TimeStamp
schema; the W3C Digital Signature technology; and Acknowledgements and a revision history.

1.2 Terminology

The key MWIrg iESTINOTG MREQUIREDG fISHALLG FSHALL NOTQ iISHOULDQG fiISHOULD

NOTg RECOMMENDEDQ fMAYQ and fOPTIONALO i n t hi s d o c u metedas descebed o

in [RFC2119].

1.3 Normative References

[RFC2119] S. Bradner, Key words for use in RFCs to Indicate Requirement Levels,
http://www.ietf.org/rfc/rfc2119.txt, IETF RFC 2119, March 1997.

1.4 Non-Normative References

[XNAL] OASIS Committee Specification 03 feXtensible Name and Address (xNAL)
Specifications and Description Document Version 3.000ctober 2008

http://docs.oasis-open.org/cig/v3.0/specs/cig-specs-v3.pdf

[UK®6 s ]A Rddress and Personal Details Fragment v1.1 Technology Policy Team, e-Government

Unit, Cabinet Office UK, 1 March 2002

http://www.govtalk.gov.uk/interoperability/draftschema_schema.asp?schemaid=92
[XML] Extensible Markup Language (XML) 1.0 (Third Edition) Tim Bray et al, Worldwide Web

Consortium, 4 February 2004 http://www.w3.0rg/TR/REC-xml

[XML-DSig] XML-Signature Syntax and Processing Donald Eastlake et al, Worldwide Web

Consortium, 10 June 2008 http://www.w3.org/TR/xmldsig-core/

[VoiceXML] Voice Extensible Markup Language (VoiceXML) Version 2.0 Scott McGlashan et al
Worldwide Web Consortium 16 March 2004 http://www.w3.org/TR/voicexml20
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2. Introduction

2.1.Business Drivers

Voting is one of the most critical features in our democratic process. In addition to providing for the
orderly transfer of power, it also cements the
government when it operates efficiently. In the past, changes in the election process have proceeded
deliberately and judiciously, often entailing lengthy debates over even the minutest detail. These changes
have been approached with caution because discrepancies with the election system threaten the very

principles that make our society democratic.

Society has become network oriented and citizens, used to the high degree of flexibility in the services
provided by the private sector and in the Internet in particular, are now beginning to set demanding
standards for the delivery of services by governments using modern electronic information systems.

The implementation of electronic voting (e-voting) has become globally widespread allowing increased
access to information in the voting process for citizens everywhere and offering the scope for better
verification and oversight for election supervision procedures. Allowing better access to information with
consistent transparency and verification of results across the whole election process helps foster greater
engagement and participation of voters throughout the whole democratic process itself. This also
requires that standards ensure that the process is clear, robust and precisely understood so that
confidence in the results is ensured. Access to a standard process also allows solution vendors to
participate in an open marketplace that stimulates cost effective delivery and adoption of new technology

without obsolescing existing investments.

However, it is recognized that more traditional verification methods and oversight will continue to be vital
and in fact more so with the use of technology. Strong democracy requires participation from citizens and
continuous independent monitoring of processes, procedures and outcomes. The OASIS EML standard
seeks to facilitate precisely that transparency, access and involvement for citizens to the election process,

end to end.

2.2.Technical Drivers

In the election industry today, there are a number of different service vendors around the world, all
integrating different levels of automation, operating on different hardware platforms and employing
different solution architectures. With the global focus on e-voting systems and initiatives, the need for a

consistent, auditable, automated and interoperable election system has never been greater.

The introduction of end-to-end open standards for election solutions is intended to enable election
officials around the world to build upon existing infrastructure investments to evolve their systems as new
technologies emerge. This will simplify the election process in a way that was never possible before.
Open election standards as such aim to instill confidence in the democratic process among citizens and

government leaders alike, particularly within emerging democracies where the responsible
implementation of the new technology is critical.
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119

120 2.3.The E&VS Committee

121  OASIS, the XML interoperability consortium, formed the Election and Voter Services Technical

122 Committee to standardize election and voter services information using XML. The committee is focused
123 on delivering and maintaining a reliable, accurate and trusted XML specification (Election Markup
124 Language (EML)) for the structured interchange of data and referencing of data among hardware,

125  software and service vendors who provide election systems and services.

126  EML is the leading XML specification of its kind. When implemented, it can provide a uniform, secure and
127  verifiable way to allow e-voting systems to interact as global election processes evolve and are adopted.

128 The Commi tteeds mi ssion statement i

129 firo develop a standard for the structured interchange of data among hardware, software, and service

130 providers who engage in any aspect of providing election or voter services, be they partly paper-based or
131  fully e-enabled, to public or private organizations. The services performed for such elections and

132 referenda include but are not limited to:

133 i candidate nomination,

134 1 referendum options homination,

135 91 voter registration,

136 1 polling places, districting and boundaries

137 9 various communications between voters and elections officials,
138 9 ballot information

139 1 voter authentication

140 1 vote casting and vote confirmation

141 9 election counts, statistics and results.0

142

143  The primary function of an electronic voting system is to capture voter preferences reliably, securely and

144 report them accurately with legally requirements for privacy met correctly. Capture is a function that

145 occurs between 6 aoterd(individual person) and 6 aenvoting systemmachine). It is critical that any

146 el ection system be abl e isaptyped cowertly and anbnyraouslycahdghatdhe c hoi c e
147  vote is not subject to tampering, manipulation or other frauds.

148  These universal democratic principles' can be summarized as a list of fundamental requirements, or 6 s i X
149 commandment sé, f osystenkiectronic voting

150 1 Keep each voterds choice an inviolable secret.

151 2 Allow each eligible voter to vote only once, and only for those offices for which he/she is authorized to
152 cast a vote.

153 3 Do not permit tampering with the voting systems operations, nor allow voters to sell their votes.

! First developed by Dr. Michael lan Shamos, a PhD Researcher who worked on 50 different voting systems since 1980 and who
reviewed the election statutes in half the US states, along with review from other researchers on e-voting principles.
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4 Report all votes accurately
5 The voting system shall remain operable throughout each election.
6 Keep an audit trail to detect any breach of [2] and [4] but without violating [1].

In addition to these business and technical requirements, the committee was faced with the additional
challenges of specifying a requirement that was:

1 Multinational 7 our focus is to have these standards adopted globally

91 Effective across the different voting regimesi f or exampl e, propor t istpasta | repres
the postdé, preferential voting, additional me mber sy :¢

1 Multilingual T our standards will need to be flexible enough to accommodate the various languages
and dialects and vocabularies

1 Adaptable i our aim is to provide a specification that is resilient enough to support elections in both
the private and public sectors

1 Securei the standards must provide security that protects election data and detects any attempt to
corrupt it.

The Committee has followed these guidelines and operated under the general premise that any data
exchange standards must be evaluated with constant reference to the public trust.

2.4.Challenge and Scope

The goal of the committee has been to develop an Election Markup Language (EML) for end-to-end use
within the election process. This is a set of data and message definitions described as a set of XML
schemas and covering a wide range of transactions that occurs end-to-end during various phases and
stages of the life cycle of an election. To achieve this, the committee decided that it required a common
terminology and definition of election processes that could be understood internationally. The committee
therefore started by defining the generic election process models described here.

These processes are illustrative, covering the vast majority of election types and forming a basis for
defining the Election Markup Language itself. EML has been designed such that elections that do not
follow this process model should still be able to use EML as a basis for the exchange of election-related
messages.

EML is focused on defining open, secure, standardized and interoperable interfaces between
components of election systems and thereby providing transparent and secure interfaces between
various parts of an election system. The scope of election security, integrity and audit included in these
interface descriptions and the related discussions are intended to cover security issues pertinent only to
the standardized interfaces and not to the internal or external security requirements of the various
components of election systems.

The security requirement for the election system design, implementation or evaluation must be placed
within the context of the vulnerabilities and threats analysis of a particular election scenario. As such the
references to security within EML are not to be taken as comprehensive requirements for all election
systems in all election scenarios, nor as recommendations of sufficiency of approach when addressing all
the security aspects of election system design, implementation or evaluation. In fact, the data security
mechanisms described in this document are all optional, enabling compliance with EML without regard for
system security at all. Itis anticipated that implementers may develop a complementary document for a
specific election scenario, which refines the security issues defined in this document and determines their
specific strategy and approach by leveraging what EML provides.

EML is meant to assist and enable the election process and does not require any changes to traditional
methods of conducting elections. The extensibility of EML makes it possible to adjust to various e-
democracy processes without affecting the process. Conceptually EML simply enables the exchange of
data between the various end-to-end election stages and processes in a standardized way.
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The solution outlined in this document is non-proprietary and will work as a template for any election
scenario using electronic systems for all or part of the process. The objective is to introduce a uniform
and reliable way to allow election systems to interact with each other. The OASIS EML standard is
intended to reinforce public confidence in the election process and to facilitate the job of democracy
builders by introducing guidelines for the selection or evaluation of future election systems.

e-democracy Process
Security

Election
Data

Election Standards - EML

Figure 1A: e-Voting Components Relationship Overview

2.5.Documentation Set

To meet our objectives, the committee has defined a process model that reflects the generic processes
for running elections in a number of different international jurisdictions. The processes are illustrative,
covering a large number of election types and scenarios.

The next step was then to isolate all the individual data items that are required to make each of these
processes function. From this point, our approach has been to use EML as a simple and standard way of
exchanging this data across different electronic platforms. Elections that do not follow the process model
can still use EML as a basis for the exchange of election-related messages at interface points that are
more appropriate to their specific election processes. The EML standard is being used in a number of
situations across a number of different international jurisdictions.

The document set comprises:

1 Specification: This document. A general and global study of the electoral process. This introduces
the transition from a complete manual election management process to a digitally enabled end-to-end
election system by defining the data structures of content to be exchanged and or produced and
where these data structures are needed, and describe how those exchanges and artifacts are
encoded as XML schemas.

1 Data Requirements: A data dictionary defining the data used in the processes and required to be
handled by the XML schemas. The data dictionary is provided in both XML and spreadsheet formats.

I n addition there are data model s avail abl e i
1 EML Schemas: This consists of a library of the XML schemas used in EML. The XML schemas

define the formal structures of the election data that needs to be processed throughout an election.
EML-Specification-v6.0-cs01 19 August 2010
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1 EML Core Components Dictionary: A dictionary containing full definitions of the elements and data
types used by the EML Core schema. The core dictionary is provided in both XML and spreadsheet
formats.

1 Templates: for each schema a template is provided that facilitates generation of localizations of the
main schema structure, creation of test case examples and implementation documentation. This
aimstoreducei mp | e mecostsefrdévalopment and integration.

2.6.Voting Terminology

At the outset of our work, it was clear that the committee would need to rationalize the different terms that
are commonly used to describe the election process.

Terms used to describe the election process, such as ballot and candidate, carry different meanings in
different countries i even those speaking the same language. In order to develop a universal standard, it
is essential to create universal definitions for the different elements of the election process. See the Data
Dictionary for the terms used by the committee in this document

Our approach was to regard elections as involving Contests between Candidates or Referendum Options
which aggregate to give results in different Elections.

In practice however, electoral authorities would often run a number of different elections during a defined
time period. This phenomenon is captured in our terminology as an Election Event. Figure 1B uses a
national parliamentary election process context to describe our approach in general terms.

Elections

Each constituency or district
would hold contests between
different candidates who will
run for the post of Member of
Parliament for the area. This

contest would form the lowest
unit of competition for these
elections

City Mayoral
Election

Local Government
Elections

Similar to the Parliamentary
Election, this election would
consist of different contests
within the cities boundaries. In
this case however, the candidates

. for each contest are the same and
Candidate x I the results at the contest level
Councillor

District A:

Candidate y would decide the outcome of the
Candidate z

Contests

Figure 12B: The Election Hierarchy
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In Figure 1C, there is a

n

call ed

one for the National Executive Committee (NEC) and one for the International Liaison Committee (ILC).
Three positions are being selected for each committee; as a result, each Election is made up of three

Contests. In region 1 (R1), the Contest for each Election has two Candidates.

Figure 1C shows the three Ballots (one for each region). The Ballot is personal to the voter and presents
the Candidates available to that voter. It also allows choices to be made. During the election exercise,
each voter in region 1 (R1) receives only the region 1 ballot. This ballot will contain the Candidates for the

R1 contest for each of the two Elections.

‘ Union Annual R3

Election Event ;
- i_Umon Annual o,
I:Tt'jr-ﬁ\r.wn
( Union Annual Ri 0
| Election ' 0O O
'___' 0
NEC O
Candidate 1 (] O
Candidate 2 O | g
| d
ILC E Contd
Option / Candidate | candidate 3 O Contestlz
Candidate 4 ] I

Comtest—

Figure 13C: Union Annual Election Event
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3. High-Level Election Process

Section 3 describes two complementary high level process models of an election exercise, based on the
human and technical views of the processes involved. It is intended to identify all the generic steps

involved in the process and highlight all the areas where data is to be exchanged.

First two diagrams are presented (Figures 2a and 2B below) that illustrate these process models and then
the section continues by providing details pertaining to the models and illustrative real world processes

they introduce.
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3.1.Outline

This high-level process model is derived from real world election experience and is incorporates
knowledge gained over the past 8 years of refining and improving the specification for EML.

For clarity, the whole process can be divided into 3 major areas, pre election, election, post election; each
area involves one or more election processes. This document allocates a range of numbers for each
process. One or more XML schemas are specified to support each process, this ensures consistency with
all the figures and the schemas required:

1 Pre election

1 Election (100)

1 Candidates (200)

1 Options (600)

1 Voters (300)
1 Election

1 Voting (400)
1 Post election

1 Results (500)

1 Audit

1 Analysis
Some functions belong to the whole process and not to a specific part:
1 Administration Interface
1 Help Desk

3.2.Process Descriptions

3.2.1. The Candidate Nomination Process

This is the process of approving nominees as eligible candidates for certain positions in an election. A
candidate in this context can be a named individual or a party.
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Figure 2C: The Candidate Nomination Process

Il rrespective of | ocal regulations covering the nominat
nomination is to be presented, (e.g. written or verbal), the committee anticipates that the process will
conform to the following format:

1 Voter Communications [350-Generic] declaring the opening of nominations will be used to reach the
population eligible to nominate candidates for a position x in an election y.

1 Interested parties will respond in the proper way satisfying the rules of nomination for this election
with the objective of becoming running candidates. The response message conforms to schema 210.

1 A nomination for an individual candidate can be achieved in one of two ways:

1 A Nominee will reply by attaching to his nomination a list of x number of endorsers with their
signature.

1 Each endorser will send a message specifying Mr. X as his or her nominee for the position in
qguestion. Mr X will signal his agreement to stand.

Note that nomination and the candidateds agreement to
sent as two messages, each conforming to schema 210.

The election officer(s) of this specific election will scrutinize those replies by making sure the
requirements are fully met. Requirements for nomination vary from one election type to another, for
example some elections require the nominee to:

1 Pay fees,
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345

Have x number of endorsers,

Be of a certain age,

Be a citizen more than x number of years,

Not stand for election in more than one contest at a time,
Etc.

Schema 210 provides mechanisms to identify and convey scrutiny data but since the laws of homination
vary extensively between election scenarios, no specific scrutiny data is enumerated.

Schema 330 allows election officials to enquire of other jurisdictions whether a particular candidate is
standing in more than one contest.

Nominees will be notified of the result of the scrutiny using a message conforming to schema 220.

The outcome of this process is a list of accepted candidates that will be communicated using a message
conforming to schema 230. It will be used to construct the list of candidates for each contest.

= =4 =4 —a -

3.2.2. The Options Nomination Process

This is the process of approving the options to be presented to voters in a referendum. The options can
be a straight choice, e.g. YES or NO, to a single question, or can be more complex involving choices to a
number of questions and/or preferences of choice.

Weding

Figure 2D: Referendum Options Nomination Process
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The nomination can be received in a number of ways including direct from government institutions or from
citizens or businesses, and schema 610 handles the receipt of nominations.

Nominees may be notified of the result of any scrutiny of their nomination using a message conforming to
schema 620.

The outcome of this process is a list of accepted options that will be communicated using a message
conforming to schema 630. It will be used to construct the list of referendum questions for each contest.

3.2.3. The Voter Registration

This is the process of recording a personfds enti't
this process is the identification of the person.

Daduping, Daath
Register, Motor

Vahical, Pollca
Records, sic..,

Subset
of
Voters

Figure 2E: Voter Registration

The centre of this process is the El ectoral Roll
database is the outcome of communications between
this correspondence can vary from adding a voter to modifying a voter; deletion of a voter is considered

as part of modification.

This schema of data exchange is recommended irrelevant of the method a voter uses to supply his
information. For example, a voter could register online or simplybycomp |l eti ng a voter ds
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the signed form. In the latter case, this schema is to be followed when converting the paper form into the
electoral database.

Another potential communication or exchange of data is with other databases such as those used by
another election authority, government body, etc. Database exchanges will be required in some election
scenarios; examples include geographical and organizational boundary changes.

At a certain date, a subset of the voters' database is fixed from which the election list is generated.
Schemas contain some subset of the eligible voters, perhaps grouped by polling district or voting channel.

It is here that we introduce the concept of voter communications. Under this category we divided them
into three possible types of communications:

1 Channel options
1 Polling Information
1 Generic.

The communication method between the Election Authority and the voters is outside the scope of this
document, so is the application itself. This document does specify the data needed to be exchanged.

3.2.4. The Voting Process

This is the process that involves the authentication of the voter and the casting of an individual vote.
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Figure 2F: The Voting Process

We assumed various systems would be involved in providing the voting process and regard each system
as an independent entity.

As this figure shows, the voter will be voting using a choice of physical channels such as postal or paper
ball ot (the o6physical access methodso6), or trde voter
he/she can utilize a number of possible e-voting channels.
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Each channel may have a gateway acting as the translator between the voter terminal and the voting

system. Typically, these gateways are in proprietary environments. The following schemas are to be used

when interfacing to such gateways: 410, 420, 430, 440 and 450. These schemas should function
irrespective of the application or the supplierdés favo

When a pre-ballot box is required in a scenario, schema 445 can be used to retrieve and amend votes
before they are counted.

Where a voterds right to vote in any particular contes
parameters of his VToken. See Section 4 for more information on security and the VToken.
Insomescenari os the right to vote may need to be qualified

challenged or if the voter is given the temporary right to vote. In this case the vote needs to be cast by a
voter with a Qualified VToken. The reason for the qualification shall always be present in a Qualified
VToken and the qualification may need to be investigated before the vote is counted as legitimate. The
VToken and Qualified VToken are part of schemas 420, 440, 450, 460 and 470.

To create balloting information, input data is needed about the election, the options/candidates available
and the eligible voters; see schemas 230, 110 and 330 for exchanging such information between e-
systems.

3.2.5. The Vote Reporting Process

Two of the post election items are the Final or Interim Result and the Audit Report. Audit is discussed in
3.4.6.

Figure 2G: The Vote Reporting Process
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411  The voting system should communicate a bulk of data representing the votes to the counting system or
412  the analysis system-using schema 460. The count of these, which is the compilation of the 460, is to be
413 communicated by the schema 510.

414 Recount can be very simply accommodated by a re-run of the schema 460, on the same or another
415  counting system.

416  Some voting methods, such as the additional member system (AMS), combine the result of one election

417 with the votes of another to create a result. For an e
418 t he postdé (FPP) el ection can b e rmingtmstbhema 5@ Thisdchamai ng a m
419 can only be used for communicating the results of elections using simple voting methods such as FPP,

420 andis notintended as a general purpose results schema.

421  The votes schema 460 also feeds into a variety of analysis systems, which can be used to provide for
422 demographic, statistical or other types of election reports. The output of these analysis systems is outside
423  the scope of this document.

424  Schemas 510 and 520 allow for Simulation and Extrapolation of final or interim Counts and Results.
425  Simulation being the facility to forecast the result of a contest based on the result of another contest.
426  Extrapolation is the facility to forecast the final result of a contest based on the count so far.

427  Schema 530 allows for a variety of statistics to be extracted from the results and passed to analysis
428  systems and other media outlets.

429

430 3.2.6. The Auditing System

431 Audit is the process by which a | egal body consisting
432 can examine the processes used to collect and count the vote, thereby proving the authenticity of the
433 result.

Audit cross-referencing
Audit Analysis o Audit Reporting @

434
435 Figure 2H: Auditing System

436
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A requirement is for the election officer to be able to account for all the ballots. A count of ballots issued
should match the total ballots cast, spoiled and unused.

Schemas 460, 470, 480 from the voting process provide input data to the audit process. Depending on
the audit requirements additional data from other processes may be required. In particular, the security
process may provide additional data about all the issued VTokens and Qualified VTokens (see Figure 3A:

Voting system security).

The security process ensures that the right to cast a vote is dictated by the presence of a VToken, thus in
order to provide accountability for all ballots as per the requirement above, reliable data from the security
system is required on the total number of:

i1 Eligible voters

91 Issued VTokens or Qualified VTokens.

The audit process can collate the total number of VTokens and Qualified VTokens provided by the
security system with the total number reported by the voting system using schema 460 and 470.

The security system and sealing mechanism should be implemented so that trust can be placed in the
seal and hence the sealed data. This implies that the seal should be performed as close to the user
submission of the vote as technically possible. The count of the spoiled and unspoiled votes from 460 can
then be cross-checked against the count of the number of trusted seals from 480. This correlation
confirms that the total number of votes presented by the output of the e-voting system in 460 is consistent
with the total number of submitted votes with seals.

The above correlation between trusted data provided by the security process and data provided by the
voting process proves that no legitimate votes have been lost by the voting system. It also proves that
there is consistency between the number of eligible voters and the spoiled, unspoiled and unused votes

as recorded by the e-voting system.

Another requirement is for the election officer to be able to prove that voted ballots received and counted
are secure from any alteration. This requirement is met because each vote cast is sealed; the seal can be
verified by the audit system and to prove that no alterations have been made since the vote was sealed.

A further requirement is for the election officer to be provided with a mechanism to allow a recount when
a result is contested. The number of votes from the voting system using schema 460 can be verified by
correlating the total votes as calculated by the audit system (using schema 480), with the totals from the
counting system. Then either re-running the count or running the count on another implementation can

verify an individual result.

There is also the requirement for the election officer to be provided with a mechanism that allows for
multiple observers to witness all the voting process. How this is achieved in dependant on the
implementation of the system and procedures adopted. However, the seals and channel information
using schema 480 provide the ability to observe voting inputs per channel while voting is in progress

or the voterd

without revealing

cross check the totals of the final result as described above.

t he

vot e

i tself

The above defines some of the election data that can be verified by the audit system. However, ideally
everything done by the various components of an election system should be independently verifiable. In
the scope of EML this means that the audit system may need to be able to process all the standardized
EML schemas. The audit system may in addition support proprietary interfaces of voting systems to
enhance visibility and correctness of the election process.

3.3. Data Requirements

Shown below at Fig 2i is a high-level data model of the data used in the above processes. Further lower-

| evel data model s
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n

t he

O0EML v 6.

v6. 0 Dat a DFig 2 belomshawy the mapping between the data entities and the EML schemas.
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EML v6.0 Top Level Data Model

ELECTION
Contests

Election

1

) VOTERS
CANDIDATES Election List
Candidate List Geo District Info
Mominations Polling Info

A Voter Reg'ns

BALLOT

REFEREND

]

Nominations
Options List

Candidates
Choices
Options

1

*

VOTES

Cast Votes
Wotes
Woting Channels

1

COUNT

Count
Reporting Units

RESULT
Result
484 Statistics
485 Figure 2i: High-level Data Model
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EML v6.0 Entity/Schema Correlation

Election Schemas
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489 Fig 2j Entity/Schema Mapping
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4.Schema Outline

4.1.Structure

The Election Markup Language specification defines a vocabulary (the EML core) and message syntax
(the individual message schemas). Thus most voting-related terms are defined as elements in the core
with the message schemas referencing these definitions. The core also contains data type definitions so
that types can be re-used with different names (for example, there is a common type to allow messages
in different channel formats), or used as bases for deriving new definitions.

In some cases, two or more message schemas have large parts in common. For example, a voter
authentication response message can contain a ballot that is almost identical to that used in the ballot
message. When this occurs, the relevant declarations are included in a file whose file name includes the
word 6included6 and the number of the schemas in

There is a third category of schema document within EML - the EML externals. This document contains
definitions that are expected to be changed on a national basis. Currently this comprises the name and
address elements, which are based on the OASIS Extensible Name and Address Language [1], but may
be replaced by national standards such as those contained in the UK Government Address & Personal
Details schemas [2]. Such changes can be made by replacing just this single file.

As well as these, several external schemas are used. The W3C has defined a standard XML signature
[5]. OASIS has defined schemas for the extensible Name and Address Language (xNAL) [1]. As part of
the definition of EML, the committee has defined a schema for the Timestamp used within EML. All these
schemas use their appropriate namespaces, and are accessed using xs:import directives.

Each message (or message group) type is specified within a separate schema document. All messages
use the EML element from the election core as their document element. Elements declared in the
individual schema documents are used as descendents of the EML element.

As an international specification, EML is generic in nature, and so needs to be tailored for specific
scenarios. Some aspects of the language are indicated in EML as required for all scenarios and so can
be used unchanged. Some aspects (such as the ability to identify a voter easily from their vote) are
required in some scenarios but prohibited in others, so EML defines them as optional. Where they are
prohibited, their use must be changed from an optional to prohibited classification, and where they are
mandatory, their use must be changed from an optional to required classification.

4.2.Viewing Schemas

EML schemas are supplied as text documents. For viewing the structure of the schemas, we recommend
the use of one of the many schema development tools available. Many of these provide graphical
displays.

4.3.1Ds

XML elements may have an identifier which is represented as an Id attribute.

Each schema element has an Id attribute that relates to the message numbering scheme. Each message
also carries this number.

Some items will have identifiers related to the voting process. For example, a voter might be associated
with an electoral roll number or a reference on a company share register. These identifiers are coded as
elements.

Other identifiers exist purely because of the various channels that can be used for voting (e.g. Internet,
phone, postal, etc). In this case the identifiers are likely to be system generated and are coded as
attributes.
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4.4.Displaying Messages

Many e-voting messages are intended for some form of presentation to a user, be it through a browser, a
mobile device, a telephone or another mechanism. These messages need to combine highly structured
information (such as a list of the names of candidates in an election) with more loosely structured, often
channel-dependent information (such as voting instructions).

Such messages start with one or more Display elements, such as:

<?xml version="1.0" encoding="UTF - 8"?>
<EML
1d="410"
SchemaVersion=" 6. 0"
xml:lang="en"
xmlIns="http://www.govtalk.gov.uk/temp/voting"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemal ocation="http://www.govtalk.gov.uk/temp/voting
.. \'schemas\ ballot.xs">
<Display Format="htmI|">
<Stylesheet Type="text/xs|">../stylesheets/ballot.xsl</Stylesheet>
<Stylesheet Type="text/css">../stylesheets/eml.css</Stylesheet>
</Display>
<Ballots>

This example shows a Display element providing information to the receiving application about an XSL
stylesheet which transforms the message into HTML for displaying the ballot in a Web browser. In the
Display element in the example, the XSLT stylesheet reference is followed by a CSS stylesheet
reference. In this case, the XSLT stylesheet referenced will pick up the reference to the CSS stylesheet
as it transforms the message, and generate appropriate output to enable the displaying browser to apply
that cascading stylesheet to the resulting HTML.

Not all information in a message will need to be displayed, and the creator of the message might have
views on the order of display of the information. To allow stylesheets to remain generic, many elements in
the schemas can have a DisplayOrder attribute. The values of these attributes determine the layout of the
display (or the spoken voice if transforming to, for example, VoiceXML), even when using a generic
stylesheet.

When displaying messages in HTML, the expectation is that generic stylesheets will cover most cases,
with the stylesheet output being embedded in a web page generated from an application-specific
template. Similarly, voice applications might have specific welcome and sign-off messages, while using a
generic stylesheet to provide the bulk of the variable data.

The three screen shots show the effect of using the same XSL stylesheet on the ballots for various voting
scenarios. In the first picture, clicking on the name of a candidate has popped up a window with additional
details.
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574 Figure 3A: Screen shot of the ballot for scenario 1
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