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The non-normative errata page for this specification is located at http://www.oasis-
open.org/committees/dss-x/. 

 

 

http://www.oasis-open.org/committees/dss-x/
http://www.oasis-open.org/committees/dss-x/
http://www.oasis-open.org/committees/dss-x/ipr.php
http://www.oasis-open.org/committees/dss-x/ipr.php
http://www.oasis-open.org/committees/dss-x/
http://www.oasis-open.org/committees/dss-x/


oasis-dssx-1.0-profiles-visualsig-cs01  8 May 2010 
Copyright © OASIS® 2008. All Rights Reserved.  Page 3 of 21  

 

 

Notices 

Copyright © OASIS ® 2009. All Rights Reserved. 

All capitalized terms in the following text have the meanings assigned to them in the OASIS Intellectual 
Property Rights Policy (the "OASIS IPR Policy"). The full Policy may be found at the OASIS website. 

This document and translations of it may be copied and furnished to others, and derivative works that 
comment on or otherwise explain it or assist in its implementation may be prepared, copied, published, 
and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice 
and this section are included on all such copies and derivative works. However, this document itself may 
not be modified in any way, including by removing the copyright notice or references to OASIS, except as 
needed for the purpose of developing any document or deliverable produced by an OASIS Technical 
Committee (in which case the rules applicable to copyrights, as set forth in the OASIS IPR Policy, must 
be followed) or as required to translate it into languages other than English. 

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors 
or assigns. 

This document and the information contained herein is provided on an "AS IS" basis and OASIS 
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY 
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY 
OWNERSHIP RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A 
PARTICULAR PURPOSE. 

OASIS requests that any OASIS Party or any other party that believes it has patent claims that would 
necessarily be infringed by implementations of this OASIS Committee Specification or OASIS Standard, 
to notify OASIS TC Administrator and provide an indication of its willingness to grant patent licenses to 
such patent claims in a manner consistent with the IPR Mode of the OASIS Technical Committee that 
produced this specification. 

OASIS invites any party to contact the OASIS TC Administrator if it is aware of a claim of ownership of 
any patent claims that would necessarily be infringed by implementations of this specification by a patent 
holder that is not willing to provide a license to such patent claims in a manner consistent with the IPR 
Mode of the OASIS Technical Committee that produced this specification. OASIS may include such 
claims on its website, but disclaims any obligation to do so. 

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that 
might be claimed to pertain to the implementation or use of the technology described in this document or 
the extent to which any license under such rights might or might not be available; neither does it 
represent that it has made any effort to identify any such rights. Information on OASIS' procedures with 
respect to rights in any document or deliverable produced by an OASIS Technical Committee can be 
found on the OASIS website. Copies of claims of rights made available for publication and any 
assurances of licenses to be made available, or the result of an attempt made to obtain a general license 
or permission for the use of such proprietary rights by implementers or users of this OASIS Committee 
Specification or OASIS Standard, can be obtained from the OASIS TC Administrator. OASIS makes no 
representation that any information or list of intellectual property rights will at any time be complete, or 
that any claims in such list are, in fact, Essential Claims. 

The name "OASIS", is a trademark of OASIS, the owner and developer of this specification, and should 
be used only to refer to the organization and its official outputs. OASIS welcomes reference to, and 
implementation and use of, specifications, while reserving the right to enforce its marks against 
misleading uses. Please see http://www.oasis-open.org/who/trademark.php for above guidance. 
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1 Introduction 1 

1.1 Terminology 2 

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",  3 

"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted 4 
as described in IETF RFC 2119 [RFC 2119]. These keywords are capitalized when used to 5 

unambiguously specify requirements over protocol features and behavior that affect the interoperability 6 
and security of implementations. When these words are not capitalized, they are meant in their natural-7 
language sense.  8 

This specification uses the following typographical conventions in text: <ns:Element>, Attribute, 9 

Datatype, OtherCode. 10 

1.2 Normative References 11 

[Core-XSD] OASIS Standard, DSS Schema February 2007. 12 

[VisSig-XSD] OASIS Committee Draft, Visible Signatures profile Schema, April 2009. 13 

[DSSCore] OASIS Standard, Digital Signature Service Core Protocols and Elements. 14 

February 2007. 15 

[AdES-DSS] OASIS Advanced Electronic Signature Profiles of the OASIS Digital Signature 16 
Service Version 1.0., April 2007.  17 

[DSS-MultVerRep] OASIS Profile for comprehensive multi-signature verification reports for OASIS 18 

Digital Signature Services Version 1.0, TBD 19 

 [XML-ns] T. Bray, D. Hollander, A. Layman. Namespaces in XML. 20 

http://www.w3.org/TR/1999/REC-xml-names-19990114, W3C Recommendation, 21 
January 1999. 22 

[XMLSig] D. Eastlake et al. XML-Signature Syntax and Processing. 23 

http://www.w3.org/TR/1999/REC-xml-names-19990114, W3C Recommendation, 24 
February 2002. 25 

[ISO-8601] ISO 8601:2004, Data elements and interchange formats – information 26 

interchange – representation of dates and times 27 

[W3CDT] M. Wolf, C.Wicksteed. W3C Date and Time Formats – September 2007 - 28 
http://www.w3.org/TR/NOTE-datetime 29 

[ISO-32000] ISO 32000-1, Document management – Portable document format – Part 1: PDF 30 

1.7 31 

[ODF] OASIS Standard, Open Document Format for Office Applications (Open 32 

Document) v1.1, February 2007 33 

[ooxml] Ecma-376, Open Office XML File Format  - 1
st
 edition - December 2006, 2

nd
 34 

edition – December 2008 35 

 36 

1.3 Non Normative References 37 

[AustriaSig]  An Official implementation of Visible Signature in Austria - http://www.oasis-38 
open.org/committees/document.php?document_id=29553 39 

[Adobe]  Implementation of Visible Signatures in Adobe Acrobat and Adobe Reader – 40 

http://www.adobe.com 41 

http://www.oasis-open.org/committees/document.php?document_id=29553
http://www.oasis-open.org/committees/document.php?document_id=29553
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 [MSOffice2007] Implementation of Signature Line in Office 2007 – http://www.microsoft.com 42 

1.4 Namespaces 43 

The structures described in this specification are contained in the schema file [VisSig-XSD]. All schema 44 
listings in the current document are excerpts from the schema file. In the case of a disagreement between 45 
the schema file and this document, the schema file takes precedence.  46 

This schema is associated with the following XML namespace:  47 

urn:oasis:names:tc:dssx:1.0:profiles:VisibleSignatures:schema#  48 

Conventional XML namespace prefixes are used in this document:  49 

o The prefix dss: (or no prefix) stands for the DSS core namespace [Core-XSD].  50 

o The prefix ds: stands for the W3C XML Signature namespace [XMLSig].  51 

Applications MAY use different namespace prefixes, and MAY use whatever namespace 52 
defaulting/scoping conventions they desire, as long as they are compliant with the Namespaces in XML 53 
specification [XML-ns]. 54 
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2 Overview 55 

For many processes that incorporate a digital signature operation or a verification of a digital signature, 56 
there is a need to view displayed information that is related to the binary digital signature.  57 
This visible display of information can include displaying the signer’s identity, the time when the digital  58 
signature operation was performed, and additional information as well.  59 
The visible information comes in addition to the actual digital signature data, and is aimed at providing 60 
end users with information that closely relates to the digital signature act. By no means does this visible 61 
information replace the important element of the digital signature. 62 

Visible signatures are strongly associated with documents. The visible signatures will normally be 63 
displayed in the document in addition to other displayed information such as text and images.  64 
There are several documents types and applications that already support digital signatures in conjunction 65 
with visible signatures: 66 

 Adobe Reader/Adobe Acrobat using digital signatures inside PDF documents. For more information 67 
refer to [ISO-32000] and [Adobe]. 68 

 Microsoft Office 2007 using signatures Line inside OOXML documents. For more information refer to 69 
[ooxml] and [MSOffice2007]. 70 

 Other solutions that enable the use of visible signatures as well as digital signatures in other 71 
documents types such as TIFF, Office XP/2003, and other document types. 72 
As an example of such implementation refer to [AustriaSig]. 73 

Other types of standards or applications such as Open Document Format [ODF] do not support visible 74 
signatures yet, but already support non-visible digital signatures. 75 

The target of the Visible Signatures Profile is to define mechanisms that will enable clients that interact 76 
with a digital signature service, based on DSS core, to incorporate visible signatures into documents as 77 
part of a digital signature operation. 78 

The signature operation can be applicable for any type of document and can be displayed with any tool 79 
that displays the document’s content.  80 

The signature verification service may incorporate some visible indications to signature field as part of the 81 
signature verification service. 82 

Digital Signature Operation 83 

There are several types of usage scenarios that involve visible signatures as part of a digital signature 84 
operation: 85 

 Submission of a document to be signed 86 
In this scenario, an unsigned document is submitted to be signed by the digital signature service. As 87 
part of the submission, the client needs to provide some information that will be used by the signature 88 
service in order to build a visible content that relates to the digital signature. The visible signature may 89 
also include some information extracted of the signer’s certificate. This information will be extracted 90 
by the digital signature service during signature operation.  91 
Depending on the type of document, the visible content may be included as part of the signed 92 
content. This means that any modification to the visible signature will invalidate the digital signature.  93 
In this type of scenario there is a single digital signature in the document. 94 

 Digital Signature operations as part of a workflow process  95 
In this scenario, the document will already contain visible signature placeholders (named “signature 96 
fields”) that are uniquely identified in the document. As part of the digital signature operation, the 97 
client will need to specify which signature field should be signed. 98 
The signature field may already contain metadata such as the display configuration. In such 99 
documents several signature fields may be included in the document. 100 
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 Simple Workflow Operation 101 
This is a simple case of the above general workflow scenario. In this case only a single field will be 102 
signed as part of the digital signature service. 103 

 The General Signature Scenario 104 
In this scenario several signature fields can be signed. In some of the fields a display configuration 105 
can be passed as well. 106 

The following specification is aimed to address all above scenarios. The resulting visible signature and 107 
digital signature are very similar in all above scenarios.  108 

Visible Signature Content 109 

The structure of the visible signature is made of components (normally strings and images) that are 110 
displayed in a certain location inside the visible signature. 111 
The following is information that may be included as part of the visible signature. The parameters are not 112 
listed in the order of their importance. 113 

 Signer Information - Information of the signer that performs the digital signature operation. The 114 
information will be extracted from the signer’s certificate. 115 
Besides the signer’s Common Name, additional information can be displayed from the signer’s 116 
certificate such as: serial number, role, organization, or any other specific information that is located 117 
inside the signer’s certificate. 118 
Several elements that are retrieved from the signer’s certificate can be displayed in the visible 119 
signature. 120 

 CA Information - Information of the Certificate Authority that produced the certificate for the signer.  121 
The information will be extracted from the signer’s certificate. 122 
In addition to the CA’s Common Name, additional information can also be displayed from the signer’s 123 
certificate or CA Certificate, such as: CA’s country, organization.  124 
Several elements that are retrieved from the signer’s certificate can be displayed in the visible 125 
signature. 126 

 Signature Time - The date and time of the digital signature operation. The format of the date and 127 
time to be displayed will be provided according to [ISO-8601] and [W3CDT]. 128 

 Signer’s Related Image - End users and organizations appreciate the ability to view images such as 129 
the end user’s hand-written signature, as part of the visible signature. This will normally be a scanned 130 
or a captured image of the user’s hand-written signature. 131 
In some cases, depending on the context of the signature, this field can also be used to contain an 132 
organizational logo. 133 

 Additional Application Info - In certain cases, additional information should be displayed in the 134 
visible signature. For example, some applications require adding the Reason for the digital signature 135 
operation. 136 

 Digital Signature Value - This value is a base64 encoding or other scanable representation of the 137 
binary digital signature. This value can be scanned out of the printed document and used for digital 138 
signature verification purposes. In relation to other visually displayed components, this field must not 139 
be included as part of the content to be signed.   140 

The following information may be sent to the digital signature service as part of the digital signature 141 
information, so that the service is able to embed the visible signature into the document. 142 

 Document Type  - This value defines the format of the provided document so that the digital 143 
signature service can embed both a visible signature and a digital signature into the document, 144 
according to the document format. 145 

 Position - The visible signature is visually located inside the document. Therefore, the position of the 146 
visible signature needs to be specified. This parameter is essential for the Document Submission 147 
Scenario. The position may be specified according to page number and location in a page, or any 148 
other metric that determines the exact location and size of the visible signature inside the document. 149 
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 Signature Field Identification - This identification can be used in most of the above scenarios. 150 
Through this approach, the signature service can locate the signature field that will contain both the 151 
visible signature and digital signature. 152 

 Visible Signature Configuration and Policy - This parameter is optional and may direct the service 153 
how to configure the visible signature. The configuration will include which elements will be displayed 154 
inside the visible signature and their position inside the visible signature will be. For a given specified 155 
configuration, all elements must be incorporated into the visible signature.  156 

Some of the information described in the Visible Content section should be sent to the digital signature 157 
service to be embedded into the visible signature. 158 

Digital Signature Verification Operation 159 

The verification operation will reply information that is bounded to the signature field. Also, it will be 160 
possible in some documents type to add visible indication to the replied document. 161 
The visible indication will include a general verification remark as well as some additional content such as 162 
the date and time of the verification operation. 163 

Note: 164 

The visible signature profile does not include signature field management operations such as signature 165 
field creation operation or clearing a signature field operation. These operations might be defined in 166 
another profile. 167 
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3 Profile Features 168 

3.1.1 Identifier 169 

urn:oasis:names:tc:dssx:1.0:profiles:VisibleSignatures 170 

3.1.2 Scope 171 

This document profiles the DSS signing and verifying protocols defined in [DSSCore]. 172 

3.1.3 Relationship to Other Profiles 173 

The profile in this document is based on the [DSSCore]. The profile in this document may be 174 
implemented.  175 

This profile provides means for the explicit management of signature policies with [DSSCore] and other 176 
existing profiles like [AdES-DSS], and as such, it may be used in conjunction with these specifications. 177 

3.1.4 Element <dss:SignatureObject> 178 

This profile supports requests for generation of a digital signature in conjunction with a visible signature 179 
field that is embedded inside a given document.  180 
The profile also supports replied information as well as visible indication as part of a signature verification 181 
operation. 182 
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4 Profile of Signing Protocol 183 

This profile is based directly on the [DSSCore]. 184 

This profile is intended to be combined with other profiles freely. 185 

4.1.1 Element <dss:SignRequest> 186 

This clause profiles the <dss:SignRequest> element. 187 

4.1.1.1 Element <dss:InputDocuments> 188 

The document type and the document content will be provided as part of <dss:InputDocument> element 189 
where the <Base64Data> element contains the document content encoded in base64 format and the 190 
MimeType attribute defines the Document Type (for example application/pdf). 191 

It is also possible to send the document using an <AttachmentReference>. In this case, the MimeType is 192 
taken from the attachment reference.  193 

The Mime Type is a mandatory attribute. 194 

If several documents are sent to the signature service, each document should be identified with an xs:ID 195 
attribute. This ID will be used for binding a certain visible signature configuration to a specific document. 196 

4.1.1.2 Element <dss:OptionalInputs> 197 

This profile does not impose any restrictions on any optional input specified in the [DSSCore] or other 198 
profiles. 199 

This profile defines a new Optional Input as indicated below. 200 

4.1.1.2.1 New Optional Inputs  201 

4.1.1.2.1.1 Optional Input <VisibleSignatureConfiguration> 202 

This optional input includes several items that together provide all of the required information for 203 
performing a signature operation that includes a visible signature.  204 

This input covers all the above scenarios. The service will restrict input parameters according to the 205 
specified visible signature policy (or scenario). 206 

This optional input includes the following items: 207 

FieldName 208 

The parameter enables the digital signature service to perform a signature operation on a specific field in 209 
the document. This parameter is more relevant to the workflow scenarios.  210 
This field can be omitted only when submitting a document to be signed. 211 

VisibleSignaturePolicy 212 

This parameter indicates the type of scenario that is used when performing a visible signature operation. 213 

DocumentRestrictionLevel 214 

In some types of documents, the digital signature operation will make the document more restricted to 215 
modifications after the document was signed. The content of this element will be numeric and will be 216 
implemented according to the document type. 217 

In the case of PDF, there is a special digital signature operation called Certify. The Certify operation 218 
performs a digital signature operation and also makes the document restricted to changing document’s 219 
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content beside some certain content modifications such as entering comments or entering data inside 220 
form’s fields. For more information refer to [ISO-32000], section 12.8.2.2 – DocMDP. The description of 221 
the P parameter contains the permissible restriction levels.  222 

VisibleSignaturePosition 223 

Information that relates to the location of the visible signature in the given document. This parameter is 224 
more relevant to the document submission scenario. 225 

The position will be defined as an abstract type since the document type defines how to position a visible 226 
signature into the document. In the general case, the position includes a page number and (x,y) 227 
coordinates inside the given page based on the document’s displayable unit definition.  228 

VisibleSignatureItemsConfiguration 229 

Information that will enable the signature service to incorporate visible items into the document. 230 

Other 231 

Additional information related to a visible signature 232 

The schema for this element is listed below:  233 
 234 

<xs:element name="VisibleSignatureConfiguration"  235 
type=”VisibleSignatureConfigurationType” /> 236 
 237 
<xs:complexType name="VisibleSignatureConfigurationType”> 238 
 <xs:sequence> 239 
         <xs:element ref="VisibleSignaturePolicy"/> 240 
  <xs:element name=”FieldName” type=”xs:string” use=”optional”/> 241 
  <xs:element name=”DocumentRestrictionLevel” type=”xs:integer”  242 
use=”optional”/> 243 
  <xs:element ref=”VisibleSignaturePosition” use=”optional”/> 244 
  <xs:element ref=”VisibleSignatureItemsConfiguration” use=”optional”/> 245 
  <xs:element name=”other” type=”dss:AnyType”/> 246 
 </xs:sequence> 247 
</xs:complexType> 248 

 249 

4.1.1.2.1.2 Optional Input <VisibleSignaturePolicy> 250 

The type of above scenario that is used will be indicated.  251 

In the case that a certain scenario is defined, some restrictions will be checked. The restriction will make 252 
sure that adequate parameters are passed in the request. 253 

The restrictions are specified in the sections below. 254 
 255 

<xs:element name="VisibleSignaturePolicy" type=”VisibleSignaturePolicyType”/> 256 
 257 
<xs:simpleType name="VisibleSignaturePolicyType"> 258 
        <xs:restriction base="xs:string"> 259 
          <xs:enumeration value="DocumentSubmissionPolicy" /> 260 
          <xs:enumeration value="SimpleWorkflowPolicy" /> 261 
          <xs:enumeration value="WorkflowPolicy" /> 262 
          <xs:enumeration value="GeneralPolicy" /> 263 
        </s:restriction> 264 
</s:simpleType> 265 
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4.1.1.2.1.2.1 Optional Input <FieldName> 266 

This optional input will define the identity of a signature field to be signed. This parameter will be sent 267 
when it is required to incorporate a visible signature into the given field.  268 

In the cases of the General Scenario as well as the Document submission scenario, it is possible to pass 269 
a name of a non existing field. This will indicate the service to generate a new signature field with the 270 
given name. In these scenarios, if the FieldName is not provided, then a new signature field will be added 271 
to the document and signed as part of the digital signature operation. 272 

In the workflow scenarios, if the given field does not exist in the given document, the signature operation 273 
will fail where the <ResultMajor> will be replied with the value of 274 
urn:oasis:names:tc:dss:1.0:resultmajor:RequesterError  and the <ResultMinor> will be replied with the 275 
value of  urn:oasis:names:tc:dss:1.0:resultminor:FieldNotExist. 276 

4.1.1.2.1.2.2 Optional Input <VisibleSignaturePosition> 277 

This optional input will define the location of the newly generated visible signature in the document. This 278 
parameter will be provided in the case of a submitted document or the general signature scenario. 279 
Since a position of a visible signature in a document is very dependant on a way the document is 280 
specified, an abstract type is defined. Also, two simple position types are defined that are based on a 281 
page number, horizontal and vertical coordinates in the given page, and the dimensions (width and 282 
height) of the boundary of the visible signature field. The given coordinates as well as width and height 283 
are based on definitions related to the document type. The first type is based on pixel based documents, 284 
while the other is a more general one and is defined similarly to the defined in [ODF]. 285 

In all scenarios, if neither an existing FIeldName nor a valid VisibleSignaturePosition is provided, the 286 
signature operation will fail where the <ResultMajor> will be replied with the value of 287 
urn:oasis:names:tc:dss:1.0:resultmajor:RequesterError  and the <ResultMinor> with the value of  288 
urn:oasis:names:tc:dss:1.0:resultminor:PositionIsRequired. 289 
In all scenarios, if an existing FIeldName is provided and also a VisibleSignaturePosition is provided, the 290 
signature operation will fail where the <ResultMajor> will be replied with the value of 291 
urn:oasis:names:tc:dss:1.0:resultmajor:RequesterError  and the <ResultMinor> with the value of  292 
urn:oasis:names:tc:dss:1.0:resultminor:PositionIsAmbiguity. 293 

The schema for this element is listed below:  294 

 295 

<xs:element name="VisibleSignaturePosition" 296 
type=”VisibleSignaturePositionType”> 297 
 298 
<xs:complexType name=”VisibleSignaturePositionType” abstract=”true”/> 299 
 300 
<xs:complexType name=”PixelVisibleSignaturePositionType”> 301 
 <xs:complexContent> 302 
   <xs:extension base=”VisibleSignaturePositionType”> 303 
      <xs:sequence> 304 
  <xs:element name=”PageNumber” type=”xs:integer”/> 305 
  <xs:element name=”x” type=”xs:integer”/> 306 
  <xs:element name=”y” type=”xs:integer”/> 307 
  <xs:element name=”Width” type=”xs:integer” use=”optional”/> 308 
  <xs:element name=”Height” type=”xs:integer” use=”optional”/> 309 
      </xs:sequence> 310 
    </xs:extension> 311 
 </xs:complexContent> 312 
</xs:complexType> 313 
 314 
<xs:complexType name=”GeneralVisibleSignaturePositionType”> 315 
 <xs:complexContent> 316 
   <xs:extension base=”VisibleSignaturePositionType”> 317 
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      <xs:sequence> 318 
  <xs:element name=”PageNumber” type=”PageNumberType”/> 319 
  <xs:element name=”x” type=”MeasureType”/> 320 
  <xs:element name=”y” type=”MeasureType”/> 321 
  <xs:element name=”Width” type=”MeasureType” use=”optional”/> 322 
  <xs:element name=”Height” type=”MeasureType” use=”optional”/> 323 
      </xs:sequence> 324 
    </xs:extension> 325 
 </xs:complexContent> 326 
</xs:complexType> 327 
 328 

4.1.1.2.1.2.3 Optional Input <VisibleSignatureItemsConfiguration> 329 

This optional input will define the design of the visible signature. This input will direct the digital signature 330 
service how to embed the visible content of visible signature in the document. Since this parameter is 331 
optional, the signature service can have its own definitions of how to embed the content of the visible 332 
signature in the document. 333 

The configuration is based on native sub-elements or items, each can be based on a string or an image. 334 
Each of the items will be located in a certain position in the visible signature. In addition, some general 335 
design parameters can be provided.  336 

There are cases where the items’ values are provided by the signature service (for example: signature 337 
time). In other cases, the request will include the items’ values (for example, a reason for the digital 338 
signature operation). 339 

In the case that a value is included in the request when it is not supposed to, an error will be replied as 340 
follows:  the <ResultMajor> will be replied with the value of 341 
urn:oasis:names:tc:dss:1.0:resultmajor:RequesterError  and the <ResultMinor> with the value of  342 
urn:oasis:names:tc:dss:1.0:resultminor:ValueNotRequired. 343 

In the case that a required value should be passed as part of the request and the value is missing in the 344 
request, the following error will be replied:   the <ResultMajor> will be replied with the value of 345 
urn:oasis:names:tc:dss:1.0:resultmajor:RequesterError  and the <ResultMinor> with the value of  346 
urn:oasis:names:tc:dss:1.0:resultminor:ValueNotExist. 347 

In the case that a required value should be passed as part of the request and the value has the wrong 348 
type in the request, the following error will be replied: :  the <ResultMajor> will be replied with the value of 349 
urn:oasis:names:tc:dss:1.0:resultmajor:RequesterError  and the <ResultMinor> with the value of  350 
urn:oasis:names:tc:dss:1.0:resultminor:ValueWrongType. 351 
 352 
Item Identification 353 

 354 

Follows the list of items that can be part of a visible signature: 355 

 Signer’s info – All of the following values will be taken out of the signer’s certificate: 356 

      -     “Subject:CommonName” – The Common Name of the signer 357 

      -     “Subject:Title” – The title of the signer 358 

      -     “Subject:Org” – The organization of the signer 359 

 “CertSerialNum” – The serial number of the user certificate 360 

 CA’s info – All following values will be taken out of the issuer fields in the signer’s certificate: 361 

      -      “Issuer:CommonName” – The Common Name of the CA 362 

      -      “Issuer:Country” – The country of the CA 363 

      -      “Issuer:Org” – The organization of the CA 364 
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 “SignatureTime” – The time of the digital signature operation. This value is determined by the 365 
signature service. 366 

  “SignerImage” – An image that will be incorporated into the visible signature. The image may 367 
contain a capture of the user’s hand-written signature or a company logo. As an example, the 368 
provided value may be a base64 encoding of a JPEG-encoded image. 369 
Alternatively, a URI of an image can be provided so that the signature service can locate the value of 370 
the image and incorporate it into the visible signature. 371 

 “SignatureReason” – The reason for the digital signature operation. This sub-element is used in PDF 372 
documents. 373 

 “SignerContactInfo” – Textual information for contact information of the signer.  374 

 “SignatureProductionPlace” – Textual information for the location where the signature was 375 
produced.  376 

 “CustomText” – Textual information that can be added to the Visible Signature. 377 

 “SignatureValue” – A signature value will be encoded into the visible signature. The computed digital 378 
signature of the document will be incorporated into the visible signature either by a scanable image or 379 
a base64 output. 380 

In cases such as PDF documents, such value cannot be displayed since the digital signature itself is 381 
calculated upon the visible signature as well. If such an element is requested to be included in the 382 
visible signature, the signature operation will fail. 383 
 384 

Position of an item in the visible signature 385 

This abstract type enables the signature service to design the location of the item in the visible signature. 386 
There are two general ways to position the item inside the visible signature either by providing a 387 
document related coordinates or providing percentage values that enables the service to position the item 388 
in relation to the whole visible signature rectangle.               389 

Additional information for an item 390 

When the request includes an item, both type and value of the item may be provided. The following types 391 
are supported: 392 

 String – the provided value is of type string. 393 

 Image – the provided value is an image encoded in base64 format. 394 

 DateTime – the item represents a date and time. In this case a DateTime format string may be 395 
provided. 396 
As part of the string format it should be defined whether to display a GMT offset as well.  397 
The format of the string will be according to [ISO-8601] or [W3CDateTime]. 398 

 ItemValueURI – the provided value is a URI. This value can be used to get a required image to be 399 
included into the visible signature. 400 

In the case that the item is a string, the request can include a font name and a font size so that the item 401 
can be visualized using a specific font. If the required font and its size are not available, an error will be 402 
replied to the client as follows: the <ResultMajor> will be replied with the value of 403 
urn:oasis:names:tc:dss:1.0:resultmajor:RequesterError  and the <ResultMinor> with the value of  404 
urn:oasis:names:tc:dss:1.0:resultminor:FontNotExist. 405 

General Parameters 406 

The following general design parameters can be passed as part of the sign request: 407 

Display Caption  408 
If this parameter is true, all string information will be preceded with a caption that is relevant to the item. 409 

Orientation 410 
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This parameter will direct the service to design the whole content of the visible signature in a certain 411 
orientation. There are 4 orientation values supported: 0, 90, 180 and 270, while the default value is 0 412 
indicating that the visible signature is aligned with the text in the given page. The orientation parameter is 413 
calculated counterclockwise. 414 
 415 

The schema for this element is listed below:  416 

<xs:element name="VisibleSignatureItemsConfiguration 417 
type=”VisibleSignatureItemsConfigurationType” /> 418 
 419 
<xs:complexType name=VisibleSignatureItemsConfigurationType”> 420 
   <xs:sequence > 421 

 <xs:sequence minOccures=”0” maxOccures=”unbounded”> 422 
   <xs:element ref=”VisibleSignatureItem”/> 423 

 </xs:sequnece> 424 
  <xs:element name=”IncludeCaption” type=”xs:boolean” use=”optional” /> 425 
  <xs:element name=”Orientation” type=”OrientationType” use=”optional” 426 
/> 427 
   </xs:sequence> 428 
</xs:complexType> 429 
 430 
<xs:element name="VisibleSignatureItem" type=”VisibleSignatureItemType” /> 431 
 432 
<xs:complexType name=”VisibleSignatureItemType”> 433 
 <xs:sequence> 434 
  <xs:element name=”ItemName” type=”ItemNameEnum”/> 435 
  <xs:element ref=”ItemPosition” use=”optional” />                                 436 
  <xs:element ref=”ItemValue” use=”optional” /> 437 
 </xs:sequence> 438 
</xs:complexType> 439 
 440 
<xs:simpleType name="ItemNameEnum"> 441 
        <xs:restriction base="xs:string"> 442 
          <xs:enumeration value="Subject:CommonName" /> 443 
          <xs:enumeration value="Subject:Title" /> 444 
          <xs:enumeration value="Subject:Organization" /> 445 
          <xs:enumeration value="CertSerialNum" /> 446 
          <xs:enumeration value="Issuer:CommonName" /> 447 
          <xs:enumeration value="Issuer:Country" /> 448 
          <xs:enumeration value="Issuer:Organization" /> 449 
          <xs:enumeration value="SignatureTime" /> 450 
          <xs:enumeration value="SignerImage" /> 451 
          <xs:enumeration value="SignatureReason" /> 452 
          <xs:enumeration value="SignerContactInfo" /> 453 
          <xs:enumeration value="SignatureProductionPlace" /> 454 
          <xs:enumeration value="CustomText" /> 455 
          <xs:enumeration value="SignatureValue" /> 456 
        </s:restriction> 457 
</s:simpleType> 458 
 459 
<xs:element name=”ItemPosition” type=”ItemPositionType” /> 460 
 461 
<xs:complexType name=”ItemPositionType” abstract=”true”/> 462 
 463 
<xs:complexType name=”PixelItemPositionType”> 464 
 <xs:complexContent> 465 
   <xs:extension base=”ItemPositionType”> 466 
      <xs:sequence> 467 
  <xs:element name=”x” type=”xs:integer”/> 468 
  <xs:element name=”y” type=”xs:integer”/> 469 
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      </xs:sequence> 470 
    </xs:extension> 471 
 </xs:complexContent> 472 
</xs:complexType> 473 
 474 
<xs:complexType name=”GeneralItemPositionType”> 475 
 <xs:complexContent> 476 
   <xs:extension base=”ItemPositionType”> 477 
      <xs:sequence> 478 
  <xs:element name=”x” type=”MeasureType”/> 479 
  <xs:element name=”y” type=”MeasureType”/> 480 
      </xs:sequence> 481 
    </xs:extension> 482 
 </xs:complexContent> 483 
</xs:complexType> 484 
 485 
<xs:complexType name=”PercentItemPositionType”> 486 
 <xs:complexContent> 487 
   <xs:extension base=”ItemPositionType”> 488 
      <xs:sequence> 489 
  <xs:element name=”x-percent” type=”PercentType”/> 490 
  <xs:element name=”y-percent” type=”PercentType”/> 491 
      </xs:sequence> 492 
    </xs:extension> 493 
 </xs:complexContent> 494 
</xs:complexType> 495 
 496 
<xs:element name=”ItemValue” type=”ItemValueType” /> 497 
 498 
<xs:complexType name=”ItemValueType” abstract=”true”/> 499 
 500 
<xs:complexType name=”ItemValueStringType”> 501 
 <xs:complexContent> 502 
   <xs:extension base=”ItemValueType”> 503 
      <xs:sequence> 504 
  <xs:element name=”ItemValue” type=”xs:string” use=”optional”/> 505 
  <xs:element name=”ItemFont” type=”xs:string” use=”optional”/> 506 
  <xs:element name=”ItemFontSize” type=”xs:integer” use=”optional”/> 507 
      </xs:sequence> 508 
    </xs:extension> 509 
 </xs:complexContent> 510 
</xs:complexType> 511 
 512 
<xs:complexType name=”ItemValueImageType”> 513 
 <xs:complexContent> 514 
   <xs:extension base=”ItemValueType”> 515 
      <xs:sequence> 516 
  <xs:element ref="dss:Base64Data"/>       517 
        </xs:sequence> 518 
    </xs:extension> 519 
 </xs:complexContent> 520 
</xs:complexType> 521 
 522 
<xs:complexType name=”ItemValueDateType”> 523 
 <xs:complexContent> 524 
   <xs:extension base=” ItemValueStringType”> 525 
      <xs:sequence> 526 
  <xs:element name=”DateTimeFormat” type=”xs:string” use=”optional”/> 527 
      </xs:sequence> 528 
    </xs:extension> 529 
 </xs:complexContent> 530 
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</xs:complexType> 531 
 532 
<xs:complexType name=”ItemValueURIType”> 533 
 <xs:complexContent> 534 
   <xs:extension base=”ItemValueType”> 535 
      <xs:sequence> 536 
  <xs:element name=”ItemValue” type=”xs:anyURI”/> 537 
      </xs:sequence> 538 
    </xs:extension> 539 
 </xs:complexContent> 540 
</xs:complexType> 541 
 542 

 543 

4.1.2 Element <dss:SignResponse> 544 

This profile does not impose any restrictions on any optional input specified in the [DSSCore] or other 545 

profiles. 546 

4.1.2.1 Element <dss:DocumentWithSignature> 547 

The document type and the updated document content will be returned to the client as part of the 548 
dss:DocumentWithSignature  element where the <Base64Data> element contains the document content 549 
encoded in base64 format and the MimeType attribute defines the Document Type (for example 550 
application/pdf). 551 

Also it is possible to send the document using an <AttachmentReference>, in this case the MimeType is 552 
taken from the attachment reference.   553 
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5 Profile of Verifying Protocol 554 

This profile is based directly on the [DSSCore]. 555 

This profile is intended to be combined with other profiles freely. 556 

This profile can be combined with the multi-signature verification report profile [DSS-MultVerRep] to get a 557 

verification report to every signature field inside the given document. For each signed field, the report can 558 
include the verification status of the signed field. 559 

5.1.1 Element <dss:VerifyRequest> 560 

The input document may contain signed and unsigned fields within the given document. Each signed field 561 
may also have a visible signature.  562 

If a general verification request is sent to the verification service, the verification service should reply with 563 
the signature status of all signature fields, including unsigned fields. 564 

If a verification request is sent for a specific signature field, then the service will respond with a verification 565 
status for the requested field. 566 

5.1.1.1 Element <dss:InputDocuments> 567 

The document type and the document content will be provided as part of the dss:InputDocument element 568 
where the <Base64Data> element contains the document content encoded in base64 format and the 569 
MimeType attribute defines the Document Type (for example application/pdf). 570 

Also it is possible to send the document using an <AttachmentReference>, in this case the MimeType is 571 
taken from the attachment reference.  572 

The Mime Type is a mandatory attribute. 573 

5.1.1.2 Element <dss:OptionalInputs> 574 

This profile does not impose restrictions on any optional input specified in the [DSSCore] or other 575 

profiles. 576 

This profile defines a new Optional Input as indicated below. 577 

5.1.1.2.1 New Optional Inputs  578 

5.1.1.2.1.1 Optional Input <FieldName> 579 

This optional input will define the identity of a signature field to be verified. This parameter will be sent in a 580 
scenario where it is required to validate only a certain field. In this case the response from the 581 
VerifyRequest will include verification status related only to this field.  582 
If the given field does not exist in the given document, the signature operation will fail where the 583 
<ResultMajor> will be replied with the value of urn:oasis:names:tc:dss:1.0:resultmajor:RequesterError  584 
and the <ResultMinor> with the value of  urn:oasis:names:tc:dss:1.0:resultminor:FieldNotExist 585 
if no field is specified, then verification statuses for all the signature fields in the document will be replied. 586 

The schema for this element is listed below:  587 

 588 

<xs:element name="FieldName" type="xs:string"/> 589 
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5.1.1.2.1.2 Optional Input <VisibileIndicationFormat> 590 

This optional input will define whether the verification service should embed into the visible signature an 591 
indication that specifies the verification status of the digital signature and some other information as part 592 
of the verification operation. The Visible indication will include the following items: 593 

 Verification Mark – a √, X, ? symbols that will indicate a success in the verification procedure, 594 
Failure or whether the verification service cannot perform a full signature validation procedure. 595 

 Verification time – the time of the signature verification. The service will define the format of the date 596 
and time content. 597 

 Verification Scope Indication – the scope of verification that was performed (for example, only 598 
signature validation, CRL/OCSP check, …) 599 

 600 

<xs:element name="VisibleIndicationFormat" type="VisibleIndicationFormatType" 601 
use=”optional”/> 602 
 603 
<xs:complexType name=VisibleIndicationFormatType”> 604 
 <xs:sequence> 605 
    <xs:element name=”VerificationMark” type=”xs:boolean” use=”optional”/> 606 
    <xs:element name=”VerificationTime” type=”xs:boolean” use=”optional”/> 607 
    <xs:element name=”VerificationScope” type=”xs:boolean” use=”optional”/> 608 
 </xs:choice> 609 
</xs:complexType> 610 
 611 

 612 

5.1.2 Element <dss:VerifyResponse> 613 

This clause profiles the <dss:VerifyRequest> element. 614 

5.1.2.1 New Optional Outputs  615 

5.1.2.1.1 Optional Output <FieldName> 616 

This optional output will define the identity of a signature field that is verified. This parameter will be 617 
replied for every signature field that is validated in the document as part of the signature validation 618 
service.  619 

The schema for this element is listed below:  620 

<xs:element name="FieldName" type="xs:string"/> 621 

5.1.2.2 Element <dss:DocumentWithSignature> 622 

This parameter will be returned only if the VisibleIndicationFormat is included in the request and the 623 
service is capable of embedding verification information into the visible signature. 624 
The document type and the updated document content will be returned to the client as part of the 625 
dss:DocumentWithSignature  element where the <Base64Data> element contains the document content 626 
encoded in base64 format and the MimeType attribute defines the Document Type (for example 627 
application/pdf). 628 

Also it is possible to send the document using an <AttachmentReference>, in this case the MimeType is 629 
taken from the attachment reference.   630 
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6 Conformance 631 

The following conformance is related to typical usage scenario of the DSS signature service. These 632 
scenarios are described in the Overview section and are formalized by sending the VisibleSignaturePolicy 633 
attribute as part of the Optional Inputs in the SignRequest. 634 

For each of these usage scenarios all components of the request will be analyzed by the signature 635 
service to make sure that input parameters are aligned with the described usage scenario. If the 636 
parameters are not adequate, the following error will be replied: the <ResultMajor> will be replied with the 637 
value of urn:oasis:names:tc:dss:1.0:resultmajor:RequesterError  and the <ResultMinor> with the value of  638 
urn:oasis:names:tc:dss:1.0:resultminor:ConformanceError 639 
Some of the restrictions are also described in above sections. 640 

Simple document submission – A single document is submitted to be signed and there is no field name 641 
indication in the request. 642 

The request should also include signature position information.  643 
If the documents includes a signature field embedded inside the document an error is replied to the user. 644 

Simple workflow signature operation – A single document is sent to the digital signature service and 645 

also a single signature field ID is specified.  No signature position as well as signature configuration is 646 
passed to the server. 647 

General workflow operation – The sent documents may include several signature fields. No visible 648 

signature position as well as configuration is sent as part of the request. 649 

General request – This is the most flexible policy. Any scenario that involves incorporating a visible 650 

signature as part of a digital signature operation can use this general policy. 651 


