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Abstract: 
The Cyber Observable Expression (CybOX™) is a standardized language for encoding and 
communicating high-fidelity information about cyber observables, whether dynamic events or 
stateful measures that are observable in the operational cyber domain. By specifying a common 
structured schematic mechanism for these cyber observables, the intent is to enable the potential 
for detailed automatable sharing, mapping, detection, and analysis heuristics. This specification 
document defines the HTTP Session Object data model, which is one of the Object data models 
for CybOX content. 

Status: 
This document was last revised or approved by the OASIS Cyber Threat Intelligence (CTI) TC on 
the above date. The level of approval is also listed above. Check the “Latest version” location 
noted above for possible later revisions of this document. Any other numbered Versions and 
other technical work produced by the Technical Committee (TC) are listed at https://www.oasis-
open.org/committees/tc_home.php?wg_abbrev=cti#technical. 

TC members should send comments on this specification to the TC’s email list. Others should 
send comments to the TC’s public comment list, after subscribing to it by following the 
instructions at the “Send A Comment” button on the TC’s web page at https://www.oasis-
open.org/committees/cti/. 

For information on whether any patents have been disclosed that may be essential to 
implementing this specification, and any offers of patent licensing terms, please refer to the 
Intellectual Property Rights section of the TC’s web page (https://www.oasis-
open.org/committees/cti/ipr.php). 

Citation format: 

When referencing this specification the following citation format should be used: 

[CybOX-v2.1.1-http-session] 

CybOX™ Version 2.1.1. Part 28: HTTP Session Object. Edited by Desiree Beck, Trey Darley, 
Ivan Kirillov, and Rich Piazza. 20 June 2016. OASIS Committee Specification Draft 01 / Public 
Review Draft 01. http://docs.oasis-open.org/cti/cybox/v2.1.1/csprd01/part28-http-session/cybox-
v2.1.1-csprd01-part28-http-session.html. Latest version: http://docs.oasis-
open.org/cti/cybox/v2.1.1/part28-http-session/cybox-v2.1.1-part28-http-session.html. 
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Notices 

Copyright © OASIS Open 2016. All Rights Reserved. 

All capitalized terms in the following text have the meanings assigned to them in the OASIS Intellectual 
Property Rights Policy (the "OASIS IPR Policy"). The full Policy may be found at the OASIS website. 

This document and translations of it may be copied and furnished to others, and derivative works that 
comment on or otherwise explain it or assist in its implementation may be prepared, copied, published, 
and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice 
and this section are included on all such copies and derivative works. However, this document itself may 
not be modified in any way, including by removing the copyright notice or references to OASIS, except as 
needed for the purpose of developing any document or deliverable produced by an OASIS Technical 
Committee (in which case the rules applicable to copyrights, as set forth in the OASIS IPR Policy, must 
be followed) or as required to translate it into languages other than English. 

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors 
or assigns. 

This document and the information contained herein is provided on an "AS IS" basis and OASIS 
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY 
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY 
OWNERSHIP RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A 
PARTICULAR PURPOSE. 

OASIS requests that any OASIS Party or any other party that believes it has patent claims that would 
necessarily be infringed by implementations of this OASIS Committee Specification or OASIS Standard, 
to notify OASIS TC Administrator and provide an indication of its willingness to grant patent licenses to 
such patent claims in a manner consistent with the IPR Mode of the OASIS Technical Committee that 
produced this specification. 

OASIS invites any party to contact the OASIS TC Administrator if it is aware of a claim of ownership of 
any patent claims that would necessarily be infringed by implementations of this specification by a patent 
holder that is not willing to provide a license to such patent claims in a manner consistent with the IPR 
Mode of the OASIS Technical Committee that produced this specification. OASIS may include such 
claims on its website, but disclaims any obligation to do so. 

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that 
might be claimed to pertain to the implementation or use of the technology described in this document or 
the extent to which any license under such rights might or might not be available; neither does it 
represent that it has made any effort to identify any such rights. Information on OASIS' procedures with 
respect to rights in any document or deliverable produced by an OASIS Technical Committee can be 
found on the OASIS website. Copies of claims of rights made available for publication and any 
assurances of licenses to be made available, or the result of an attempt made to obtain a general license 
or permission for the use of such proprietary rights by implementers or users of this OASIS Committee 
Specification or OASIS Standard, can be obtained from the OASIS TC Administrator. OASIS makes no 
representation that any information or list of intellectual property rights will at any time be complete, or 
that any claims in such list are, in fact, Essential Claims. 

The name "OASIS" is a trademark of OASIS, the owner and developer of this specification, and should be 
used only to refer to the organization and its official outputs. OASIS welcomes reference to, and 
implementation and use of, specifications, while reserving the right to enforce its marks against 
misleading uses. Please see https://www.oasis-open.org/policies-guidelines/trademark for above 
guidance. 

 

Portions copyright © United States Government 2012-2016.  All Rights Reserved. 
 
STIX™, TAXII™, AND CybOX™ (STANDARD OR STANDARDS) AND THEIR COMPONENT PARTS 
ARE PROVIDED “AS IS” WITHOUT ANY WARRANTY OF ANY KIND, EITHER EXPRESSED, IMPLIED, 
OR STATUTORY, INCLUDING, BUT NOT LIMITED TO, ANY WARRANTY THAT THESE STANDARDS 
OR ANY OF THEIR COMPONENT PARTS WILL CONFORM TO SPECIFICATIONS, ANY IMPLIED 
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WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR FREEDOM 
FROM INFRINGEMENT, ANY WARRANTY THAT THE STANDARDS OR THEIR COMPONENT PARTS 
WILL BE ERROR FREE, OR ANY WARRANTY THAT THE DOCUMENTATION, IF PROVIDED, WILL 
CONFORM TO THE STANDARDS OR THEIR COMPONENT PARTS.  IN NO EVENT SHALL THE 
UNITED STATES GOVERNMENT OR ITS CONTRACTORS OR SUBCONTRACTORS BE LIABLE FOR 
ANY DAMAGES, INCLUDING, BUT NOT LIMITED TO, DIRECT, INDIRECT, SPECIAL OR 
CONSEQUENTIAL DAMAGES, ARISING OUT OF, RESULTING FROM, OR IN ANY WAY 
CONNECTED WITH THESE STANDARDS OR THEIR COMPONENT PARTS OR ANY PROVIDED 
DOCUMENTATION, WHETHER OR NOT BASED UPON WARRANTY, CONTRACT, TORT, OR 
OTHERWISE, WHETHER OR NOT INJURY WAS SUSTAINED BY PERSONS OR PROPERTY OR 
OTHERWISE, AND WHETHER OR NOT LOSS WAS SUSTAINED FROM, OR AROSE OUT OF THE 
RESULTS OF, OR USE OF, THE STANDARDS, THEIR COMPONENT PARTS, AND ANY PROVIDED 
DOCUMENTATION. THE UNITED STATES GOVERNMENT DISCLAIMS ALL WARRANTIES AND 
LIABILITIES REGARDING THE STANDARDS OR THEIR COMPONENT PARTS ATTRIBUTABLE TO 
ANY THIRD PARTY, IF PRESENT IN THE STANDARDS OR THEIR COMPONENT PARTS AND 
DISTRIBUTES IT OR THEM “AS IS.” 
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1 Introduction 
[All text is normative unless otherwise labeled.] 

The Cyber Observable Expression (CybOXTM) provides a common structure for representing cyber 
observables across and among the operational areas of enterprise cyber security. CybOX improves the 
consistency, efficiency, and interoperability of deployed tools and processes, and it increases overall 
situational awareness by enabling the potential for detailed automatable sharing, mapping, detection, and 
analysis heuristics. 

This document serves as the specification for the CybOX HTTP Session Object Version 2.1.1 data model, 
which is one of eighty-eight CybOX Object data models. 

In Section 1.1 we discuss additional specification documents, in Section 1.2 we provide document 
conventions, and in Section 1.3 we provide terminology. References are given in Section 1.4. In Section 2, 
we give background information necessary to fully understand the HTTP Session Object data model. We 
present the HTTP Session Object data model specification details in Section 3 and conformance information 
in Section 4. 

1.1 CybOXTM Specification Documents 

The CybOX specification consists of a formal UML model and a set of textual specification documents 
that explain the UML model. Specification documents have been written for each of the individual data 
models that compose the full CybOX UML model.  

CybOX has a modular design comprising two fundamental data models and a collection of Object data 
models. The fundamental data models – CybOX Core and CybOX Common – provide essential CybOX 
structure and functionality. The CybOX Objects, defined in individual data models, are precise 
characterizations of particular types of observable cyber entities (e.g., HTTP session, Windows registry 
key, DNS query).  

Use of the CybOX Core and Common data models is required; however, use of the CybOX Object data 
models is purely optional: users select and use only those Objects and corresponding data models that 
are needed. Importing the entire CybOX suite of data models is not necessary.  

The CybOX™ Version 2.1.1 Part 1: Overview document provides a comprehensive overview of the full 
set of CybOX data models, which in addition to the Core, Common, and numerous Object data models, 
includes various extension data models and a vocabularies data model, which contains a set of default 
controlled vocabularies. CybOX™ Version 2.1.1 Part 1: Overview also summarizes the relationship of 
CybOX to other languages, and outlines general CybOX data model conventions. 

1.2 Document Conventions 

The following conventions are used in this document. 

1.2.1 Fonts 
The following font and font style conventions are used in the document:  

 Capitalization is used for CybOX high-level concepts, which are defined in CybOX™ Version 
2.1.1 Part 1: Overview. 
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Examples: Action, Object, Event, Property 

 The Courier New font is used for writing UML objects.  

Examples: ActionType, cyboxCommon:BaseObjectPropertyType  

Note that all high-level concepts have a corresponding UML object. For example, the Action high-

level concept is associated with a UML class named, ActionType. 

 The ‘italic’ font (with single quotes) is used for noting actual, explicit values for CybOX Language 
properties. The italic font (without quotes) is used for noting example values.  

Example: ‘HashNameVocab-1.0,’ high, medium, low 

1.2.2 UML Package References 

Each CybOX data model is captured in a different UML package (e.g., Core package) where the 
packages together compose the full CybOX UML model. To refer to a particular class of a specific 

package, we use the format package_prefix:class, where package_prefix corresponds to 

the appropriate UML package.  

The package_prefix for the HTTP Session data model is HTTOSessionObj. Note that in this 

specification document, we do not explicitly specify the package prefix for any classes that originate from 
the HTTP Session Object data model.  

1.2.3 UML Diagrams 

This specification makes use of UML diagrams to visually depict relationships between CybOX Language 
constructs. Note that the diagrams have been extracted directly from the full UML model for CybOX; they 
have not been constructed purely for inclusion in the specification documents. Typically, diagrams are 
included for the primary class of a data model, and for any other class where the visualization of its 
relationships between other classes would be useful. This implies that there will be very few diagrams for 
classes whose only properties are either a data type or a class from the CybOX Common data model. 
Other diagrams that are included correspond to classes that specialize a superclass and abstract or 
generalized classes that are extended by one or more subclasses. 

In UML diagrams, classes are often presented with their attributes elided, to avoid clutter. The fully 
described class can usually be found in a related diagram. A class presented with an empty section at the 
bottom of the icon indicates that there are no attributes other than those that are visualized using 
associations. 

1.2.3.1 Class Properties 

Generally, a class property can be shown in a UML diagram as either an attribute or an association (i.e., 
the distinction between attributes and associations is somewhat subjective). In order to make the size of 
UML diagrams in the specifications manageable, we have chosen to capture most properties as attributes 
and to capture only higher-level properties as associations, especially in the main top-level component 
diagrams. In particular, we will always capture properties of UML data types as attributes. 

1.2.3.2 Diagram Icons and Arrow Types 

Diagram icons are used in a UML diagram to indicate whether a shape is a class, enumeration, or a data 
type, and decorative icons are used to indicate whether an element is an attribute of a class or an 
enumeration literal. In addition, two different arrow styles indicate either a directed association 
relationship (regular arrowhead) or a generalization relationship (triangle-shaped arrowhead). The icons 
and arrow styles we use are shown and described in Table 1-1. 
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Table 1-1. UML diagram icons 

Icon Description 

 
This diagram icon indicates a class. If the name is 
in italics, it is an abstract class. 

 
This diagram icon indicates an enumeration. 

 
This diagram icon indicates a data type.  

 

This decorator icon indicates an attribute of a 
class. The green circle means its visibility is public. 
If the circle is red or yellow, it means its visibility is 
private or protected. 

 
This decorator icon indicates an enumeration 
literal. 

 
This arrow type indicates a directed association 
relationship. 

 

This arrow type indicates a generalization 
relationship.  

1.2.4 Property Table Notation 

Throughout Section 3, tables are used to describe the properties of each data model class. Each property 
table consists of a column of names to identify the property, a type column to reflect the datatype of the 
property, a multiplicity column to reflect the allowed number of occurrences of the property, and a 
description column that describes the property. Package prefixes are provided for classes outside of the 
HTTP Session Object data model (see Section 1.2.2).  

Note that if a class is a specialization of a superclass, only the properties that constitute the specialization 
are shown in the property table (i.e., properties of the superclass will not be shown). However, details of 
the superclass may be shown in the UML diagram. 

1.2.5 Property and Class Descriptions 

Each class and property defined in CybOX is described using the format, “The X property verb Y.” For 

example, in the specification for the CybOX Core data model, we write, “The id property specifies a 

globally unique identifier for the Action.” In fact, the verb “specifies” could have been replaced by any 
number of alternatives: “defines,” “describes,” “contains,” “references,” etc. 

However, we thought that using a wide variety of verb phrases might confuse a reader of a specification 
document because the meaning of each verb could be interpreted slightly differently. On the other hand, 
we didn’t want to use a single, generic verb, such as “describes,” because although the different verb 
choices may or may not be meaningful from an implementation standpoint, a distinction could be useful to 
those interested in the modeling aspect of CybOX.  

Consequently, we have preferred to use the three verbs, defined as follows, in class and property 
descriptions: 
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Verb CybOX Definition 

captures 
Used to record and preserve information without implying anything about the 
structure of a class or property. Often used for properties that encompass general 
content. This is the least precise of the three verbs.  

 

Examples: 

The Observable_Source property characterizes the source of the Observable 

information. Examples of details captured include identifying characteristics, time-
related attributes, and a list of the tools used to collect the information. 

The Description property captures a textual description of the Action.  

characterizes 
Describes the distinctive nature or features of a class or property. Often used to 
describe classes and properties that themselves comprise one or more other 
properties. 

 

Examples: 

The Action property characterizes a cyber observable Action. 

The Obfuscation_Technique property characterizes a technique an attacker 

could potentially leverage to obfuscate the Observable.  

specifies 

Used to clearly and precisely identify particular instances or values associated 
with a property. Often used for properties that are defined by a controlled 
vocabulary or enumeration; typically used for properties that take on only a single 
value. 

 

Example: 

The cybox_major_version property specifies the major version of the CybOX 

Language used for the set of Observables. 

1.3 Terminology 

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD 
NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described 
in [RFC2119]. 

1.4 Normative References 

[RFC2119] Bradner, S., “Key words for use in RFCs to Indicate Requirement Levels”, BCP 
14, RFC 2119, March 1997. http://www.ietf.org/rfc/rfc2119.txt. 

[RFC 2822] Resnick, P., “Internet Message Format”, RFC2822, April 2001. 
https://www.ietf.org/rfc/rfc2822.txt  

[RFC 5988] Nottingham, M., “Web Linking”, RCF5988, October 2010. 
https://tools.ietf.org/html/rfc5988  

http://www.ietf.org/rfc/rfc2119.txt
https://www.ietf.org/rfc/rfc2822.txt
https://tools.ietf.org/html/rfc5988
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2 Background Information 
In this section, we provide high-level information about the HTTP Session Object data model that is 
necessary to fully understand the specification details given in Section 3. 

2.1 Cyber Observables 
A cyber observable is a dynamic event or a stateful property that occurs, or may occur, in the operational 
cyber domain. Examples of stateful properties include the value of a registry key, the MD5 hash of a file, 
and an IP address. Examples of events include the deletion of a file, the receipt of an HTTP GET request, 
and the creation of a remote thread. 

A cyber observable is different than a cyber indicator. A cyber observable is a statement of fact, capturing 
what was observed or could be observed in the cyber operational domain. Cyber indicators are cyber 
observable patterns, such as a registry key value associated with a known bad actor or a spoofed email 
address used on a particular date. 

2.2 Objects 

Objects in CybOX are individual data models for characterizing a particular cyber entity, such as a 
Windows registry key, or an Email Message. Accordingly, each release of the CybOX Language includes 
a particular set of Objects that are part of the release. The data model for each of these Objects is 
defined by its own specification that describes the context-specific classes and properties that compose 
the Object.  
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3 Data Model 

3.1 HTTPSessionObjectType Class 

The HTTPSessionObjectType class is intended to capture the details of an HTTP session. The UML diagram corresponding to the 

HTTPSessionObjectType class is shown in Figure 3-1.  

 

Figure 3-1. UML diagram of the HTTPSessionObjectType class 

The property table of the HTTPSessionObjectType class is given in Table 3-1. 

Table 3-1. Properties of the HTTPSessionObjectType class 

Name Type Multiplicity Description 

HTTP_Request_Response HTTPRequestResponseType 1..* 
The HTTP_Request_Response property specifies a single 

HTTP Request/Response pair. 
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3.2 HTTPRequestResponseType Class 

The HTTPRequestResponseType class captures a single HTTP request/response pair. The UML diagram corresponding to the 

HTTPRequestResponseType class is shown in Figure 3-2.  

 

Figure 3-2. UML diagram for the HTTPRequestResponseType class 

The property table of the HTTPRequestResponseType class is given in Table 3-2. 

Table 3-2. Properties of the HTTPRequestResponseType class 

Name Type Multiplicity Description 

ordinal_position 
basicDataTypes: 

NonNegativeInteger 
0..1 

The ordinal_position property specifies the ordinal positioning 

of the HTTP request/response pair in the context of the HTTP 
session. This may be useful in certain cases for preserving 
observed HTTP request/response ordering. 
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HTTP_Client_Request HTTPClientRequestType 0..1 
The HTTP_Client_Request property specifies the HTTP client 

request portion of a single HTTP request/response pair. 

HTTP_Provisional_ 

Server_Response 
HTTPServerResponseType 0..1 

The HTTP_Provisional_Server_Response property specifies 

an HTTP provisional server response that was sent before the 

regular HTTP response (captured in the HTTP_Server_Response 

property). 

HTTP_Server_Response HTTPServerResponseType 0..1 
The HTTP_Server_Response property specifies the HTTP server 

response portion of a single HTTP request/response pair. 

 

3.3 HTTPClientRequestType Class 

The HTTPClientRequestType class captures the details of an HTTP client request. 

The property table of the HTTPClientRequestType class is given in Table 3-3. 

Table 3-3. Properties of the HTTPClientRequestType class 

Name Type Multiplicity Description 

HTTP_Request_Line HTTPRequestLineType 0..1 
The HTTP_Request_Line property specifies the HTTP request line 

of the HTTP client request. 

HTTP_Request_Header HTTPRequestHeaderType 0..1 
The HTTP_Request_Header property specifies all of the HTTP 

header fields that may be found in the HTTP client request. 

HTTP_Message_Body HTTPMessageType 0..1 
The HTTP_Message_Body property specifies the optional message 

body that may be included in the HTTP client request. 

 



 

cybox-v2.1.1-csprd01-part28-http-session  20 June 2016 
Standards Track Work Product Copyright © OASIS Open 2016. All Rights Reserved. Page 14 of 34 

3.4 HTTPServerResponseType Class 

The HTTPServerResponseType class captures the details of an HTTP server response. 

The property table of the HTTPServerResponseType class is given in Table 3-4. 

Table 3-4. Properties of the HTTPServerResponseType class 

Name Type Multiplicity Description 

HTTP_Status_Line HTTPStatusLineType 0..1 
The HTTP_Status_Line property captures the status line 

returned as part of the HTTP server response. 

HTTP_Response_Header HTTPResponseHeaderType 0..1 
The HTTP_Response_Header property captures the details of the 

HTTP Header returned as part of the HTTP server response. 

HTTP_Message_Body HTTPMessageType 0..1 
The HTTP_Message_Body property captures the HTTP message 

body returned as part of the HTTP server response. 

 

3.5 HTTPRequestLineType Class 

The HTTPRequestLineType class captures a single HTTP request line. 

The property table of the HTTPRequestLineType class is given in Table 3-5. 

Table 3-5. Properties of the HTTPRequestLineType class 

Name Type Multiplicity Description 

HTTP_Method HTTPMethodType 0..1 
The HTTP_Method property captures the HTTP method portion of the 

HTTP request line. 

Value cyboxCommon: 0..1 The Value property captures the value (typically a resource path) portion 
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StringObjectPropertyType of the HTTP request line. 

Version 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Version property captures the HTTP version portion of the HTTP 

request line. 

 

3.6 HTTPRequestHeaderType Class 

The HTTPRequestHeaderType class captures the raw and/or parsed header of an HTTP request. 

The property table of the HTTPRequestHeaderType class is given in Table 3-6. 

Table 3-6. Properties of the HTTPRequestHeaderType class 

Name Type Multiplicity Description 

Raw_Header 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Raw_Header property captures the HTTP request header as a 

raw, unparsed string. 

Parsed_Header HTTPRequestHeaderFieldsType 0..1 
The Parsed_Header property captures the HTTP request header as 

a set of parsed HTTP header fields. 

 

3.7 HTTPRequestHeaderFieldsType Class 

The HTTPRequestHeaderFieldsType class captures parsed HTTP request header fields. 

The property table of the HTTPRequestHeaderFieldsType class is given in Table 3-7. 

Table 3-7. Properties of the HTTPRequestHeaderFieldsType class 

Name Type Multiplicity Description 
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Accept 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Accept property specifies the HTTP Request Accept header 

field, which defines the Content-Types that are acceptable. 

Accept_Charset 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Accept_Charset property specifies the HTTP Request 

Accept-Charset header field, which defines the character sets that 
are acceptable. 

Accept_Language 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Accept_Language property specifies the HTTP Request 

Accept-Language header field, which defines the acceptable 
languages for response. 

Accept_Datetime 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Accept_Datetime property specifies the HTTP Request 

Accept-Datetime header field, which defines the acceptable 
version time. 

Accept_Encoding 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Accept_Encoding property specifies the HTTP Request 

Accept-Encoding header field, which defines the acceptable 
encodings. 

Authorization 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Authorization property specifies the HTTP Request 

Authorization header field, which defines the authentication 
credentials for use in HTTP authentication. 

Cache_Control 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Cache_Control property specifies the HTTP Request 

Cache-Control header field, which defines the directives that 
MUST be obeyed by all caching mechanisms along the 
request/response chain. 

Connection 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Connection property specifies the HTTP Request 

Connection header field, which defines the type of connection that 
the user-agent would prefer. 

Cookie cyboxCommon: 0..1 The Cookie property specifies the HTTP Request Cookie header 
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StringObjectPropertyType field, which defines the HTTP cookie previously sent by the server. 

Content_Length 
cyboxCommon: 

IntegerObjectPropertyType 
0..1 

The Content_Length property specifies the HTTP Request 

Content-Length header field, which defines the length of the 
request body in octets. 

Content_MD5 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Content_MD5 property specifies the HTTP Request Content-

MD5 header field, which defines a Base64 encoded binary MD5 
sum of the content of the request body. 

Content_Type 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Content_Type property specifies the HTTP Request 

Content-Type header field, which defines the MIME type of the 
body of the request (used with POST and PUT requests). 

Date 
cyboxCommon: 

DateTimeObjectPropertyType 
0..1 

The Date property specifies the HTTP Request Date header field, 

which defines the date and time that the message was sent. 

Expect 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Expect property specifies the HTTP Request Expect header 

field, which defines the particular server behaviors that are 
required by the client. 

From 
AddressObj: 

AddressObjectType 
0..1 

The From property specifies the HTTP Request From header field, 

which defines the email address of the user making the request. 

Host HostFieldType 0..1 

The Host property specifies the HTTP Request Host header field, 

which specifies the domain name of the server and the TCP port 
number on which the server is listening. 

If_Match 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The If_Match property specifies the HTTP Request If-Match 

header field, which allows the action to be performed if the client 
supplied entity matches the same entity on the server. 
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If_Modified_Since 
cyboxCommon: 

DateTimeObjectPropertyType 
0..1 

The If_Modified_Since property specifies the HTTP Request 

If-Modified-Since header field, which allows a 304 Not Modified 
response to be returned if content is unchanged since the input 
date/time. 

If_None_Match 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The If_None_Match property specifies the HTTP Request If-

None-Match header field, which allows the action to be performed 
only if the client supplied entity does not match the same entity on 
the server. 

If_Range 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The If_Range property specifies the HTTP Request If-Range 

header field, which allows the client to request the part(s) of the 
entity that they are missing, or otherwise the new entity. 

If_Unmodified_Since 
cyboxCommon: 

DateTimeObjectPropertyType 
0..1 

The If_Unmodified_Since property specifies the HTTP 

Request If-Unmodified-Since header field, which allows a 
response to be sent only if the entity has not been modified since a 
specific date/time. 

Max_Forwards 
cyboxCommon: 

IntegerObjectPropertyType 
0..1 

The Max_Forwards property specifies the HTTP Request Max-

Forwards header field, which defines the maximum number of 
times the message can be forwarded through proxies or gateways. 

Pragma 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Pragma property specifies the HTTP Request Pragma header 

field, which defines any implementation-specific values that may 
apply to any recipient across the request-response chain. 

Proxy_Authorization 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Proxy_Authorization property specifies the HTTP 

Request Proxy-Authorization header field, which defines the 
authorization credentials for connecting to a proxy. 

Range 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Range property specifies the HTTP Request Range header 

field, which defines the range, in bytes, for requesting only part of 
an entity (bytes are numbered from 0). 
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Referer URIObj:URIObjectType 0..1 
The Referer property specifies the HTTP Request Range 

Referer field, which defines the address of the previous web page 
from which a link to the currently requested page was followed. 

TE 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The TE property specifies the HTTP Request TE field, which 

defines the transfer encodings the user agent is willing to accept. 

User_Agent 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The User_Agent property specifies the HTTP Request User-

Agent field, which defines the user agent string of the user agent. 

Via 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Via property specifies the HTTP Request Via field, which 

defines any proxies through which the request was sent. 

Warning 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Warning property specifies the HTTP Request Warning field, 

which defines any general warnings about possible problems with 
the entity body. 

DNT 
cyboxCommon:StringObjectPr

opertyType 
0..1 

The DNT property specifies the non-standard HTTP Request DNT 

field, which is typically used to request that a web application 
disable their tracking of a user. 

X_Requested_With 
cyboxCommon:StringObjectPr

opertyType 
0..1 

The X_Requested_With property specifies the non-standard 

HTTP Request X-Requested-With field, which is typically used to 
identify Ajax requests. 

X_Forwarded_For 
cyboxCommon:StringObjectPr

opertyType 
0..1 

The X_Forwarded_For property specifies the non-standard 

HTTP Request X-Forwarded-For field, which is typically used to 
identify the originating IP address of a client connecting to a web 
server through an HTTP proxy or load balancer. 

X_Forwarded_Proto 
cyboxCommon:StringObjectPr

opertyType 
0..1 

The X_Forwarded_Proto property specifies the non-standard 

HTTP Response X-Forwarded-Proto field, which identifies the 
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originating protocol of an HTTP request. 

X_ATT_DeviceId 
cyboxCommon:StringObjectPr

opertyType 
0..1 

The X_ATT_DeviceId property specifies the non-standard HTTP 

Request X-ATT-DeviceId field, which is typically used to identify 
the make, model, and firmware of AT&T devices. 

X_Wap_Profile URIObj:URIObjectType 0..1 

The X_Wap_Profile property specifies the non-standard HTTP 

Request X-Wap-Profile field, which is typically used to link to an 
XML file on the Internet with a full description and details about the 
device currently connecting. 

 

3.8 HTTPResponseHeaderType Class 

The HTTPResponseHeaderType class captures the raw and/or parsed header of an HTTP response. 

The property table of the HTTPResponseHeaderType class is given in Table 3-8. 

Table 3-8. Properties of the HTTPResponseHeaderType class 

Name Type Multiplicity Description 

Raw_Header 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Raw_Header property captures the HTTP response header as a 

raw, unparsed string. 

Parsed_Header HTTPResponseHeaderFieldsType 0..1 
The Parsed_Header property captures the HTTP response header 

as a set of parsed HTTP header fields. 

 

3.9 HTTPResponseHeaderFieldsType Class 

The HTTPResponseHeaderFieldsType class captures parsed HTTP request header fields. 

The property table of the HTTPResponseHeaderFieldsType class is given in Table 3-9. 
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Table 3-9. Properties of the HTTPResponseHeaderFieldsType class 

Name Type Multiplicity Description 

Access_Control_Allow_Origin 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Access_Control_Allow_Origin property 

specifies the HTTP Response Access-Control-Allow-
Origin header field, which defines which web sites can 
participate in cross-origin resource sharing. 

Accept_Ranges 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Accept_Ranges property specifies the HTTP 

Response Accept-Ranges header field, which defines 
the partial content range types this server supports. 

Age 
cyboxCommon: 

IntegerObjectPropertyType 
0..1 

The Age property specifies the HTTP Response 

Authorization header field, which defines the age the 
object has been in a proxy cache, in seconds. 

Cache_Control 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Cache_Control property specifies the HTTP 

Response Cache-Control header field, which tells all 
caching mechanisms from server to client whether they 
may cache this object. 

Connection 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Connection property specifies the HTTP 

Response Connection header field, which specifies the 
options that are desired for the connection. 

Content_Encoding 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Content_Encoding property specifies the HTTP 

Response Content-Encoding header field, which defines 
the type of encoding used on the data. 

Content_Language 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Content_Language property specifies the HTTP 

Response Content-Language header field, which 
defines the language the content is in. 
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Content_Length 
cyboxCommon: 

IntegerObjectPropertyType 
0..1 

The Content_Length property specifies the HTTP 

Response Content-Length header field, which defines 
the length of the request body in octets. 

Content_Location 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Content_Location property specifies the HTTP 

Response Content-Location header field, which defines 
an alternate location for the returned data. 

Content_MD5 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Content_MD5 property specifies the HTTP 

Response Content-MD5 header field, which defines the 
base64-encoded binary MD5 sum of the content of the 
response. 

Content_Disposition 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Content_Disposition property specifies the 

HTTP Response Content-Disposition header field, which 
provides a means for the origin server to suggest a 
default filename if the user requests that the content is 
saved to a file. 

Content_Range 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Content_Range property specifies the HTTP 

Response Content-Range header field, which defines 
where in a full body message the partial message 
belongs. 

Content_Type 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Content_Type property specifies the HTTP 

Response Content-Type header field, which defines the 
MIME type of the content. 

Date 
cyboxCommon: 

DateTimeObjectPropertyType 
0..1 

The Date property specifies the HTTP Request Date 

header field, which defines the date and time that the 
message was sent. 

ETag cyboxCommon: 0..1 The ETag property specifies the HTTP Response ETag 

header field, which defines an identifier for a specific 
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StringObjectPropertyType version of a resource, often a message digest. 

Expires 
cyboxCommon: 

DateTimeObjectPropertyType 
0..1 

The Expires property specifies the HTTP Response 

Expires header field, which defines the date/time after 
which the response is considered stale. 

Last_Modified 
cyboxCommon: 

DateTimeObjectPropertyType 
0..1 

The Last_Modified property specifies the HTTP 

Response Last-Modified header field, which defines the 
date/time for the requested object, in [RFC 2822] 

format. 

Link 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Link property specifies the HTTP Response Link 

header field, which defines a typed relationship with 
another resource, where the relation type is defined by 
[RFC 5988]. 

Location URIObj:URIObjectType 0..1 

The Location property specifies the HTTP Response 

Location header field, which defines the location used in 
redirection, or when a new resource has been created. 

P3P 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The P3P property specifies the HTTP Response P3P 

header field, which sets P3P policy to be used by the 
browser. 

Pragma 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Pragma property specifies the HTTP Response 

Pragma header field, which defines any implementation-
specific values that may apply to any recipient across 
the request-response chain. 

Proxy_Authenticate 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Proxy_Authenticate property specifies the 

HTTP Response Proxy-Authenticate header field, which 
defines the type of authentication necessary to access 
the proxy. 
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Refresh 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Refresh property specifies the HTTP Response 

Refresh header field, which specifies a given interval, in 
seconds, after which the current page should be 
refreshed. 

Retry_After 
cyboxCommon: 

IntegerObjectPropertyType 
0..1 

The Retry_After property specifies the HTTP 

Response Retry-After header field, which defines the 
period, in seconds, after which the client should try 
again if an entity is temporarily unavailable. 

Server 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Server property specifies the HTTP Response 

Server field, which defines a name for the responding 
server. 

Set_Cookie 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Set_Cookie property specifies the HTTP 

Response Set-Cookie field, which defines an HTTP 
cookie. 

Strict_Transport_Security 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Strict_Transport_Security property 

specifies the HTTP response Strict-Transport-Security 
field, which defines the HSTS Policy informing the HTTP 
client how long to cache the HTTPS-only policy and 
whether this applies to subdomains. 

Trailer 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Trailer property specifies the HTTP Response 

Trailer field, which indicates that the given set of header 
fields is present in the trailer of a message encoded with 
chunked transfer-coding. 

Transfer_Encoding 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Transfer_Encoding property specifies the HTTP 

Response Transfer-Encoding field, which defines the 
form of encoding used to safely transfer the entity to the 
user. 
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Vary 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Vary property specifies the HTTP Response Vary 

field, which informs downstream proxies on how to 
match future request headers to decide whether the 
cached response can be used rather than requesting a 
fresh one from the origin server. 

Via 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Via property specifies the HTTP Response Via 

field, which informs the client of proxies through which 
the response was sent. 

Warning 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Warning property specifies the HTTP Response 

Warning field, which defines any general warnings about 
possible problems with the entity body. 

WWW_Authenticate 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The WWW_Authenticate property specifies the HTTP 

Response WWW-Authenticate field, which defines the 
authentication scheme that should be used to access 
the requested entity. 

X_Frame_Options 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The X_Frame_Options property specifies the non-

standard HTTP Response X-Frame-Options field, which 
is used as a form of clickjacking protection, supporting 
no rendering within a frame and no rendering if origin 
mismatch. 

X_XSS_Protection 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The X_XSS_Protection property specifies the non-

standard HTTP Response X-XSS-Protection field, which 
is used as a cross-site scripting (XSS) filter. 

X_Content_Type_Options 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The X_Content_Type_Options property specifies the 

non-standard HTTP Response X-Content-Type-Options 
field, which supports the 'nosniff' parameter to prevent 
the MIME-sniffing of a response away from the declared 
content type. 
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X_Powered_By 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The X_Powered_By property specifies the non-

standard HTTP Response X-Powered-By field, which 
specifies the technology supporting the web application 
running on the server. 

X_UA_Compatible 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The X_UA_Compatible property specifies the non-

standard HTTP Response X-UA-Compatible field, which 
is used to recommend the preferred rendering engine to 
use to display the content. 

 

3.10 HTTPMessageType Class 

The HTTPMessageType class captures a single HTTP message body and its length. 

The property table of the HTTPMessageType class is given in Table 3-10. 

Table 3-10. Properties of the HTTPMessageType class 

Name Type Multiplicity Description 

Length 
cyboxCommon: 

PositiveIntegerObjectPropertyType 
0..1 

The Length property captures the length of the HTTP 

message body, in bytes. 

Message_Body 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Message_Body property captures the data contained in 

the HTTP message body. 

 

3.11 HTTPStatusLineType Class 

The HTTPStatusLineType class captures a single HTTP response status line. 

The property table of the HTTPStatusLineType class is given in Table 3-11. 
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Table 3-11. Properties of the HTTPStatusLineType class 

Name Type Multiplicity Description 

Version 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Version property captures the HTTP version portion of 

the HTTP status line. 

Status_Code 
cyboxCommon: 

PositiveIntegerObjectPropertyType 
0..1 

The Status_Code property captures the HTTP status code 

portion of the HTTP status line. 

Reason_Phrase 
cyboxCommon: 

StringObjectPropertyType 
0..1 

The Reason_Phrase property captures the HTTP reason 

phrase portion of the HTTP status line. 

 

3.12 HostFieldType Class 

The HostFieldType class captures the details of the HTTP request Host header field. 

The property table of the HostFieldType class is given in Table 3-12. 

Table 3-12. Properties of the HostFieldType class 

Name Type Multiplicity Description 

Domain_Name URIObj:URIObjectType 0..1 The Domain_Name property specifies the domain name of the server. 

Port PortObj:PortObjectType 0..1 
The Port property specifies the TCP port number on which the server is 

listening. 
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3.13 HTTPMethodType Data Type 

The HTTPMethodType data type specifies the HTTP method type. Its core value SHOULD be a literal found in the HTTPMethodEnum 

enumeration. Its base type is the BaseObjectPropertyType data type, in order to permit complex (i.e., regular-expression based) 

specifications. 

3.14 HTTPMethodEnum Enumeration 

The literals of the HTTPMethodEnum enumeration are given in Table 3-13. 

Table 3-13. Literals of the HTTPMethodEnum enumeration 

Enumeration Literal Description 

GET  

POST  

HEAD  

PUT  
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4 Conformance 
Implementations have discretion over which parts (components, properties, extensions, controlled 
vocabularies, etc.) of CybOX they implement (e.g., Observable/Object). 

[1] Conformant implementations must conform to all normative structural specifications of the UML model 
or additional normative statements within this document that apply to the portions of CybOX they 
implement (e.g., implementers of the entire Observable class must conform to all normative structural 
specifications of the UML model regarding the Observable class or additional normative statements 
contained in the document that describes the Observable class). 

[2] Conformant implementations are free to ignore normative structural specifications of the UML model or 
additional normative statements within this document that do not apply to the portions of CybOX they 
implement (e.g., non-implementers of any particular properties of the Observable class are free to ignore 
all normative structural specifications of the UML model regarding those properties of the Observable 
class or additional normative statements contained in the document that describes the Observable class). 

The conformance section of this document is intentionally broad and attempts to reiterate what already 
exists in this document. 
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